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Abstract

Cryptography has alwayvs heen a keyv distribution problen. which is currently
successfullv solved using asvmmetric eneryvption aleorithms with a private kev
that does not leave its owner. One of the most common of these todav js the RS\
aleorithm. However. enervption ensured by the Tack of computing power in the
world at present for the Opportunity of the entire crvptanalvsis. I connection
with the development ol scientific? Therefore. the emergence ol such computing
power i to look for new methods and technoloeies for kev distribution. One of
such technologies. especially for users whose information requires increased protec-
tion. in the future may be the technology of auantum key distribution of quanti
plivsics. This work contains the emerging problems of asvnmetric algorithms in
view of the fundamentals of quantum ervptography. the BBS4 protocol. and the
possibility ot applying technologies for the quantumn distribution of kevs in passive

optical networks and implemented on MatLab.



Apnmarmna

Kpunrrorpadiist opKaniail KLTTTePA TapaTy npod.iexachl 0o b TadbLia bl 0.1
oil @3 Hecln KaCCIBIPAMAiTThI ZRORe KITTHOH aCHMMOTPHA B IHTDPIay aciropri-
i aprLIpl el memnid. byrinse RSA aqropnmyi e rapaciran. Terennen.
ninp ray Ksipri VakbiTTa Oap bl KPIHTTOQHA I MY MKILUKTePD VIR 07108 1e-
FIecenTey KyaThiibil ZRCTICHev i irinen Kaxrraxacsrs eriae . T olibing  anvbliia
Gail tuipierir”? Qepliadiia, MyILiall ccenmiK OiikTin najita 60.1vel 6aceTul Tapary
VI AKalla 0/HCTep MeH TeXHO O TPl il 13710y 1e Aathip. MyTitall rextosoris-
Aap:bit OIpi. veipece akiapartsl Koprayiibl Kymefirerin nafi o anyiusiiap v
GosgallakTa KBalTThIK (PIBHKA KBAITTHIK KLTTTEP 00,13 TOXHOTOTHEICH] (01 by
AVRIKITL PV Maka1asia KBANTTHIK Kprirrorpaguannsi nerisiepi. BB uporoko-
b AKOHC TACCTBTT OHTHRKATHIK ZKCTLICPACTT KBAITTBIK KLTTTCP, 1 TAPATY TONTO 0~
FHSCHITBIH KO L TAIBLIVBL CCRePLIC OTBIPBIL aCHMMCTPHSLIBLIK & IFOPHTMICD Hafita

Go.1raul LHpodIeaa1ap oap.



AHHOTAIIS

TTpod.1eata Kprirrorpadinn sissierest npodsiesioli pacupocrpanenis Konoueii. Ha
JATHIBHT MOAMCHT. JtalHas HPOOJOMA DOHTIACTC HePes alIFOPITTMBL QCTINN TP HO-
PO HHPOBATIIE ¢ SAKPLITLIMN K IOUOM. KK HPHACD. MOZKHO B3I TL Ha -
Gostee ol Tapibii adropirar RSN Oaxo. Janiast saiita 000cod e Ton:
QO T BT MOMCHT HC CVHICCTBYIOT L LOCTATOMHOM BHIMHC HITC ILHON TONTHIK
I3l VEHCHTTIONO. PACKPBITHE 1HHdPa. 1o ¢ 1ieeli KBAITOBLIX BLIICICHITL Ko-
Topast MOAKCT PCNATh JIBH THI HHPPOBAIIs. 3a CHITalible CCRVIBL Hal
TPEONCTES TOBBIT MCTOL SQUILITBL TATHIBIN 11 1IN mnposarnist. O:uioft 113 raxis
TOXHOJOTTHT MOZKCT CTATh KBATOBOC PACHPC,IOICHIED KIHOMCI. 3allliTa KoTopas
OOVEIOBICTT (DIBITICCKIRIL CBOTIC BN oA KOTopask MOAKCT CTarh NOporie
SAMETIO LTS A ATOPITMOB ACTIARICTPIMHONo tidpoBatiist. 1a PadoTa coleprsirT
BOSHITKAIONTIE TPOOTCMBL ACHNMCTPIUIBIN a IFOPITMOB ¢ VICTOM OCHUB KBaliTo-
Boil KpHirrorpacuil. HpoToKko.1a BBS4 11 BOSMOKIIOCTT HPIMCLCIIS TONLO 101 1Li]
LIyl KBallTOBOTO paclpeie el KoOUCT B HACCHBIBIN OHTICCKIN COTAN 11 ¢ \o-

Aeoniponariiast 1 MatLab.
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1. Introduction

One of the serious problems of cryptography has always been the problem of kev
distribution.  For example. symmetric algorithms that use a common secret key
require that hotly parties already have this key from the beginning. That ix. if the
poisoner wants o {ransmit an enervpted message using a svmmetric algorivhng.
then he needs to seriously think abour how to safely transmit the kev o tle
recipient. . The ereation ol asyvimmnetric crvptographic algorithms sugeestod an
clegant =olution to this problem. A kev pair is created: an OPEN and a privare
kev (which causes another name for these algorithms - two kev algovithis or
public key algorithms). The public key is in free access: the private key is alwavs
on cacl side of the exchanee of information and does not leave them. These
kovs are mathematically related in such a way that they satizlv the following
conditions[1]:

o Computationally easy to create a kev pair.

o Computationally easy to create an encerypted message with a public kev and

an unencrvpted message.

o Computationally casy to decrvpt the message using the private key.

o It is computationally impossible, knowing the public kev and the encrypted
message. to recover the original Message.
That is. il Alice wants to send the enerypted Message to Bob, then ghe only
eeds to take Bob’s published public key. encrypt the message and send it to the
addrossee. and only Bob will be able to deervpt the message with his Private Koy,
It should be note
~ sucl a scheme is used very often. An attacker. having frogly

| that the Secret ey for a svmetric algorithm can he ]y

orieinal message

received hoth an encrypted message and a public key. cannot do anvthing wir],

this sct.
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1.1 DMNlotivation

Ouantum eryvptography is an exrremely powerful part of present dav crvptoaraphic
sCienee. promising nuinierous new points of view in customary zones ol use - coneil-
iatory correspondences. military, business and ditferent territorios thar require the
exchange of mysrery data. Exploratory and hvpothetical work on quantum CrVp-
rooraphy. completed until today. considered an assortment of different rrade plans
and expert tools. just as the security of these plans and conventions in connection
to different strategios for unapproved get 1o, Among the effectively thoueht abow
methods. there are nunerous very intricate ones that are essentiallv wnrealizable

in the <structure of the mnovation of the not so distant.

1.2 Aims and Objectives

The main goal is to develop model on NMatLab and show the Eve's probabilits of
cavesdropping. by inereasing sending qubits to Bob hy Alice.
Objectives:
o Develop models with quantum states for experiments in CLCTYPLing and
decipliering

Analvsis tools for develop quantunm svsteins

o Anahze algorithims BB&1 B82

o Build a model with Quantum IKev Distribution hased on existing aleorit g

Implenientation ol quantum encryption methods for token generation

(o]
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2. Analysis of quantum cryp-

tography system models

Sinee antiquated times. individualz have looked for merhods for correspondence
that would hevond auy doubt the protection of the transmitted data in mvsiery
from outsiders. which was significant for the requirements of tact. exchange. mili-
tary Affairs and love correspowdence. Different sorts of data coding were utilized
for this reason. Everv one of them gave the mystery of the transmitted data <ome-
how. ver none of them gave outright assurance. In 1918, Vernam Invenred the
fionre. lor which later, toward the finish of the 40-ies.. was held evidence of total
mvstery. LThe states of this mystery are. truth be told, the principle downside of
this figure: a very irregular kev ot a similar length as the transmitted 1CSRAQE
ix vequired. and this kev ought to be utilized just once. T this way. hefore vou

can send a MVStery wessage. vou should initially go through a channel that is

oxceptionally secure from unapproved get to. a similar length of the message con-

fainine the mystery keyv, Such a framework is bulky. badly arranged to utilize and
) 8 : . )

costlv. which is the reason it 1 occasionally utilized. During the 70s. the supposed
open key crvptography framework was created. in which there are two kevs: ope
for scrambling messages. freely unveiled. and the other for unscrambling. staved

Jiscroet. This system currently utilized all over the place. despite the fact 1hat

ite vstery lias not been carcfullv demonstrated by anvhbody (as. for sure. the
in\'or.;o Las not been demonstratedi System depends on an exceptional <ot of
capacitios. the compntation of which one way i< not troublesome. and the other
wiv - trotthlesome. Sl)eciﬁcall_\'. the issuce of calculating the mystery kev within
1]1('- sieht of an open key ix diminished to the issue of factorization of huge ng,-
hers, whicl is viewed as hard to fathom np to this point. Nevertheless, bhecanse
< of quantum PCs for which quick factorization caley]

-

ol 1he normal appearaic



rions have just been ereated. open kev frameworks may lose their adequacy. In this
way, there was a requirement for crvprographic frameworks dependent on ditferont
standards. The work "Conjngate coding”. which composed by Stephen Wiesner
from Cohunbia University. at initial couple of individnals saw and not in any case
distributed. denoted the start of another heading in ervptographic science - quan-
ran ervprography. In its because of the laws of quantum wechanies. it ended .
conceivable to disseminate between at least two supporters a mystery kev that
meets every one of the necessities of the Vernam figure. which means the ourriehir
mvstery of the transmitted datac In 1951 Bennerr and Brassavd liconsed e
primary trade Protocol fora quantum crvprographic framework. known as BB4,
From that point forward. enthusiasm for squantum crvprography on the planer
started to develop amazingly rapidly. and to date. countless examinations have
heen led. influencing different pares of it As indicated by the crearors of BBsd.
quantim crvptography is a strategy that permits two clients who don’t at fiyst
have anyv mvstery information com-mon to them (o conenr on an arbitrary kev
that will he mystery from an onrsider who activities unapproved access to theiy
mterchanees. I crvptographic scienee has hudlt up its very own: conventional
phrasing. explicit sounding at first look. however extremely advantageous by and
v In this mamer. lawful clients are generally called "Alice” and "Weave" . while
til(‘ individual who performs mapproved access is classified "eve. We will not g0
atniss from the groups and will keep this terminology in this paper. The prinary
(uantim mechanical rules that structure the reason for gnantum cryvptography
1o 1. The failure to recognize totally two non-symuetrical quantum States Tlie
digeretionary condition ol any two-level gquantum mechanical framework can he
spoken fo v divect superposition of its clgenstates and with complex coefficionte:
where, The laws of quantum mechanics do not permit to recognize two quantiy,
G atos completely dependably also. if not met zevo. for example the States are
2. The forbiddance of cloning hypothesis Due to the unitarity ap|

svinnetrical. 2

lincarity of quantun mechanics. it is difficult to make a precise of an obscure (ah-
N .

i state without infinencing the underlving state. For mstance. assie \lice

I I I)()]) ll“]i/(‘ 1\\-“_](\\'(\] (|\li\|lll\lll h'ill])I,‘\\‘l,)l‘](h' to transmit (lilvl‘(\. L‘ll(‘()(lilll% I)ﬂﬁ ()"
il ) ’ .

| { 1111 ]ri()]l h\' tll(‘ C;Tufk‘.\' ()f Tll(‘.«'(‘ .H"\'h't(‘nl.". L)ll fll(‘ ()‘ (‘hzul((\ rh(u— ove (.;11—‘,11\". Th(‘
11O . ~ N

tron l orter ol dat oy sennt v _\li(‘«'. IiensSires 1= =tate nll(l :\'l‘llllh illl'l]u']' toy [}.,],. ot
(1 llsD) atba s .

that point the condlition of this hearer will he nmique. thanat estimation. ey,
1!
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listening stealthily on a guantum channel incires transmission mistakes that can
be distingnished Dy genuine clients. 3. Quantuim ensnarement two quantin nye-
chanical frameworks feven ixolated spatiallv) can be in a condition of conmection.

so the estimation of the chose esteem did on one of the frameworks will decide tle

alterelfect of the estimation ol this-incentive on the other. This impact is called

quantin ensnarement. None of the caught frameworks ix i a specifie state. <o
the snared state cannot he composed as an immediate result of the States of e
subsvstems. The singlet condition of two particles with turn 1 2 can fill in for
instance of an cnsnared state: The estimation performed on one of the two sul-
svxtems will give with equivalent likelihood or. and the condition of the other
subsvsteny will he inverse (e if the estimation result on the principal framework
was. and Vice versaj. Causation and superposition Causality, which isn't at fiys
an clement of non-relativistic quantim mechanies. can in any case urilized for
quantil crvptograply in con-intersection with the guideline of superposition: if
two [rameworks whose States structire a specific superposition are isolated in
rime. without being associated by cansality. it ix ditheult to decide the superpo-
sition state by taking estimation on cvery one of the frameworks consecutively,
The correspondence procedure will be talked about in detail on the case of the
DBBRI Protocol. as generally the first and most well-known right now. The yest
of the conventions will be depicted inall respecrs quickly. With respect to the
particular plans of quantwn eryprographic establishments. here will be viewed as
just those of them. listening in which is the subject of this investigation utilizing

the trade comventions BBS L and B92 on phase states.

I



3. Building model for key gen-
eration based on QKD Pro-

tocols

3.1 Protocol BB&84

Quantum kev distribution is the widely wsed and most stndied area of quantin
rechnologics, Tirstlv introduced in 1981 algorithin of kev exchanging based on

(uantuin bits properties. The main leature hidden in physical properties of quan-

fin plivsies. It says you can not make a identical copy of an unknown quantw,

othorwise the state that yvou are trving to copy will be destroved. Uncertaingy

principle of Teisenbere states: when we oy to measure one quant, to idenrify

ite state. that quant’s information is destroved. The main idea was created 1y
Wicsner. but it was rejected. because evervbody decided this idea as l'ellllzl.\‘li(:.
But then in 1981 C.Bennet and G.Brassard developed this idea more in practical
wav. They start od 1o send the encryvpted ke in guants throw optical channel. The
secret kev can build by simple quantum state. this rule used by BB84 protocol.
Alice. sender. sends a big randomly length of photons to the Bob. receiver. Aljce

ooses one 2 Basises <hown on below (Figure 3.1). and the direction of plioroy

particularly Lorizontal or vertical or diagonal ones 15 or -15 either |2].



Figure 3.1: Photon Polarization

Fach polarization of photon represents hit T and the other one represents big
0 as shown in figiee 3.1, Alice sends to Bol a sequence of bits. photons . for
cach photon there is need to randomly choose the value and in which hase i
will he. Bob's job ix to v identifv the polarization . by randomly choosine e
of measurement for cach photon. The measurement bases are given: horizontal.
vertical and diagonal. For examiple. The beginning of the interaction of the partios
heeins with the fact that Alice generates and sends photons with the selocted
polarization to Bob (Figure 3.2). A Tight emitting diode or a laser can he used as

a lioht sonrce. and a fiber or air can be used ax a conductor as shown on table 1.

Figure 3.2: Alice sends bits with selected polarization

Then for cach photon. Bob randomly chooses the type of polarization niea

surepent: it measies either straight-line polarization () or diagonal (x1 (Figure

3.3).

Figure 3.3: Bob's randowmly choosen polarizations

Bob records the results of the measurements he just made. which he keeps in

seerot (Figure 3.10.

Fieure 3.4 The Alice and Bob's measurements



Bob openly announces what tvpe of measurements he rook. and Alice rolls
him which measurements were correct. These data are then translated accordine
to a predetermined e into bits. the sequence of which is the result of the initial

guantiu transinission (Figure 3.3).

Figure 3.5 The Final Kev

Noxt. the received key is checked for interception by the attacker. I an at-
tacker interceptred inforniation using equipment similar to Bob's equipiient. they
in about 50% of cases he would choose the wrong analyzer. therefore. he would
not he able to determine the state of the photon he received and send the plio.
ron to Bob in a random state. In this case. in 50% of cases. hie will clioose tho
wrong polarization. which means that in about 25°C of cases. the results of Boh's
measurements may differ from those of Alice. This number of errors is quite easy
to notice. Evaluation of the presence or absence of interception is performed 1y
Alice and Bob over an open channel by comparing and discarding the subsets of
the data obtained. If an interception is detected. then Alice and Bob hegin t]a
procedure agail. If there is no discrepancy. the bits used for the comparison are
Jisearded. the kev is accepted With probability 1- 2- * where X ix the munlyop
of hits compared) the channel was not tapped. More detailed information aloyg

this and other algorithms are discussed in the literarure [3],
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matrices of Pauli are shown below:
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Fignre 3.6: Quantuun Ney Distribution

The bit is the smallest unit of classical information measurement. In the liold

lco. lowever. unlike classical gates. which can be both reversible (NOT) and

AR

- -

=

Py

il

of quantun cryprography. we use guantuin bit-qubir. and a vector of lenetl one
o
in a complicated two-dimensional vector space deseribes it mathematically, Like

i classical svstems. there are also several types ol gates in quantum svstens

reversible (OR. AND). quantum gates must be reversible as subatomic element
inreraction must be svmumetrical i tine. Mathematically expressed as Pauli
matrices are three government single qubit gates. which implies 2x2 matrices. For

le quantuni bit (a axl-column vector), these doors can be practical. The

Fionre 3.7: Pauli Matrices

Where 118t

)

he 1.(\1)1~ps(‘111nti011 of complex nmunbers. Every of the thyee of ose



cnrrvivays play our a particular capacity in gquantui caleulation and data. The
entrvwavs are frequently meant as NXo Y and Z. individually. Purpose of X gate
i< xame as NOT gate's functionality in classical svstems. oo returns owiput 1
for input qubit 0 and vice versa. The Z gate performances on a l-qubit svstem
Iy Jeaving the qubit-in the basis state [0 unchanged and performing a-sign tlip
on evervehing else. as shown in the following mapping: 0 no state alteration 1
sion (lip alteration Hadamard Gate The Hadamard gates is a significant quantin
entrvivay regilarly urilized in quantum circuits as a result of its capacity to pur
qubits in a superposition. In quantum data handling. the Hadamard change, all
the more frequently called Hadamard door. is a one-qubit task that changes eithoer
prewise state o an cquivalent superposition of borh premise states. At the cend
of the dav. there is an equivalent likelihood ol estimating either premise state.

Numnericallv. a Hadamard door i communicated as pursues:

Figure 3.8: Hadamard's matrices

CNOT Gate The controlled NOT door is a reversible entryway frequently-
composed as CNOT. This door hegins with two sources ol inlo and vields m,.()
vields., With a CNOT entryway. two sections must be comprehended, the contyol
Dit and the objective piece. The control bit (top) is appeared as a strong dab. an
the ohjective picce (base) i spoken to hv the image and. known as the seloctive
or administrator (XORY. If the control bit input is a 0 then the tareet bit will e

mnchanged. However. il the control bit is a 1 then the target bit will flip. ONOT

oate mafrix:

oo {0
% IS PR
I S P
A A

Fioure 3.9: CNOT matrices



Toffoli Gate The Toffoli eare is like CNOT gare. like a controlled-controlled
NOT eate. The Totfoli gate has two control bits and one target hit. Toffoli gate

Mmatrix:

- i i oo o 7
" x i ik i ¢
v { ; [ [ ; ! \
S T L
i i i L {
s L
S S

L ' (i ; { ! ! { J

Fioure 3.10: Tofloli Gate Matrix

Swap Gate The Swap gate does precisely what it names infers: it swaps 1w
qubits and can be spoken to by the accompanying framework. where the s ip

lines 2 and 3 trigeer the swapping’ scientifically, Swap gate matrix:

Figure 3.11: Swap Gate Matrix

Frodkin Gate The Fredkin gate is the same as a managed swap with a three-

gubit inpuf. with one qubit being a control qubit and the other two qubits being
tarect qubits. which mav or may not change depending on the control qubit. The
Frodkin eate is the saie as a managed swap with an input of three qubits. wliere
one (ubit s a control qubit and the other two qubits are target qubits, which lay
oF av not change depending on the control qubit. I the qubit control is "0." 4,
(.lmng'pb- will ocenr and the rwo target qubits will not swap places. Ou the ot]ep
hand. e target cqubits change the state il the control qubit is equal to "1, T),0

matrix:
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Fieure 3.12: The Fredkin Gate Matrix

Quantum entanglement is a property of quantum mechanics where two or
more quantui bits. are linked together in o fundamental wav: a change in the
environment of anv ol them will diveetly aflect the other particle. Having this
knowledge we can start thinkine about new swavs to create secure svstem 1s-
ing quantum technologies. Anyvoof these gates can serve as bit transformer and
nsed for eneryvpting data. As instance. the anthors in presented an enervption
schoma using third part for decrypting and matching messages from hoth sides
and avoided nsing one time pad techniques explaining it that it was impossible 10
rosist to cavesdropping attack. Pauli-Y gate. Tredkin gate and Hadamard gates
Lave heen implemented inorder to enhance the security of the encryption al-
sorithm. The primary objective of this scheme is generating a digital sienature
=ing (uantum technologies. A digital signature is considered an authentication
Liechanism that allows the sender of the message to add a code that serves as o
stonature. Quack - quantunl AMATLADB simulator. have been used for simulatio,
,)lt"(hi,\- work., Authors could encrypt. deerypt. match. and send the Quantum
data among all parties of comununication. The third party also was able to cheel
and match the messages received [rom Bob and Alice.  Authors compare w,

> ; ¢ PR H .1 r el o= . .
protocol BBs4 and SARGOL. that tolerate using no only single-photon sources.

It and two-photonn sources. SARGO! protocol tolerates a higher hit crror rate
¢
(han BB Fxplain using the decov-state method for achieving secure of long

listance. ForS \RGO! protocol made an endeavor to study i different situatioy
(l1stallce. D |

example provide upper anc
for single-photon sowrce and for two-plioton sources

[ I Tower hounds of the Dit crvor rate with two-way.
or |

classical conunications
Lov bricllv review an entanglement distillation protocol “EDp,

And additional i |
the Kecurity of QI{D' where we “*17“(‘1%1]1}’ review tle SCCUrty

and its relation witl

IR



proof of BBs4 by shor and Preskill. And yer they explain how SARGO4 works
and constriet an EDP protocol that is equivalent to SARGUL protocol. Thev
furthermore mention the property of the densitv matrix in the EDP protocol for
the later convenience. Thirdly. they explain the kev generation rate for BB 1 and
SARGOL. assuminyg realistic devices and one-wav classical communications. Next.
they deseribe the decov method in BB84 and SARGO4. Finally. they veview QKD
with two-way classical communications. On nmore paper about scheme hased on
mesoscopic coherent states often called “Y-00 protocol” has an average photon
munber of 100-1,000 photous per pulse. Y-00 protocol has robust safery lovel it
it n=ed microscopic coherent states. on really this reason need high performance
for implementation and for this reason usual its used mesoscopic ones. Thoev v
hricy to show the simplest of cryprography atiack 1o Y-00 protocol. Mesoscopic
colierent states of the protocol allow implemenration Quantum Kev Expansion
more than one photon aud resist the noise in the channel which uses for realiza-
tion Quantum Key Distribution. Y-00 protocol nsex the =ecret key for quantum
modnlation and de-modulation in a quantum channel for expansion of the kev, Ip
addition. the level of qualification required to implement the agreement must e
wistent with the level of traditional optical svstems. If the protocol is almost

Ol
physically seenre. the Y-00 protocol is a fast and casy-to-implement cryvptographic
cnervption svstem|4]. One rescarch work is based on the wayv to integrate classical
GSA card with quantum technologies suclya way, authors described the E91 pro-

tocol that is hased on the two entangled particles shared [rom a source 1o Alice

and Bob to distribute a secret keyv. Authors tried to propose quantum authenti-

cation protocols [or mobile networks using quantum technologies methods, Thev
‘ i ) .
proved the possibility of authentication of copied SIN cards that are sometimes

provided to cavesdrop on the original SIM cards and prevent them from enter-
ime the network. T was rescarched that whenever the original SIN card and i«
(,(;l)), simultancously request entry to the network then the network can detecr
the existence of a copy and then can delete hoth of them. The one more protoeo)
oxplained is hased on the use of quanfuun memory cmbedded on the SIN capd.
and used ol a sourcee of two particles entangle state with Bell-state. As a conelye
sioy. these two protocols can he a good way to authenticate the SIN cards tlar
heen copied. 11 the next generation of nml,)il“ nf‘m-”lik‘“' Aftor l("‘]"l‘llill,g" Wavs of
combining quantun fechnologies with classical ciphering svstems. it was decided

19



to learn strucerure of tokens. their wavs of generation.

3.2 Protocol B92

One of the first protocols of quantum kev distribution. which was proposed i
1992 by Charles Benmett (eng. Charles H. Bennett). Hence the name B92. by
which this protocol is known today . The B92 protocol is based on the prineiple Gf
Icertainty, in contrast to protocols such as E9T. Information carriers are 2-level
svstews. called qubirs (quantuum birs). An important feature of the protocol is
the use of two non-orthogonal quantum states.

The fundamental laws of physics claim that observing a quantum svstem
changes its state. This imsurmountable difficulty has a positive effect. allowine
vou 1o prevent unwanted receipt of mformation from a public quantum syt onol
and solvine the problem of maintaining confidentiality when c-()1111111111ic-z1ti£19 via
Al open comninication channel. )

The BY2 protocol s a generalization of the BB84 quantum crvprographic
protocol. Unlike ifs predecessor. this protocol can use non-orthogonal quantum
dates. Charles Bennett developed this protocol 1o show the fundamental possi-
hilirv of such a kev separation.

The coding schene of quantum states [Prim. 1] in the B92 protocol is similar
to the BB84 protocol coding scheme. but uses only two non-orthogonal of the four
BBR] states. and different polarizations are used as the hasis:

Lincar [ - ): - harizontal (): - vertical ():

Cireular (): - right circular (): - left circular ():

i accordance with the Heisenberg uncertainty principle during mea-

Since.
surcient. it 18 impossible to distinguish two non-orthogonal states from eacly
other. therclore it 1s impossible to reliably determine the value of a bit. More-
over. any attempt to find out the state of a qubit in an unpredictable wav wil]
chanee it. This is the idea underlving the BY2 quantum kev-splitting protocol.

Since the pro
jent than other schemes. However. ¢ btaining suthicient reliability of sucl, 4

tocol coding scheme uses only two states. it is sometimes casior 1,

implen
protocol i some experinients is a diflicult task. and it often turns out that (e
protocol is far frony secnre.

The initial state of the photons depends on the miplenentation of the protoceo)

2()



rable 3. If the protocol is implemented on the basis of EPR-correlated photons.
then Alice generates =uch pairs of photons and bases in which she measures their
state. and =ends Bob unperturbed particles. Otherwise. Alice generates photons
of random polarization and seuds them o Bob. The second stage of the protocol
iw the identification of the polarizations of the photons received from Alice. The
state of the particles is measured ina randomly selected basis. At the nexe stage.
Alice and Bob compare the bases used for the measurement (in the case of non-
EPR implementations. Alice uses the polarizations creared by the photons) and
save the information only when the bases match. Alice and Bob choose a random
subset of bits and compare their parity. Tl at Teast one bit has changed ax a resuls
of Eve's actions, the parties will know about it with a probability of . Then it
iv necessary to discard one bit. since because of this check one bit of the kev is
opened. Performing the parity check of an arbitrary subset of hits k times allovwes
vou to establish that the communication channel of Alice and Bob ix not heard
with the probability p (k) — 1- () k.

As noted carlier. the BY2 had no significant advantages over the BBS s prede-
cossor. that iz, the same vulnerability to attacks and other disadvantages of BBS4
remained in 392, Therefore. seientists took up the ereation of new. improved
protocols.

T 1991. the Polish physicist proposed a quantiun cryprographic protocol based
on the Einstein-Podolsky-Rosen "mental experiment” . Unlike the well-knowy
npsd and BY2. this protocol uses the discarded kevs to detect the

prot ocols B

presence of a crvptanalyst (Eve) using Bell's inequality. That is, in the absence
ol a ('1‘)‘])1'.‘(11161]‘\’31',. the laws of quantum mechanics will describe the svsten and.
tLorefore. violate Bell's inequality, and if present. hecomes a theory with a hidden
paranicter that satisfies this incquality.
Then. in 1995, B. Hattner, N. Immoto. N. Gisinom. T. Morom [or the firs
fime pmposorl the BBSL (1 2) quantum key distribution protocol[d]. In theiy

. the scientists described in detail the working principle ol the protocol, s

WOIK

i1111)]0111011’rz1ri(>11 and advantaees over the BBs4 protocol ander the threat of PNS
Uncks, Tt is believed that this protocol was the first meaningful attempt (4
AlLaChs. 2

resist an attack divided by the munber of photons or PNS-attack in the history of
resist all @ , .
the development of crvptogra
which corvesponds to the BBS4 protocol, and ]

1)11\: The 1)1‘()'m(-01 uses 1 quantun states to cncode

O oand M in two hages.



I,drj.\ in cach basis are =clected non-orthoconal. which corres l
protocol. the states in different hases are alzo pairwise noi '17”“” o The B2
11;(‘;‘1 a peculiar combination of protocols B~ and B‘)" h:‘-:ltll':’g’omd' .
of the most important advantages over Ve ce its name. One
et ] 502 i (he somealioc o .\'0\ 010 'rho othier two basic quantum protocols
the fiber-opric li KT? called survivabilitv in terms of the distanee or | | o
p-opric line. The 4 2 quantum provocol remains se .7 or tength of

the qua.mmn [iher-optic communication channel. about 151) (],(l( f m. the lenatls of
lenath for the BB84 protocol is about 30 ki and for BY2 -1\11)1'1. ) EIIC Hhe eniticl

The process of splitting keyvs can be analyzed in <r<‘-1;<( t;;: | knll'

- < s ¢ result of each

Action corresponds to the row of the table
C .

N
‘i
J

o N 21 ) - . N .
Fioure 3.13: The process of splitting kevs

1 Iu the casc of an EPR implementation. Alice randomly chooses a |
- Ses a basis for
SIS fo

meastring the state of a single photon from an EPR-correlated pai
- lated pair. eit)
. or

linear or circular.

9 In the second step Alice’s actions
2. . step. - s actions depend on the pr
10 Protocol versi
= .
1011, D‘U'lng



AR 3 ) ) - M - 3 . . . .
EPR implementation. selects a random =cquence of hases for measuring

>
the polarizations of photons: Alice selects o random sequence of polarized

photons and sends them to Bob.

Cl

Bob measures the polarization of his photons using a sequence of random

hases.

| The measurement results of Bob (fmperfections of the source. communica-

Gion chanmel and detector lead 1o the loss of photons).

5 Bob tells Alice the basix for measuring the polarization of cach phoron

received.
6. \lice tells Bob which bases ave right,

= Alice and Bob retain data on photons measured in the correct polarizations

and all others are discarded.
The remaining data is interpreted in accordance with the code table.

9. Alice and Bob clieck their kevs for the parity of the selected subset of birs
Tf at least one hit is ditlerent. then such a check shows the existence of Eve

listenine to the channel.

The sides discard one of the bits of the selected subset.

10).

33 Protocol BB84 (4+2)

Ouantum Protocol 1 - 2 (BBSL(L = 2)) for information coding. the protocol
nses four quantunn states of a two-level system that form two conjugate bases. {he
statos in cach of which are not orthogonal. and the state in different bases are also
not orthogonal in ]mirs.hllbl'l]mlion carricrs are two-tier systems - quantum hits,
The hasic idea of the 4+ 2 quantum protocol is that once the BBs4 protocol s
PG vulnerability is caused by the fact that alter the hases are negotiated. tle
tercoptor can 2ot accurate information about the transmitted state. yvou cay
make the states inside cach base non-orthogonal, thereby making it impossib]e
for the interceptor {0 accurately determine transmitted state even with a Known
Thus. the l)l.utu(.ol uses 4 quantuin stafes to cncode “07 and 17 1y e

hasis.
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hases, which corresponds o the BBs4 protocol. and rhe srates in cach basis are
selected non-orthogonal. which corresponds to the B92 protocol. and the states in

different hases are also pairwise non-orthogonal. 4 - 2 uses a peculiar combination

of protocols BB acd BY2. hence its nauie.

1L T First Basis:

2 In Sceond Basiz:

in the BBR1 protocol. we have | states that form 2 bases. As an example of

As

sl a conlignration of states. it s convenient to take a set of four states that lie in
] N NEDITH A1 Ee <9 W 1o ) -
two perpendicular planes on the Puankare sphere (Hg. 4). bur are not orthogonal.

for example:

Figure 3.14 Quantum states of the 4 12 protocol on the Puankare’s spheye
\ttack on BB34 protocol As already mentioned. the BBS4 protocol wit]y »
- A —
Dases, the states within cach of which are orthogonal. and the states from (it
The photon separation operation ¢y,

ferent hases are pairvise non-orthogonal.
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be applied ro BB&4 hacking. Eve can casily find out the munber of phorons in
cach of the pulses. The attack itself is huilt like this: if a pulse contains only one
photon. Eve blocks it otherwize it leaves in its quantum memory ito realize it.
it ix cnough to have a regular delay line) one of the photons. sending the rest ro
Bob (hrongh its ideal channel without loss. After the operation of matching the
Lases, which is produced throngh an open channel. Eve receives all the necessary
information to reliably distinguish the photons that she has. Accordingly, Fva is
able to recognize the whole key without being deteered. Thus, BB8d is completely
vulnerable to PNS attacks. According to history. the 1 - 2 quantum protocol was
the lirst attempt 1o resist a PNS attack. As its creators believed. Eve would face
4 double challenee. First. once the BB8 1 protocol’s vulnerability to a PNS ar-
tack is that alter aligning the hases. Eva can get accurate information about the
rransmirted state, then the stares inside cach baze can be made non-orthogonal.
which malkes it impossible for Eva to accurately detenine the transmitted state
cven with a known basis . Secondly. il Eve conducts the same measurements that
Bob males. then this will lead to a situation similar to explicit listening. thar s,
Frve will introduce an error into the channel. taking measurements at random in
the chosen basiz, and Ler intervention will be detected. Thus, at first glance. we
o0 a significant advantage over BBS&IL. and it scems that 1 - 2 18 not vulneralle
to PNS artacks. however AL Acm. N Gisin and V. Scarani in one of hix works

showed that Eva cai take a measurement that thev called filtering:

et

1 :" v od t N0 : / i ;
A e (1 L. | : 2l A = \ 1— 4. A.-_:k
'\,«‘

11 cosy

Figure 3.10: Eve measurement s filter

3.4 Protocol SARGO04

SARGOL - quantuill ey distribution protocol. obtained by improving the BBs |
D4 T - .

protocol T nown lor its rosistance to attack divided by the munber of photons,
\for tosting BBSH (4 2) protocol for PNS attacks gronp of scientists showe
R © . ¥ Q

the weaknesses of this protocol. .
(he configuration of vectors was invented. which did not aJ1oy

\Jso. thev suggested new wav of solution of t]i.

problem. namely. ! hich
yement that would orthogonalize the states in eacl paiv of hases (wit], o
O neas «
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nonzero probabilitv)|6]. The protocol is vuluerable to PNS attacks if an attacker
i able to block all the packages with one and two photons. and in the packages
- ARl

impulse when receiving at least one incompatible outcome. With the angle 435 the

probability to get an incompatible outcome at least in one dimension is greater--

1 2. therefore. for effective interception. IEve should be able to block the parcels
with three photons. We obtain that for a successful protocol attack. it is necessary
to he able to block all the packégc‘s with one. two. and three photons, whicl)
means SARGO! is noticeably better protected from PNS attacks than BBSL. In
their work. the authors of SARGO4 also described an important special case of the
protocol. which uses similar signaling states as BB&1. but has a different encoding

(ochmique, which allows increasing the resistance to PNS attacks, sacrificing data

transfor speed.



4. Analysis of quantum prop-
erties and their conditions

for hacking.

Classical quantim svstems methods are quite distinetive. And the outcome of
Lo method is regarded as the randomly produced key x that was acquired using

: o
quantun states. Alla third party can do is intercept the produced important

stare, And vor can use the density matrix to define it
pyE = Pyla)|r)a] = pp

Ouantum Ixey Distribution secks to minimize the likelihood of anticipating
) e}

the produced mmportant status if an unauthorized access is obtained by a thind
party. And {his can onlv be accomplished il the key generation is totally random
Which w1

density matrix pxr-
to implement on the threshold ot ideality of the environment and

Il lead to a discrepancy in the results of errors. and the proof is the

Recall that in addition to its impeccable protection. the

svstem is able
the device paraneters are at the level of the minimn allowable threshold, which
leans non-correlated density matvix pr & pE

The diztance between the circrunstances is the distance bhetween the traces:

lpye — pr @ pelly <&

By dcfinition. it 1s connected by a trace metrie:

PNLE = Z‘r:‘\- Py )|y {a] o ppe.

o Jdensity matrix (in terms of homogeneity and ideality)
(4 . [ .



All third-party actions are just arrempts to acquire the y € Y ={0.1}" kev
states. and not the sender's x kev itself. which consists of a hit string. v is the
value of the connection of the third party svstem and the kev xowhich is a bit
string and which depends on the analvsis of the third party svstem pg to the svs-
tem of anthenticated: process users| 7. The analysis {rom the thivd party can he
wrirren down by the-decomposition of the unit: Iz = Zn:)' MoyeY ={0.1}".

M- a positive operator-valued measure in the thivd-party states.

Py (. y) - jolnt probabiliry distribution x. v,
Py () and Py-(u) - mareinal probability distribuion.
P, (X = .V y) - probability of occurrence of v, if x occurred.

Py oy (VY = y) - probability of x occurring if v oceurred.

Formila Baves:

Pyy(a.y) = Py(0)Pyoy (XN =0 Vy)
Pyy(r.y) = Py (e VY = y)By(y)
Sy Py VY =y) = Zg:)' Py y(N=aVvy) =1
Sy Poyvlry) = B (y).
Sopey Povi(ay) = Px(r).

The situation in which it is conditionally probable that the authenticated users

Lave the kev x g'vu(\rz\t('(l amone themselves. at the same time its copv is in the

¢! A &

third party alter the unaut horized analvsis by the third party is equal to v
| part; .

P'\'\/}'(/\— = I’U) = {:\[‘//)1’,}

According to which we reproduce the summat on:
ACC =

2y Py y(X=ualy) =1

Pru]rﬂ»ilit\' of a p()siti\'“ result for a third party

Py v (¥ = ) = Db = v

2"1
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According to the laws of probability theories. we can safely say that the proh-
abilitv of a positive outcome tor a third party in quantim cryvprography does not

“X('(‘(‘(]

Piin (NI ) = maxyy D oo Dx (O Tr{pp ML p =5 2y Py(0) Py (N =
1!1) = Zrc.\- Pyy- (1),

Py (o y) - joint probability distribution of authenticated nsers (x) and third

partics (v), which does not exceed:
- _ » N A W ! i -~ . -
[7(.'41 »s(-\ 'E) - S___:.)n’_\' ]_)-\} (" ) 'I‘) > T + 1!/).\ = /)(' o /)E #1 ~ % - = ;\ = 2”_

=~ is the privacy setting of authenticated users. which is obtained by clearine
* fnd

the eencrated state.

4.1 Heisenberg’s uncertainty principle and no-cloninze
<
theorem

A5 Heisenberg's uncertainty principle savs: Tt is not possible to make a precise
meastreent of quant. and donot change it phase. It means you can not make o

perfect copy an unlknown quantum state. I this chaprer we deseribe an elemen-

tary proof of this fact that captures the essential reason this is not possible.
Let's have
starts out 1 an unknown but pure quantum state, |b> This is the

a quantum machine with two slots labeled as A and B. Slot A, t]e

data slot.
state which is to be copied into slot B. the target slot[5]. We asswe that the
target slot starts out in some standard pure state, |«). Thus the initial state of

the copying machine is
|} = ]s)

Ceyme nnitary evolution 7 now ellects the copving procedure. ideally.

§) = Ufle) S ls)) = o) =)

Suppose this copying procedure works for two particular pure states. l) and

V. Then we Liave
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Ule) = [s)) = o 2

) =10} 2 o)

U0y & s

Takine the inner product of these fwo equations gives
9
{vlo) = ({v]o))

But r = 2 has onlyv two solutions. x - 0 and x = 1. 50 cither [0} = [t or
o) and o) are orthogonal. Thus a cloning device can only clone stares ’\\'lllich
are orthogonal to one another. and therelore a general guantum cloning device
ix impossible. .\ potential quantum cloner cannot. for example. clone the qubir
states [0) = [0) and o) = (10) + 1112 . sinee these states are not orthogonal

\What we have demonstrated is that nusing unitary evolution it i= impossible
to completely clone an nunknown quantim state. The brief overview of this worl
i< that. the cloning of non-orthogonal pure states remains impossible even i one
cnables nou-unitary cloning equipment unless one is prepared to tolerate a finite

loss of fidelity in the copied states. Similar conclusions hold also for mixed states
although a =omewhat more sophisticated approach is necessarv to even define

what ix meant by the notion of cloning a mixed state.

4.2 Threat to key with transfer from one mode to

another

Thix threat CONsISts of stages in which a third party re-sends the state of tlie
seuder (iutcrcepto(l in the quantum channeli. In this case, the third party after
analvzing i a random basis and increases the intensity so as to transfer the
detector to the classic mode. This thin line between the modes is retained 1y
e method of snllicient intensity. which is used <o as not to lose the 1)1i1)<‘lin.g
mode.y There are moments: L With the coincidence of third party hases and
ticated |)z11'tici1mnts. This leads to a complete constructive interference.

anthen .
i is to capture the detector full intensity. and that leads to t])e

the reason for th
count in time. 2. If there i 1o coincidence of the bases of the third party ang
(he authenticated pa
the cause of W

rticipants. To this caze. the detector is transforred 1o 1])0

Dlitedine mode hicl is not enough infensity i time. The intensie

A0



with which the detecror exits the blinding mode reeisters the <ienal as a linear
device. and 1s equal to Iy, and the intensity with which the detector is blinded
Jies in the ano clicka zone) is equal to Ly (Ly - Ly,

The intensity of the falsified stare is equal 10 I, 5, 4. The intensity in the side
time windows <xee Fig. 2) does not depend on the choice of -thivd  party bases
and authenticated participants and is equal to 17,08 (see Fig.?? and formulas

- 7). In this case. two situations are possible: a) The intensity of g
i< such that in the side time windows, where the inrensityv does not depend on
constructive or destructive interforence. 1t is equal to Ty 0068, At the same time,

Tt is obviously less than the threshold intensity Ty, at which the detector
works as linear. but more than the intensity . which causes the blindine effect:
Lo < T racked =< ;. There will be no counts in the side time windows  Fig. 27

) The intensity Lok in the side thme windows is equal to Lp,p 080 loss
than the threshold intensity Iy, and the intensity Jiy causing the blinding offect:
Toiin S < Ly Ik T thix case. counts in side time windows (Fig. 7?7) will 1ake
p‘lnco. The detector is not blinded and works as a single-photon counting made.
The whole point ol the threat from the third party comes down to what sho
i trving to guess. but at the same time minimizes the ratio of permissible and
roceived orrors as a result of the distribution process. il attempts to guess will he

i vai, and she will reveal lierself about her presence,

4.3 The Threat for Quantum Key Distribution
with a transfer of a modified condition

From the standpoint of the laws of ordinary mechanics. the quantum world je
complex as these Jaws are limited in the expanses of quantunm physics. Quan-
onntries ameasurability is one of these legislation’s main limirations. The
statutes limitations. rendering quantunm crvptography one of the safest systems. s

tin ¢

(] wain fundamental link. There are many wavs to take advantage of quantig,
10 1116

1 v ol lll(‘ niost l(‘d]l/f‘(l uses of ([ll(llllll]]l l((]lll()l()”l(‘\ 1S 1]1(\
. wstens. One o

phyvsics 1 S)

4 randomly g oencrated seeret key for enervption. There is a vulners-
4 !

creation of
|>ilif_’\’ of the
one of the ['llndnlnomal
iv the creation of a

SURTCLLL Jue to the imperfection of the devices usec 1[N, Tor example

conditions for the application ol quantum technologjes

) nre single-photon sowree. This diffien]y-
i crvptography .



will liave to he solved in the future when more advanced devices appear. Today.
multi-photon devices are used. which. as the study shows. leave unauthorized
ACCESS,

The quantum kev distribution protocol usually means anthentication. pre-
process preparation. transfers examination of states. handling errors (eliminating -
or enliancing seereey using the compression method). analvzing and verifving the -
ohtained kevs. The data transmitted by the system must he absolutely protected
fromn third parties and, if necessary. disclose the audition. When unauthorized
aceess to the rransmirted data oceurs. the svstem should deteet this artempt usine
he ratios of valid and resulting ervor. Inother situations. the svstem is considered
unprorected when unauthorized access by a thivd party goes unnoticed and the
kev ix known to it. For several vears. rescarch has heen conducted in whicly
the capabilities of quantui cryptography have been demonstrated. Curently. in
Hantuil sVSTeIs, attenuated laser radiation is used as a source of a single-photon
state (whichis not purely single-photon). single-photon avalanche photo detectors
which has dark noise). efficiency (whose properties ave not rare). communication
Jiannels fiber optic and open space). which ave subject to loss and noise. This

in turn leads to the cwmergence of the possibility of a photon-splitting svstem

attack (PNS. Photon Number Splitter attack: and an attack with measurement s

witl a cortain outcome (Unambigous Measurements). We included these factors

in the analysis of the security of protocols. Unauthorized access to a key using

photo-detector plinding is one ol the new threats to quantum kev distribution.

11 this threat. a third party uses the possibility of affecting & communication
Canmel in which it cends a modilied (falsified) state. This allows a thivd party
o control the counts or their absence at the receiving side. and impose their owy
which does not 1

v remains unnoticed and informed about the kev. This

unting ead to an error at the recipient {receiving side). s
co 1ng. N
A result, the third part
f threcat significantly reduces the secreey of the system. Most of 10

new method o
protocols. with no additional

threat (BB34. §ARGO4L. Six-State QKD . DS (Differential Phase Shift) . COW
at One Way . E91 . Decoy State QRD . One way to solve this problen,

parameters. were potentially not resistamt 1o 1his

(C'ohere
=t e a strictly single-photon source. which at the present time has proved
ix to create as \ ' |
lificult to mpleinent Until this ditficulty is resolved. the threat will always exisr
11mcu ¢ |

the scarch for solutions to these problems. From the basic solutions. i
hY s \2 : .

To date.



ix proposced to comwplicare and add additional parameters to existing protocols.
The proposed solution does not solve the problem. but only complicates aceess
by a third party. The methods of the third party in turn become cleverer. The
hest way to create an over-secure svstenn is to create a protocol in which seenriry
s achioved through internally-structured methods. rather than an i1111)1'<)\'(‘|11<'1;1

and addition in rechnical terms.

4.4 Threat with photon modification

Below we provide information about this new threat on the host device. while not
trving 1o look at all thiz in terms of techmical vision. since all this is in the articles.
The more devices are not perfect. the some ways to use these impertections, One
of these wavs 1o influence the veceiving side: 1. On avalanche photo-deteciors.
thore is a difference in the sensitivity of temporal dependencies. This allows a third
party to modify falsifv) the state and blind the devices of the receiving party. 2,
Usine the state of the lower threshold of intensity. in order to include onlv ope
dovice. in situations where the bases of the third party and the recipiont will be tle
e, Otherwise. evervthing happens without counting. Basically. the possibility

authorized access arises from the work of semiconductors (the

of third-party un

comcalled avalanche photo-detectors IGaAs:P 1. A blocking voltage is applied 10
tLe avalanchie photo-diode. At the moment of arrival of the photon. a gate voltage
pulse (tvpical Juration of the vrder of several nanoseconds and an amplitude of
soveral volts) is applied, which opens the photo-diode[9]. The abzorption of a
photon leads to the formation of an avalanche of carriers and a voltage pulse.
which is recorded. 1. The first blinding attack is based on the following property.
If t]he radiation nfensity is increased slightly above the quasi-single-photon mode.
i will Jead 1o an inerease in the current flowing through the photo-diode at {he
fime of registratiorn. Due to the fact that a photo-diode without illumination s
Hot active (locked). the dvnamic increase in current above a certain value wij
lead (o an cffective decrease in the bias voltage during the action of the strohe
and to lock the Jiode and. accordingly. decrease. up to its absence. the avalanele
Gprent (A no dick a). Thus, the photo-diode is effectively blinded. 2. The sccon
bk ix connected with the transfor of the photo-diode from the comnting e
(6 the lincar assical plluto-dctcctiun mode. when the current is a function of t];.




radiation intensity (usually proportional toir . It we further increase the radiarion
intensity. then after blinding the photo-diode (see paragraph 1 above) and the
abeence of the registration current. starting with a certain threshold intensity
value. a signal will appear again on the photo-diode through the photodiode a
crurrent proportional to the radiation intensity will How.

The correct state transforms the count after the Dy sensitivity: of the detecror
falls into the curve. but this does not happen hecause the modilied state is shifted
i rime. And this leads to the fact that on Dy, produces a count and errors in D).
| by the interference of the state. which constructively extendy

AUl this Is caused
over the different arms of the interferometer for Ny. and is extinguished on the D,
state. alone the upper and lower ars. And this whole process not onlyv allows the
third party 1o remain tnnoticed in relation to the recipient (reducing the error 1o
4 valid one). but also in the end to intercept real information about the registered
leovs. which the recipient will not suspect[L0]. In the real world. of course. it is
dihimh o carry out this threat. but it ix quite provable and feasible. When i
comes to analyvzing the strength it of any crvprographic svstem. it ix taken
into account that the third party will have the most advanced equipment and will
Liave an ideal condition for implementing unauthorized interception and access to

an enervpted and seeure chanuel.

%]
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5. Implementation of quantum

mechanics for key genera-

tion

5.1 Building source code using MatLab

|(D 1)1111(1 a 11('\'\‘ k(\. " 1(‘1‘ s 111’11 111 Q) BB(S-J: 1.)1‘()‘()(,'()] lla USRS qulll 11 ].\ l
| | | A\ | | 1 { [ t DN Alitill Kev ¢ i\‘—
1‘1']])11'(1()11. Ill S})l (o Uf lllS. Tll(" 1\'(‘ TIIUST COIS t 3 'S VIOt . '
\ =t ent to a f(‘\ ) 1'(\'\ 'S ¢
{ N Uf cryptoara 1
{ . ol I)lll('
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3y And the kev length must not he shorter than the message itself. For trad
tessage itself. For tradi-

tional calculations. 1

of a completely arbitrary nunber. How might not conf - :
- - ; confuse the scientifi

: 1fic proce-

VY 'Q . e v . 12 . iy
Lere i an issue that is hallfway understood - this is the ac
s is the age

(Illl'(\ i“ .'\I)(\(.i?l 1'7(\(1 l“l lllf". ' Q¢ 4 ill(\(l 11 zl S h 111 &

quantun advances. this wound up conceivable [2]. This is one of the fundament al
€ a

favarable circiulstances of the quantun world. We endeavored to join quant
red 10 uantum

teclmiques with old stvle ones. One ol the looked for after greal territories 1]
reat s that

needs a svimetric key creation is the creation and trade of tokens for authent

ey . ' < (’\11 l(a_

tions. The utilization o
f crvptographic mouey. The significance and security of tokens ;

. INCHIS IS

[ the token has as of late achieved another dimension with

tlie approach 0

thie principal Leading of the improvement of crvptosvstems. Quantwin strateo;

' stlategles

1 h7e sy ) PP v : . ] b
QIvenl another chanee to atilize svimetric eneryption caleulations. Of course, 1]

B _ se. the

lenath of our kev oueht not be under 256 bits to conform to the third law of
| Ulaw o

Alone these limes.we
liscoct later on what time interin is ideal and 1y,
' OSt

Sy ' will create the kev with in any event 576 .
hannon . any event 376G qubigs,
We 1)1'(‘.<(‘11fl
lization of

v Al boseenl to
oxtrenie ttl the key. after which we <hould restart the age

Basis:
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Alice implenienti ion -
: e operat : -
I e operation T: 0.1} — H

.
o if(r.y) = (0.0).
(. y) = < i .y = (1.0)
€ (. y) = (0.1).
Gl y) = (1.1).

eyl =1

Alice generated hits and basix randomly for nse this in kev ¢ :
Require: Random Generator (0.1). T, n | o shon
Ensure: Strings a. b € {0, 1}nandscquencct{ v}),=)
We randowmly ecnerate bits of information 01— ..... ” a
a— (ap..... ay) € {01} o
Then randomly generate hasis for encode bits
b (boeen D) e
locally store onr hits « and list of basis )
repeat
|o) T(a;.0;)
transmit [v;) to Bob via quantum channel
i — i+ 1 |
uantil ¢ n

llere: M- munher of qubits @ - bits of inf ,
' 2 - bits of informat :
: ion b - basis t]
SIS that Aljce

nsing for encode Dits o) - encoded state of qubits

\ - . 1- . |l( ]

Le choose randomly

In Bob side we require random generatoy ({ 0.0 1Y) for A PRY.
. ' ' A= e (e O
e {h.o b scquenced] ey tordoo N viell- o



Aftrer process Bob will hav O ST ' 1
R = AN <1 s N ! ! = ]
1 will have two strings of » bits o 00 € 0.1},

Randomly generate lizt of basis ... .
!/ / / — E !
D (bp..... b,) €{0.1},

"=

Repeat -

if 1): - () then

Ask whether My takes value 1 in state

c‘;)

else

Ask whether M. takes value 1 in state o))

end if

if counter triggered then
(1; — 1

clse
a. 0

end il

until ¢ - n
o = (a)... .. )€ {0.1},
Bob transmit string 0" € {0. 1}, to Alice via public classical channel Al

illfﬂl‘lnﬂri()ll leld 1‘(\.\'111] H()]) Sl()l‘(" l()('ﬂH.\’ 17,.]), .‘[ - ll‘»r ()f ])H\’]'.Q \\’i[h (ll(r h 1 ) f
. ) . . . T Pe 1 O

nicas 170 .,\.11(1\ S ('.lu'] )ll - bl - 0110 I)Z]D'ID’ ()f ]_))O}) (.(’ - 1.(\5”“. ﬂf ]_)0]) \Vlll(ll 1]_( \ t 3
| a} - . Y Ob Alll

after measure
After measure Bob sent list of basis to \lice and she compares bases. and
S ASCS. Al

iscards all the mismatched

Alice have 0.b" € {0.1}

I this situation we cusire that sequence (Rj. ... by (with L < w)ofpositionseo fe
(= DD .
;1
1
Repeat

o mindj k< g < nsuch that with j- 0 )
if b < nthen
ki« k&

N



end if
wtil A - on
L+ i—1
Alice transmit (hp.. ... hr) to Bob via public classical channel

11 no cavesdropping on-quantum channel

P(”/;; ..... /1'~.L\) = (.. i) =1
ra/ b || U ' (L M) « b ML) o |
O lole U 0 0 1 12 0orl
Llolerjol 1 I J1: 12 ool
0l 1lei0] L2 Joorl[l] 0 1 0
! ) ) - 5 |
1 llﬁlgll 1 Uullil 1 | ]_l

iy = 0 then P(a; = aj) 1 Cortainty on coincidences although a’s never

exchanged

If no intrusion. Alice and Bob will use « — sampled at places of coincidence

— a= kev hecanse

( (1;‘,1 ..... (’l;‘.!‘ ) = ( Afyevo e d, )

Code in Appendix AD

59 Token generation using quantum technologies

Token generatiol using quanftuin technologics can be performed in several wayve,
Classicallv 1o entication works by enstring that cach request (o a

= \ (
SOTVeL 18 accompanied by a
esponds to the request. In this way as explained in previous

ken-hased aut]
siencd token. which the server verifies for authenticity

and only then v
jervption al
s algorithm t

chapter. 1 gorithms of classic crvptograpliy have been used. As said
(¢ ' . : ‘ ‘
hefore, using Sho hev can be easily hroken. Analyzing and sunnnine
consider the way of integrating quantum cryptography methods 14
Cntication|11]. A Kx - Zt - Bt Hn(3) K- Server Z -

Using 4 qubit states will let the svstem have

up it allowe
token for autl
1 H - ID ol device
| since cach qubit ]
wsions for reaching some web server.

oenerate
Loein I3 - Passwort

A hiel secwity leve
AlnSt NS S

jas 4 different states. and let the token he

valid 206 times a8



Currently we have to develop svstems. whicl will he able to generare token
hased on quantum wmethods. First of all it was decided to implement a simple
QKD svstem. i.e. systonn consisting Alice. Bob and Eve = 3rd part ax a. Alice
accnerates variable sized qubits randomly. and sends it via quantum channel to

Bob. Alice (table 3.1)

AN : _ < —r
] U 0 1 I P

Table 5.1:

Bob also generates et of bases randomly. and receives data frony Alice fable

2.2,

h\ \ ' » <
1 - 1 0

-
[

Table 5.2:

Since some of hases are. different Bob swill lose some amount of data (table

[:ll - ! [- 1 0 ]

Table 5.3:

Bob will send his bases to Alice to he show which elements he could read
Knowing his bases Alice will be able to know information on which indices have
Leen read correctly. and sonds list of indices. which are same. Then both sides
will only reset different hases. In this case. Eve is onlv in role of observer, She

will also create random set of bases and catcl the set of qubits (We are takine
le»)

situation when Eve has some equipuient (table 5.1). which is able to read qubit.
withont changing qubit. siCE CHTCRT SYSTCILS CALLOT have all properties of pure

guantunl svsten).

Table 5.4

.

Now she will be able to read this information (table 5.5).
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l-' - 0 1 B T

Table 5.5:

Tn addition. when she will know set of indices where Alice and Bob have same
hase. she will remove nnnecessary ones. So. her last kevewill be -107 since key
aereed hetween Alice and Bob s *1010° We did 100 experiments for 3 ditfferent
lengils 20. 30 and 40 qubits: caleulate the pereentage ol key found by Eve. The
rosults are i Table 2. We also considered one more case: situation where Eve
cannot copy information, change it hecause of property of qubit. Alice generates

set of qubits on random hase (table 5.6

X B < <
Table 5.6:

Bob also creates his set of hases and waits for message from Alice (table 5.7).

S | L N E i
Table 5.7:

N

Eve intercepts qubits with her randomly generated basis (table 3.8).

Table 5.8:

Becanse of property of qubits, only information on those ndices. where Eve

andd Alice have same Lasis will e read, and other will be lost immediatelvitalyle

599,

[:1_ “) !l '1 l() j

Table 5.9:
\ow she has 1o [abricate sct of qubits to Bub. since he waits message (1o
Alice (table 5.10).
R B — N < ,
() 1 1 () 1 1 |

Table H.10:

10



Bob receives fake message from Eve thinkine that it is from Alice. purs on his

hasis. reads this (table 5.11):

iﬁ' 1 1 E

1

Table 5.11:

Since here Bob have received incorrect information. the key generated in this
process is incorrect. Later they will be nuable to read messages from cach other.
what will eive them knowledge about existence of Eve. Here we calenlated the
percentage of mismatch of kevs between Alice and Bob. Tf this value is not biggoer
rhan 1090, it can be accepted as noise|12].

As a result, we can list steps such as statistics of quantum technologies de-
velopment. analysis of each field separately. defining protocols and methods for
forming qubits and quantunm systeis. Experiments were set on possibility of -

i comprotised by Eve and on mismateh percentage of Alice and Bob's kevs

rtable D.12).

Length 20 30 m
Dorcentage of being compromised 19.10 17.68 19.66
- Alice el Bob s kev mismatch 17.68 19.19 1967

Table 5.12:

The average results have heen obtained from 100 experiments for cach case,

The 19 experients excerpt shown helow for Ist case to visualize the genceral

. . e = F oo
situation.(Fig 5.1.5.2.5.3)
Length of qubit - 20
“f:»
=R
U 50
o ¢
b~ .
£
264
10
9 2 3 4 s § 7 8 9 10 11 12 13 14 15 16 17 18 19

20 64% 63% 36% 54% 75% 55% 64% 50% 50% 38% 67% 38% 86% 38% 33% 50% 75% 56% 50%

Fioure 5.1: Qubit of 20 Tength

Ty fonre 9.2 helow. shown the Fve's pereentage of cavesdrop. for cach iteration,
11 fignre ».= be

(30 Tength qubils. as we see the average cavesdropping, is abont 444/
Ol - )

ol sequence
1G4
Il



Length of qubit - 20

@<
.OL‘JO

[
3

intercept
@

Ll R
C OO0 D0

. 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
30 545 53% 50% 60% 753% 50% 39% 42% 50% 61% 79% 715 50% 43% 36% 50% 50% 50% 56%

Figure 5.2: Qubit of 30 length

I fonre 5.2 helow. shown the Eve's pereentage ol cavesdrop. for cach iteration

of =equence of 40 Jength qubits. as we see tlic average cavesdroppiug is about 4477-

167

Length of qubit - 40

: g 9 10 11 12 13 14 15 16 17 18 19

0% 6 7
3 4 5
10/ 4329/ 8% 33% 41% 52% 46% 48% 59% 83% 56% 57% 45% 35% 44% 56% 82% 78% 44%
40 55% o °

Fieure 5.3: Qubif of 30 length

three conditions of 20.30 and 40 length qubit sequence

The sunmary of all o . . .
¢ ig about 159 of copving of sequnces. with out any

thel

ix that in any case . |
1t Alice had chosen helore. At any case Alice and Bol

information of hasiss U

avesdropp
confident that key thev are using 1s build secretly and

enrifi the © ing by formula shown previous, thev can check out
can identiny the )
firet 10 or 15 bits. 1o he

unknown for Lve.

[2



6. Conclusion

Frther development of quantiin kev distribution svstems will lead to the creation
ol communication networks with a higher level ol information protection. These
networks will be used both in the civilian sector of the economy and in those or-

sanizations whose activities are related to ensuring state security. Based on this.

)
domestic developiments in this area will inercase the level of the countiryv’s detense,
Quantum key dist ribution svstems are complex software and hardware svstems
tliat may colitain undocnented features. which is unacceptable for defense sys-
rens. This explains the interest of developers to this topic and the relevance of

work on creating their own systems for generating and distributing a quantum

kev.
The analvsis shows. that asyiet ric crvptographic algorithms can be Dyo-

ken by enough computational machine and secured information is abour to e

revealed. The main problem of uxing quantim kev distribution 1s distance. While

other cyphering crvptography algorithing have not such kind ol problems. thix i

tLe main issue. need to he solved. s experimental. there was reached for ahout

0-100 kn. although we need for thousands and thousands ki |13,
In thesis. there are simulation of quantuiwn properties behavior. writtew in code
that proves cocrred connection between Alice and Bob. by means of quantum,

rechnologics. The realized algorithim BB84 protocol shows good result in case of
Cavesdropping. Eve cannot broke and define the Dasis of cach qubit. and thus she

Canmot identily {he secure sequence ol bits hetween Alice and Bob.
[4 .
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A. Appendix

% plot Bloch Sphere

[£s, Yx, Zx] =

sphere (25);

mySphere = surf(Xs, Yx, 2Zx);

aris equal
shading interp
mySphere.FaceAlpha =

line([-1 1], [0 0J,

'LineWwidth’, 1, ’Color’, [0 0 0]
line([0 0], [-1 1}, [0 0],’LineStyle’,’:", ...
»LineWidth’, 1, ’Color’, [0 0 0]
line ([0 01, [0 O], [-1 1],’LineStyle’,’:’7, ...
»-.ineWidth', 1, ’'Color’, [0 0 013
text(0, 0, 1.1, sg\left |l 0u\right>8’, ’‘Interpreter’,
'FontSize’, 20, ’HorizontalAlignment’, ’Center’)
text (1.1, 9, 0, sg\left lu+u\right>$’, ’Interpreter’,
yFontSize’, 20, *HorizontalAlignment’, ’Center’)
text(-1.1, 0, 0, '$\left | -, \right>$’, ’Interpreter’,
'FontSize’, 20, 'HorizontalAlignment’, ’Center’)
cext (0, 0, -1.1, '$\1left | i \right>$’, ’Interpreter’,

yFontSize’, 20,

¥ Visualizeé Bloch Ve

x = [0 1; 1 01

7 = [1 0;0—1]}
=11*X*Z’

§ o= (:/sqre(2)) (%

0.

3]
2]

[0 0),’LineStyle’,’: 7,

"HorizontalAlignment’,

16

’Center’)

>latex’

’latex’

’latex

’latex

3

>

’



EO_plus = bin2vec('07);
El_plus = bin2vec(*17);
EO_X = (EO_plus =~ Ei_plus)/sqrt(2);

(EO_plus - E1_plus)/sqrt(2);

E1_X
plotBlochSphere

rho = ket2dm(ket0);
lambdal = ket2bv (EO_plus);
lambdal = xaet2bv (E1_plus);
lambdaX0 = ket2bv(E0_X);
lambdaXl = ket2bv(E1_X);

plotBlochVect(EO_plus,[l 0 01);
plotBlochVect(El_plus,[l 0 01);
plotBlochVect(EO_X,[O 0 11);
plotBlochVect(El_X,[O 0 1]);

ho = ket2dm(ket)

function T
tp a density matriZ Tho

¥ Comnwvert ket

rho = ket * ket ’;

end
function lambda = ket2bv (ket)
rho = ket2dm(ket);
x = [0 1; 1 0];
7z = [1 0; 0 -11;
Y = 11 * X * Z;
1ambda = [trace (X#rho); trace(¥Y*rho); trace(Z*rho)];
end
function plotBlochVect(ket,color)
lambda = ket2bv (ket);
someBV = line ([0 lambda(1)], [0 lambda(2)], [0 lambda(3)]
yLineWidth’, 2, ' Marker’,’0’,’Color’,color)
end

A7
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jB Appendix B

,
H
e}
#

function [a,b,el = bb84(n)

e . M am
——————n T

fprintf(’\n\n===UBBSéuprotoc01L===\n\n’);

list_qubits = cell(l,n);

H = hadamard(1);

Alice generates bits and basis

bits = rand(1,n) > 0.5;
basis_A = rand(1,n) > 0.5;

result_A = 1:n;

for a=1l:n
if bits(a)==
result_A(a)=0;-

else
result_A{a)=1;

end
end
EO_plus = bin2vec (’07);
El_plus = bin2vec(’17);
Eo_X = (EO_plus ¥ El_plus)/sqrt(2);
E1_X = (EO_plus - El_plus)/sqrt(2);
§ oammmmmmmmmTT 4lice encode Qqubits --------=--=--==--
for k = 1l:m

if basis_A(k)==
if bits(k)==
phi = EO_plus;



(H*phi);

list_qubits{k}
else
phi = El_plus;

1ist_qubits{k} = (H*phi);
erd
else . .
if bits(k)==
‘phi = EO_X;
list_qubits{k} = (H¥phi);
else
phi = E1_X;
l1ist_qubits{k} = (H*phi);
end
end
end
Yo Jlice sent list gubits to Bob --------------
[/ Fve eavesdrTop qubits ---------c-------ooooo-
n_ E = 1ength(list_qubit8);
basis_Z = rand(1,n_E) > 0.5;

for i = 1:n_E
if basis_E(i) == 0
ppp = pretty(measure(H*list_qubits{i}));

pretty(measure(bin2vec(’1’)))

if ppp =7
result _E(i) = 13
elseif ppP == pretty(measure(binQvec(’0’)))

result _E(i) = 0;

else
disp(’Elselu:’);
disp(pretty(measure(1ist_qubits{i})));

end

elseif pasis_E(i) =% 1
ppp = pretty(measure(list_qubits{i}));
if ppp =7 prEtty(measure(bin2vec(’1:)))

result_E(1) = 1

elseif PPP =7 pretty(measure(bin2vec(’0’)))

result_E(1) = 0;

else
disp(’Else2ui’)§

19



disp(pretty(measure(list_qubits{i})))'
end |

end

£
Y - Eve..encode. and sent list qubits -----

list_qubits_E = cell(l,n_E);

for e = 1:n_E
if basis_E(e)==0
if bits(e)==

phi = EO_plus;

list_qubits_E{e} = (H*phi);
else
phi = Ei_plus;
1ist_qubits_E{e} = (H#phi);
end
else
if bits(e)==0
phi = EO_X;
list_qubits_E{e} = (H*phi);
else
phi = E1.X;
1ist_qubits_E{e} = (H*phi);
end
end
end
RS gob received list qubits ----------

Bob generated basis

n_B = 1ength(list_qubits);

basis_B = rand(1,n_B) ? 0.5;

result_B = 1:n_B;

for i = 1:n_B

if pasis_B(i)

== 0
measure(H*list_qubits{i}));

if ppp == pretty(measure(bin2vec(’1’)))

50



result_B(i) = 1;

elseif ppp =* pretty(measure(bin2vec(’07)))
rezult_B (i) = 0O,

else
diSp(’ElselU:’);
disp(pretty(measure(list_quhits{i})));

end
elseif basis_B(i) == 1
PPP = pretty(measure(list,qubits{i}));

if ppp == pretty(measure(bin2veC(’1’)))
result_B(i) = 1

elseif ppp =7 pretty(
result_B(i) = O3

measure{bin2vec(°07)))

else
disp(’ElseQu:’);

disp(pretty(measure(list_qubits{i})));

end
end
end
A Create keys ---"TTTTTTTTOC
keys = [1;

count = 1;

for c=1:n
if basis_A(c)
keys(count)

count = count ¥ 13

==pasis_B(c)
- result_B(c);

end

end

xeys_E = [J;

count_E = 1;
for c=1:n
if basis_A(c)==basis_E(c)
result_B(c);

keys_E(Count_E) =
= count_E * 1;

count_E

end

= result_A;
b = result_B;
result_E;



function y = bb92(n)

4 = hadamard(1);
bits_A = rand(1,n) > 0.5;

1ist_qubits = cell(l,n);

EO_plus = bin2vec(?0’);
El_plus = bin2vec (?17);

g0_X = (EO_plus * E1_plus)/sqrt(2);

for i=1l:n
if bits_A(i) == 0
list_qubits{i)= (H*EO_plus)
1

elseif bits_A (1)
1ist_qubits{i} = (H*E0_X);

end

/A Fve received 1ist qubits

=]
23]
]

- length(list_qubits);

basis_E = rand(1,n_E) > 0.5;

.
?



bits_E = [1;

for e = 1:n_E
if basis_E(e) == 0
ppp = pretty(measure (H*list_qubits{e}));

HdESp (PPP)sow v e -

if ppp == pretty(measure(bin2vec(’1’)))
bits_E(e) = 1;

elseif ppp =~ pretty(measure(bin2vec(’0’)))
bitS_E(e) = 0;

else :

disp (’Elsely:’);

diSP(Pretty(measure(list_qubits{e}))).

end
elseif basis_E(e) == 1
PPP = pretty (measure (list_qubits{e}));

gdisp (ppp)

it ppp == pretty(measure(bin2vec(’1°)))

bits_E(e) = 1;
elseif ppp =% pretty (measure(bin2vec(’0°)))

bits_E(e) = 0;
else
disp(’Elsely:’);
disp(pretty(measure(1ist_qubits{e})));
end
end

end

result_E = [1;

ccc_E = 1;

1:1ength(bits_E)
1

for e =
if bitS_E(e) ==
result_E(ccc_E)

ccc_E + 13

= basis_E(e);

ccc_E =
end
end
z ______________________________________________________
|/ Bob received 1ist qubits ------------TTTTT
TR
n_B = length(list_qubitS);



basis_B = rand(1,n_B) > 0.5;

bits_B = [J];

for b = 1:n_B
if basis_B(b) == 0

ppPp = pretty(measure(H*list_qubits{b}));

Xdisp (ppp);

if ppp == pretty(measure(binzve5(71’)))

bits_B(b) = 1;
elseif ppp == pretty(measure(bin2vec(’0’)))

bits_B(b) = 0;
else

disp(’Elsely:’);

disp (pretty(measure(list_qubits{b})));

end
elseif basis_B(b) == 1
ppp = pretty(measure(list_qubits{b}));

Jdisp (ppp)

if ppp == pretty(measure(binQvec(’1))))

bits_B(b) = 1;
elseif ppp == pretty (measure(bin2vec(’0’)))

bits_B(b) = 0;
else
disp(’Elsely:’);
disp(pretty(measure(list_qubits{b})));
end
end

end

result_B = [];

ccc_B = 1;

1:1ength(bits_B)
== 1

for b =
if bits_B(b)

result_B(Ccc_B) = basis_B(b);

ccc_ B = ccc B ¥ 1;
end
end
PR S
A o---mm-- Bob sent bits to Alice --------=--=---=°-°-°-°<



(1;

result_A =

ccec = 1;

a.=.1:length(bits_4)

for .
if bits_B(a) == 1
result_A(ccc) = bits_A(a);
ccc = ccc + 1;
end
end
Y e mmmmmemmmemmmmmmmoooooomeee e
A Results ------=--------
R
A Alice ---------=--=------
rev_result_A = [1;

for a = 1:1ength(resu1t_A)

if result_A(a) == 1

rev_result_A(a) 0;

n

elseif result_A(a) =

rev_result_A(a) 1;

end

end

ydisp (’Binary to Hezadecimal: ’);
disp(binaryVectorToHex(result_A));

disp(binaryVectorToHex(rev_result_A));

rev_result_B = [1;
for b = 1:length(result_B)
if result_B(b) == 1

rev_result_B(b)

0;
elseif result_B(b) == 0
1;

rev_result_B(b)

end

end

Jdisp (’Binary to Hezadecimal: )i
diSp(binaryVectorToHex(result_B));



disp(binaryVectorToHex(rev_result,B));

A Eve --cecmmmmem e m e
rev_result_E = [J;
for e = 1:1ength(resu1t;E)

if result_E(e)i==_1l.._..

rev_result_E(e) =.
elseif result_E(e) ==
rev_result_E(e) = 1;
o _ T

end

Jaisp(’Binary to Hewadecimal: ’);
disp(binaryVectorToHex(result_E));

disp(binaryVectorToHex(rev_result_E));



