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Abstract 

Cryptography has always been a key distribution problom. which is currently 

successfully solved using asvmmietric encryption algorithms with a private kev 

that does not leave its owner. Que of the most common of these todav is the RSA 

aleorithin. However. encryption ensured by the lack ef computing power in the 

world at present for the Opportunity of the entire cryptanalvsis. In connection 

with the development of scientific? Therefore. the emergence of such computing 

power is to look for new nethods and technologies for kev distribution. One of 

such technolovies. especially for users whose information requires increased protec- 

tion. in the future may be the technology of quantiun kev distribution of quantum 

plisies. This work contains the cmerging problems of asymmetric algorithms in 

view of the fundamentals of quanttun cryptography. the BBS+ protocol. and the 

possibility of applying technologies for the quantum distribution of kevs in passive 

optical networks and implemented on Matlab.



Anata 

Kpiurorpadtit opkalail KLIFTep2d Tapary UpoGseMachbh GOMDIL TAOBLIAUBL. 0.1 

OU ©3 HeCHL KasltblpMafiTbliy 2KCKe KL ITHCH ACH MMCTPIAIDE HICbpelay astroprrt- 

al apRBLIDE Carri meminid. Byrinte RSA atropirai om Tapaciran. Terenacn. 

Hcpp.lay Kvsipr) VaRkbIrra Oap-ibus KPUTTOAHASTIES MYMBILUKTOpL YIM 0.TeMtc- 

FL OCOHTOY. KVATbIIbIL AKCTICHCVHT-HPIICH KaMTaMaCHI3 CTLICU. Pbh bi laMV bia 

Galianbicrbl? Ocbilafilia, MYILaii CCCUTIK OILHTHL Hail GoAVbE GACTLE Tapary 

VUlill Kalla oUeTep MCH TeNHo1OrisTap-lbt rsclevte AaTbIp. Myietati rextocsteritst- 

appl Oipi. ocipece akMAparrb! Koprawibl KyTeH revi Nati AaaNvUbLTap yin 

OOMUAKTA KBANTTBIK (pISUKa KBAITTDIK KLITTCp.- O0.1N TOXHOSTOTIACHL GOAN BI 

MYMBKIH. By? MaKATATA KBANT TBI KPH rotpaPusaHbuy Hert3-tepi. BBS4 uporoKe- 

AtbE ZKOHO HACCHBT] OUTHRATBIK. AKCTLICD-UCTL] KBALTTDIK KLITTOD-U TApATY TON TO/10- 

FHSICbIH DIL, KOS LAIbLIVbE CCKEPL Ie OTHIPbHT. ACHMMCTPUAAIDIK aSIPOPUTAML ep Taticta 

Go-all Upodlemaclap Oap.



AHHOTALIS 

TMpodiema Kpulrorpacdimr spBasercs Upodsexoi pacupocrpancenita Kuouedi. Ha 

‘AMHDbHL MOMCHT. Jlaliad WpoOsleMa peulaeves! Wepe3s acIVOpHTMbL ACHAMMeTDHUHO- 

FO MING poBaull ¢ BAKPLITDIM KHOUOM. Kak HPHMep, MOAKHO BBIISHVTD Ha ia 

Gotee HoOMWIstplbli airopura RSA. Ovlako, AaHvad SALMA OOLCOOIEHa Ten: 

(EO fa -LAHLbHE MOMCHT HO CVIRCCTBVIOT LoCTaTOUHOT BbIMHC.HETC.IbHOTL TONTHIK EL 

(GId VCHCHINOLO PaCKPBITHS IUCPpA, HO C ULeei KBANTTOBLIN, BINTICACHUTL. Ko- 

Topad Mower pemlath Jibui TH MipoBaniia. 3a CHITA be COKVILUbL. Haat 

ypedvered NOBLE MCTOLL BAHT bL “LAHMDIX 1 TIN mudbpowamist. Ocsutott iv3 paris 

FOXHOMOTIE MOZKOT CTATD KBAHTOBOC PacHpe, LOICHILA KHONCH, BaWITa Koropasi 

COVE TOR ena (DUBIYCCKIML CBOTC PBaM I (pOTUHA, KOPTUPAs! MOAKCT CALE NOporieds 

SAMCHOML LI acIFOPHTMOB aCHMMCTPIMIHOLO UMPpowallsl, Dra pasova coeprsire 

BOSHIKAIOQUING Hpoo.TeMbl ACUMMCTPHUTDIN aIFOPITMOB GC VUCTOM OCHOB KBallTo- 

boil KPUWrorpacUll. UPOTOKY.1a BBed i vosnoxitocti upuMenennst Texuvorqii 

“LEA KBallTOBOTO PaciH pele tenitaA KeMOUCHE B HACCHBHBIN OUTINCCKIN COTHX ID © Ao 

‘eanpopaiiias wa MatLab. 
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1. Introduction 

One of the serious problems of cryptography has always been the problem of kev 

distribution. For example. symmetric algorithms that use a common secret key 

require that both parties already have this key trom the beginning. That is. if the 

poisoner wants to transinit an encrypted message using a svInMetric algorithin, 

then he needs to seriously think about how to safely transinit the kev to the 

recipient. The creation of asvunnetric cryptographic algorithms suggested an 

elegant solution to this problem. A kev pair is created: an OPEN and a private 

kev (which causes another name for these algorithms - two kev algorithis or 

public key algorithms). “The public key is in free access: the private key is always 

on each side of the exchange of information and does not leave them. These 

kev are mathematically related in such a way that they satisfy the following 

conditions| 1]: 

© Computationally easy to create a key pair. 

o Computationally easy to create an encrypted message with a public kev and 

an unencrypted message. 

o Computationally casy to decrypt the message using the private key, 

o [tis computationally impossible, knowing the public key and the encrypted 

message. to recover the original ATessage. 

That is. if Alice wants to send the encrypted Message to Bob, then she only 

noes to take Bob's published public key. cnerypt the message aud send it to the 

addressee. and only Bob will be able to decrypt the message with his Private Koy 

It should be notes 

~ such a scheme is used very often. An attacker. having freely: 
i that the Secret Wey for a synnnetric algorithm can be the 

original message 

received both an encrypted message and a public key. cannot do anything wit}, 

this sect. 

~



1.1 Nlotivation 

Quantum cryptography is an extremely powerful part of present dav crvptographic 

scienec, pronusing numerous new points of view in customary zones of use = coneil- 

latory correspondences. Wulitary. business and ditterent territories that require the 

exchange of mivstery data. Exploratory and hypothetical work on quantum cryp- 

tography. completed wntil today. considered an assortinent of different trade plans 

and expert tools. just as the security of these plans and conventions in connection 

to different strategies for mapproved get to. Among the effectively thought about 

methods. there are nmncrous very intricate ones that are essentially unrealizable 

in the structure of the innovation of the not so distant. 

1.2 Aims and Objectives 

The main goal is to develop model on AlatLab and show the Eve's probability of 

eavesdropping. bv lucreasing sending qubits to Bob by Alice. 

Objectives: 

0 Develop models with quantum states for experiments in ehcrypting and 

deciphering, 

Analvsis tools for develop quantum systems 

o Analvze algorithms BB&t. BS2 

o Build a model with Quantuin Kev Distribution based on oxisting algorithms 

Tinplementation of quantum encryption methods for token generation ° 

vA
)



2. Analysis of quantum cryp- 

tography system models 

Since antiquated times. individuals have looked for methods for correspondence 

that would bevond any doubt the protection of the transmitted data in mvstery 

from outsiders. which was significant for the requirements of tact. exchange. mili- 

tary .\ffairs and love correspondence. Different sorts of data coding were utilized 

for this reason. Every one of them gave the mystery of the transmitted data somo- 

how. vet none of them gave outright assurance. [In 1918. Vernam Invented the 

fieure, for which later. toward the finish of the 40-ies.. was held evidence of total 

mystery. [he states of this mystery are. truth be told, the principle downside of 

this figure: a very irregular kev of a similar length as the transmitted liesxage 

is required. and this kev ought to be utilized just once. Tn this way. before vou 

can send a mystery message. Vou should initially go through a channel that is 

exceptionally secure from unapproved get to. a similar length of the message con- 

taining the mystery key, Such a framework is bulky. badly arranged to utilize and 
5 . : . , 

cystly, which is the reason it 1s vecasionally utilized. During the 70s. the supposed 

open kev cryptography framework was created. in which there are two kevs: one 

for scrambling messages. freely unveiled. and the other for unscrambling. staved 

discreet. This system currently utilized all over the place. despite the fact that 

its nysterv las not becn carefully demonstrated by anvbody (as. for sure. the 

inverse has not been demonstrated). System depends on an exceptional sort of 

capacities. the computation of which one way is not troublesome. and the other 

way - trovblesome. Specifically. the issuc of calculating the mystery key Within 

the sight of an open key 1s diminished to the issue of factorization of huge aan 

bers, which is viewed as hard to fathom up to this point. Nevertheless, because 

“of quantum PCs for which quick factorization calea] a~ of the normal appearanc



tions have just been created. open Kev frameworks may lose their adequacy. La this 

way, there was a requirement for cryptographic frameworks dependent on ditkerent 

staudards. The work "Conjugate coding". which composed by Stephen Wiesner 

fromm Columbia University. at initial couple of individuals saw and not in anv case 

distributed. denoted the start of another heading in cryptographic science = quan- 

tu crvptography. In it. because of the laws of quantum mechanics. it ended up 

conceivable to disseminate between at least two supporters a mystery kev that 

incets every one of the necessities of the Verna figure. which means the outright 

yavstery of the transmitted data. In l9St. Bennett and Brassard licensed the 

primary trade Protocol for a quantum cryptographic framework. known as BBS, 

From that point forward. enthusiasm for quantum cryptography on the planet 

started to develop amazingly rapidly. and to date. countless examinations have 

heen led. influencing different parts of if. As indicated by the creators of BBS4. 

quautinn cryptography is a strategy that permits two clicnts whe don’t at frst 

have any mivstery information com-mon to them to concur on an arbitrary: kev 

that will be mystery from an outsider who activities unapproved access to their 

iiteorchanges. In cryptographic science has built up its very own conventional 

phrasing. explicit sounding at first look. however extremely advantageous by and 

by. In this manner. lawful chents are geuerally called "Alice" and "Weave". while 

rhe individual who performs unapproved access is classified "eve". We will not go 

auuss from the groups and will keep this terminology in this paper. The prinary 

quanti mechanical rules that structure the reason for quantum cryptography 

ave: L. The failure to recognize totally two non-svmunetrical quanti States The 

discretionary condition of any two-level quantum mechanical framework can be 

spoken fo asa ditert superposition of its eigcustates and with complex cooficionts: 

“where. The laws of quantum mechanics do net permit to recognize two quanti 

States completely dependably also. if not met zero. for example the States are 

2. The forbiddance of cloning hypothesis Due to the unitarity and svnctrical. 2 

linearity of quantum mechanics. it is dificult tomake a precise of an obscure qane 
c . 

In state without infinenems the underlving state. For mstance. assume Aico 

| | Bob utilize two-level quantuln frameworks fo transit lata. chcoding bits of 
ly le ) . 7 

j f Ti ton by the States of these svsfCls. Ou the fay chance that CVO catches the 

HiMornte . - . 

tay i orter of clatter Sean lov Ahice, Mreasuepes lis state anil sens farther to er ie vit 
LLalisy ues . 

phat point the condibian of this hearer will he amique. Than at estimation. Tene. al 

1d)



listening stealthily on a quauittm channel incites transmission mistakes that can 

be distinguished by genuine clents. 3. Quantiun ensuarement two quantun, me- 

chanical frameworks fever isolated spatially) can be in a condition of connection, 

so the estimation of the chose esteem did on one of the frameworks will decide the 

alterelfect of the estimation of this-incentive on the other. This impact is called 

quautin ensnarement. None of the caught frameworks is in a specific state. so 

the snared state cannot be composed as an immediate result of the States of the 

subsystems. The singlet condition of two particles with turn 1 2 can fill in for 

instance of an cusnared state: The estimation performed on oue of the two sub- 

svstems will give with equivalent likelihood or. and the condition of the other 

stubsvstem will be inverse (.e.. if the estimation result on the principal framework 

was. and Vice versaj. Causation and superposition Causality. which isn’t at first 

an clement of non-relativistic quantiun mechanics, can in anv case utilized for 

quanti cryptography in con-iutersection with the guideline of superposition: if 

two frameworks whose States structure a specific superposition are isolated in 

rime. without being associated by causality. it is dithcult to decide the snperpo- 

sition state by taking estimation on every one of the frameworks consecutively. 

The correspondence procedure will be talked about in detail on the case of the 

BBS Protocol. as generally the first and most well-known right now. The rest 

of the conventions will be depicted in all respects quickly. With respect to the 

particular plans of quant cryptographic establishments. here will be viewed as 

just those of them. listening in which is the subject of this investigation utilizing 

the trade conventions BB 1 and B92 on phase states. 

|



3. Building model for key gen- 

eration based on QKD Pro- 

tocols 

21 Protocol BB8&4 

Quantiun key distribution is the widely used aud most studied area of quanti 

technologies. Firstly introduced in 198-L. algorithia of kev exchanging based on 

quanti bits properties. The main feature hidden in physical properties of quan- 

tin plivsics. it savs vou Cab hot inake a identical copy of an unknown quantum 

otherwise the state that vou are trving to copy will be destroved. Uncertainty: 

principle of Heisenberg states: when we trv to measure one quant, to idenrify 

its state. that quant’s information is destroved. The main idea was created hy 

Wiesner. but it was rejected. because everybody decided this idea as fantastic. 

But then in 1981. C.Bennet and G.Brassard developed this idea more in practical 

wav. They start ed to send the encrypted kev in quants throw optical Channel. The 

secret kev can build by simple quantum state. this rule used by BB&8+ protocol, 

Mice, sender. sends a big randomly length of photons to the Bob. receiver. Alice 

chooses one 2 Basises shown on below {Figure 3.1). and the direction of photon 

particularly horizontal or vertical or diagonal ones 15 or -L5 either [2].



Figure 3.1: Photon Polarization 

Each polarization of photon represents bit 1 and the other one represents bit 

UJ as shown in figure 3.1. Alice sends to Bob a sequence of bits. photons . for 

each photon there is need to randomly choose the value and in which base iq 

will be. Bob's job is to try identify the polarization . by randomly choosing ye 

of measurement for cach photon. The measurement bases are given: horizontal. 

vertical and diagonal. For example. The beginning of the interaction of the parties 

beoins with the fact that Alice generates and sends photons with the selected 

polarization to Bob (Figure 3.2). A light emitting diode or a laser can be used as 

a light source. and a fiber or air can be used as a conductor as shown on table 1. 

Figure 3.2: Alice sends bits with selected polarization 

Then for each photon. Bob randomly chooses the type of polarization mea. 

surement: it measures either straight-line polarization (- ) or diagonal (x) (Figure 

3.3). 

Figure 3.3: Bob's randomly choosen polarizations 

Bob records the results of the measurements he just made. which he keeps in 

seeret (Figure 3.1). 

Fieure 3.4: The Alice and Bob's measurements



Bob openly announces what type of measurements he took. and Alice rolls 

hin which measurements were correct. These data are then translated according 

toa predetermined rule into bits. the sequence of which is the result of the initial 

quanti transmission ‘Figure 3.5). 

Figure 3.5: The Final Kev 

Next. the received kev is checked for interception by the attacker. Tf an at- 

tacker intercepted information using equipment similar to Bob's equipment. they 

in about 50% of cases he would choose the wrong analyzer. therefore. he would 

not be able to determine the state of the photon he received and send the pho- 

ton to Bob in a random state. [i this case. in 50% of cases. he will choose the 

wrong, polarization. which means that in about 25°C of cases. the results of Boh’s 

measurements may differ from those of Alice. This number of errors is quite casy 

to notice. Evaluation of the presence or absence of interception is performed hy 

Alice and Bob over an open channel by comparing and discarding the sihsets of 

the data obtained. If an interception is detected. then Alice and Bob begin the 

procedure again. If there is no discrepancy. the bits used for the comparison are 

discarded. the kev is accepted. With probability 1- 2- * where Ix is the immbey 

of bits compared) the channel was not tapped. Mure detailed information about 

this and other algorithms are discussed in the literature [3].
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Figure 3.6: Quantum Nev Distribution 

The hit is the smallest unit of classical information measurement. In the field 

Iso. Lowever. unlike classical gates. which can be both reversible (NOT) and 

x 
“ae 

we
t 

of quautun cryptography. we use qnautum bit-qubit. aud a vector of length one 
oO 

in a complicated two-dimensional vector space describes it mathematically. Like 

in classical svstems. there are also several types of gates in quantum svstems 

reversible (OR. AND). quantum gates must be reversible as subatomic clement 

interaction must be svinetrical in tine. Mathematically expressed as Pauli 

matrices are three government single qubit gates. which implies 2x2 matrices. For 

le quantum bit (a 2xi-column vector). these doors can be practical. Phe 

Fieure 3.7; Pauli Matrices 

\Where 11s t 
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he representation of complex umunbers. Every of the three of these



entrvwavs play out a particular capacity in quantun calculation and data. The 

entrvwaves are frequently meant as X.Y and Z. individually. Purpose of X gate 

ix same as NOT gate’s functionality in classical svstems. ie. returns output 1 

for input qubit Q and vice versa. The Z gate performances on a l-qubit svstem 

by leaving the qubit-in the basis state |O unchanged aud performing a-sign tip 

on everything else. as shown in the following mapping: 0 no state alteration 1 

sien flip alteration Hadamard Gate The Hadamard gates is a significant quanti 

entrvivay regilarly utilized in quanti circuits as a result of its capacity to put 

qubits in a superposition. In quantum data handling. the Hadamard change. al! 

the more frequently called Hadamard door, is a one-qubit task that changes cit her 

premise state Ito an equivalent superposition of both premise states. At the end 

of the dav. there is an equivalent likelihood of estimating either promise state. 

Nunnerically. a Hadamard door is communicated as prrsues: 

Figure 3.8: Hadamard’s matrices 

CNOT Gate The controlled NOT door is a reversible entryway frequently 

composed as CNOT. This door begins with two sources of info and vields two 

vields. With a CNOT entryway. two sections must be comprehended, the control 

hit and the objective piece. The control bit (top) is appeared as a strong dab. and 

the objective piece (base) is spoken to by the image and. known as the selectixe 

or adininistrator (AOR). If the control bit input is a 0 then the target bit will be 

unchanged. However. if the control bit is a 1 then the target bit will flip. CNOT 

eate matrix: 

I 4 Gy 

uot ooo 

Oo CG tt 

a @ 5 0 

Fivure 3.9: CNOT matrices



Voffoli Gate The Toffoli gate is like CNOT eate. like a controlled-controlled 

NOT gate. The Toffoli gate has two control bits and one target bit. Toffeli gate 

Watvix: 

m t i qi . UC: = i 4 

7 ti { Z 7 

ue t | uy {: ' { 

Coop 8 C | > . 

Figure 3.10: ‘Tofloli Gate Matrix 

Swap Gate The Swap gate does precisely what it names infers: it swaps two 
gnhits and can be spoken to by the accompanying framework. where the ls in 

lines 2 and 3 trigger the ‘swapping’ scientifically, Swap gate matrin: 

Figure 3.11: Swap Gate Matrix 

Frodkin Gate The Fredkin gate is the same as a managed swap with a three- 

qubit input. with one qubit being a control qubit and the other two qubits being 

target qubits. which may or ay not change depending on the control qubit. The 

Fredkin gate is the same as a inanaged swap With an input of three qubits. where 

one qubit is a control qubit and the other two qubits are target qubits, which Man 

or may not change depending on the control qubit. Tf the qubit control is "0." no 

changes will occu and the two target qubits will not swap places. On the othe; 

hand. the target qubits change the state if the control qubit is equal to "1". The 

Matrix:
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Figure 3.12: The Fredkin Gate Matrix 

Quantum entanglement is a property of quantum mechanics where two or 

more quantum bits. are linked together in a fundamental wav: a change in the 

environment of any of them will directly affect the other particle. Having this 

knowledge we can start thinking about new wars to create secure system ws- 

ing quantum technologies. Any of these gates can serve as bit transformer and 

used for encrypting data. As instance. the authors in preseuted an encryption 

schema using third part for decrypting and matching messages from both sides 

and avoided using one time pad techniques explaining it that it was impossible to 

resist to cavesdropplg attack. Pauli-Y gate. Fredkin gate and Hadamard gates 

have been implemented in order to enhance the security of the encryption. al- 

eorithin. The primary objective of this scheme is gencrating a digital signature 

using quantum technologies. A digital signature is considered an authentication 

mechanism that allows the sender of the message to acd a code that serves as a 

sivnature. Quack - quantum MATLAB simulator, have been used for simulation 

of this work. Authors could encrypt. decrypt. match. and send the Quantum 

data among all parties of connnunication. The third party also was able to check 

and match the messages received fron: Bob and Alice. Authors compare two 

. ; é Ye . ] ra a : . 

protocol BBs4 and SARGO. that tolerate using uo only single-photon sources. 

but and two-photon sources, SARGOI protocol tolerates a higher bit-error rate 
© 

than BBS4. Explain using the decov-estate method for achieving secure of long 

listauce. Fors ARGOL protocol made an endeavor to study in different situation 
stalce. o. 

| 

example provide upper ane 

for single-photon source and for two-photon sources. 
[ | lower bounds of the bit error rate with two-way 
or 

| 

classical communica Tous 

ev briclly review an entanglement distillation protocol “EDP ) And additional | 
i | 

1 the seCUrIEY of QND. Where we especially review the SCCULITY 
and its relation wit! 

Is



proof of BBsd by Shor and Preskill. And ver they explain how SARGO4 works 

and construct an EDP protocol that is equivalent to SARGUL protocol. Thev 

furthermore mention the property of the deusitw matrix in the EDP protocol for 

the later couvenicnee. Thirdly. thev explain tle kev generation rate for BBS! and 

SARGUA4. assuming realistic devices and one-way classical communications. Next, 

they describe the decoyvamethod in BBS4 and SARGO4. Finally. they review QIXD 

with two-way classical communications. On more paper about scheme based on 

mesoscopic coherent states often called “Y-00 protocol” has an average photon 

wmunber of 100-1,000 photous per pulse. Y-00 protocol has robust safety lovel it 

it used microscopic coherent states. on really this reason need high performance 

for implementation and for this reason usual its used mesoscopic ones. Thev Try 

briclly to show the simplest of cryptography attack to Y-00 protocol. Mesoscopic 

coherent states of the protocol allow implementation Quantum Kev Expansion 

more than one photon and resist the noise in the channel which uses for realiza- 

tion Quantum Key Distribution. Y-00 protocol uses the secret key for quantum 

modulation and de-modulation in a quantum channel for expansion of the kev. ly 

addition. the level of qualification required to implement the agreement must be 

wistent with the level of traditional optical svstems. Lf the protocol is almost 
COl 

physically secure. the Y-00 protocol is a fast and easy-to-implement cryptographic 

cneryption system|4]. Que research work is based on the wav to integrate classical 

GSM card with quantum technologies such a way, authors described the E91 pro- 

tocol that is based on the two entangled particles shared from a source to Alice 

and Bob to distribute a secret key. Authors tried to propose quantum authenti- 

cation protocols for mobile networks using quantum technologies methods. They 
« : : 

. 

proved the possibility of authentication of copied SIM cards that are sometimes 

provided to cavesdrop on the original SIM cards and prevent them from enter- 

ing the network. TH was researched that whenever the original SIM card and its 

copy sjmmitancoausly request entry to the network then the network can detect 

the existence of a Copy and then can delete both of them. The one more protoco] 

explained is based on the use of quanti memory embedded on the SIME card. 

and used of a source of two particles cntangle state with Bell-state. As a conch. 

sion. these two protocols can be a good wav to authenticate the SIM cards that 

heen copied. 1 the next generation of motile networks, After learning Wavs of 

combining quantum sochnologies with classical ciphering systems. it was decided 

19



to learn structure of tokens. their wavs of generation. 

3.2 Protocol B92 

One of the first protocols of quantum kev distribution. which was proposed iit 

1992 by Charles Bennett (eng. Charles H. Bennett). Hence the name B92. hy 

which this protocol is known today . The B92 protocol is based on the principle of 

tmcertainty. in contrast to protocols such as E91. Information carriers are 2-level 

systems, called qubits (quantum bits). An inportant feature of the protocol is 

the use of two non-orthogonal quantum states. 

The fundamental laws of physics claim that observing a quantum svstem 

changes its state. This insurmountable difficulty has a positive effect. allowine 

you to prevent unwanted receipt of information from a public quantum syst om 

and solving the problem of maintaining confidentiality when commmnicatine Via 

an open communication channel. - 

The B92 protocol is a generalization of the BBs4 quantum cryptographic 

protocol, Unlike its predecessor, this protocol can use uon-orthogonal quantum 

states. Charles Bennett developed this protocol to show the fundamental possi- 

bility of such a kev separation. 

The coding scheme of quantum states [Prim. 1] in the B92 protocol is similar 

to the BB84 protocol coding scheme. but uses only two non-orthogonal of the four 

BBAI states. and different polarizations are used as the basis: 

Linear (- ): - horizontal (): - vertical (): 

Circular (): - right circular (): - left circular (): 

ay accordance with the Heisenberg uncertainty principle during mea- 
Since. 

surement. it is impossible to distinguish two non-orthogonal states from each 

other. therefore it is anpossible to reliably determine the value of a bit. More- 

over, any attempt to find out the state of a qubit in an unpredictable way will 

change it. This is the idea underlving the B92 quantum key-splitting protocol, 

Since the pro 

ent than other schemes. Llowever. ( ltaining suthcicnt reliability of such 4 

tocol coding scheme uses only two states. it is sometimes casier to 

impleu 

protocol i Sone experiments 1s a diflicult task. and it often turns out that the 

protocol is far froma secure. 

The initial state of the photons depends on the implementation of the protocol 

2()



table 3. If the protocol is Hnplemented on the basis of EPR-correlated photons. 

then Alice generates such pairs of photons and bases in which she measures their 

state. and sends Bob unperturbed particles. Otherwise. Alice generates photons 

of random polarization and sends them to Bob. The second stage of the protacel 

isthe identification of the polarizations of the photons: received from Alice. The 

state of the particles is measured ina randomly selected basis. At the next stage. 

Alice and Bob compare the bases used for the measurement (in the case of non- 

EPR implementations. Alice uses the polarizations created by the photons) and 

save the information only when the bases match. Alice and Bob choose a random 

subset of bits and compare their parity. Tat least one bit has changed ax a result 

of Eve's actions. the parties will kuow about it with a probability of | Then ir 

is necessary to discard one bit. since because of this check one bit of the key is 

opened. Performing the parity check of an arbitrary subset of bits k times allows 

vou to establish that the conununication channel of Alice and Bob is not heard 

with the probability p (k) — 1 - () k. 

As noted earlier. the B92 had no significant advantages over the BBS I's prede- 

cessor, that is, the sae vulnerability to attacks and other disadvantages of BBS4 

remained in B92. Therefore. scientists took up the creation of new. improved 

protocols. 

In 1991. the Polish physicist proposed a quanttun cryptographic protocol based 

on the Einstein-Podolsky-Rosen "mental experiment" . Unlike the well-knowy 

Bst and B92. this protocol uses the discarded kevs to detect the prot ovols B 

presence of a crvptanalvst (Eve) using Bell's inequality. That is, in the absence 

of a crvptanalyst. the laws of quantum mechanics will describe the system and. 

therefore. violate Bell's inequality. and if present. becomes a theory with a hidden 

paranicter that satisfies this inequality. 

Then. in 1995. B. Hattner. NX. Immoto. N. Gisinom. T. Morom for the first 

time proposed the BBS (1. 2) quanti key distribution protocol[5|. In their 

k. the scientists described in detail the working principle of the protocol, its 
WOTK 

implementation aud advantages over the BBS4 protocol under the threat of PXS 

Hacks. It is believed that this protocol was the first meaningful attempt to 
ALLACKS. 9 

resist an attack divided by the nmuber of photons or PNS-attack in the history of 

resist all & 

| 

rhe development of crvptogra 

which corresponds to the BBS4 protocol, and the 
phiv. The protocol uses | quantuin states to encoce 

"OQ" and "LP" im two bases.



“ in each basis are xclected non-orthogonal., which corres Is 

protecol. the states in different bases are also pairwise nol velo eee 

_ a peculiar combination of protocols BBs+ and Bow oe o 

of the most important advantages over oa ce its name. One 

APS saul BO? is the soreallec : 7 or the other two basic quantum protocols 

the fiber-optic li “The called survivability in terms of the distance or | - 

y-optic line. The 4 2 quanti protecol remains sc ov tengthy of 

the quantum fiber-optic communication channel. about 5 an . rhe length of 

leneth tor the BBs4 protocol is about 90 kin. and for B92 who - a Me erica 

The process of splitting kevs can be analyzed in stops Th . at . S. © result of each 

action corresponds to the row of the table c . 

’ 

wa
) , 

JO * 3 12. 
nN * . > . 

Fieure 3.13: The process of splitting keys 

1. In the case of an EPR implementation. Alice randomly chooses a | 
ses a basis for SIs TOL 

measuring the state of a single photon from an EPR-correlated pai 
” lated pair. cit] - aah 

linear Or circular. 

2 [yy the second step Alice’s actious 
2. 

step. - « actious depend on the pr 
1@ protocol versi 

a) 
. 

On. During



yp } \ 1 a 7 : ’ . - . . 

EPR implementation. selects a random sequence of bases for measuring 
5 

the polarizations of photous: Alice selects a random sequence of polarized 

photons and sends then to Bob. 

Ce
 Bob measures the polarization of his photons using a sequence of random 

bases. 

{. The measurement results of Bob (imperfections of the source. communica- 

tion channel and detector lead to the loss of photons). 

> Bob tells Alice the basis for measuring the polarization of each photon 

received. 

6. Alice tells Bob which bases are right. 

= Ajice and Bob retain data on photons measured in the correct polarizations 

and all others are discarded. 

The remaining data is interpreted in accordance with the code table. 

9. Alice and Bob check their kovs for the parity of the selected subset of bits 

If at least one bit is different. then such a check shows the existence of Eye 

listening to the channel. 

The sides discard one of the bits of the selected subset. 
10. 

33 Protocol BB84 (4+2) 

Quantum Protocol | - 2 (BBS1 Gl ~ 2)) for information coding. the protocol 

uses four quanti states of a two-level system that form two conjugate bases. the 

states in each of which are not orthogonal. aud the state in different bases are alsy 

not orthogonal in pairs. Information carriers are two-tier systems - quantum bits. 

The basic idea of the 4. 2 quanti protocol is that once the BB84 protocol's 

PYS vulnerability is caused by the fact that after the bases are negotiated. the 

interceptor can gct accurate information about the transmitted state. you cay 

inake the states inside each base non-orthogonal, thereby making it impossible 

for the interceptor to accurately determine transinitted state even with a known 

Thus. the protocol uses 4 quantum states to encode “O° and “1? in tye 
basis. 
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bases. which corresponds to the BB+ protocol, and the states in each basis are 

selected non-orthogonal. which corresponds te the B92 protocol. and the states in 

different bases are also pairwise non-orthogunal. 4 - 2 uses a peculiar combination 

of protocols BLS | and B92. henee its name. 

+ .-Tn First Basis: 

2 In Second Basis: 

i the BBX! protocol. we have J states that form 2 bases.As an example of 
As 

such a configuration of states. it is convenlent to take a set of four states that Hie in 

7 > + Pu: TAPE SC WO 10° ) . 

two perpendicular planes on the Puankare sphere (fig. 4). but are not orthogonal. 

for example: 

Figure 3.14: Quantum states of the 4 | 2 protocol on the Puankare’s sphere 

Attack on BBs4 protocol As already mentioned. the BBs4 protocol with 2 
. or? 

~ 

bases, the states within each of which are orthogonal. and the states from dif. 

The photon separation operation car 
ferent bases are pairwise non-orthogonal. 

2]



be applied to BBs4 hacking. Eve can easily find out the ummber of photons in 

each of the pulses. The attack itself is built hike this: ifa pulse contains only one 

photon. Eve blocks it. otherwise it leaves in its quantum memory ito realize it. 

it js cnough to have a regular delay line) one of the photons. sending the rest to 

Bob through its ideal channel without loss. After the operation of matching the 

bases, which is produced through an open channel. Eve receives all the necessary 

information to reliably distinguish the photons that she has. Accordingly. Eva is 

able to recognize the whole key without being detected. Thus. BBs4 is completely 

vulnerable to PNS attacks. According to history. the 1 - 2 quantum protocol was 

the lirst attempt to resist a PNS attack. As its creators believed. Eve would face 

a double challenge. First. once the BBst pretocol’s vulnerability to a PNS at- 

tack is that after aligning the bases. Eva can get accurate information about the 

transmitted state, then the states inside cach base can be made non-orthogonal, 

which makes it impossible for Eva to accurately determine the transmitted state 

even with a known basis . Secondly. if Eve conducts the same measurements that 

Bob makes. then this will lead to a situation similar to explicit listening. thar is, 

Eve will introduce an error into the channel. taking measurements at random in 

the chosen basis, and her intervention will be detected. Thus, at first glance. we 

sce a significant advantage over BBS 1. and it seems that 1 - 2 is not vulnerable 

to PNS attacks. however A. Acm. N. Gisin and V. Scarani in one of his works 

showed that Eva cau take a measurement that thev called filtering: 

eer eat re ete ye 

1 ; rar ‘oy oi ty . ; ’ , Ace 0 wmruememnet (omy 1, | | eO.). As = \' 1— A4,:. Al, 

Ve “Lb cosy 

Figure 3.15: Eve measurements filter 

34 Protocol SARGO4 

SARGOL - quant key distribution protocol, obtained by improving the BBs 
wd 1 - ‘ 

protocol IXKnown for its resistance to attack divided by the munber of photons, 

After testing BBS4 (4- 2) protocol for PNS attacks group of scientists: showed 
. Cc * “ Q 

the weaknesses of this protocol. . 

the configuration of vectors was invented, which did not alloy: 
\lso. they suggested new way of solution of this 

problem. nanely. 
| hich 

arement that would orthogonalize the states in each pair of hases avith a 
a micas ‘ 
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nonzero probability){6]. The protocol is vulucrable to PNS attacks if an attacker 

is able to block all the packages with one and two photons. and in the packages 
~ AS 

impulse when receiving at least one incompatible outcome. With the angle 45 the 

probability to get an incompatible outcome at least in one dimension is greater 

| 2. therefore. for effective interception. Eve should be able to block the parcels 

with three photons. We obtain that for a successful protocol attack. it is necessary 

to be able to block all the packages with one. two. and three photons, which 

means SARGOL is noticeably better protected from PNS attacks than BBSt. In 

their work. the authors of SARGO4 also described an important special case of the 

protocol. which uses sinilar signaling states as BB&1. but has a different encoding 

technique, which allows increasing the resistance to PNS attacks, sacrificing data 

transfer speed.



4. Analysis of quantum prop- 

erties and their conditions 

for hacking. 

Classical quantum systems methods are quite distinctive. And the outcome of 

the method is regarded as the raudomly produced key x that was acquired using 
. a 

quanti states. Alla third party can do is intercept the produced important x 

state, And von can use the density matrix to define it 

eve = Pyle) |r (r|& pe 

Onuantin Ivev Distribution seeks to minimize the likelihood of anticipating 

; 

vo 

the produced important status if an unauthorized access is obtained bv a third 

party. And this can onlv be accomplished if the key generation is totally random 

Which wi 

density matrix PNE- 

to implement on the threshold of ideality of the environment and 

Il lead to a discrepancy in the results of errors. and the proof is the 

Recall that in addition to its impeccable protection. the 

system is able 

the device paranieters are at the level of the minimum allowable threshold, which 

means non-correlated density matrix pro: PE 

The distance between the circunstances is the distance between the traces: 

exe — pr @ pel << 

By definition. it 1s connected by a trace lctric: 

PXE = yo ex Py(ayla) (ele pe: 

py a density matrix (in terms of homogeneity and ideality) 
€ . L .



All third-party actions are just attempts to acquire the y € Y= {0.1} kev 

states. and not the sender's x kev itself. which consists of a bit string. v is the 

value of the connection of the third party svstem and the kev x. which is a bit 

string aud which depends on the analvsis of the third party svstem pe to the svs- 

tem of authenticated: process uscrs|7]. The analysis from the third-party can be 

written down by the decomposition of the unit: Lp = yey M,.yeY = {Oy 

\fj- a positive operator-valtted measure in the third-party states. 

Pyy-(r.y) - joint probability distribution x. V. 

Py(v) and Py (uw) - marginal probability distribution. 

P(X =a Vy) - probability of occurrence of v. if x occurred. 

Pe (eV Y¥ = y)- probability of x occurring ify occurred. 

Formula Baves: 

Pyy (ay) = Py(w) Pry (¥ = ev y) 

Pyy (rey) = Pry (av Y= y) Pry) 

yey Py yuVY =y)= at Py (XN =xVy)=1 

So ey Pry (rey) = Py). 

Dover Px (ty) = Py (>). 

The situation in which it is conditionally probable that the authenticated users 

have the kev x eonerated among themselves. at the sane time its copy is in the 
ta . c 

third party after the unauthorized analvsis by the third party is equal tay: 
«| part) 

; 

Pyyy (XX = wly) = {Al ,py:}. 

Aecording to which we reproduce the summat ion: 
ACC al 

Dy Py y(N =2\y) =! 

Probability of a positive result for a third party:



According to the laws of probability theories. we can safely say that the prob- 

ability of a positive outcome tor a third party in quantum cryptography docs net 

exceed 

Pesos’ NIV) = mana peg Pv pe lef = Voey Px) Pryy (NV =. 
whe) = ex Pyy (rer). 

Pyy-(.y) - joint probability distribution of authenticated users (x) and third 

parties (vy), which does not exceed: 

- _ > fy pl ec d | . = . - 

en oN | F) ~ NO ey Pyy (2 . w) > Vv + Px | PU v. PE I _ + +f, N = va 

= - is the privacy sct(ing of authenticated users. which is obtained by clearine 
. fend 

the generated state. 

4.1 Heisenberg’s uncertainty principle and no-clonin: ¢ 

theorem 

As Heisenberg’s uncertainty principle says: It is not possible to make a precise 

measurement of qrant, and do not change it phase. It means you can uot make a 

perfect copy al unknown quantum state. In this chapter we describe an clemen- 

tary proof of this fact that captures the essential reason this is not possible. 

Let's have 

starts out in an unknown but pure quantum state, Ju). This is the 

a quantiun machine with wo slots labeled as A and B. Slot A. the 

data slot. 

state which is to be copied into slot B. the target slot|5]. We assume that the 

taryet slot starts out in some standard pure state, |s). Thus the initial state of 

the copying machine Is 

Jor) = Is) 

Coe unitary evolution U now effects the copying procedure. ideally. 

s) + U (fur) S15) = Je) Sle) 

Suppose this COPVIng procedure works for two particular pure states, Le) and 

‘o\. Then we have 

24)
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1s}) = oO U(io) & js 

Taking the immer product of these two equations gives 

” 

(Ufo) = (ufo) )” 

But r = 2? has only two solutions. x Q and x = 1. so either jo) = fu) ar 

he) and fo) are orthogonal. Thus a cloning device can only clone states which 

are orthogonal to one another. and therefore a general quanti cloning device 

ix impossible. .\ potential quantum cloner cannot. for example. clone the qubit 

states {u') = [0) and fo) = (|0) + Hy) v2 _ since these states are not orthogonal. 

What we have demonstrated is that using unitary evolution it is inpossible 

to completely clone an unknown quantiun state. The brief overview of this worl 

ix that the cloning of non-orthogonal pure states remains impossible even if one 

enables non-unitary cloning equipnicnt unless one is prepared to tolerate a finite 

loss of fidelity in the copied states. Similar conclusions hold also for mixed states 

although a somewhat more sophisticated approach is necessarv to even define 

what ix meant by the notion of cloning a mixed state. 

42 Threat to key with transfer from one mode to 

another 

This threat consists of stages in which a third party re-sends the state of the 

sender (intercepted in the quantum channel}. In this case, the third party after 

analyzing in a random basis and increases the intensity so as to transfer the 

dotector ro the classic mode. This thin line between the modes is retained by 

the method of insufficient intensity. which is used so as not to lose the blinding 

wmode.) There are moments: 1. With the coincidence of third party bases and 

ticated participants. This leads to a complete constructive interference. 

authen — 

is ix to capture the detector full intensity. and that leads to the 
the reason for th 

count in time. 2. Tf thore is no coincidence of the bases of the third party and 

the authenticated pa 

the cause of W 

ricipants. Tn this case. the detector is transferred to the 

I ineine mode hich is not enough intensity in tie. The intensity 
( ~ . 

: : 

AQ)



with which the detector exits the blinding mode registers the signal as a linear 

device. and is equal to Zj,. and the intensity with which the detector is blinded 

dies iu the ano clicka zone) is equal to Lig. (La ~~ Lu. 

The intensity of the falsified state is equal to Lyocmg. The intensity in the side 

time windows ¢xee Fig. 2) does not depend ou the choice -of-thire: party bases 

and authenticated participants and is equal to LfacgegS (see Fig.?? and formulas 

)- (7)). In this case. two situations are possible: a) The intensity of TD bockeg 

ix such that in the side time windows. where the intensity does not depeud on 

constructive or destructive interference. it is equal to LpaekedS. At the same tine, 

Trsche dS is obviously less than the threshold intensity 7j,. at which the detector 

works as linear. but more than the intensity . which causes the blinding effect: 

Tin < Tpacked =< Ti. There will be no counts in the side time windows | Fig. ??), 

b) Lhe intensity Lack in the side thue windows is equal to L pape g8. less 

than the threshold intensitv J;,. and the intensity J); causing the blinding ctfect: 

Dicete tS < TTA. Tn this case. counts in side time windows (Fig. ??) will take 

place, The detector is not blinded and works as a single-photon counting mode. 

The whole point of the threat from the third party comes down to what she 

is trving to guess. but at the same time wuizes the ratio of permissible and 

received errors as a result of the distribution process, if attempts to euess will be 

a vain. and she will reveal herself about her presence. 

4.3 The Threat for Quantum Key Distribution 

with a transfer of a modified condition 

From the standpoint of the laws of ordinary incchanics. the quantum world js 

coniples: as thexe laws are limited in the expanses of quantun: physics. Quan- 

ouutrics anmeasurability is onc of these logislation’s main limitations. The 

statutes limitations. rendering quantum cryptography one of the safest systems. is 
tin ¢ 

the main fundamental link. There are many wavs to take advantage of quanti 
1 lle 

] vof the ost realized uses of quantum technologies i IS the 
“ES vstets. One 0 

physics 8} 

a randomly oenerated secret key for encryption. There is a vulnera- 
€ C creation of 

bility of the 

one of the fundamental 

is the creation of a | 

systel. due to the imperfection of the devices usec IS}. For example. 

conditions for the application of quanti technologies 

: mire single-photon somree, This dither: 
in cryptography 

|



will have to be solved in the future when more advanced devices appear. Today. 

muulti-photon devices are uscd. which. as the study shows. leave unauthorized 

aCCESS, 

The quantum key distribution protocol usually means authentication. pre- 

process preparation. transfers examination of states. handling errors (eliminating » 

or enhancing secrecy using the compression method). analwzing and verifving the - 

obtained kevs. The data transinitted by the system must be absolutely protected 

from third parties and, if necessary. disclose the audition. When unauthorized 

access to the transmitted data occurs. the system should detect this attempt usine 

the ratios of valid and resulting error, In other situations. the svstem is considered 

unprotected when unauthorized access by a third party goes unnoticed and the 

key is known to it. For several vears. research has been conducted in which 

the capabilities of quantun cryptography have been demonstrated. Currently. in 

qlautta svstels, attenuated laser radiation is used as a source of a single-photon 

state (which ts not purely single-photon). single-photon avalanche photo detectors 

sxhich has dark noise). efficiency (whose properties are not rare). communication 

channels ‘liber optic aud open space), which are subject to loss and noise. This 

in turn leads to the emergence of the possibility of a photon-splitting system 

attack (PNS. Photon Number Splitter attack: and an attack with measurements 

with a certain outcome (Uhambignous Measurements). We inchided these factors 

in the analysis of the security of protocols, Unauthorized access to a key using 

photo-detector blinding is one of the new threats to quantumn kev distribution. 

In this threat. a third party uses the possibility of affecting a communication 

channel in which it sends a modilied (falsified) state. This allows a third party 

ro control the counts OF their absence at the receiving side. and inpose their own 

which does not | 

y+ yemains unnoticed and informed about the kev. This unting 
ead to an error at the recipient (receiving side), -\y 

CO ng. 

\ 

a result. the third part 

t threat significantly reduces the secrecy of the system. Most of the 

new method 0 

protocols. with no additional 

threat (BBS. SARGU4. Six-State QIXD . DPS (Differential Phase Shift) . CO\ 

nt Que Way). E91. Decoy State QAD . One way tu solve this problem 

parameters. were potentially not resistant to this 

(C‘ohere 

ix t ite a strictly single-photon source. which at the present time has proved 
ix to create as ; 

7 
| 

lifficult to dnplement Until this difficulty is resolved, the threat will always oxist 
ahimcu ( 

| 

the search for solutions to these problems. From the basic solutions. it 
ay ‘ XG 

: 

. 

To date.



ix proposed to complicate and add additional parameters to existing protocols. 

The proposed solution does not solve the problem. but only complicates access 

by a third party. The methods of the third party in tur become cleverer. The 

hest wav to create an over-secure system is to create a protocol in which security 

is achieved through internally-structured methods. rather than an improvement 

and addition in technical terms. 

4.4 Threat with photon modification 

Below we provide information about this new threat on the host device. while not 

trving to look at all this in terms of technical vision. since all this is in the articles. 

The more devices are not pertect. the some ways to use these imperfections, One 

of these wavs to influence the receiving side: 1. On avalanche photo-detectors, 

rhore is a difference in the sensitivity of temporal dependencies. This allows a third 

party to modify falsifv) the state and blind the devices of the receiving party, 2, 

Using the state of the lower threshold of intensity. in order to include only one 

dovice, in situations where the bases of the third party and the recipient will be the 

came. Otherwise. everything happens without counting. Basically. the possibility 

authorized access arises from the work of semiconductors (the 
of third-party WwW 

so-called avalanche photo-detectors MnGaAds:P). A blocking voltage is applied 16 

the avalanche ploto-diode. At the moment of arrival of the photon. a gate voltage 

pulse (typical duration of the order of several nanoseconds and au amplitude of 

several volts) is applied, which opens the photo-diode|9].. The absorption of a 

photon leads to the formation of an avalanche of carriers and a voltage pulse, 

which is recorded. 1. The first blinding attack is based on the following property, 

If the radiation intensity Is increased slightly above the quasi-single-photon mode. 

this will lead to an increase in the current flowing through the photo-diode at the 

tine of registration. Due to the fact that a photo-diode without ilhumination js 

not active (locked). the dynamic increase in current above a certain value will 

lead to an effective decrease in the bias voltage during the action of the strobe 

and to lock the diode and, accordingly. decrease. up to its absence, the avalanche 

current (a NO click a). Thus, the photo-diode is effectively blinded. 2. The second 

attack ix connected with the transfer of the photo-diode from the counting mode 

to the linear classical photo-detection mode. when the cwrent is a function of the 



radiation intensity (usually proportional to it). Hwe further increase the radiation 

intensity. then after blinding the photo-diode (see paragraph L above) and the 

absence of the registration current. starting with a certain threshold intensity 

value. a signal will appear again on the photo-diode through the photodiode a 

elrrent proportional to the radiation intensity will flow. 

The correct state transforms the count after the Do sensitivity of the detector 

falls into the curve. but this docs not happen because the modified state is shifted 

a time. And this leads to the fact that on Do. produces a count and errors in Dy. 

| by the interference of the state. which constructively extends All this is causes 

over the different arms of the interferometer for Do. and is extinguished on the D, 

state, along the upper and lower arius. Aud this whole process not only allows the 

third party to remain unnoticed in relation to the recipient (reducing the error to 

a valid one). but also in the end to intercept real information about the registered 

kevs. which the recipicnt will not suspect|LU}. In the real world. of course. it is 

difficult to carry out this threat. but it is quite provable and feasible. When it 

comes to analyzing the strength limit of anv cryptographic svstem. it is taken 

inty account that the third party will have the most advanced equipment and will 

have ay ideal condition for implementing unauthorized interception and access to 

an cnerypted and secure channel. 

NN
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5. Implementation of quantum 

mechanics for key genera- 

tion 

5.1 Building source code using MatLab 

Lo build a hnew ke: . let Us tur) in QO BBea4 protoco] ha Uses qualt Ul k | | | | \ : | I { 1 t acy antuh) Kev ¢ IN- 

tribution. In Spl © ot his. the ke ~ ’WUst CONS t \ Vs Vpt | | \ st sent to a fev . lay an) "¢ t : of crvptoera i t . ole phic 

. . so Mitts no de CONNE ‘t d { \ i | \ <t ( ae e VICE 

3) And the key length must not be shorter than the message itself. For trad 

‘nessage Itself. For tradi- 

tional calculations. 1 

of a completely arbitrary wumber. How might not conf 
, 

confuse the scientifi : ific proce. 

yyy }< 2 jeg sy . 7.) . “va 

here is an issue that is halfway understood - this is the a: 
s is the age 

dire i} specia ized tel Ls. °C c ined h a Sn ili faa 

quauit advances. this wound up conceivable [2]. This is one of the fundamental 
é a 

favorable circuustances of the quantum world. We endeavored to join quant 
AFCA TO quantum 

techniques with old style ones. One of the looked for after great. territorics t] 
rea s that 

needs a sv~metric key creation is the creation and trade of tokens for authenti 

1 . 

‘ € ell Wa- 

tions. The wuilization © 

f ervptographic money. The significance and security of tokens 3 
: IKNCUS Is 

f the token has as of late achieved another dimension with 

the approach 0 

the principal heading of the Improvement of crvptosvstems. Quantum strates; 
HLATOO IOS 

] 

Wize sv .) t “ri: ; 
. 

S ‘ 

YIVET! another chance to utilize svmmmetric encryption calculations. Of course. 1] 
ane 

se. the 

leneth of our kev ought not be under 956 bits to conform to the third law of 

| 

t law o 

Along these lines. we 

Hissect later on What time interim is ideal and i 

, Ost 
Ch), 

will create the key with in any event 576 

hannon 
. any event 576 quits. 

We present] 

lization of 

y can ft sce to ¢ 

extreme ttl the key. after which we should restart the age 

Basis:



Be = {ey = (j)-7 = Q)} 

Bo =e, =4h.e = 4S} ¢ 

V2 

; ic +] ’ N ] Weayty . 2 

Mlice implementing operation T : {0. 1} +H 

, 

«) f(r. y) = (0.0). 

Pry) = 4 ° Berea SO 
Ey it(v. y) = (OL). 

ile y) = (1.1). 

(ry) = 1 

Alice generated bits and basis randomly for use this in kev generation 

Require: Random Generator (0.1). 20 oe 

Ensure: Strings a. 0 € {O, l}nandscquencet{ v})ietun 

We randomly generate bits of information ay... Ay, 

Wt (Uy... a) € {0. LY, | 

Then randomly generate basis for encode bits by... .. bh 

be (dye eee s bn) a 

locally store our hits « and list of basis 

repeat 

Jos) & T(a;.0)) 

transmit |v) to Bob via quantum channel 

ice itl 

until 7 

Ilere: o> munber of qubits @ - bits of information 6 - basis that Ali 
SIS that Alice 

ising, for encode bits [e,) - encoded state of qubits 

Bob received encoded state ot qnbits and try decade with help basis . | . | 

’ Jeets. WHICH 

he choose randomly 

In Bob side we require random generator (4 0.1 4) for AL = Je, Sle . 

. 
; LAE}. Lor 

c {he %. fel sequenced] Gi}. for Ge... f



After process Bob will have two strings of » bits a’. €{ 0.1 } . - . hn 

Randomly generate list of basis b)..... by, 
f / U - 4 - 
be (dye... hb) € {0.1}, 

nie 

Repeat ~ 

if b, -- 0 then 

Ask whether 1/_ takes value 1 in state Wy) 

else 

Ask whether Jf. takes value Lin state [u;) 

end if 

if counter triggered then 

a — | 

else 

a, — 0 

end if 

di — (dh... a’. 

Bob transinit string 0 € {0.1}, to Alice via public classical channel Al] 

ito *] lat 1Oll aud result Bob st Ore ocalls aby \/ 7 list ot basis with { | eC | ¢ p> t 
. woe , (@) 

Wieasurve \ wes | b ts b’ - ONC basis of Boh a - result of Bob which he obt WD s Gguplts a c 

after measure 

After measure Bob sent list of basis to lice and she compares bases. and 
2 EOD A 

discards all the mismatched 

Alice have b.b' € {0.1} 

In this situation we cnsure that sequence (Aj... hy) (with L < wWofpositionse fo 

ce ba2Y, 

jal 

kel 

Repeat 

ke minfgek << such that with 7 0 \ 

if kk < uthen 

hick 

pert |



end if 

wntil ko. on 

Lo-i-| 

Alice transmit (/y..... hp) to Bob via public classical channel 

If no eavesdropping on- quantum channel 

Pm. Deas a) = (lfc ee es dy) =1 

Tolole, Ui dered) ah | 0) (cic) | 

QO ;ole 0; 0 () 12 }0o0rl 

riolepj 0) 1 boil; £2) l0orl: 

Olile iO) 12 [Oorlfl} 9 | 0 

| | ? Li lye (Oy | Qorl) lL | | Le 

if bo = 0; then Pla; = ai) 1 Certainty on coincidences although a’s never 

exchanged 

If no intrusion. Alice and Bob will use a — sampled at places of coincidence 

— ax kev becanse 

( Uh, cee ah, ) = ( Ufepe reas sy ) 

Code in Appendix A.B 

52 Token generation using quantum technologies 

Token generation using quanti technologies can be performed in several ways. 

Classically to 
rentication works by ensuring that cach request to a 

s ; 

. 

server 15 accompanied by a 

esponds to the request. In this way as explained in previous 

ken-based aut] 

sioned token. which the server verifies for authenticity 

and only then 

ieryption al 

rs algorithin t chapter. ¢1 gorithms of classic cryptography have been used. As said 
€ ‘ . 

: 

. | 

before, using Sho hev can be easily broken. Analyzing and sumimine 

consider the way of integrating quantum cryptography methods to 

vontication|II]. A Kx Zt ~ Br» Hn (3) K- Server Z 

Using 4 qubit states will let the system have 

up it all. we 

token for autl 

1H - ID of device 

I since each qubit | 

sions for reaching solic web server. 

generate 

Login B - Passwort 

a high secwity leve 

aist USHA BC 

las 1 different states. and let the toker be 

valid 256 tunes ag



Currently we have to develop system. which will he able to generate token 

based on quantum iietheds. First of all it was decided to implement a simple 

QKD system. ie. system consisting Alice. Bob and Eve ~ 3rd part as a. Alice 

ecnerates variable sized qubits randomly. and sends it via quanti channel to 

Bob. Alice (table 5.1) 

X 
| x TT 

| lu () 1 i 5 

Table 5.1: 

Bob also generates set of bases randomly, and receives data from Alice table 

ct
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‘ N | | x - 

- 
1 0 =

 ! 

Table 5.2: 

Since some of bases are. different Bob will lose some amount of data (table 

po - 0 E | 0 7] 

Table 5.3: 

Bob will send his bases to Alice to be show which elements he could read 

Knowing his bases Alice will be able to know information on which indices have 

heen read correctly. and sends list of indices. which are same. Then both sides 

will only reset different bases. In this case. Eve is only in role of observer, She 

ill also create randoms set of bases and catch the set of qubits (We are taking 
> 

situation when Eve has some equipment (table 5.1). which is able to read qubit. 

withont Changing qubit. since currents Systems cannot have all properties of pure 

quantw system). 

Table 5.4: 
[ 

Yow she will be able to read this information (table 3.9). 

39



| - : 10 [1 7 7" 

Table 5.5: 

In addition. when she will know set of indices where Alice and Bob have same 

base. she will remove unnecessary ones. So. her last key. wall be “10°. since key 

aereed between Alice and Bob is “L0L0°. We did 100 experinents for 3. different 

lengths 20, 30 and 40 qubits: calculate the percentage of kev found by Eve. The 

results are in Table 2. We also considered one more case: situation where Eve 

cannot copy information, change it because of property of qubit. Alice generates 

set of qubits on random base (table 5.6%. 

LN - . < x 

Table 5.6: 

Bob also creates his set of bases and waits for message from Alice (table 5.7). 

“ | i IX E | 

Table 5.7: 

NX 

Eve intercepts qubits with her randomly generated basis (table 5.8). 

Table 5.8: 

Because of property of qubits, only information on those indices. where Eve 

and Alice have sale basis will be read, and other will be lost: immediately! table 

Bae 
0 | 1 ro 7 

Table 5.9: 

Now she has to fabricate set of qubits to Bob. since he waits message fro 

Alice (table 5.10). 

UN 
X X 7 

0) i l 0) iT i , 

Table 5.10: 

10



Bob receives fake message fron Eve thinking that it is from Alice. puts on his 

basis. reads this (table 5.11): 

io ] 1 E 

|
 

Table 9.11: 

Since here Bob have received incorrect information. the kev generated in this 

process is incorrect. Later they will be nnable to read messages from each other. 

what will give them knowledge about existence of Eve. Here we calculated the 

percentage of mistnatch of kevs between Alice and Bob. Tf this value is not bigger 

than 10%. it can be accepted as noise| 12]. 

As a result, we can list: steps such as statistics of quantum technologies do- 

velopment. analysis of each field separately. defining protocols and methods for 

forming qubits and quant systenis. Experiments were set on possibility of be- 

ing compromised by Eve and on inismatch percentage of Alice and Bob's kev 

‘table 5.12). 

Length 
OH) 3 m 

Percentage of being compromised 49.10 47.68 19.66 

| Alice and Bob's key wisinatch 47.63 49.19 19.67 

Table 5.12: 

The average results have been obtained from: 100 experiments for each case. 

The 19 experiments excerpt shown below for Ist case to visualize the gencral 

. . ppt rayne 

situation.( Fig 5.1.5.2.5.3) 

Length of qubit - 20 

- ee 
Y sy: 

@ 3 
Lad . 
Ew. 

1C'> 
we 
or 4 203 ~=«SAA 5 6 7 8 9 10 11 12 13 14 15 16 47 18 19 

20 64% 63% 36% 54% 75% 55% 64% 50% 50% 38% 67% 38% 86% 38% 33% 50% 75% 56% 50% 

Fieure 5.1: Qubit of 20 length 

In feure 5.2 below. shown the Eve's percentage of eavesdrop. for cach iteration 

u figure ).= De 

30 length qubits. as we see the average eavesdropping is about 44°%- 
OI a of sequence 

IGA, 
1]



Leneth of qubit - 30 

ie
) 

9 
O
a
 

G
 

D
o
s
e
 

oo
 

=)
 

in
te
rc
ep
t 

wn 
he
 

ND
 
o
l
e
 

e
0
9
0
 
0
 

12034 5 6 7 B 9 10 11 12 13 14 15 16 17 18 19 

30 saes $358 50% 60% 75% 50% 39% 42% 50% G1 79% 71% 507% 439% 36% 50% 507% 50% 56% 

Figure 5.2: Qubit of 30 length 

In fienre 5.2 below. shown the Eve’s percentage of eavesdrop. for cach iteration 
fom) on 

of sequence of 40 length qubits. as we sce the average eavesdropping Is about 44:7 - 

OK, 
Length of qubit - 40 

In
te

rc
ep

t 
m
w
 

Ww
 

bh
 

u
w
 

a
 

3
3
8
7
2
8
 

3 

fa
 

e
S
 

et
 

OF 

g 9 10 11 12 13 14 15 16 17 18 19 

59% 83% 56% 57% 45% 35% 44% 56% 82% 78% 44% 

=)
 7 7 3 4 5 6 7 

, 

yA 

33% 41% 52% 46% 48% 

40 55% 43% 78% 

Fiore 5.3: Qubit of 30 length 

three conditions of 20.30 and 40 length qubit sequence 

The sumunary of all “oe . 
‘¢ ig about 45% of copying of sequnces. with out anv 

thel 
is that in any case 

. 
: 

vat Alice had chosen before. At any case Alice and Boh 

information of basis’'s Ul 

avesdropp 
confident that key thev are using Is build secreth: and 

sonrife the ¢ ing by formula shown previous, thev can check out 

can identity tae ° 

first 10 or 15 bits. to be 

unknown for Eve. 

{2



6. Conclusion 

Further development of quanttuun kev distribution svstems will lead to the creation 

of communication networks with a higher level of information protection. These 

networks will be used both in the civilian sector of the economy and in those or- 

eanizations Whose activities are related to ensuring state security. Based on this. , 

domestic developments in this area will inerease the level of the country’s defense. 

Quantum key dist ribution svstems are complex software and hardware svstems 

that may coutail undocumented features. which is unacceptable for defense syvs- 

roms. This explaius the interest of developers to this topic and the relevance of 

work on creating their own systems for gencrating and distributing a quantum 

kev. 

The analvsis shows. that asvininet ric cryptographic algorithms can be bro- 

ken by cnough computational machine and secured information is about to be 

revealed. The ain problem of using quanti kev distribution is distance. While 

other cyphering cryptography algorithms have not such kind of problems. this is 

rhe main issue. need to he solved. As experimental. there was reached for ahout 

5-100 km. although we need for thousands and thousands kin {13}. 

In thesis. there are simulation of quanttn properties behavior. written in code 

that proves cecrred connection between Alice and Bob. by means of quantum 

technologies. Phe realized algorithm BB84 protocol shows good result in case of 

savesclroppile: Eve cannot broke and define the basis of each qubit. and thus she 

cannot identify {he secure sequence of bits between Alice and Bob. 
€ 

.
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A. Appendix 

% plot Bloch Sphere 

[Xs, Yx, Zx] = sphere (25); 

mySphere = surf(Xs, Yx, 2%); 

axis equal 

shading interp 

mySphere.FaceAlpha = 

line({-1 1], [0 0], 

‘tinewidth’, 1, ’Color’, [0 0 0] 

line(f{o 0], ([-1 1], [0 0],’LineStyle’,’:’, ... 

‘LinewWidth’, 1, ’Color’, [0 0 0] 

line({o 0], [0 0], [-i 1],’?LineStyle’,’:’, ... 

‘tineWidth’, 1, ‘Color’, [0 0 0)) 

text (O, 0, 1.1, *$\leftl Ou\right>$’, ‘Interpreter’, 

’FontSize’, 20, >HorizontalAlignment’, ’Center’) 

text(1.1, 9, 9, *$\leftlutu\right>$’, ’Interpreter’, 

‘FontSize’, 20, *HorizontalAlignment’, ’Center’) 

text (-1.1, 0, 9; ¢\leftly-y\right>$’, ’Interpreter’, 

’FontSize’, 20, *HorizontalAlignment’, ’*Center’) 

text (0, 0, -1-l, *$\lieftl iu\right>$’, ’Interpreter’, 

»FontSize’, 20, 

% Visualrze 
Bloch Ve 

x = [fo 4; 1 05 
z = [1 0; 0 -1); 

= 1i# X * 4; 

y= (i/sqrt (2)) (x 

oO
 

is
) 

on
 

{O 0],’LineStyle’,’:’, 

*HorizontalAlignment’, 

16 

>Center’) 

>latex? 

7latex’ 

7>latex 

>latex 

> 

> 
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EO_plus = bin2vec('0'); 

Eit_plus = bin2vec(?1’); 

EO_X = (EO_plus = El_plus)/sqrt (2); 

(EQ_plus - El_plus)/sqrt (2); E1_X 

plotBlochSphere 

rho = ket2dm(ket0); 

lambdad = ket2bv(E0_pius); 

lambdai = ket2bv(E1_plus); 

lambdaXO0 = ket2bv(E0_X); 

LambdaX%1 = ket2bv(E1_X); 

plotBlochVect (E0_plus , [t 0 01); 

plotBlochVect (Ei_plus [1 0 0]); 

plotBlochVect (E0_X , [0 0 1)); 

plotBlochVect (E1_X , [0 0 1)); 

ho = ket2dm(ket) function Tf 

tp a density matrie Tho 
Y Convert ket 

rho = ket * ket’; 

end 

function lambda = ket2bv (ket) 

rho = ket2dm(ket); 

x = [o 1; 1 Oo]; 

z= [1 0; 0 -1); 

Y= 1i* X * Z3 

lambda = [trace (X*rho); trace(Y*rho); trace(Z*rho)]; 

end 

function plotBlochVect (ket , color) 

lambda = ket2bv (ket) ; 

someBV = 1ine({O lambda(1)], (0 lambda(2)1, [0 lambda(3)] 

‘LinewWidth’, 2, *Marker’,’0’,’Color’,color) 

end 

AT



i + 

| 
| 

| 
| 
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iB. Appendix B ~ 
y 
% 

re 

function [a,b,e] = bb84(n) 

e
n
e
 

nt
 

a. 
= 

o
r
a
 

e
n
 

fprintf (?\n\n===)BB84uprotocol.===\a\
n’); 

list_qubits = cell(i,n); 

H = hadamard(1); 

Alice generates bits and basis 

bits = rand(i,n) > 0.5; 

basis_A = rand(i,n) > 0.5; 

result_A = i:n; 

for azl:n 

if bits (a)== 

result_A(a)=0;-° 

else 

result_A(a)=1; 

end 

end 

EOQ_plus = pinzvec(’0’); 

Ei_plus = bin2vec(?1’); 

FO.X = (EO_plus * E1i_plus)/sqrt (2); 

E1_X = (EO_pius - E1_plus)/sqrt (2); 

Yonneer ccc Alice encode qubits ------------------ 

for k = i:.2 

if basis_A(k)== 

if bits(k)== 

phi = EO_plus ;



(H* phi); list_qubits{k} 

else 

phi = Ei_plus; 

list_qubits{k} = (H*phi); 

end 

else. .. 

if bits (k)== 

phi = EO_X; 

list_qubits{k} = (H*phi); 

else 

phi = E1_X; 

list_qubits{k} = (H* phi); 

end 

end 

end 

Yow2----7-7 Alice sent list qubits to Bob -------------- 

Yo pa----- re Eve eavesdrop qubtts ------- 77 nr rrr errr 

n_E = length (list_qubits); 

basis_= = rand(i,n_E) > 0.5; 

for i = 1:n_E 

if basis_E(i) == 0 

ppp = pretty (measure (H*list_qubits{i})
); 

pretty (measure (bin2vec(’1"))) 
if ppp => 

result_E(i) = 13 

elseif PPP == pretty (measure (bin2vec(’0’))) 

result_E(i) = 9; 

else 

disp(’Elselu:’); 

disp (pretty (measure (list_qubits{i}))); 

end 

elseif pasis_E(i) 
== 1 

ppp = pretty (measure (list_qubits{i})); 

if ppp => pretty (measure (bin2vec(’1"))) 

result_E(i) = 1; 

elseif PPP ~~ pretty (measure (bin2vec(’0’))) 

result_E(i) = 0; 

else 

disp (’Else2u:’)3 
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disp (pretty (measure (list_qubits{i}))); 

end 

tf Yo _----------7- Eve..encode.and sent list qgubits --- 

list_qubits_E = cell (1,n_E); 

for e = i:nlE 

if basis_E(e)==0 

if bits(e)== 

phi = EO_plus; 

List_qubits_Et{e} 
= (H*phi); 

else 

phi = Ei_plus; 

List_qubits_Efe} 
= (H*phi); 

end 

else 

if bits (e)==0 

phi = EO_X; 

list_qubits_Efe} 
= (H*phi); 

else 

phi = E1_X; 

list_qubits_E{e} 
= (H*phi); 

end 

end 

end 

Yoe---errce Bob received list qubits ---------- 

Bob generated basis 

n_B = length 

pasis_B = 

result_B = 

for i = i:n-B 

if basis_B(i) 
== 0 

measure (H¥list_qubits{i})); 

if ppp 7" pretty (measure (bin2vec(71’))) 

50



result_BCi) = 1; 

elseif ppp =5 pretty (measure (bin2vec(’0’))) 

result_Bli)d = 0, 

else 

disp(’Elselu:’); 

disp (pretty (measure (list_qubits{i}))); 

end 

elseif basis_B(i) == ! 

ppp = pretty (measure (list_qubits{i})); 

if ppp == pretty (measure (bin2vec(’1’))) 

resuit_B(i) = 13 

elseif ppp =* pretty ( 

result_B(i) = 9: 

measure (bin2vec(*0’))) 

else 

disp(’Else2u:’); 

disp (pretty (measure (list_qubits{i}))); 

end 

end 

end 

ho ---------- Create keyS ~-777 TTT 

keys = (1; 
count = 1; 

for c=i:n 

if basis_A(c) 

keys (count) 

count = count * 1; 

==pasis_B(c) 

= result_Blc); 

end 

count_E 
= 1; 

for cHi:n 

if pasis_A(c)
==basis_£(

c) 

result_B(c);
 

xeys_-E(count—B)
 = 

= count_E + 1; 
count E 

end 

= result_A; 

b = result_B; 

result E;



function y = bb92(n) 

H = hadamard(1); 

bits_A = rand(1,n) > 0.5; 

list_qubits = cell(i,n); 

EO_plus = pin2vec(’0’); 

Eil_plus = bin2vec(’1’); 

EO_X = (EO_plus * El_plus)/sqrt (2); 

for i=i:n 

if bits_A(i) == 0 

List_qubits{i}= (H¥EO_plus) ; 

1 
elseif pits_A(i) 

list_qubits fi} = (H*E0O_X); 

end 

lone eee eee Eve received List qubits 

3 ea
) i] - length(list_qubits); 

basis_E = rand(1,n_E) ? 0.5; 

W
o



bits_E = [1]; 

for e = i:n_E 

if basis_E(e) == 0 

ppp = pretty (measure (H*list_qubits{e})); 

Ldisp (PPP) foe mre me - 

if ppp == pretty (measure (bin2vec(’1’))) 

pits_E(e) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

bits_E(e) = 0; 

else : 

disp(’Elselu:’); 

disp (pretty (measure (list_qubits{e}))); 

end 

elseif pasis_E(e) == 1 

PPP = pretty (measure (list_qubits{e})); 

ydisp (ppp? 

if ppp == pretty (measure (bin2vec(717))) 

bits_E(e) = 1; 

elseif ppp == pretty (measure (bin2vec(’0‘))) 

pits_E(e) = 0; 

else 

disp(’Elsety:’); 

disp (pretty (measure (list_qubits{e}))); 

end 

end 

end 

result_E = [1]; 

ecc_E = 1; 

1: length (bits_E) 

1 
for e@ = 

if pits_E(e) == 

result_E(ccc_E) 

ccec_E + 1; 

= basis_E(e); 

ccc_E = 

end 

end 

q eee 
een eer 

Yow--------- Bob received List qubtts ------ ror rrr 

Yow eee een 

n_B = length(list_qubits);



basis_B = rand(1,n_B) > 0.5; 

bits_B = []; 

for b = 1i:n_B 

if basis_B(b) == 0 

Ppp = pretty (measure (H*list_qubits{b})); 

hdisp (ppp); 

if ppp == pretty (measure (bin2vec(?1"))) 

bits_B(b) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

bits_B(b) = 0; 

else 

disp(’Elsely:’); 

disp (pretty (measure (list_qubits{b}))); 

end 

elseif basis_B(b) == 1 

ppp = pretty (measure (list_qubits{b})); 

Ldisp (ppp) 

if ppp == pretty (measure (bin2vec(’1’))) 

bits_B(b) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

bits_B(b) = 0; 

else 

disp(’Elsely:’); 

disp (pretty (measure (list_qubits{b}))); 

end 

end 

end 

result_B = [1]; 

ccec_B = 1; 

1: length (bits_B) 

== 1 

for b = 

if bits_B(b) 

result_B(ccc_B) = basis_B(b); 

ccec_B = ccc_B t 1; 

end 

end 

ee
 

horrc tte Bob sent bits to Alice --- rrr rrr rrr



(1; result_A 

ccc = 1; 

a. =. d:ilength (bits_A) for. 

if bits_B(a) == 1 

result_A(ccc) = bits_A(a); 

cce = ccc + 1; 

end 

end 

Yo nn nee eee eee 

ae Results -------------+- 

Yo nner 

Yow----- rere Alice --------cr ccc rtcc 

rev_result_A = [1]; 

for a = 1: length(result_A) 

if result_A(a) == 1 

rev_result_A(a) 0; it} 

elseif result_A(a) = 

rev_result_A(a) 1; 

end 

end 

Ydisp(’?Binary to Hexadecimal: ’); 

disp (binaryVectorToHex (result_A)); 

disp (binaryVectorToHex(rev_r
esult_A)); 

rev_result_B = []; 

for b = 4: length (result_B) 

if result_B(b) == 1 

rev_result_B(b) 0; 

elseif result_B(b) == ) 

1; rev_result_B(b) 

end 

end 

Zdisp(’Binary to Hezadecimal: ’); 

disp (binaryVectorToHex (result_B));



disp (binaryVectorToHex(rev_result_B)); 

ie Eve ------------ cece eee 

rev_result_E = [1]; 

for e = 1: length (result_E) 

if result_E(e).-38 1... 

rev_result_E(e) (=. 

elseif result_E(e) #5 

rev_result_E(e) = 1; 
ond . Tee aa 

end 

Yaisp(?Binary to Hewadecimal: ’); 

disp (binaryVectorToHex (result_E)); 

disp (binaryVectorToHex (rev_result_E));


