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Abstract

This thesis presents the results of an analysis to identify groups of threats
specific to the infrastructure and systems of an enterprise, which is one of the main
stages in forecasting. The state of information security at enterprises is considered,
the qualifications of security threats and classification methods based on attack
methods and the impact of threats are analyzed. Threats for the safe use of the
Internet and hacking sites, data theft, phishing attacks and social engineering are
assessed; Identification of cloud computing security threats that are encountered
in the enterprise’s Internet networks. The advantages and disadvantages of Web
Application Firewall, which are used to protect attacks, such as DDoS attacks,
SQL injections, cross-site scripting, and others, are studied. Works for providing

protection using artificial intelligence and machine learning are presented.




Annarna

By seprrey Kymbicbhinga OoszKaybid Herisri Kesenjepinin 0ipi Oosibil Tadb-
JIATBIH KOCIIIOPBIHHBIH HHDPAKYPLUILIMBL MeH »Kyiiesiepine ToH Kayilrep TOOLIH
aHbIKTAY VIIIH KacaJraH Tajjay HoTmKenepi Kenripiiaren. Kocinopbiagapiarst
aKIIaApaTTbIK Kaylllci3aiKTiH 2Kail-Kyill KapacThIpbLIa/ibl, Kayil-KarepJiep i Oiik-
T, madybLI oicTepine XKoHe Kayil-KaTepJepre HerizjereH Kiaccud HKaIsi-
Jay ojicrepi TaspiaHaibl. ViHrepHerTi Kayincis nafilajgany KoHe caffrrapiibl Oy3y,
Jiepexrepil ypiay, GUIMHITIK adybljap KoHe 9JIeyMeTTIK HHZKeHepUsl YIIiH
Kayinrep darananajinl. Kocinopoinnnin Mnrepuer xxesiiepine KesjieceTid OyITTol
ecerrrey Kayincizirige Kayinrepai anpikray. DDoS madybuiiapb, SQL unbekiis-
Jlap, caftrrap apaJbik ciexapuitiep (XSS) xkone 6ackaaapbl CHIKTDHL A0y bULIAD-
Jgan Kopray yirin kospransuiatein Web Application Firewall aprbikimbuibikrapbt
MeH KeMImjiikrepi 3eprre/ired. zZKacam/ibl MHTE/LIEKT TeH MAIMHAJIBIK OKBITY/IbI

KOJIJIaHa OTBIPBIIL KOpray/bl KaMTaMaChl3 eTeTiH KYMBICTAD YCBIHLLJITAH.




AnHOoTaIUA

B aanmoii pabore 1pejicraB/ieHnbl pe3y/ibraTbl AaHaIN3a 110 BbIABICHUIO IPYIII YI'PO3,
criennUIHBIX ISt HHOPACTPYKTYPLI H CHCTEM MPEIIPUITHH KOTOPOE SBJISIeTCS
OJIHMM U3 OCHOBHBLIX 3TAIIOB B IporHo3upoBanun. Pacemorpenst cocrogine nudop-
MaIMOHHOH 0e3011aCHOCTH Ha HPEAIIPUATHAX, HPOAHAJIH3UPOBAHDI KBAJIM(HKAIHT
yrpo3 0e30acHOCTH U METOJI0B KJIACCU(UKAINN, OCHOBAHHLIE HA METOJIAX ATak
u Ha BozjeicTBuN yrpo3. OUeHeHnl YIPo3nl 10 0e301acHOMY HCIo/IL30BaHmo M-
TepHEeTa U B3JIAMBIBAHUIO CAHTOB, KpazK JIAHHLIX, aTakaM (DUIIUHTA U COIUAJILHOT
UHKEHEPUHU; BBISIBJIEHHE YIPo3 0e3011acHOCTH ODJIAYHBLIX BBIUHCJEHU, KOTOPLIE
BCTPEYAIOTCA B HHTEPHET CeTsX HPeApusTiHi. M3ydennl HpenMyInecTsa u Hejlo-
crarku PaitpBosi BeO-IPUIIOAKEHUIT, KOTOPBIl NPUMEHSAIOTCs Il 3allUThl ATaK,
takue kak DDoS-araxu, SQL-umbexipn, Mexcaiitosii ckpurrrunr (XSS), u jap.
[Ipencrasiennt paboThl J1Jist 0OeCIeYeH s 3AIlHTLI ¢ IIPUMEHEHIEM HCKYCCTBEHHO-

I'o MHTeJLIeKTa H MallllMHHOI'O ()6}-"[61[1’[5-[.
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1. Introduction

1.1 Motivation

[dentification of basic machine learning models to detect malicious threats using
the firewall of a web application for forecasting information security levels, which
will allow enterprises/organizations to reduce costs, accelerate the audit process
and improve its quality by bringing it in line with international information secu-
rity standards.

In the recent couple of years there has been a significant increase of applica-
tion layer based attacks Iﬁ] According to the Open Web Application Security
Project attacks such as Cross site scripting (XSS), SQL injections and DDoS-
atacks are the kind of attacks applications are usually most susceptible to m
There are several measures to take into account to mitigate these kind of attacks.
Sanitizers and Content Security Policies are examples of these protection mecha-
nisms. Another way to mitigate application layer attacks, which this report will
focus on, is Web Application Firewalls (WAF) with intrusion detection. With the
rapid growth of data, machine learning has been starting to play a significant role

within application firewalls.

1.2  Aims and Objectives

The main goal of this work is to investigate the potential of using machine learning
methods to detect intrusions at the WAF application level, and also to explore
what good and bad functions to use in machine learning classifiers when trying to
detect malicious code. In this paper, we try to determine an effective mechanism
and methods for analyzing information security based on identifying correctly

selected tools and models, such as statistical analysis, visualization techniques,




machine learning methods: the stages of creating a mathematical model.

1.3 Thesis Outline

In modern conditions, it is almost impossible to find such a branch of human
activity where information and communication technologies would not be applied.
Their rapid development helps to reduce the security of critical information used
and increase the demand for tools and ways to protect it. Moreover, the relevance
and importance of the problem of ensuring information security is determined by
the following factors: - an increase in the volume of information accumulated,
stored and processed by computers: - the spread of network technologies and the
global Internet; - expanding the circle of users with direct access to computing
resources and data arrays.

Taking into account that information security is a multifunctional and very
complex system in terms of management, it becomes necessary to use more ef-
fective mechanisms to ensure protection and eliminate security threats. The best
solution today is to conduct an information security audit in organizations. This
process involves analyzing the level of information security of the organization
in accordance with various security standards, however, in essence, it is highly
costly both in terms of time and cost, and in terms of human resources involve-
ment. Automation of the audit process can reduce costs, accelerate the audit
process and improve its quality by bringing it into line with international stan-
dards in the field of information security. At present, in the modern world of
information technology there is no openly distributed and widely used software
for auditing information security systems, since the security audit process is un-
derstandably closed to public access. Separate consulting and auditing companies
create auxiliary software templates for external and internal audit, which allow
reflecting individual elements of system auditing. Existing expert information
security audit systems cannot provide reliable information and reflect the real
level of security in the organization, since they are based on a fuzzy scale and
depend on the size, frequency of use and constant updating of the database and
the knowledge base used in the security audit process.

Under such conditions, it becomes necessary to search for a more effective and

efficient mechanism for analyzing the level of information security of organizations




that has significant results, despite the rapidly changing world of technology, cyber
threats, information, etc. Recently, the direction of DataScience (data science)
has become widespread, in which, based only on historical statistical data (the
so-called datasets), it is possible to make a forecast and analyze the state of the

predicted object by using machine learning algorithms.

1.4 Literature review

When reviewing some research works in the field of analysis and management of
organization security, it was found that scientists are interested in methods, tools,
effective mechanisms and models for managing information security.

So, researcher R. Leszczyn in his work “Cost assessment of computer security
activities” (2013) |25

security measures and tests them with a real example when assessing the cost of

presents a new method for estimating the cost of computer

computer security measures. The article contains a comprehensive analysis of the
costs and benefits of assessing the value of information security, which makes it
t

clear that it is necessary to create a mechanism for assessing the current level of

security.
The authors of D. Schatz, R. Bashroush in “Security predictions-A way to

reduce uncertainty” (2019) |33

appear a topical modeling approach to recognize
17 key anticipated dangers based on more than 200 security figures distributed in
2015. At the same time, they utilized a study strategy based on quantitative infor-
mation. Uncovered covered up expectations related programmer political activ-
ities, large-scale infringement of individual information and therapeutic records,
expanded dangers from different sorts of malware, in specific ran-somware, as
well as large-scale DDoS attacks. The article centers on strategies to progress the
viability of innovations and procedures of cybersecurity of organizations.
Authors J. Huang. C. Chiang, J. Chang in 2018 published the work “Email
security level classification of imbalanced data using artificial neural network: The
real case in a world-leading enterprise” |19|, in which they considered the issue
of guaranteeing mail security. They emphasized that, of course, email is much
more helpful than conventional mail in message conveyance, but there’s a leak of
data that’s basic for trade. Agreeing to researchers, this issue can be fathomed

by classifying emails at different security levels utilizing innovation for content
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mining and machine learning. In this consider, the creators created a plot in
which a neural arrange is utilized to extricate data from emails in arrange to
guarantee its change into a multidimensional vector. Email is classified using an
artificial neural network.

Researchers V. Jaganathan, P. Cherurveettil, P. Sivashanmugam in their work
“Using a Prediction Model to Manage Cyber Security Threats” [| (2015) addressed
the topic of cyber attacks. They emphasized that cyber-attacks are a major is-
sue facing all organizations. Protecting the organizations’ information systems,
therefore, plays a crucial role. At the same time, organizations must be able to
understand the ecosystem and predict attacks, and the risk management should
include quantitative forecasting of attacks. One risk factor is the malware s effect
on the integrity of safe objects. In this article, they propose a mathematical model
to predict the effects of an attack based on cyber-security factors. The mathe-
matical model is widespread and can be adapted to an individual organization’s

needs.

)

article on eyber attacks was presented by J. Wu, L. Yin in 2012. They also em-

Another "Cyber Attacks Prediction Model Based on Bayesian Network"

phasized that predicting cyberattacks is an important part of risk management.
However, existing methods for predicting cyberattacks do not fully take into ac-
count specific environmental factors of the target network, which may lead to
deviation of the results from the real situation. In their work, the authors pro-
posed a model for predicting cyberattacks based on the Bayesian network, formed
on the representation of all vulnerabilities and possible attack paths, which, based
on experiments, they claim gives more accurate results.

In 2005, an article by scientists E. Johansson, P. Johnson, “Assessment of
enterprise information security - the importance of prioritization” E, was dis-
tributed, committed to evaluating the level of data security in an venture. The
paper considers the need of the data security sphere of the venture, specifically,
which parts of data security are critical for the company and which are not.

A review of the forecasting methods used in cybersecurity is given in “Survey
of Attack Projection, Prediction, and Forecasting in Cyber Security” (2018)
by M. Husdk, J. Komarkova, E. Bou-Harb, P. Celeda. The following main tasks

are discussed in the article:
1. Prediction of attack and recognition of intent, in which it is necessary to
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predict the next step or intent of the attacker;

2. Intrusion prediction, in which it is necessary to predict upcoming cyber

attacks:

3. Predicting a network security situation in which a cybersecurity situation

is projected onto the entire network.

This paper also examines, compares and contrasts strategies based on discrete
models such as assault charts, Bayesian systems and Markov models, as well as
nonstop models such as time arrangement and Gray models. The authors talk
about machine learning and information mining approaches that have as of late
gotten a part of consideration and appear promising for an ever-changing envi-
ronment like cybersecurity. The consider moreover centers on the commonsense
utilize of strategies and their assessment. A comparative examination of strategies
on discrete models (assignment charts, Bayesian systems and Markov models) is
displayed, in comparison with nonstop models (time arrangement and Gray mod-
els).

An interesting model for the conceptualization of safety-related stress (SRS) is
presented in J. D’Arcya, P. Teh “Predicting employee information security policy
compliance on a daily basis: The interplay of security-related stress, emotions,
and neutralization” (2019). The authors proposed a theoretical model that
connects SRS, discrete feelings, self-control reactions, and compliance with the
[SP. The authors used an experiential sample design in which they interviewed
138 specialists. They noted that SRS has a positive relationship with anger and
exhaustion, and they equate these negative emotions with neutralizing ISP dis-
orders. Additionally, by reducing ISP compliance, frustration, and fatigue make
employees more likely to follow the excuses of their ISP violations. Their results
suggest that the neutralization of ISP disorders is not entirely stable, but may
vary from one point to another in individuals. Therefore, according to the au-
thors, when constructing the forecasting model, one should not forget about the
human factor, or rather about the emotions and fatigue of workers.

Based on information from published articles in the field of security analy-
sis and management, it can be concluded that an effective security management
mechanism is still under development, however, correctly selected and formed con-

ceptual models of security analysis and management, as well as modern machine

12




learning methods and algorithms, can give a more accurate predictive assessment

of the level of enterprise security and suggest ways to improve it.
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2. Preliminaries

2.1 Information security

Information protection is information security and support infrastructure from
naturally or artificially unintentional or malicious effects, burdened with harm to
information owners or users, and support infrastructure. Data security isn't lim-
ited to privacy safety alone. The subject of information relationships may suffer
(suffering losses) not only from unauthorized access but also from system failure
which caused a customer service break. Moreover, for many open organizations
(for example, training), the protection of information itself does not come first.

To master the fundamentals of ensuring information security, a practical in-
frastructure has to be owned. Disclosure of certain main words is not an end
in itself; initial ideas on information security priorities and strategies need to be
developed.

Information protection is interpreted to mean a state that prevents the risk of
accessing, modifying or damaging information by people not allowed to do so, as
well as data spillage due to spurious electromagnetic radiation and interruption,
uncommon capture attempts (destruction) amid transmission between computers.

Information protection is a sct of measures aimed at ensuring the confidential-
ity and integrity of the processed and used information, as well as the accessibility
of information for users.

Confidentiality - keeping secret critical information, access to which is limited
to a narrow circle of users (individuals or organizations).

Integrity is a property, in the presence of which information preserves a pre-
determined appearance and quality.

Accessibility is such a state of information when it is in the form, place and

time that the user needs, and at the time when he needs it.
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The purpose of the protection and safety of information is to minimize man-
agement losses in a particular enterprise caused by a breach of data integrity,

confidentiality or the inaccessibility of consumer information .

2.2 Web application firewalls

Protecting web applications is becoming critical to business security. Known
security features such as firewalls and IDS/IPS can no longer guarantee security
for public applications. Detection of anomalies at the network level, emphasis
on signature analysis, outdated analysis and filtering techniques - these are just
an incomplete list of reasons why standard perimeter security tools have become
unsafe. In addition, such systems have too broad capabilities, which are reduced
to controlling the security of the entire corporate network. This complicates their
administration, which they constantly need.

Obviously, web applications require the installation of additional security fea-
tures that specialize specifically in web technologies. A variety of technology
companies have invested in the production of Web Application Firewall (WAF).
For the first time, the task of automated filtering of queries that violate the ap-
plication logic has reached the industrial level IH]

Each manufacturer has implemented algorithms, which in his opinion are a
panacea for the security of web applications. Almost any solution declares its
uniqueness and unconditional effectiveness. Different ideologies and their different
implementation complicate the process of choosing the right solution, often leaving
end customers confused. This happens due to diverse associations that arise
among customers, even in terms of the key functionality of such a remedy. First
of all. the question arises of what WAF should be like as a tool for protecting a
real web application. Let’s make a list of defense mechanisms that are inherent

in WAF @
1. protocol verification;
2. machine-learning reference model;
3. signature analysis;

4. specialized mechanisms;




5. user rules for detecting illegitimate requests;

6. denial of service attacks protection;

7. integration with third-party solutions.

2.2.1 Protocol verification

Protocol verification is the basic mechanism of passive protection against potential
attacks that are carried out using atypical use of HT'TP capabilities. Its goal is
to leave the attackers as little room for maneuver as possible, limiting the request
to special checks.

First of all, it is checking HT'TP headers for RFC compliance, but this is not
enough, and manufacturers go further, using restrictions on "best practices" and
their own rules formulated in the process of analyzing possible vulnerabilities ﬂﬂﬂ

Typically, the following restrictions apply:

1. RFC requirements;

2. length and number of headers, parameters;

G0

time frame;
4. validation of JSON, XML entities;

5. lack of invalid values.

2.2.2 Machine learning

This protection mechanism is key, and it is on it that the manufacturers of Web
Application Firewall make the main bet in the development and promotion. Ma-
chine learning of the reference model is the process of adding web application
access identifiers to a special model, followed by comparison of incoming requests
to it. Matching queries with a learned reference model helps prevent both known
and unknown vulnerabilities @

Machine learning-based protection mechanisms differ in:

1. data at the input of the algorithm;

16




2. the learning algorithm;
3. the way of decision making;

4. optimization technology;

n

configuration options;
6. the format of the reference models.

Characteristics of machine learning

L. Input data for the trawning algorithm. In addition to the access identifiers
from the user’s request, various implementations allow you to enter addi-
tional information that increases the effectiveness of training. For example,
the following data may be considered [41]:

(a) requests from trusted nodes (testing zone);
(b) parameter type: dynamic, static, hidden, read-only;
(c¢) web application responses.

2. Learning algorithm. The heart of machine learning, a mathematical device
aimed at detecting anomalies in the deepest understanding of application
software. For example,

) Logistic regression classifier;
) Support vector machine;
) Multinomial Naive Bayes;
) Random forest;
(e) AdaBoost;
) Artificial neural network;
) Bag-of-words;
) Principle component analysis;

Decision Trees.

17




3.

n

The way of decision making. To avoid recursive learning, machine learning
should apply clear criteria for the element’s readiness to be included in the
reference model. For example, these might be the following criteria [41]:

(a) training time;

(b) number of queries containing the trainable element;

(c) thresholds for the element’s entropy.
Model optimazation techniques. During the development cycle, the protected
web application constantly changes its behavior. Mismatch of the learned
reference model with the real one leads to blocking of client requests. To

prevent this from happening, each machine learning engine is equipped with

techniques to optimize the reference model. The following techniques can
be used |41|:

(a) Interface for manual correction of the model;

(b) Engaging a "teacher" for machine learning;

(c¢) Heuristic analysis of queries that violate the current model, followed

by its optimization.

Configuration options. Machine learning is a complex aggregate process, the
need for configuration of which can depend on both quantitative indicators
of traffic and qualitative characteristics of a web application. For example,
you may need to configure |41]:

(a) maximum training time;

(b) operating threshold;

(c) the way of decision making;

(d) mathematical parameters of the learning algorithm.

Reference Model Format. Machine learning can be designed to build a model
i
(a) Positive;

(b) Negative.

18




Also, depending on the training, the model may contain various objects, in

a typical implementation it is optimally considered to contain Iﬂ]

(a) Resource Identifier (URI/URL);
(b) Application entity parameters (HTTP, XML/JSON entity);

(c) Session Identifier (Cookie).

2.2.3 Signature Analysis

Signature analysis is one of the oldest and most popular application security
technologies. This is due to the fact that attacks on web applications in most cases
are based on already known vulnerabilities using off-the-shelf tools. Moreover,
the intensity of such attacks on the open Internet is so great that public web
applications are exposed to them almost every minute |£]

In theory, the defense mechanism based on machine learning and constituting
the reference model overlaps the need for signature analysis. Some WAF manufac-
turers are therefore abandoning the concept of signature developments. However,
there are a number of situations where this protection mechanism is extremely
useful - for example, during the training of the reference model, signatures are an
additional line of defense against exploiting known vulnerabilities. In addition,
requests that were deemed illegitimate are not submitted to the machine learning

process, which makes learning more clean.

2.2.4 Specialized Protection Mechanisms

The effectiveness of filtering protective equipment substantially depends on the
degree of overlapping of the same threats by various mechanisms. This is explained
by the fact that there is always some probability within which the investigated
attacks may go unnoticed for a specific defense algorithm. The probability of
detecting an attack, if explored by many different algorithms, is sharply reduced.
This is clearly demonstrated when trying to theoretically design a bypass of WAF
security mechanisms .

19




2.2.5 Custom rules for detecting illegitimate requests

WAF as an imposed security tool has great potential for analyzing requests passing
through it. Here is just an incomplete list of internal processes through which any
request passes |41 :

1. Decryption;
2. Inspection;
3. Inspection;

4. Parsing;

n

Normalization and storage;
6. Session management;
7. Security policy check.

The results of these processes should find application not only in the estab-
lished protection mechanisms, but also be provided to IS administrators to form

their own security rules |41 .

2.2.6 Protection from DDoS-attacks

Ensuring the availability of information is as important as ensuring the confiden-
tiality and integrity of the information processed by the web application. Despite
the prejudice that denial of service attacks in network security should be prevented
at lower levels than the application. WAF, as an application-level operator, offers

interesting countermeasures.

2.2.7 Integration in the landscape of information security

All of these remedies will be related to each other. The web application firewall
has extensive integration capabilities with other secure security systems. Today

WAF can be integrated with system and service standards:

1. Vulnerabilities scanners:

20




2. Security information and event management;
3. Reputation service;
4. Fraud Prevention service.

This feature allows you to use the "Virtual Update" function, which allows
you to automate control over the security of web applications. The scanner will
find vulnerabilities, generate a report, and WAF on its basis forms open security
rules. A key security aspect of many large companies is incident control systems.

This makes it possible to correlate web application security events with events of

other systems .

2.3 Machine learning Classifiers

We give the definition of ML used in this study. All ML models are regarded as

classifiers and learn a function.
f(x) =y

An input point or example r € X is made up of n components or features and
y € Y (e.g., malware or benign). In problems, the possible values of y are discrete.
The output from the model represents real probability values for possible labels.
In other words, there is a basic and almost always unknown distribution D;a, for
each class Cj. The training data set X is sampled from this distribution, and the

(o

classifer approximates this distribution during training, thereby learning D, . .

It is assumed that the test data set X;, used to verify the effectiveness of the
classifier is taken from the same Df"m, .

€
Next, we present machine learning models for future use for our data under

consideration.

2.3.1 Logistic regression classifier

The logistic regression model arises from the desire to model the posterior prob-
abilities of K classes using linear functions with respect to x, while at the same

time ensuring that they are summed with unity and remain in [0, 1]. The model
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has the form

log Pr(G=1|X =x)
BPr(G=KX =2)
loe Pr(G =2|X =x)

& Pr(G = K|X = z)

= B+ Bz

=P+ Bax

Pr(G=K—-1|X =)
log
Pr(G=K|X ==x)

The model is specified with respect to the logarithmic coefficients K — 1 or

= B—1)0 + Br_1% (2.1)

logistic transformations (reflecting the limitation that probabilities are summed
up with unity). Even though the model uses the above class as the denominator
in terms of probability, the denominator’s choice is arbitrary in the sense that the

grades are equal to that. A simple reckoning shows that

exp(Bro + By )
1+ 35 exp(Bio + A'z)

Pr(G=k|X =x) = K -1,

" (2.2)

14+ 5 exp(Bi + ATz)’

and they are clearly reduced to one. To emphasize the dependence on the

o SO . o T oT . BRTUR I T
entire set of parameters 6 = {0, 1 , ..., Bk-1)0, Bj_1}, we denote probabilities
PrPr(G = k|X = x) = pr(x; 0).

This model is simple if X' = 2 since there is only one linear function. It is
used in biostatistical applications where binary answers are quite common (two

classes). [16].

2.3.2 Support vector machine

The support vector machine (SVM) is a powerful classifier, which is recognized
as a good choice of model for fitting multidimensional data. The basic theory
of fitting a dividing line in a feature space is to maximize the gap between the
nearest points to the line of each class. An example is shown in Figure 2.1, where

the maximum field is the distance between the dashed lines and the red line.
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Figure 2.1: Two examples of SVM for a two-dimensional data set with their
maximum fields

The main important argument of the SVM classifier is which kernel function
to use. This core function dramatically changes the properties of the dividing
line. Figure 4 shows how a dataset that is not linearly shared by a linear core can

be classified much better using the radial basis function as the kernal.
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Figure 2.2: An example of how a radial basis function kernel can dominate over
a linear kernel

We initiated by applying SVM to linearly shared data by constructing a matrix
H from the point product of our input variables :

Hij = yiy;k(zi ;) = zi - 25 = 1333 (2.3)
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k(zi,y;) is an example of a family of functions called Kernel Functions. The
kernel feature set consists of options (2.4) in the sense that they are all based on the
calculation of the internal products of two vectors. This means that if functions
can be transformed into space with a dimension using some potentially non-linear
function of displaying features x — ¢(x), then only the internal products of the
displayed inputs in the feature space should be determined without the need for
explicit calculation of ¢.

The reason that this Kernel Trick is useful is that there are many classifica-
tion/regression problems that are not linearly separable/regressive in the input
space x, which may be in the attribute space with a higher dimension with a

suitable mapping z — ¢(x).
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Figure 2.3: Dichotomous data reassigned using Radial Basis Kernel

Referring to Figure 2.3, if we define our kernel to be:

Nl =51
_( Dol )

k’(l‘@, :L'j) =€ (2_4—)

then the data set, which can not be divided linearly in the two-dimensional
data space x (as in the left part of Figure 2.3) is separated in the nonlinear feature
space (right side of Figure 2.3), a function implicitly defined by this nonlinear
core - known as a Radial Basis Kernel .
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2.3.3 Multinomial Naive Bayes

The Bayesian classifier uses the Bayesian rule shown in Equation 2.5 to assign the
probability that the data point is in a particular class. You can then determine
the threshold of how likely the result of equation 2.5 should be in order to classify

the input point as a positive class.

p(CJﬁ) _ P(FFJP(Q‘)
> p(F|C)P(CY)

where p(C?;|ﬁ) - probability of a data point with features F belonging to class

(2.5)

Ci; p(C;) - the probability of class C; occuring in the data set, i.e. our prior
knowledge about the data set; Zj p(ﬁcj]P(Cj) - a normalizing factor to ensure
The naive part of the classifier is that p(F|C;) = [1; p(F;|C), that is the

probability of the feature vector can be represented as an independent multipli-

ﬁ) is a propely defined density.

ation of the probability of each feature. Bayesian classifiers are very popular
among text classification tasks, and therefore the naive part assumes that the
words of the text are independent of each other. This clearly does not apply to
the text, but still works very well. A polynomial naive Bayes classifier also takes
into account the number of occurrences of a particular word in the input string
30].

2.3.4 Random forest

Bagging or bootstrapping is a method of reducing expected variance in the forecast
function. Hashing works perfect for large deviation procedures such as trees. For
regression, we simply fit the same regression tree many times to train data versions
with initial loading, and thus average the output. Each vote for the predicted class
is by the tree committee, for classification. Random forests are a major alteration
of the bags, creating and averaging a large collection of decorrelated trees.

The output of random forests on several possible things is very close to grow-
ing, making them easier to train and to tune. As a result, random forests are
popular in different packages and any noisy, but roughly impartial, models are
implemented and therefore the spread reduces.

Trees are ideal for packaging in packages, because when grown deep enough,




they can capture complex data interaction structures and have a relatively low
bias. The trees are extremely noisy, so they profit greatly from averaging. Since
the tree generated in the package is distributed uniformly (i.e.), the expectation
of the average value of such trees corresponds with the expectations of every one
of them. This means that the displacement of the trees in the bags is identical to
that of the individual trees (initial loading). |16].

Consider a random forest algorithm for regression or classification given in
16]:

Algorithm Random Forest for Regression or Classification:.

1. For b=1 to B:

(a) Draw a bootstrap sample Z* of size N from the training data.

(b) Grow a random-forest tree 7} to the bootstrapped data, by recursively
repeating the following steps for each terminal node of the tree, until
the minimum node size n,,;, is reached.

i. Select m variables at random from the p variables;
ii. Pick the best variable/split-point among the m;

iii. Split the node into two daughter nodes.

2. Output the ensemble of trees {7}, }¥

To make a prediction at a new point z:

Regression: f%(x) = LS Ty(x).

Classification: Let Cy(x) be the class prediction of the bth random-forest tree.
Then CJ(z)= majority vote {Cy(z)}{ .
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Figure 2.4: An example of a decision tree

To describe the random forest classifier, vou must first define a decision tree.
In fact, the decision tree is a series of yes/no questions, like the questions in Figure
2.4. The nodes contain questions, answers to questions. The random forest speaks
for itself; it consists of several randomly generated decision trees. Solutions for

all trees will be classified as random forests.

2.3.5 AdaBoost

Like random forests, the AdaBoost classifier combines several classifiers. Ad-
aBoost is best used when combining weak classifiers, such as decision trees of
only height 1. The algorithm starts with training a model based on training data
and then creating a second model to correct errors from the first model. This
additive procedure is carried out until the maximum number of models is created
or until the ideal forecast is reached.

The boosting algorithm AdaBoost [32]

Given: (z1,41), -y (Tm, ym) where z; € y,y; € {—1,+1}.

Initialize: D1(i) = 1/m fori=1,...,m.

For t=1,..., T:

1. Train weak learner using distribution D;.
2. Get weak hypothesis h; : x — {—1,+1}.

3. Aim: select ht with low weighted error: &; = Pri.p,| hi(zi) # v .
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4. Choose «; = %5?1( l;;f‘)

5. Update, for i = 1,....m : Dy + 1(1) = D‘(i)erp(z"y‘h‘(x‘n, where Z; is a

normalization factor (chosen so that D;.1 will be a distribution).

Output the final hypothesis: H(x) = sign( Zil ahy(z)) .

2.3.6 Artificial neural network

In recent years, the popularity of artificial neural networks (ANNs) has expanded
significantly. The thing is that it can be any function that allows you to match
even the most complex data.

The ANN type discussed in this thesis has the simplest structure, a direct-
connected neural network, shown as an example in Figure 2.5. This particular
example has three inputs, one hidden layer with three “neurons” and two outputs,
but the fact is, that the network can consist of any number of layers and neurons.
As Figure 2.5 can explain, the input of a neuron in layer [ is a linear combination of
the outputs of neurons in layer [—1. Each of these inputs in each layer is weighted,
and the weighted combination of inputs into a neuron is converted to zero or one,
depending on the function of activation of the neuron. The determination of
all weight matrices W of each layer [ is a learning process. Studying weights
requires a labeled dataset and is performed using the backpropagation algorithm,
but this is beyond the scope of this report .

2.3.7 Bag-of-words

Since machine learning classifiers always need numbers as input, raw text data is
not suitable for direct use in a model. A popular method for solving the problem
of entering textual data is called a word bag, which converts a text string into a
word quantity vector. Converting a word bag leads to the fact that each unique
word in the entire data set is represented as its own feature. The vector of data
point objects is simply zero for each object, except for objects representing words
that exist in the string. The values of these functions are equal to the number of
occurrences of words in a string. An example of conversion using a word package
is shown in Figure 2.6, where the data set contains two lines, and the attribute

space is each unique word in the data set [40].
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Figure 2.5: An example of an artificial neural network

2.3.8 Principle component analysis

The "most suitable" line can be expressed as a line that minimizes the average
square distance from one point to a line, given a collection of points in two- or
more-dimensional space. Furthermore, the most appropriate line can be chosen
from the directions perpendicular to the first in a similar manner. Repeating this
process provides an orthogonal basis on which there is no correlation between
different individual data dimensions. These main vectors are referred to as core
components, as well as a core component analysis of many associated procedures.

The principle of component analysis (PCA) falls into the category of teacher-
less learning algorithms. This is a dimensional reduction method that projects a
data set from the original space of objects into a new reduced space of objects.
New features are linear combinations of original features. The purpose of the
conversion process is to maximize dispersion retention. PCA can be used to
compress object spaces, select objects, and render. We use PCA to visualize large

data.
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Feature vectors

String vectors a|cat|hat|on |sat|the |wearing
Transformation
The cat sat on a hat 11 |1 |11 |1 ]0
A cat satwearing a hat 21 |1 |JOo|1 [0 |1

Figure 2.6: Example of two lines converted to a common feature space

A PCA is defined as an orthogonal linear transformation that converts data
into a new coordinate system, where the largest variance over a projection of
scalar data is in the first coordinate, the second largest variance in the second
coordinate, and so on.

Consider an n X p data matrix, X, with an empirical average zero in the
column (the average sample value of cach column is offset to zero), where each
of the rows n represents a different repetition of the experiment, and each of the
columns p gives a special feature.

Mathematically, the transformation is determined by a set of sizes 1 of p-
dimensional vectors of weights or coefficients w,) = (wl,...jwp)(k) that map

each row vector x; of X to a new vector of principal component scores 1) =

(tl, .‘.,t@)(@), given by

tk(i) = L) W) ‘fOT' = 1, P 1 k= 1, ,l (26)

The individual variables ¢4, ..., #; of t examined over the data set successively
inherit the maximum possible variance from X, with each coeflicient vector w
bounded to unit vector (where [ is usually chosen to be less than p to reduce the

dimension).

2.3.9 Decision Trees

The decision tree is a simple presentation for examples. All objects are assumed
to be finite objects called "classification". Each item in the classification area is

called a class. A decision tree or classification tree is a tree in which each internal
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(not final) node is marked with an input function. The arcs that go from the node
marked with the input object are marked with each of the possible values of the
target or output object, or the arc leads to the subordinate decision node on the
other input object. Each leaf of the tree has classical or distributed probabilities
by classes, which means that the data set was classified either by specific classes
or by specific capabilities (which, if the decision tree is well-built, are inclined to
certain subset classes).

The tree is built on the basis of a standard source set, which contains successor
descendants. The basis on a set of separation rules, the basis on the basis of
classification. This process is repeated for each derived subset in a recursive way,
called a recursive standard. The recursion is completed when all values have the
same values or when splitting does not matter for the forecast. This process is
evidence that the most common strategy is to study trees based on data.

Data can be used as a combination of mathematical and computational meth-
ods that can help describe, categorize, and generalize data in a dataset.

The data comes in the form:
r,Y = (1‘111‘21 L3y ey T Y) (27)

The dependent variable, Y is the target variable that we are trying to under-
stand, classify or generalize. The vector x is composed of the features, x1, x2, 23

etc., that are used for that task.




3. Analysis of methods

This chapter provides analysis of methods for ensuring the security of information

systems in the enterprise.

3.1 Security Risk Classification

In studies considered a structured approach to identify groups of threats
specific to an enterprise, which is an important step for security planners involved
in developing cost-effective strategies to address their organizations’ information
security risks. The performance of the information security risk management

plan of the organization is focused on the effective detection of threats to the

information systems of the organization. In , a set of five categories of high-

level threats is presented:
1. Stafl and administration;
2. Networks;
3. Hardware;
4. Software;
5. Environmental and physical safety.

Within these categories, 21 factors were identified, which were shown in Ta-
ble by @] Approximately 450 recommended security measures have been
ategorized into these threat categories.

However, the work with five types of threats has been troubling. Although a
quasi-analytical approach was taken to assess the interpretation of the system’s

security situation, the study became ever more subjective. Several anomalies
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Table 3.1: Legacy Threat List
Threat Category Threat
Terroist Actions/Civil Disorder
Activity for Personal Gain
Malicious Acts by an Individual Employee
Tampering with or Destruction of Hardware
and/or Related Components
Theft of Hardware and/or Related Components
Theft of Resources
Essential Communication Line/Equipment Failure
Masquerading as an Authorized User
Spoofing
Wiretapping or Eavesdropping
Hardware Threat Essential Hardware Failure

Personal /
Administrative Threat

Network Threat

Programmer /Operator Error

Essential Software Failure

Malicious Software Invasion

Unauthorized access or Execution Privileges
Theft or Equipment Tampering

Loss of stable Electrical Power

Facility or Equipment Fire

Natural Disaster

Temperature/Humidity Extremes

Software Threat

Environmental /
Physical Security Threat

that could cast doubt on the reliability of the overall results were noticed when
considering the list of threats.

A comprehensive and balanced list of threats must, therefore, be drawn up
from which to protect information systems. This article outlines the method in
the form of a phrase used to compile a list of threats to enterprises.

A security situation and additional security measures are subjectively deter-

mined to reduce the risk, based on the five threat categories presented [34].

One of the organization /enterprise’s tasks is a thorough and systematic knowl-
edge of the risks to their information assets and how to procure the necessary funds
to remove them, which could continue to secretly generate an information leak.

In order to better understand security threats, a model for classifying security

threats is proposed in [24], which allows us to study the influence of a class of
threats rather than the impact of a threat as the threat changes over time and

takes into account various criteria for classifying the security risks of information




systems and provides an overview of the classification models for most threats as
well.
In research [24] divided the approaches to the classification of threats into two

main classes:
1. Classification methods based on attack methods

(a) The three-dimensional orthogonal model - a threat model for classi-
fying security threats that solves the problem by introducing a three-
dimensional model that divides the threat space into subspaces ac-
cording to the three orthogonal dimensions designated as motivation,

location, and agent.
(b) Hybrid model for threat classification
i. Frequency of security threats;
ii. Scope of security threats;
iii. Source of security risk;
(c) Information Security Threat Classification Pyramid Model - Classifies
intentional threats based on three factors:
i. The knowledge of the attackers about the system;
ii. The criticality of the area;

iii. Losses that may occur in the system or in the organization.
2. Threat-Based Classification Methods

(a) STRIDE Model (Spoofing identity, Tampering with data, Repudi-
ation, Information disclosure, Denial of service and Elevation of priv-
ilege) - this is a focused approach, in which an attempt is made to
penetrate the consciousness of an attacker by assessing threats.

(b) ISO model - The ISO standard (ISO/IEC 27001) in order to for-

mulate comprehensive information security requirements defines three
21)

i. assessment of the risks faced by the organization (identification of

main indicators

threats to resources, their vulnerability and probability of occur-

rence of threats, as well as possible damage);
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il. compliance with legislative, regulatory and contractual require-
ments that must be met by the organization itself, its business
partners, contractors and service providers:

iii. formation of a set of information processing principles, objectives,

and requirements developed by an organization to support its ac-
tivities [21].

Most security threat classifications are generally restricted to the use of one or
two threat classification criteria (not all threats are included in the classification),
and their definitions are not mutually exclusive. This can suffice for a stable
environment (a small organization), where security threats are fairly constant
but organizations can not defend against internal threats in an ever-changing
environment v

In fact, organizations are exposed to several types of threats that affect their
reputation and to reduce their rigks, it is important that they identify all the
characteristics of the threats.

(Classification allows an organization to know the threats that affect their assets
and areas that may be affected by each threat, and thus to protect their assets
beforehand. It also helps managers build their organizations’ information systems
with a lesser degree of vulnerability [14]. In the work of existing threats, the
principal problems can be identified. Present classifications do not, in fact, follow
the concepts of classification , , . The usual approach at this point is

to combine various classifications, and to create a hybrid. Because of the above

results, [24] proposes a hybrid model for the classification of threats to the security
of an information system, which has been called a multidimensional model for the
classification of threats in order to comply with all threat classification principles.

In the next paper [28], “threats to the safe use of the Internet” were assessed
by interviewing voters asking the following questions: “Which threat struck you
the most?”, “What do you think, which threat has a significant impact on soci-
ety?” ete., dividing the respondents into three groups: “organizations”, “users” and
“system administrators/developers”, and identified 10 major security threats. Ap-
propriate threats were assigned to each group, and then information was collected,
including a summary of the incident, how it occurred, the degree of damage and
how it was caused, and what measures were taken. The following threats were

presented in three groups:




1. Threats to organizations:

(a) DNS cache poisoning threat;
(b) complex target attacks;

(c) daily information leakage.
2. Threats to users:

(a

(b

(c) never reduce spam;

) various ways of infection of computer viruses and bots;

threats due to wireless LAN encryption vulnerability;

(d) threats arising from the use of the same user ID and password.
3. Threats to system administrators/developers:

(a) Threats of attacks through a legitimate site;
(b) Actual passive attacks;

(c) Potential vulnerability of embedded systems/devices.

Next, we consider cloud computing in the corporate infrastructure, discussed
in IZﬂ, which addresses the threats and security problems in cloud computing and
the enlightened steps that an organization may take to the security risks and
protect its resources.

Cloud computing is a model for providing convenient network access on de-
mand for a common fund of configurable computing resources (for example, data
networks, servers, storage devices, applications, and services - both together and
separately), that can be delivered quickly and released at minimal operating costs
or calls to the provider [22].

Enterprises are beginning to see cloud computing technology as a way to reduce
costs and increase profitability, because in all sectors, CIOs constantly have to
reduce capital assets, number of employees and support costs, and cloud systems
enable them to achieve these goals. Figure shows the available resources for
enterprises in the cloud (Brandl, 2010) [4].

Cloud computing profitability can be explained in the form of the "cost as-

sociativity" as shown in formula (1). The left side multiplies the net gain per
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Figure 3.1: Cloud Computing Resources (CloudTweaks, 2010) |4

usage hour by the number of user hours, generating the estimated benefit from
the use of cloud storage, while the right side conducts the same equations for a
fixed capacity data center, taking into account the actual load, including off-peak
data center workloads; which side is higher, the more benefit opportunities .
In (Armbrust et al., 2009, p. 10-11) gave an example of clasticity with

calculations of potentials for saving cloud computing and reducing costs:

UserHours g X (revenue — Cost goud) =

COStdaﬁacenter

> User HourSgatacenter X (revenue — —
Utilization

There are several large cloud computing providers, including Amazon [21],
Google [22], Salesforce [23], Yahoo [24], Microsoft [25], Alibaba [26], IBM [27] and
others who use the services Software as a Service (SaaS), Platform as a Service
(PaaS), Storage as a Service and Infastructure as as Service (IaaS) software and
infrastructure as a service.

Cloud computing is facing the same number of security threats currently being
encountered in existing computing platforms and Internet enterprise networks.
These threats and risk vulnerabilities come in many forms. The Cloud Security

Alliance |3]| conducted a study of the threats facing cloud computing and identified
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seven key threats:

1. cloud abuse and misuse;

2. unsafe application programming interfaces;
3. evil insiders;

4. common technology vulnerabilities;

data loss/leak;

[y ]

6. account, service and traffic theft;

7. unknown risk profile.

According to , the transter of your data to a cloud service is like "putting
all your eggs in one basket". Studies have shown that attackers can identify where
the data is in the cloud, and use different tricks to gather information. It needs
areful preparation and awareness of emerging risks, challenges, vulnerabilities,
and potential countermeasures for the effective adoption of cloud computing at
the enterprise. Before applying this technology, it is believed in El that a com-
pany should analyze the security risks, threats, and existing countermeasures of

a company/organization.

3.2 Methods of detection

Detection of known web-based attacks is done using signature-based detection
(SBD), whilst the detection of HTTP requests for the anomaly is done using
anomaly-based detection (ABD). ABD based on learning is implemented using
Artificial Neural Networks (ANN). Thus, learning-based ABD is assured by using
ANN to adapt the model against zero-day attacks.

Detection of known network attacks is performed using signature-based dis-
covery (SBD), while HTTP request discovery for anomaly is performed using
anomaly-based detection (ABD). Learning-based ABD is implemented using arti-
ficial neural networks (ANNs). Thus, a training-based ABD is provided by ANN

53,

to adapt the model to zero-day attacks
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Figure 3.2: Model Flow Chart proposed

Three stages of detection are required through SBD. The first step is SBDKIT,
which is SQL injection, crossite scripting (XSS), command injection and directory
attack. An SBDAR checklist that has been updated as an HTTP request. They
can be blocked by SBDAR without using ABD. The final step in SBD is to update
the SBDNR with HTTP requests that were previously defined as regular HTTP
characters using ABD. HT'TP records that can be detected using SBD are routed
to ABD HTTP requests. These characters are alphanumeric character analysis.
ABD was implemented using ANN. This is one of the methods of artificial intel-
ligence that is used as input. HTTP voices coming to web applications. All you

need is regular HT'TP records that will easily access your web application without
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using ABD. This feature will improve the detection rate of the performance of
the proposed model. Therefore, in the HTTP request, there are web applications
with updated SBDNR and SBDAR checklists, the disadvantage of SBD, which is
ineffective in zero-day attacks, can be eliminated. The considered model of the
technological scheme is presented in Figure 38].

40




4. Basic criteria and require-
ments for information secu-

rity system models

4.1 Web application structure and attack types

With the development of technology, each company has its own website. A web-
site, in turn, is a system of electronic documents (data files and code) owned
by an individual or organization, and can be accessed on a computer network
under a common domain name and [P address, or locally on a single computer.
In general, a web interface that faces the public Internet is considered to be the
most vulnerable and "risky" when it comes to vulnerabilities, so websites are one
of the hackers’ main targets. When an intruder arrives at the web site, it may
allow them to enter the settings of the computer system or database, server, or
installation or operating system.

Here are some analyses of hacking sites at enterprises.

On average, between 30 000 and 50 000 sites are hacked daily, and in reality,
most of these 30 000 sites are legitimate small businesses that send malicious code
to cybercriminals unwittingly.

Based on currently available figures, 64% of businesses suffered web attacks.
62% of the companies were exposed to phishing and social engineering attacks
and 59% of the companies had malicious code and botnets [36].

According to the above data, we see the importance of the need to ensure
the information security of web applications of enterprises that daily use Internet
resources.

In this regard, we will consider the structure of web applications and provide
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types of attacks to investigate further work.

We will need to learn the components of the web application to grasp the
vulnerability of the web environment. Web applications contain three main com-
ponents, as shown in Figure 4.1. The programming language is used to build part
of the client and to construct queries about databases. Hypertext Transfer Pro-

tocol (Http), which is used to connect client-side to server-side communication.

A business process is also a distinctive part of any web application.

{ Web Application \
(-H s N ‘I

i [ Javaserpt tatc | Duecutable, eg,, DynomicTML ||

|| Fash HIML | fasevit, | e e se, !

W\ e page @i .

Runtine/Inter preter, e.g., VM, Zend
Webbrowser Database
Web server

% HTTP

Client Side Server Side

Another major threat to Internet security and web applications that users view
through the default port number is 80 using the http protocol and port number is
443 using the https secure layer protocol. An attacker begins to use the Internet
as a regular client or website user, then these ports are used to attack the site and

access client data and files. The size of the attack depends on the importance of

Figure 4.1: Web Application Components |1

the data and business of the companies that own these sites [1].

The following are the most common types of attacks in web applications:

1. DDoS attacks. DDoS attacks are aimed at suppressing the target web ap-
plication /website/server with false traffic, reducing network bandwidth and
making it inaccessible to legitimate users. Some common but dangerous
types of DDoS attacks include DNS enhancement, Ping of death, Smurf

attacks, HT'TP flood, SYN flood, ete. [35].

2. Structured Query Language (SQL) Injection is a code injection technique
used to modify or retrieve data from SQL databases. In such attacks, the
attacker injects malicious SQL code into user input fields in web applica-

tions in the form of requests or requests, such as submitting forms, contact
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forms, etc. Thus, they gain access to the internal database of the applica-
tion in which they infiltrate to extract confidential customer or company
information, receive unauthorized administrative access, modify or delete

data, etc., or even gain full control of the web application.

SQL Injection

students.com SELECT * FROM students
wid=117 or 1=1 WHERE studentld=117 or 1=1

-

>
»

L
Is Keturn data for

Figure 4.2: SQL injection

Cross-site scripting attacks (XSS). XSS attacks target vulnerable web app /websit
users to gain access to and monitor browsers. Here, when an unsuspecting
user loads the application/website, attackers use vulnerabilities and spaces
in the application to inject malicious scripts/codes which are executed. XSS
attacks compromise the personal and confidential information of the user

and often lead to identity theft, hijacking of sessions, etc.

Zero-day Attacks. Zero-day attacks are those in which the organization only
becomes aware of the existence of hardware/software vulnerabilities when
the attack occurs. This is unexpected and therefore very harmful for the
business because they have no easy fixes or improvements to secure their

39).

application

Business Logic Attacks. Business logic is a critical element that connects
and transmits information between the user interface and the databases
and software systems, enabling users to use the web application/website
efficiently. Where business logic has gaps, errors, or matches, this creates

vulnerabilities that cyber attackers often use to gain monetary and other
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benefits. Attackers don’t use distorted requests and malicious load to orga-
nize business logic attacks. They use legitimate values and legal demands

in the application to exploit indirect vulnerabilities [35].

Man-in-the-middle attacks. These attacks occur when cybercriminals posi-
tion themselves as one of two parties between the application and authorized
users to steal sensitive information, such as passwords, login credentials,
credit card information, etc. An attack may be organized using simple
means, such as providing free, malicious access points in non-password pro-
tected public places. When victims connect to these access points, they give

the attacker complete transparency of data exchange on the Internet .

Malware. Malicious attacks are organized by exploiting vulnerabilities in the
application or using social engineering methods such as phishing to inject
malware to a website/web application/server, such as trojans, ransomware,
spyware, rootkits, etc. Therefore an attacker gains access to confidential

information, confidential parts of the application, changes in system config-

urati(}n.

Defacements. Attackers modify the content of the website in attacks using

falsification, the easiest of all cyber attacks, and replace it with their own
content to reflect the political ideology /agenda, shock users with contentious
messages or images. The Web application may become inaccessible to users
until the corruption is fixed .

By examining the above works, we have identified what security threats exist

in organizations, and reviewed the structures of web applications with common

types of attacks.

Traditional protection solutions such as network firewalls, intrusion detection

systems ( IDS), and intrusion prevention systems (IPS) are good for stopping

unwanted traffic and maintaining network-level protection. But they don’t have

the ability to detect and stop SQL injection, session hijacking, cross-site script-

ing (XSS), and other attacks that occur as a result of web application-inherent

vulnerabilities. One solution is to configure the WAF (Web application firewall).
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4.2 Justification Web application firewall and its

advantages

Web application firewalls provide an efficient threat detection solution by testing

incoming HTTP requests before entering the server. WAF (Web application fire-

wall) detects and blocks malicious website traffic-related attacks that may have

leaked via conventional security solutions. WAF is also used by organizations to
help them fulfill HIPAA and PCI-DSS requirements.

|

Destination
Server

N Web Application

HTTP Traffic
Sources

Figure 4.3: WAF protection structure |

WAF performance is typically based on one of three security models:

1.

Blacklist or negative protection model-this uses common signatures to pro-
tect the site from known attacks and special signatures to prevent web

application vulnerabilities that could be exploited;

2. Whitelist or positive model of safety-this uses signatures and sometimes

additional logic to allow only traffic that fulfills some criteria. An example
is allowing only HTTP GET requests from a specific URL and blocking
everything else;

Hybrid safety model-this This applies to negative as well as positive mod-

els. Some of the configurable parameters include request blocking, session
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blocking, blocking TP addresses, blocking users or logging out users |2|.

WAF has some disadvantages due to the lack of automation, scalability, and
coverage of emerging threats, as modern botnets become more and more efficient
and aggressive. These botnets are now created using an artificial intelligence (Al)
feature on top of the "old" Internet of things (IoT) botnets, which are becom-
ing more versatile in their ability to attack with different vectors. The func-
tionality that the classic WAF offers has become a subject of discontent, while
next-generation WAFS, which were born as artificial intelligence systems that can
handle such a multidimensional complexity of threats, are quite rare.

There are not many artificial intelligence /machine learning (AI/ML) solutions
in the cyber security and application security segment. However, more and more
Al and ML solutions are starting to show up as the main success against the
distributed denial of service (DDoS) attacks and, more specifically, against the
world of DDoS (Distributed Denial of Service) applications, which was demon-
strated by L7 Defense with its uncontrolled approach to learning. Such technology
an also play a decisive role in WAF solutions, such as protection against the same
multipurpose botnets Eﬂ

As for protection, traditional methods use some dictionary or database of
known vulnerabilities.

The WAF should be able to fight a variety of multi-vector attacks, such as SQL
injection, remote command execution, enabling remote files, enabling local files,
implementing PHP, implementing LDAP, implementing Memcache, and cross-site
scripting (XSS); all together. We need experience to identify these types of attacks
and classify them with maximum accuracy from the first request. Objectively, this
is a critical part for determining the "very first request» ﬂa

False positives and false negatives should be limited, which would be close to
zero at the webpage level.

We need to find a solution that uses the same Al concepts from the Applica-
tive DDoS and need to add specific classifications in addition to being able to
algorithmically dynamically identify all types of attacks on the fly. The WAF
should be given an additional capability so that it can accurately determine if
there is some kind of traflic aggregation in your web interface coming to you,
using machine learning, which will be our further work.

For high-quality organization of activities to prevent threats to information
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security of the enterprise, it is necessary to:
1. high-quality threat forecasting;
2. development of preventive measures to protect the enterprise.

In the organization of activities to prevent threats to information security, the
main task is to predict and evaluate possible threats to the enterprise.

Thus, it is very important that the enterprise adopts a structured methodology
to identify relevant threats, reassess remaining vulnerabilities, and identify new

threat.
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5. Implementation of key in-
dicators defining security moc

els

5.1 Preprocessing of implementation

Using machine learning methods to detect intrusions and firewalls has become
a highly researched area in recent years, so it was necessary to conduct a lit-
tle preparatory work before starting any implementation by reading the relevant
topics with the latest published results presented in the literature review. The
workflow of this study is close to how usually machine learning projects are ap-
plied, or to a method of data analysis. The project is conditionally divided into
five distinct organized stages: query or problem identification, data processing
and data clearing, task creation, system preparation, and evaluation. Although
the process appears to be very consistent, that was not always the case. Extract-
ing functions, for example, helped us find new data information which required
further data cleaning and even clarification of the initial question. Evaluation
of various classifiers and functions has taken us back to the data and functions.
Some of the inappropriately labeled data is obviously unacceptable, prompting &
further round of cleaning of data. See Figure for a schematic representation

of the workflow.
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Figure 5.1: Visualization of the workflow.

The programming language is used by Python. Since the language is very

suitable for data analysis, and thanks to the libraries described below, it is the

most popular programming language for machine learning. These are the main

libraries that are widely used in this thesis to significantly reduce the amount of

code needed to write ourselves:

NumPy

Numerical Python, a library that adds support
for large multidimensional

matrices and a collection of

high-level mathematical functions.

Website: http://www.numpy.org/

Pandas

Build upon NumPy and provide
high-performance table-like data structures
well suited for handling and

manipulating large sets of data.

Website: http://pandas.pydata.org/

Matplotlib

An extensive plotting library
that enables easy visualization
of any form of data analysis.
Website: https://matplotlib.org/

Scikit-learn

This library contains all

of the project’s machine learning

algorithms, testing methods,

and model selection methods we need.

Website: http://scikit-learn.org/stable/index.html
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5.2 Identification of parameters of the considered

attacks

As a result of the increasing use of web applications by businesses, these companies
rely on protecting their sensitive data (such as passwords, bank card numbers,
etc.), using firewalls as the first line of protection, but even this is not sufficient to
ensure a reasonable level of security and does not guarantee a high level of safety.
For this purpose, the second line of protection comes about using vulnerability
scanners for intrusion detection systems (IDS) and web applications to ensure that
sensitive data is protected from malicious attacks. Systems for intrusion detection

may be divided into two main categories:

1. Signature-based intrusion detection systems;

2. Anomaly-based intrusion detection systems.

However, they suffer from many of the shortcomings that make conventional
intrusion detection systems ineffective or specific to web applications to detect
new attacks. Recently, therefore, many researchers have used methods and algo-
rithms for data mining, machine learning, and artificial intelligence to use their
advantages to boost the efficiency of intrusion detection systems, calculated by
detection speed and false alarm frequency . The threat can be caused by in-
ternal, external, or both external and internal objects. The huge amounts of data
stored in the database make it a critical safeguard point for any business-and a
valuable object for electronic networks. External threats or intruders act from
outside the company and to gain access to your database must overcome your
external protection. External threats are restricted by what access they can gain
beyond the data network of vour organization. Before they can enter the network
and access the data available to unprivileged accounts, they must bypass or dis-
able external protection with success. Internal threats or saboteurs work within
the company, and can, therefore, bypass external protection. We also have much
greater exposure than any external threat, as trusted members of the organiza-
tion. Another key issue lies in the intent behind the database threat. External
threats are almost always malicious: data theft, malfunctions in operation are all

potential targets. Internal threats can be equally vicious, including blackmail or
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other illicit actions. Within risks, however, are not necessarily malicious. The
danger is often not an individual at all, but lax internal policies and security
measures that cause accidental or unintended breaches of databases or open up
vulnerabilities.

In Section 4, common types of attacks in web applications, such as DDoS
attacks, SQL injection attacks, cross-site scripting (XSS) attacks, Zero-day At-
tacks, Business Logic Attacks, Man-in-the-middle attacks, Malware, Defacements.
The two main known vulnerabilities in a web application are SQL injection and
cross-site scripting (XSS), which is also the main Internet threat of DDoS at-
tacks. we consider in our research work and analyze them using data sets of these
vulnerabilities.

The Database used and considered in this work was obtained at the following

links , and processing and supplemented by the following dates that are
shown in Appendix 1.

DDoS attacks - the types of external threats that most often occur are aimed
at suppressing the target web application of the website /server with false traffic,
reducing network bandwidth and making it inaccessible to legitimate users.

Cross-site scripting attacks (XSS), also related to external threats, are aimed
at users of vulnerable web applications/websites in order to access and manage
browsers.

SQL injection attacks are types of internal threats in which an attacker injects
malicious SQL code in the form of queries or queries into user input fields in web
applications, such as sending forms, contact forms, etc. Thus, they gain access to
the internal database of the application, where they penetrate to extract confi-
dential information about customers or the company itself, receive unauthorized
administrative access, modify or delete data, etc. or even get full control of the
web application.

Disclosure of the parameters of the considered attacks for further analysis.

DDoS attack parameters:

1. Timestamp - request time. Timestamp information is converted to GMT

for mobility. To calculate local time, each time stamp must be adjusted;

2. ClientID - a unique integer identifier was set for each client, and due to

some privacy issues, these mappings were not issued;




[y ]

ObjectID - a unique integer identifier for the requested URL;
Size - number of bytes in the response;
Method - the method contained in the client request;

Status - this field contains two pieces of information; 2 higher order bits
contain the HT'TP version specified in the Client request, and the remaining

6 bits indicate the response status code;
Type - type of requested file;

Server - gives information about which server processed the request.

Parameters of Cross Site Scripting (XSS) Attack and SQL Injection:

L.

n

Length - the first user function to be implemented will be the length of the

input;

Non-printable characters - non-printable characters are, for example, tabs,
line breaks and null characters, that is, characters that are not a written

character;

Punctuation characters - this function describes the number of punctuation
[T T T 1 T 1

marks in the payload. This includes characters such as , “>, “> /= which

are commonly used in both SQL injection and cross-site scripting attacks;

Minimum byte - function that describes the minimum byte in the input.

Average minimum byte and standard deviation;

Maximum byte - like the minimum byte, creates the function of the maxi-

mum byte;

Mean byte - a function that describes the average byte of the values of the

input characters;

Standard deviation byte - a function that describes the average byte of the

values of the input characters;

Distinct bytes - a function that describes the number of different bytes in

the input string;




9. SQL keywords - description of the number of SQL keywords inside the input;

10. Javascript keywords - a function that describes the number of JavaScript-

related words for a given input.

The following section will explain how the theory and algorithms in the tech-
nical background were used; from finding and extracting good data, to classifying

it using Python.

5.3 Data analysis and Model selection

5.3.1 DDoS attacks

According to the DDoS attacks we received, we carried out the following analysis,
where we identified the necessary parameters with data cleansing, and applied
classifier models that gave certain results.

Using the following code, we derive our data on DDoS attacks, shown in[5.2]

np.set_printoptions(precision=3)

pd.set_option( 'display.float_format', lambda x: '%.3f' % x)
warnings.filterwarnings('ignore')

np.random.seed(8)

tmatplotlib inline

def timeit(method):
def timed(*args, **kw):
ts = time.time()
result = method(*args, **kw)
te = time.time()
if 'log_time' in kw:
name = kw.get('log_name', method._name_ _ .upper())
kw[ 'log _time'][name] = int((te - ts) * 1000)
else:
print('sr %2.2f ms' & \
(method. name__, (te - ts) * 1000))
return result
return timed

data = pd.read_csv('/DDoS_2019 update_dataset.csv')
data = data[(data[' Label')!='BENIGN')&(data[' Label']!='WebDDoS"'))]
len(data [' Label'].value_counts())

Figure 5.2: Data output




The next step will be the identification of the parameters shown in Figure[5.3]

Flow To::; nac::::: 1::;:: I::;:i Pac::: Pa

Duration S T of Fwd of Bwd Length Le
Packets Packets Max

Flow Duration 1.000  0.003 0303 -0045 0006 -0.152 -
Total Fwd Packets 0003  1.000 009 0065 0000 -0.011
Total Backward Packets 0303  0.096 1000 0042 0514 -0.139
L 0045 0065  -0042 1000 -0.002 0015
Total Length of Bwd 0.006  0.000 0514  -0002  1.000 -0.000

Packets

Fwd Packet Length Max 0152 -0.011 0139 0015  -0000 1000 -
Fwd Packet Length Std 0042  0.004 0014 0058  0.103 -0.122

Bwd Packet Length Min 0001 -0.000 0039  -0001 0216 0013 -
Bwd Packet Length Mean 0002  -0.000 0210  -0002 0676  0.008

Flow IAT Min 0042 0006  -0030 -0069 -0003 0019 -

Bwd IAT Total 0308  0.006 0.365 0011 0037 -0039 -

Bwd IAT Min 0078  -0.001 0228 -0017 0012 -0057 -

Figure 5.3: Identified Parameters

After creating our data set, cleaning it, and creating functions, the next step
was to select and train our models. The selected classifiers are listed below, and

they have been trained in all function spaces separately:
1. Logistic regression classifier;
2. Support vector machine;
3. Multinomial Naive Bayes;

4. Random forest;

AdaBoost;

on

6. Artifical neural network;

7. Bag-of-words;




8. Principle component analysis;

9. Decision Trees.

Description of the model with well-trained classifiers and with the exact results
that were given during training:

Fit a SVM model to the data, make predictions and summarize the fit of the
model. The result with an accuracy of 9.84 percent is shown in Figure[5.4]

Support Vector Machines

° from sklears import metries
from sklearn.sve isport SVC
# fit a 5VM model to the data
model = SVE()
model.fit(X_train, y_train)

[ SvC(C=1.0, break ties=False, cache size=200, class weightsNone, coef0=0.0,
decision_function_shape='ovr’', degree=3, gamma='scale’, kermel='rbf’,
max_iters-1, probability=ralse, random_state=sone, shrinking=True,
tol=0.001, verbose=False)

[ 1 print(mcdel)
# make predictions
expected = y_test
predicted = model.predict(X_test)
# summarize the fit of the model
accuracy = accuracy score(y_test, predicted)
print(“Accuracy: V.2f%\" A (accuracy * 100.0))

[+ sve(c=1.0, break_ties=False, cache_size=200, class_weight-one, coefl=0.0,
decision_function_shape='ovr’, degree=3, gamma='scale’, kermel='rbf’,
max_iter=-1, probability=False, random_state=None, shrinking=True,
tol=0.001, verbose=False)

Accuracy: ¥.84%

Figure 5.4: SVM prediction
The next model is the Logistic Regression, shown in Figure [5.5], which gave

the result with accuracy.

Logistic Regression

[ | from sklearn.linear_model import LogisticRegression
clf = LogisticRegression(random state=0).fit(X_train, y_train)

print(clf)

# make predictions

expected = y_test

predicted = clf.predict(X_test)

# summarize the fit of the model

accuracy = accuracy_score(y_test, predicted)

print(“Accuracy: %.2fW¥%" % (accuracy * 100.0))

[+ LogisticRegression(C=1.0, class_weight=None, dual=False, fit_intercept=True,
intercept_scaling=1, ll_ratio=None, max_iter=100,
multi_class='auto’, n_jobs=None, penalty='l2',
random_state=0, solver='lbfgs’', tol=0.0001, verbose=0,

warm_start=False)
Accuracy: 11.35%

Figure 5.5: Logistic Regression

Decision Tree gave us the result with an accuracy of 72.59 percent, already

with an improved prediction than the two models discussed above.The result is
visible in Figure[5.6}

o
o




Decision Tree

° [from sklearn.tree import DecisicnTresClassifier as dt
clf = dt()

| | scores = cross_val score(clf, X train, y train, cve5, scoring='fl macre’)

| scores.mean)
[+ 0.1608026408301796
[ | model = dt{)

model.fit(X_train, y_train)

y_pred = model.predict(X_test)

accuracy = accuracy_score(y_test, y_pred)

print(“Accuracy: ¥.20%\" % (acouragy * 100.0))

[+ Accuracy: 72.58%
Figure 5.6: Decision Tree

The following model gives a better result with an accuracy of 72.96 percent

in our set of DDoS attacks than the above models. The result is shown in Figure

Code ¢ Text + 4 aocae
© rodel = xanClassitier()
model.fit(X_train, y_train)
[» XGBClassifier|base_score=0.5, booster= gbtree', colsample_bylevelsl,
colsample_bynode=1, colsample_bytree=1, gamma=0,
learning_rates0.l, max_delta_step=d, max_depths3,
min_child weight=1, missing=None, n_estimators=100, n_joba=1,
nthread=Hone, objective='multi:softprob’', random _state=0,
reg_alpha=0, req_lambda=l, scale_pos_weight=l, seed=None,
silent=None, subsample=1, verbosity=1)

y_pred = model.predict(X_test)
aCCuUracy = accuracy_score(y_test, y_pred)
print("Accuracy: %.2f%4" 4 (accuracy * 100.0))

[+ Accuracy: 71,960

Figure 5.7: XGBClassifier

5.3.2 SQL Injection and XXS attacks

The first stage is data collection and data processing, hence, the result of the
output data is shown in Figures[5.8]and [5.9] with SQL Injection and XXS-attacks.

First 5 lines of SQL

payload is_malicious injection_type

0 \n 1 saL
1 aorl1=1-\n 1 sQL
2 "a"or1=1-"\n 1] sQL
3 ora=a\n 1 saL
4 ador'a'="a\n 1 sqQL

Figure 5.8: Data of SQL Injection

-
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First 5 lines of XSS

payload is_malicious injection_type

0 data:text/html;alert(1)/*,<svg%20onload=eval(... 1 XSS
1 ">*/-></title></style></textarea></script%0A... 1 XSS
2 * onclick=alert(1)//<button ' onclick=alert(1)... 1 XSS
3 alert(String.fromCharCode(88,83,83))//;aler... 1 XSS
4 ">><marquee><img src=x onerror=confirm(1)></ma... 1 XSS

Figure 5.9: Data of XSS attacks

The next step is to determine the parameters. A plot graph of feature impor-
tances for better visualization shown in Figure

Fwd Packets/s
tal Length of Fwd Packets
Fwd Packet Length Max
Max Packet Length
Min Packet Length
Average Packet Size
Fwd Packet Length Min
Avg Fwd Segment Size
Packet Length Mean
Fwd Packet Length Mean
0.00 002 004 006 008

Figure 5.10: Graph of feature importances

Two types of techniques were used for converting the input data to numeric
features. Custom features such as length and byte distribution of the data were
used as a bag-of-words technique.

Bag of words feature space

We used the N-grams approach to transform our payload data samples into
"words” of size N. Example of how the string "<script>" would be transformed

when using 1-gram, 2-gram and 3-gram.

57




N-gram  Payload input | Payload Output

1-gram " <seript>" [t talal Ie qint gl
2-gram " <seript>" [<etae’,ler’ 'l Yip' 'pt? 1t>]
3-gram "<seript>" | ['<se!,'ser’,erd’,'rip’ipt’, pt>’]

Figure 5.11: Bag of words feature space

Custom feature space

The good characteristics were selected using the chi-square selection prior to
classifier training.

For calculation, we used the formula for the area Chi x2 =" @

A Chi-square test is used to check the independence of two occurrences. We
can get observed count O and predicted count E given the data of two variables.
Chi-Square measures how each other deviates from expected count £ and observed
count O.

The next move was to pick and train our models after building our data
collection, cleaning it out, and defining functions. The classifiers selected are
listed above. Most models have good results, with an average overall F1 of 0.9956.
The most efficient classifier for all feature spaces was the random forest classifier

with an average F1 0.9989 value, as shown in Figure[5.12]

- cmtom

F1-score of all models grouped by classifiers
" count igrams
W count 2grams

. count 3grams
0898 " thaf {grams
W thf Zgrama
-t 3grams
086
nE94
0892
0890 I
] = =1 8
i H 7 2
H g

Figure 5.12: All models classifier
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In this section, types of threats, identification methods, methods of analysis

and forecasting were identified and classified. This allowed us to define the main




criteria for a comprehensive data analysis in the DataSet, which provides modern

security solutions for enterprise applications and network systems.




6. Conclusion

From the analysis of existing works presented in the list of literature sources, the
absence of a unified information security policy is determined. For example, banks
have a separate security policy, universities have a different security policy, there
is no general regulation.

Today, machine learning algorithms are used to detect attacks, predict, and
prevent attacks. There are solutions using machine learning algorithms Web Ap-
plication Firewall.

As a result of the analysis of modern security solutions for corporate applica-
tions and network systems, the types of threats, identification methods, analysis,
and forecasting methods were identified and classified, which allowed determining
the main criteria for a comprehensive data analysis in the DataSet.

This paper presents the analysis results for three types of attacks, such as
DDoS attacks, SQL-injection, XSS attacks, which pose a great threat to corporate
systems and networks, depending on the infrastructure and software applications.

The processes of applying machine learning algorithms in WAF are analyzed,
which makes it possible to provide real-time protection for processes and sessions
running in a web browser.

Also analyzed DataSets , , their structures and data types.

Formation of a data model, data cleaning (preprocessing), and determination

of parameters for training algorithms, as well as the implementation of algorithms
in Python, with the conclusion and description of the results for comparative
analysis using machine learning algorithms.

Depending on the organization’s infrastructure, its security requirements are
defined. The analysis in this dissertation gives the opportunity to formulate new
rules, security policies in the organization or adjust them, which is a security

model.
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