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Gone are the days when the reasons of 3 business crash are
investigated after its appearance. Development and implementation of a

risk-based informational system audit process allow to the organization
to be adequately controlled and avoid different threats and faults.

IS Audit Process

Information systems audit is a part of the overall audit process, which is
one of the coordinator of successful and effective corporate governance.

Informational systems exist in every business. They actually drive key
business processes of enterprise,

IS audit is an essential event for
main purpose of IS audit is to r
and suggestions of availability,

further growth of a company. Thus the
eview and provide feedback, assurances
confidentiality and integrity of IS.
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First Step

What is the start point of the IS audit? The answer is an awareness of
the present informational system and approximate definition of further
audit works. The knowledge of the business, its objectives and the
management culture can be given during feasibility study. The base
understanding of business processes and the IS organization, their
correspondence to each other required experience. Thus the
investigation of 1S should be done by audit specialist that rest on IS
standards and guidelines, as the code of ethics. The usage of standards

and guidelines results in:

conception of the issues and current risks of the business;
detection the hot spots to pay attention for in the next evaluation of
controls;

Identification of an approximate audit scope that will value business
process by focusing on the most meaningful for management risks.

Other spade-work depends on audit engagement. There basically two
types: one is deployed by an internal audit function and other is
conducted by external auditors. According to the type the mandate of '
the auditor is defined where authority and responsibility are described. If
the third party engages the audit the budget and time of the audit work

should be discussed.

Collected fundamental knowledge of IS of a business being audited and
determined issues of audit on preparatory stage give a base for next
phase of audit process.

Planning

A lot of information gathered in the first step must be organized in the
course of the planning stage. The planning phase includes the

of audit work, identifying requirements, development of

d formation of an audit team. The important thing here is to
how much work auditors can actually perform accordingly
the budget and period of works versus of how much testing and
sampling the team will need to do in order to make confident opinion to
provide. The following activities of the audit planning should be

performed.

organization
schedule an
comprise of
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by all sides finishes the planning phase and gives a rise to stage of
design.

Survey as a step of Solution Design

Basing upon data of feasibility study and work plan the auditors are
introduced to business |S. During the survey phase they make decision
concerning their work, called audit program. The program is a detailed
description of the audit work to be performed. This is a designed solution
of how to reach audit objectives by identifying the process-related risks,
assessment and testing controls in it.

But for compose of audit program is necessary to follow the activities.

T Activity * Result
Focus the Audit scope
objectives |
Data resources i
Risk analysis
Internal control assessment |
Audit Methodology |
Survey Plan |
T Coordinate " Use the historic data of
with other i previous audit work |
auditors
Preliminary i Preliminary evaluation of
review and 3 controls
analysis i
‘ Preliminary conclusions .E
T Develop Audit Program ‘
audit
program Specific tasks
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Concentrating the audit objectives firstly the areas of a potential risks
and boundaries of further IS audit activities should be established.

Afterwards it is important to identify data resources, risks and internz?l
controls then test the controls in order to reliance upon them. In one's

part the result of these actions produce a survey plan, a framework of
audit program.

The materials of previous IS audits of coarse if trust to them exists may
be used for exploring risks and for more thorough analysis.

Accordingly the survey plan and data obtained the sections for testing,
evaluation and conclusions must be included in program. The audit
program as a solution should set target dates of detailed audit work and
preparation of final report. As a consequence the audit program is an

output of design phase implementation which propose is a next step of
IS audit process.

Data Collection and Analysis

Following the audit program all conclusions made in that phase should
be proved; in turn the proofs have to be tested. In the data collection
stage the IS audit team gathers and analyses the evidence of survey
stage results. The evidence should provide sufficient, competent and
reasonable basis for audit team judgments and conclusions regarding

organization and audit objectives. A record of audit work, including
proofs and evidences, should be documented.

The evidences may be of 4 types:

Physical: direct inspection or observation
Analytical: analysis or verification of data
Testimonial: responses to iNquiries
Documentary: created information.

Prepared and anal ; :
include: alyzed during this phase may

Excerpts of auditee

policies, procedures an
Reports of meeting d documents

8, inquiries ang interviews
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Spreadsheets and schedules
Computer generated information

In the time of collection and analysis of the data there should be
identified causes, effects and recommendations of audit findings.

All of the gathered and analyzed information is a material for the last
stage of auditing.

Reporting

The presentation of final results is the most significant moment as for
audit team as for business management group. Therefore all IS audit
findings and conclusions should be stayed clearly in final report.

Report writing and auditing are not separate activities. The report should
cover all stages of audit process: beginning from scope and objectives
of the engagements, going through description of work performed to the
presentation of audit inferences, findings, and recommendations.

Also the audit team should include in the report sections of IS weakness
summary, root cause analysis, realistic and cost-benefit suggestions of
IS risk control. The information about what did not perform should not be
included. On the contrary the report has to describe what should be
done for improvement of business IS.

As a result after the data collection and analysis phase is completed the
report is assembled and crafted into a cohesive and comprehensive
document. That shows all weaknesses of the actual IS and gives

solutions for their removal.
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Conclusion

The defined phases of audit process help auditor team to organize t_helr
work and to reach the audit objectives. Following them the material is
collected, analyzed, tested. The final conclusions and recommendations
do not advise business head to eliminate risk. As everybody knows
phrase: no risk no gain. And any business accepts the risk in order to
move further. The audit final report just helps to manage risk to have a
confidence of what is going on and to make a business successful. Such
a way step by step the audit approaches to the understanding of what

the IS of a business is, where its development is turned and what the 1S
should be.
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Peswome

OnpenenexHble napameTpb
ayAUTOPCKOM KOMaHAE opraHuso
ayauta.  Cnegys  wum,
npoBepAaTca. Jaknodedn
KOMMaHWM yCTpaHATL puc
Bce komnanum ngyT Ha p

ayauTopckol  npoBepku nomaraloT
BbIBaTL CBOIO paboTy u nocturaTs Lenv
Marepuan coGupaetcs, ananusupyetcs M
A W PeKOMeHaauuM He paloT cosera rnase
K. Kaxgbiin SHAET, YTo HeT pucka — HeT nobed-
VICKN AiNs fanbHelwero npoasmeHms.

Tyihin
Byn makanaaa ayautopnsik TeKCepynepain ayauTopnbIk Tonka

©3MEPIHIK XyMbICTapbIx yublMaacTeipyra KOMEKTeceTiHajr oHe ocblfat
BarinaHbIcTy| Kypangap »xw

HbICTI HacTbipbinagy|, aHanuaneneni xsHe
TeKkcepinen,.
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