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Abstract

Quantum cryptography is one of the areas that has been studied very deeply
lately. The whole new world is very closely connected with network resources. Due
to the inminent era of quantum computers or very powerful computing SVRTOLS,
the entire existing cryptosystem was under threat. And many see a wav out of
this situation in the use of quantum svstems. Ar the moment. it is verv ditficult
to implement all aspects of quantum svstems. due to the limitations of existing,
rechnologies. Despite this, some aspects can all be put into practice. bur most
aspects are only mathematically realized. Tn this master’s thesis. an attempt is

made to implement these aspects on the MatLab platform.



Anxgaria

NBaHTTBLIK KPHITTOrPadIist - cONrbl YAKBITTA OTC TePeH 3ePTTC e cala1ap, thiil
OIpl. zlana o71ear KeiiiKk pecyvperapyen Thirhis GailTaHbICTB. INBAHTTHIK Ko
HBIOTERICPAIIL HEMCCC oTC KYaTThl ccelrtey JKyfieaepinii maiia OOV Ke3enLie
OAlLTAIBICTBL. OAP LK KOLTUILICTArbl KPHITOzKRYiie Karepre VHIBIDILL INolTe-
Fetl allasztiap KBaHTTBIK ZKyTiesep i Haitla iy a Oy zRal @il il Kepe/li. Nasipri
KO3 KOLTAHBICTAIDL TeXHO OIS TAP IbIH LIEKTENIePIHe Dl 1albleThl KBAITTBIK
AYTHe ep L Oap bk acleRTLIepin ieke acklpy oTe Kibil. Ocblrall Kapazacraili,
Kefioip actexTiiep:d Kovanyra Gos1a bl 6ipaK Kelrrercn ACHORTIIOP TCK MaToe-
MATHKAILIK TYPAC ZKY3CIC aca bl byl MarneTpaik uiccepraiuil bk ARYMDBLICTA

AMatLab naardopaachlinia ocbl acieRTLICP T ICKe ACIPYTA HPEKOT AKACAT b,

(RN}



AnHOTAaLMST

INBatrrosast KPHITOrPadIisl 0.1HO 113 HANPAB IO KOTOPOEe OUCHbL IVIVOOKO 113V -
CTCA B HOCTIC e BPeMs. Beeh HoBIT M1 ouellh TeCHO KONTAKTHPYOT ¢ COTOBMM1
peeypeasti. TI3=-3a pPsyvineii B CKOpoal BPEMEHI 910X KBAUTOBBLIN, KOMILIOTODOB
701 0N MOHTIBIN. BLIHCTITCILHBIN CHCTEM. BCsL CVHICCTBVIONIAY KPHIITOC |-
CTCMA ORAZAT0CH 104 NPPo30it. TT MBorne siLerr BoINo/L 103, 1aHHoil cuTyail
HCOJIL30BAHIT KBAHTOBBLIX clicTeM. 13 Janiblil MOMCHT Oyl SATPN, THHTO I LHO
peallisoBallh Bee aCleRThl KBAIITOBLIN CHCTCAL 113-38 OIPAHINCHHOCTI CVIIeCT Y -
IOHUIX Texno 1001 Heenorpst na 970 Kakne-to acliekThl BCe K VIACTCS Pean1iiso-
BaTh Ha HPAKTHKC. 1O OOJABITIICTEO ACHOKT S PeAI30BAILl MATOMATI 1o
criit. B aimiofi Marnerepekoii ecepraiuii e 1actes HonbTRa PCANT30BATEH 37Ty

ACHEKTBI Ha 11 1aThopaie NatLab.
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1. Introduction

1.1  Motivation

Quantum eryptography is a very dyvnamic hranch of modern ervptographic science,
Pro1uisiig many new perspectives i traditional arcas of application - diplomatic
conmmunications, military. business and other arcas that require the transfer of
seeret information. kxperimental and theoretical work on quantun eryprograply
carried outr until today. considered a variery of various exchange schemoes and pro-
tocols. as well as the stability of these schemes and protocols in relation 1o varioys
wethods of unauthorized access. Among the already considered techniques. thepe
are many quite complex ones that are practically unrealizable in the framework

of the rechnology of the foresceable furure.

1.2  Aims and Objectives

- Analvze quantum syvstems to encrypt and development of the models wit], (ual-
tum states for use in the classical models.

- analysis tools and platforms for develop quantumn syvstems

- analvsis ol protocols BBR4 B92..

- development of a model for key generation based on the BBS4 protocol in \[are

lah

- implementation of quantum eneryption methods for token generation

0



2. Analysis of models and meth-

ods quantum system with
encryption

Since ancient tines. people have sought wavs of communication that would o-
sure the preservation of the transmitted informarion in seeret from third parties,
which was important for the needs of diplomacy. trade. military Allairs and love
correspondence. Various tvpes of information coding were used for this pPurposc.,
All of them provided the scereey of the transmitted information in one Wav or
another. but none of them gave absolute protection. Tn 1918, vernam Invented
the ciplier. for which larer. at the end of the 0-ies.. was held proof of absolyre
secrecy. The conditions of this secreeyarve. in fact. the main drawhack of {1is
cipher: a completely random kev of the same length as the rrausiitted LS00
i< required. and this key should be used only once. Therefore. hefore vou cal
send asecret message. vou must first pass through a channel that is highly seeype
from nnauthorized access. the same length of the message containing the seeyot
kev. Sucha svstem s cnmbersome. inconvenient to use and expensive, whicl, is
whn it ix rarely used. I the 7050 the so-called public key ervprograply svstonm
was invented. whicl there are two kevs: one for enervpling messages. public)y
disclosed. and the other for decrypting, kept seeret. This system is now yse
almost everywhere. althougl its secrecy has not been strictly proved by A1IVO11(
‘s indeed. the apposite has not been proven). This svstem is Dased on a speciq]
kind of funetions. the calenlation of which in one direction is not ditficulr. a0
in the opposite direetion - very diflicult. ITn particular. the problem of ¢alenlag -
ine the sceret kevin the presence of apublic key is reduced to the probleny of

factorization of Taree munbers. whicl is considered difficult to solve until now.
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[However. due to the expected appearance of quantiun computers for which fast
factorization algorithms have already been developed. public kev systems mav
lose their effectiveness. Therefore. there was a need for crvptographic svstems

based on other principles. The work "Conjugate coding”.

which was written Iy
Stephen-Wiesner fronr Columbia University. at fivst few people noticed and not
cven published. marked the beeinning of a new direction in ervptosraphic seicnee -
quantumn cryptography. T it. thanks to the laws of quantum mechanics. it hocane
possible to distribute hetween two or more subseribers a seeret kev that moecis
all the requirements of the Vernann cipher. which means the absolure scerecy of
the transmitted information. In 1954, Bennett and Brassard patented the firs
exchange Protocol for a quantun crvptoeraphic svstem, known as BBS L Sincoe
then. mterest i quantum crvptography in the world heean 1o grow extremoely
quickly. and to dare. a huge munber of studies have bheen condueted. affecting
varions aspects of it. According to the authors of BBRIL. quantum crvptograply
ix a method that allows two wsers who do not initiallv have any secret data coni
mon to them to agree on a random kev thar will he secret from a third party
who exercises unauthorized access to their communications. In ervptographic sci-
ence has developed its own traditional terminology. somewhat specific sounding,
at lirst glance. hut very convenient in practice. Thus. legal users are traditionallv
called "Alice™ and "Bob". while the person who performs mnauthorized aceoss is
called "eve®. AWe will not deviate from the canons and will keep this torminol
‘()}_)'_\' in this paper. The main quantum mechanical principles that form 1o Dasis
for quantum eryprography are: 1. The inability to distinguish hetween absoluroly
(wo nou-orthogonal quantum States The arbitrary state of any two-leve] (quantumn
mechanical svstemr can be represented as a linear superposition of irs CIQCNStates
and with complex coctficients: . where. The Taws of quantum mechanics o not
allow to distinguish two quantum States absolutely reliably

and . f not met — 0. 1e. the States are orthogonal. 2. The prolibition of
cloning theorem Due to the unitarity and linearity of quantium mechanics, iy i«
impossible to create an exact copy of an nnknown quantum state without affoct-
ine the initial state. Tor example. suppose Alice and Bob use two-level quantumn
svsiens to transmit information. encoding hits of data by the States of these wee
renmis. 1 eve intereepts the carrier of information sent by Alice. measures its seate

and sends frther to Bob then the state of this carvier will he different. 11yay, A




measnrement. Thus: cavesdropping on a quanrin channel induces transiission
crrors that can be detected Dy Teaitimate users. 3. Quantumn entanelement Tiwo
(uantim niechanical systems (even separated spatiallyy can he ina state of core-
relation. so that the measurement of the selected value carried our on one of the
svstems will determine the vesult of the measurement of this value on ihe othor.
This effeet s called guantum entanelement. None of the entangled svstens is in
A certain state. o the entangled state can not he written as a direct product of
the Stares of the subsystems. The singler state of two particles with spin 1 2 ¢an
Serve as an example of an entangled state:

The measurement performed on one of the two subsystems will eive with cqual
probability or - and the state of the other subsyvstem will he opposite (Lo, if e
measurenient result on the first svstem was ©and Vice versa), 4. Causation and
superposition Causalire. which i not iniriallv an inercedient of nol-relativistic
quantiin mechanies. can nevertheless be used for quantum ervprography in coe
junction with the principle of superposition: il two systems whose States form Q
certain superposition are separated in time. withont heing connecred Ty cansaliry,
it s impossible to determine the superposition state hy taking measuremoent on
cacll of the systews sequentially. The commmnication process will he discussed
in detail on the example of the BBS1 Protocol. as historically the first and most
popular at the moment. The remaining protocols will e deseribed vorv Driofi-
As for the specific schenies of quantum crvptographic installations. Leve wil) ];(\

conzidered only those of them. cavesdropping which is the subject of this <t udyv

using the exclhiange protocols BB and B92 on phase states.



3. Development of a model in
Matlab for key generation
based on the BB84,B92 Pro-
tocol

3.1 BB84 Protocol

The first exchange Protocol for quantum crvptoeraphy. called BBR4 4. was in-
vented by Bennett and Brassard in 1984, 1t uses four quantum Stares of a tvo.
level systemn to encode information. forming two conjugate bases (indicatod Liere
by letter indices A and B30 (scee Figure 3.1)

Here. the states [04) and [14) encode the values 07 and “17 in hasis \ and
107;) and |1 1) encode the same values in hasis B. We can imagine them as polar-
ization states of a particle with spin 12010 1) and |1,,) correspond to horizonral
(0) and vertical 190) polarization directions. and [0g) and |15) correspond to
two diagonal directions. naniely 45° and =457 (obtained from |0,4) and 11.4) Iy
rotating the coordinate systemr by 157). Two states helonging to the same ha-
sis are orthogonal. that is. they can he distinguished reliablyv provided {ha the

measurements are carried out in the same basis. However. a measurement iy the
wrone, basis (e, for example. an attempt to determine which of the two polar-
izations - 07 or 90% = has a particle that is actually polarized at an angle of 43¢ .,
will eive an absolutely random result.

Wo lirst describe the Protocol under the assumption ol no noise in the ((antg

channel. then modity the description to fake noise into account.  huformatioy,
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Figure 3.10 All Dases position in Sphere Bloch, ). ). [+ = Loy = 1.

exchange s carried out in two stages: first throueh he quantum channel. {]o
through the wmal channel open to cavesdropping ‘for example. via the Internee ;.
In the fist stage. Alice chooses randomly and with cqual probabilitv one of the
four quantum States 0 4). 1T.4). 10). |1). and =ends it 1o Bob on the quani)
channel, fixing in their records the valiue of the data bit and the hasis in whicl,
it is encoded. Bob measures the transmitted state m one of two possible bases A
or B. sclected independently of Alice, randomlv and with equal probability, als
recording the measurement result and the selected hasis, Il the basis selected 1y
Bob for the neasurement matches the basis selectod v Alice for tralsnissioy .
the data bits of Alice and Bob will he identical: otheprwise they will coineide witl
probability T 2. Alice and Bob repeat this procedure N times. as aresult of whic,
cach ot them will have a string of bits of length N, Since the chojce of hases was
carried out by users randomly and mdependentIy. in about 5057 of cases thev wil)
choose different bases for transmission and detection,

In the sccond stage. Alice and Bol communicatoe through an open chamnel, whiel,
however, must have the property that eve can not (‘hzmg‘e the MESSAQeS TTransig-
ted hetween them. Alice and Bob tell cach other the valies of the hases thev nsed
in the transmission. and agree to exclude from their data those Dits {or whicl,

the transiission and detection haxes did not coincide, The resulting strine hir i

I



called the raw key.

Let us imagine that eve carries out cavesdropping the quantum chanuel. captin-
ing the media information sent by Alice. by measuring their state and forwarding
rhiem next to Bob. This strategy is called “interception regencration”™. \We will
consider here only-those cases in which Alice and Bob have chosen thessame hases
‘the remaining birs will be excluded from the final kev in any case). Sinee v is
forced to chivose the hases for detection randomly and independently of Boly and
Alice. then approximately 50% of the hazes of eve and Bob will not coincide, Tle
results of Bob's measurements will be random, but approximately 307 coinciding
with Alice’s data. Thus, Bob's measurements will give the correct result witly
probability 12 1.2% 1.2 3 L while in the absence of eve they would ajve
the correct result alwavs,

This means that in order to perform the Eva presence test. Alice and Bob musy
compare publicly some randowmly selected subset of their data (of course. not sing
then the data bits from that subset). If there are errors. it means that Fyva was
cavesdropping: in this case. the dara is discarded and the transfer process hegins
from the beghiming. T there are no errors. the remaining bits forn the linal SCCTOL
kev.

There is. liowever. another way of eavesdropping. known as "heam splitting". The
principal feature of it is that Alice and Bob are not able to determine the Preselce
of this kind of eavesdropping in the channel. It is known that with the widelyv used
method of obtaining single photons. namely, the attenuation of lasoer radiation 1
the average photon mtensity g1 < 1 per pulse. a certain proportion of the ourput
radiation will contain more than one photon per pulse (this is determined Ty (10
Poiszon statistics, to which the laser radiation ix subject). Thus. putting ay o
dinary divider in the path of photons, Eva can get some information alyout the
kev, and without making mistakes in the transmission. This possibility s taken
into acconnt by Alice and Bob in the process of obtaining the final secret ke
they exclude from their data the number of hits corresponding 1o the amount of
information that Eva can receive as a result of this attack.

The above for the second stage is valid only for an ideal. silent quantum channel.
But in the real channel there is alwayvs noise, so some diserepancy in the daty of
Aice and Bob will alwavs heo even in the absence of cavesdroppine. Since A\Jjco

and Bob cannot distinguish hetween errors that canse cavesdropping and oryrope

12



caused by natural channel noise. they have to assiune that all transmission cerrors
are cansed Dy eve's presence. At this stage of the exchange in an open channel is
complicated.

First. Alice and Bob extract the raw key as deseribed above. and. of conrse.
those hroken intervals are removed where Bob could not project the particle i
all (for example. due to an imperfeet detecror. or hecause of the imperfection of
the method nsed to generate single photons). Tt is necessary o tell that in real
svsrems of such intervals the majoriy,

Next. Alice and Bob make an estimarte of the percentage of errors in the raw ki W
publicly comparing their randomly sclected subzet of data. which. of course. will
be excluded from further considerarion. 1 the error rare exceeds some specitiod
level it will he impossible for Alice and Bob to come to the shared secret kev, Ty
rhix case, all dara is discarded and the rransfor process starts again. If this level
ix not exceeded. Alice and Bob move on to error correction.

The goal here is to remove all errors from the raw kev and arrive at a commo,.
crror-free cade sequence (which will. however, be only partiallyv secret. due to t]ye
[act that some information will leak 1o eve during the correction process itsel().
To begin with. Alice and Bob make some random permutation of their dar

a1
order to randomize the error position. After that. the lines are divided into hloel

NS
of length Lo and this Iength i chosen <o that the probabilicy of detecting moroe tha

one error i the same block is small enough (1 is chosen hased on the estilatod
percentage ol errors in the raw key). For cach of the Dlocks. parity is checked.
awd then the last bit of each of the compared blocks is excluded. If Alice and Bol,
do not have the same parity, a binary scarch for the location of the erroncoys hit
i performed inside the block, with the exception of the last bits of the compared
subuits. The found erroncous bit s also deleted. The whole process (pernmta-
tion. block partitioning and parity chieeking) is repeated the requived numlyer of
trimes. after which the same actions are pertormed. hut with paritv checking iy
randomly selected subsets and excluding a randomly selected hit. Finallv, if 4y,
errors are found during a munber of conseentive iterations, Alice and Bol, COl-
chide that there is a very high probability that the remaining data contains o
CrTors.

As mentioned above, the data remaining after error corvection will he ouly par-

tally scoret. The Tollowing procedure is nsed to extract the linal seeret kev froq,
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this dara. Based on the pereentace of errors in the raw kev, the maxinnun munber
of bits k known to eve from the total number of remaining bits 1 is determined.
Lot xalzo be a privacy parameter. the value of which is chosen by users arbitrarily,
Alice and Boly publicly seleet 11— k = = random subsets of their data. Thev do
not reveal the parity ol these subsets - these parity and make up the final secret
kev. It can be shown that the General information that eve mav have abont the

final kev is less than 2% /102 hit.

3.2 B92 protocol

For most protocols, only the exchange process over the quantum channel will he
described. sinee the second stage of commnmication is hasically the sane.

Introduced by Bennett in 1992, He showed that. in principle. any two nop-
orthogonal states can be used for quantum crvprography. Let oy} and I 1 he
two non-orthogonal quantiim states encoding the 0" and "1" bits. respectively,
Their multiplication is 0 < j](z'(,|1~,)”3 < L. Alice sends Bob a randoimly selecto
state. after which Bob randomly applics one of two meowmpatible design operators
to hin:

Po=1-]u) ] a1

Pr=1—fug) (el 3.2

W nniquely destroyvs ), but gives a positive result with a probabilitv of 1 —

) . . . .
1{cole)l]” > 0 being applied to |vy). and vice versa for Py, Thus. the neasure-

ment result can be Jeg). Jer) or ambignous (zero can he obtained as a resuly of the
mpact of the i-th projector on the i-th state. or of any projector on the e

state - no photon. and all these cases cannot be distinguishied 1. At 1]ie oxchan o
i o

stage throngh the open channel, Alice and Bol climinate ambiguons yosults. and

after that. i the absence of cavesdropping. approximately (1 — H<L’(»*U’1}‘>l|2) 5

their data will be absolutely correlated.,
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3.3 Other Quantum protocols

3.3.1 Protocol BB84 (4+2)

This protocol brings together ideas from BBa4 and BY2. Bits "0 and "1" can he

cncoded in two bases, but the two states within one basis are not orthogonal,

3.3.2 Six-state protocol
Initially. this ix the same protocol as BBsd, bhut wirth anorher basis. namely:

1

0c) = —=(10) +11)) 3.3
V2o
1 . i

ey = 0y — if1))

V2
In accordance with this. there are two more possible directions of polarization
for the transmitted photon — the right- and left-circular ones.
EPR-Protocol
Eckert: proposed a protocol based on quantuim entanglement. First. N max-
imally: entangled EPR pairs of photons are created. then one photon [rom cacly
pair is =ent to Alice. and the other to Bol. Three possible quantum states for

these EPR pairs are:

I 3 3
vy = :-/3(|()>_1;F>]}_ =) 10) ) 135,
; ]. I J.}_(. 1/T i
ty) = —(|=) 1I—) —]—) |- (2
v \/2(|(5> 16 >1-} | G >.Al}(i>l? 5.0
1 O ST, 2T

i) =—=(0;) L) = 1,00 ) 3.8

V2
The last formula clearly shows that cach of these three states encodes the hirs

"0 and "1 in a unigue basis. Then Alice and Bob take measurements on tleiy

15



parts of scparared EPR pairs using the appropriate projectors.

Ju
| o
Py =10)0]. P |—) —) Py = l—\ ——l (3.9
Alice writes the measured bits. and Bob writes their additions to 1. The nea-
suremient results, in which nsers selected the same hases. form the raw kev, TFor
the rest of the results Alice and Bob test the fulfillment of Bell's mequality as a
test for the presence of Eve (Eve is interpreted here as a hidden paramerer .

Goldenberg-Weidman Protocol Alice and Bob use two orthogonal states 1o

colmnunicate:
1
vy = \—5(’ﬂ> h)) (3.10)
1 ,
L —j !(1>—;'b>) (3.11)

coding hits "07 and "17 respectively. Each of the two states [« o) and Lo s o

4

supcerposition of two localized normalized wave packets. la) and Y. whicl Aljce
sends to Bob throngh two channels of different lengths. with the result that thov

end up with Bob at different times: wave package

b) Teaves Alice only alter wave
packet a) has already reached Bob. To do this. vou can use an interferometor with
different lengths of arms. Bob delavs his measurement until hotli wave packets
reach it. If the time of sending the package ) is known to Eva. then she is
able to infercept the information. sending Bob at the appropriate time a package
identical to ja). then measwring the superposition state sent by Alice and then

sending Bob the wave package |b) with the phase adjusted according to the vesult

ol it measurements. To prevent this attack. random pareel times are nsed.

3.3.3 Protocol Koash-Imoto [10]

This protocol iz a modification of the previous one. but it climinatoes randon,
transmission times by asvinmetrizing the interferometer. e, dividing the lioly
in nnequal proportions between short and long arms.  In addition. the pliaxe

diflerence hetween the two arms of the interferometer is . Thus, the two st agex

16



cncoding bits "0" and "1" are

) = B} = VT EXE!

) = \/—ﬁ:u/ — ('.\'/;”f?/»)m

where Rand T are the rellectivity and transmittance of the input heam split-
ter. respectivelys In the case of an asvinmetric scheme. when the amplitude of
the probability of finding a photon in one or another arm of the interforonietor
depends on the value of the transmitted bit. the compensation due to the phase
does not work completelv. and when Eve applies the above tactics. there is a

non-zero prohability of detection error.

3.4 Threshold of reliability ratios when using quan-

tum technologies.

Tle approaches of classical and quantun systeins are quire distinguishable, \pn
the result of the process is considered to be the randomly generated key which
was obtained using quantim states. All that a third party cau do is IMTCreept the

state of the generated key xo And vou can deseribe it using the density matrix
pPXLE = E Py (o))
T onr case. X is the status register for the similarity of the classic. hut with the

kev fo) = o) S lea)ofan) [X =28 0 e X = {0. 1},‘. Pk - the part of the matyix

in which there is a relative connection with the generated key, \fter wnauthoriy,

 pp (3.11)

(‘(l

access by a third party to the key. all further received data is obvioushe witl him

A
/)E.
QD strives o minimize the chanees of predicting the state of the Qenerat o

kev if a third party gets unauthorized access. And this can be achioved onlyv Ty

absolutely random kev generation. Which will lead to a discrepancy in the results

of errors. and the proolis the density matvix pyp. Recall that in addition 10 .
impeccable protection. the svstem is able to implement on the threshold of idealiry
of the environment and the device parameters are at the level of (e iy



allowable rhreshiold. whicly means non-correlared densite matvix - -

The trace distance 1s the distance hetween the sitnations:

! N ' -
WJ.\'L‘ — Pr Y Py < &
By definition. it 1s connected by a trace merric:

1 —
ipll, = —Tl l/)l} —T"{\//"}

PNE = Z Dy ()l (el o P
X

oy =L)< ey oo o)

S
pe=TrX{pxr} = Z Po(r)p

Ny —TP/{/?\L}—YP v)|r) (x|

pr- = density matrix (in terms of homogeneity and ideality)

All third-party actions are just attempts to acquire the y € Y-

N /)].“

(3.19)

(3.20)

== {() J_}“ 1\:0\-

states, and not the sender's x kev itself, which consists of a bit strine
Q.

Vs the

value of the connection of the third party system and the key x0 which is a hit

string and which depends on the analvsis of the third party svstem PE 10 1he

svstem of authenticated process users.. The analvsis from the third party can he

written down by the decomposition of the unit: [ = Z(/,—y M, yey

M- a positive operator-valued measure in the third-party states,

Pyy (. y) - joint probability distribution x. v.
Py(r) and By-(y) - marginal probability distribution.
P (X =V y) - probabilitv of oceurrence of v il x ocemnred,

Py oy VY = y) - probability of x ocauring if v oceurred.

I8
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Formnla Baves:

Puy(w.y) = Py(0)Py v (X = 0V y) (3.22)
Pyyv(ey) = Py (e v Y =)Dy (y) (3.23)
Z PyylervY =y) = Z Pyy(N=rvy =1 (3.21)
re N Y

Z Pyylr.oy) = Py (y) (3.25)

r= X
ZP\, roy) = Py () (3.26)

ycy
The situation in which it is conditionally probable that (he authenticatod SO

have the kev x generated amone themselves, ar the same time its COPY 1S 11 the

third party alter the nnauthorized analvsis by the third party 1s cqual 1o v

Py (XN = uly) = {M,pp} (3.27)

According to which we reproduce the summation:

ZP\\/) (X = »bll/) (3.28

<)

[V
(V]
s

Probability of a positive result for a third party:

According to the laws of probability theories. we can safely sav that thoe prol,-

abilitv ol a positive outcome for a third party in quantum cryptography does 1ot

exeeed
Peiuene(N[V7) ~1|1(1\ZP\ {0 L) =

3.30)
Y Pylo)Pyoy(X = rir) ZP\; ) (830,
=AY
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Pyy (2. y) - joint probability distriburion of authenticared wsers (x) and third

partics (v). which does not exceed:

1 N
P(,m“ X |F Z Py, ) < T -+ H/)'\'./:‘ - P /)k'ill < T —z.\N =2

(3.31)
= - is the privacy setting of authenticated users. which is obtained hy clearing

the gencrated state.

3.5 No-cloning theorem

Is it possible to make a copy of an unknown quantium state? Surprisinelv, ir turs
ont that the answer to this question is no. In this box we describe an elenmentagy
proof of this fact that caprures the essential reason this is not possible.

Suppose we lave a quantinn machine with two slots labeled A and B Slot
AL the dala slol. starts out inan unknown but pure quantium state, Y This is
the state which is to be copled into slot B. the target slot. \We asstumne that the
fargel slol starts out in some standard pure state. {s). Thus the initial stage of
the copyving machine is

Sowme unitary evolution " now effeets the copyving procedure. idealls
L) S hs) = Cllw) T s)) = o) 2 ) (3.33)
Suppose this copying procedure works for two particular pure states. f
to). Then we have

L‘) and

2()



Taking the inner product of these two equations gives

(l’()\ = (((,'l():)); (3.36)

But » = 27 has only two solutions. x = 0 anwd x 1. =0 cither oy =) or
ey and o) iii'(:‘uIUl‘th\E{Ullell. This a cloning device can 0111,\"' clone states which
are orthogonal 1o one another. and therelore a ceneral quantum clonine doviee
i impossible. .\ porential quantun cloner cannor. for example. clone the (qubir
states [oy = [0) and o) = (J0) + 1) /v/2 . since these states are not orthowo-
nal. What we have shown is that it is impossible to perfeerly elone an unknowy
quantim state using unitary evolution. The short stmmary of this work is that
cven it one allows non-unitary cloning devices. the cloning of non-orthogonal pure
stares remains impossible unless one s willing to tolerare a Huire loss of fdeline
in the copied states. Similar conclusions hold also for mixed states. althouoly o
somewhat more sophisticated approach iz necessary to even define what is ncant
Iw the notion of cloning a mixed state,

3.6 Threat for QKD with a transfer of a modified
condition

The quantn world is complex from the point of view of the laws of ordinary

mechanics. since these laws are limited in the expanses of quantum phvsics One

of the main limitations of these laws is the immeasurability of QUANTIINL States
The limitations of the laws and is the main fundamental link. whicl, makes quan
S (quan-

tnm crvpltography one of the most secure svstems, There are many wans to takoe
. AN I4 814

advantace of quantum physies in systems. One of the most realized uses of quan-
tum technologies is the creation of a randomly generated secrot, kev for enervplion
There is avulnerability of the systeun. due to the impertection of the dovices s
For example. one of the fundamental conditions for the application of quantiy
technologies ineryptography is the ereation of a pure single-photon source, This

difficulry will have to he solved in the future when more advanced devices appear

al,
Todav, multi-photon deviees are used. which. as the study shows, leave unaut |y,
rized access,

The quantm kev distribution protocol usually means anthentication. PIC-PIOC s



preparation. trausfer. examination of stares. handling errors (ehminating or cn-
hancing secreey using the compression method). analyzing and verifving the ob-
tained kevs., The data transmitted by the svstem must be absolutely protected
from third parties and. if necessary, disclose the audition. \When unauthorized ac-
coss to the transmitted data oceurs. the svstem should detect this attempt using
the ratios of valid and resultine error. In other situations. the svstewn is considered
nprotected when unauthorized access by a third party goes nnoticed and the
kev is known to it For several vears. rescarch has been condueted in which the
capabilitios of quantum crvptography ave heen demonstrated |17, 16).
Crurrently, in quantum systems. attenualed laser radiation is used as a source of o
single-plioton state (which is nor purely single-phoron). single-photon avalanclie
photo detectors (which has dark noise 1. efficieney (whose properties are not ravey,
communication channels (fiber optic and open space). which are subject to loss
and noize. This in oon leads to the emergence of the possibilitv of a photon-
splitting system atfack (PNS. Photon Number Splitter attack]3])) and an attack
with measurements with a certain outcome (Unambiguous Measiwrements |7. 1.
We included these factors in the analysis of the =ecurity of protocols 15]. Unau-
thorized access to a kev using photo-detector blinding [12] is one of the new throats
to quantum key distribntion. T this threat. a third party uses the possibility: of
affecting a communicarion channel in which it sends a modified (falsified) state.
This allows a third partyv to control the counts or their absence at the receiving
side. and impose their own counting. which does not lead to an error at {he “‘('il);
ient freceiving side). \s a vesult, the thivd party remains unnoticed and mtormed
about the kev. This new method of threat significantly reduces the seereey of the
svsrenn. Most of the protocols. with no additional parameters. were potentially
not resistant to this threat (BBRI1S|. SARGOL. Six-State QKDI6|. DPS (Diff(;li-_
cential Phase Shift)fs. 10] - COW (Coherent: One Wav)[R]. E912]. Decov Staqe
QKD[Y].
One way to solve this problem is to create a strictly single-photon source, which
at the present time has proved difficult to implement. Until this difficultyv is g
solved. the threat will always exist. To date. the search for solntions 1o hese
problems. From the hasic solntions. it is proposed to complicate and add addi-
Honal parmmeters to existing protocols. The proposed solution does not <olve 6

problem. bt onlv complicates aceess Ty a thivd party. The methods of the i



pérﬁ' i turn become cleverer. The hest way to create all over-secure syVrenn is

ta create a protocol in which seeurity is achieved through mternally=strnetured

fiethods. rather than an improvement and addition in technical terms| 1],
j
I

‘
N

‘ .
3.6.1 Threat with photon modification

i

[ :
B}JIU\\' we provide information about this new threat on the host deviee. while
?ihé»l {ryving 1o look at all this in terms of technical vision. since all this i< in the
| v'a;l;"ti(-los|l'2. 11. 13]. The wore devices are not perfect. the some wavs to use these
| %il’i}])(‘l'['("(‘litlll.\‘. One of these wavs to influence the receiving side: 1. On avalanche
| pjhof()—(l(‘f(‘(‘r()l'.\'. there ix a difference in the sensitivity of temporal dependencies,
This allows a third party to modify (falsifyr the state and blind the devices of the
recciving party. 2. Using the stare of the lower threshold of intensity, in order
to include only one device. in situations where the bases of the third party and
the recipient will he the same. Otherwise. everyvthing happens without counting,
‘Basicallv, the possibility of third-party unauthorized access arvises from the work
ogl' cemiconductors (the so-called avalanche photo-detectors InGaAs=:P). A hlocking
voltage is applied to the avalanche photo-diode. At the moment of arrival of the
photon. a gate voltage pulse (tvpical duration of the order of several nanoseconds
éll(l ain amplitnde of several volts) is applied. which opens the photo-diode. The
absorption of a photon leads to the formation of an avalanche of carriers and a
Vvv()]mge pulse. which is recorded. 1. The first blinding attack is based on the
following property. If the radiation intensity is increased slightly above the quasi-
single-photon mode. this will lead to an increase in the current Howing through
the photo-diode at the time of registration. Due to the fact that a photo-diode
without illumination is not active (locked). the dynamic increase in current above
a cortain value will lead to an ellective decrcase in the hias voltage during 1he
action of the strobe and to lock the diode and. accordingly. decrease. up to its
abeence, the avalanche carrent (% no click 7). Thus, the photo-diode is offoctively
Dlinded. 2. The second attack is connected with the transfer of the photo-diode
from the counting mode to the linear classical photo-detection mode. when the
Caurent is a lmetion of the radiation intensity (usually proportional 1o it), If e
frther inerease the radiation intensity. then after blinding the photo-diode (gee
paragraph 1 above) and the absence of the registration curvent. starting with

cortain threshold intensity value, a sienal will appear again on the photo-diode
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Figure 3.2: a) Schematic diagram of the receiving part of the fiber optic gquantum
crvptography syxtem implementing the BBSI protocol. QC - gquantum canal,
P - phase-modulator. b} Photo-count statistics in two detectors for differon
information states.

through the photodiode a current proportional to the radiation intensicv will
How|[4].

3.6.2 The use of the difference in the sensitivity

The first protocol i quantum cryptography BBS45] ix inanyv way well suited 14
explain the main points of opposition to the threats to which some protocols ape
exposed and their strong and weak aspects]s. 120 140 13]. States in hasis — fromn,

quantu channel:

1
04) = *2(|1> +10)) (3.37)
RS IO
[1-) = 7§(| ) = 12)) (3.3%)
aed in the basis of x.
0,) = ! 1) +20
0,) = \—/-§(l ) +1710)) (3.39)

T
1.) = ﬁ(ﬂ) ~i2)) (3.40)

where (1) and 2)states localized i the time windows 1 and 20 The distanee

hetween the Jocalized states is equal to the dilference in travel along the upper and

lower arns of the unbalanced interferomerer (I1g.3.2) In the process of cutering
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the receiving device. taking into account the selected phase. the quantum state in

bhasis — have the form

0.) = —=(J1) + (1 + #BEN)2) 1 [3))

Do
L) - Jigm')ae (=1 + ¥BY]2) 1 13))
N 1 iD=\ .
1) = (=10 + (1 = L2 +[3)
D] :

04) = —=(—I1) + (1 — ¥5)|2) +13))

04) = (1) + i+ £720N]2) + [3)
Dygy:
1) — %uw (=i + B0 2) 4 |3))
0,) = %(—m T (=i — @B 2) + 13))
D[ .

1) = —=(—[1) + (i — €#BU)2) + |3))

V8

(3.41)

(3.46)

If the bases on the receiving and transmitting sides of the state coincide.



Figure 3.3: An example of temporal dependences of the sensitiviey of avalanclie
photo-detectors (Dy. Dy). gating pulse (Gate) and falsified quantum states (Fo.Fy

)

corresponding to 0 in both bases, they will give readings in time window 2 (Fig.
3.2) only in the Dy detector. Accordingly. the states corresponding to 1 in hoth
bases will give counts only in the D1 detector|16].

However. the avalanche photodiodes Dy and D; have different temporal char-
acteristics of sensitivity (Fig.3.3). The threat comes down to the following. The
third party breaks the quantun conuunication channel (optical fiber) and car-
ries out measurenients similar to those on the receiving side in a randomly chosen
hasis. There are two options. Immediately. we note that the third partv sends
its modified state in the basis opposite to the one in which it carried out its
measurements. 1) With the coincidence of the bases of the third party and the
authenticated participants. (lor example. "-"). Assuming that after the analysis,
the third party received a “0". i.e. the correct result. but the third party does not
know about it until the end of the process between the sender and the recipient.
and therefore she prepares the falsified state “17 in the opposite basis “ %" hut
more localized (narrow) and slightly shifted in time so that it does not foll into
the sensitivity curve of the photo-detector Dy (Fig. 3.3). And the third party

re-sends:

1 , ,
11p,%) = ”ﬁ(“ﬂ;) —7125,)) (3.49)

After passing through the interferometer and phase modulator with the phase

in the basis -~ (F). the states in front of the entrance to the photo-detectors are:

1 . o -
Dy : \—@(n,.b) + (04 1D25) +35)) (3.50)

26




1
Y&

The falsified state does not fall in time in the sensitivity curve of the phoro-

Dy: (=ILr) + (i = D)I12E,) + 35)) (3.51)

detector Dyg. and will not give an erroncous reading of the detector Dy in the
central time window 2 (Figure 3.2.3.3). As a result. it turns out an error-free
reading in the D”: detector. It does not matter that the munber of counts in the
detector Dy and the ratio of the false state and the correct one decrease. T would
like to mention that the error ratio is influenced not only by device perfection and
the appearance of unauthorized access. but also due to the loss in the channel
itself, which no longer depends on the technological component of the system. 2)
If there is no coincidence of the bases of the third party and the authenticated
participants. In this case. which would not be the outcome. the probability of a
chance of getting the correct result for a third party is 50%. Given that if a third
party does not apply the correct basis for the analysis, it.will spoil not only the
result. but also the state itself. 2a) suppose that the third party guessed the basis
ol the analvsis. Then the third party re-sends the modilied state in the wrong
state. which remains unnoticed in time in the sensitivity curve of the receiving
device Dg (formula 6). This will not result in a readout in the D; host device,
And the ratio of ervors will be in the normal range. 2b) suppose that the third
party did not guess the basis. The same as in the first case, evervthing repeats.
except that the action remains noticed and will be shifted in time, but does not

involve the rest of Do:

I
3

05, ) = %mm +i25)) (3.52)

The correct state transforms the count after the Dy sensitivity of the detector
falls into the curve. but this does not happen because the modified state is shifted
in time. .And this leads to the fact that on Dg. produces a count and ervors in Dy,
All this is caused by the interference of the state. which constructively extends
over the different anns of the interferometer for Dy. and is extinguished on the D,
state. along the upper and lower arms. And this whole process not only allows
the third party to remain unnoticed in relation to the recipient (reducing the
orror to a valid one). but also in the end to intercept real information about the

registored kevs. which the recipient will not suspect. ITn the real world. of course.



it is difficult to carry out this threat. bur it is quite provable and feasible. When
it comes to analyzing the strength limit of any crvptographic svstem. it is taken
into account that the third party will have the most advanced equipment and will
Lave an ideal condition for implementing unauthorized interception and access to

an encrvpted and secure channel: -

3.6.3 Threat to key with transfer from one mode to another

This threat consists of stages in which a third party re-sends the state of the sender
{intercepted in the quantuny channel). In this case. the third party after analyzing
in a random basis and increases the intensity so as to transfer the detector to the
classic mode. This thin line between the modes is retained by the method of
insufficient intensity, which is used so as not to lose the blinding mode.|12. 14,
13])

There are monients: )

1. With the coincidence of third party bases and authenticated participants. This
leads to a complete constructive interference. the reason for this is to capture the
detector full intensity. and that leads to the count in time.

2. If there is no coincidence of the bases of the third partv and the authenticated
participants. In this case, the detector is transferred to the blinding mode. the
cause of which is not enough intensity in time. The intensity with which the
detector exits the blinding mode registers the signal as a linear device. and is
equal to Iy, and the intensity with which the detector is blinded (lies in the “no
click™ zone) is equal to Ty. (Iy <~ Iip).

The intensity of the falsified state is equal to 7. The intensity in the side
time windows (see I'ig. 2) does not depend on the choice of third party bases
and authenticated participants and is equal to Tyuq..0/8 (see Fig.3.3 and formulas
(3) - (7). In this case. two situations are possible: a) The intensity of g, q
is such that in the side time windows, where the intensity does not depend on
constructive or destructive interference, it is equal to L pgenea/8. At the same time,
A poekea/S is obviously less than the threshold intensity Zy,. at which the detector
works as lincar. but more than the intensity . which causes the blinding effect:
Ly < Tpeed =< Iy There will he no conuts in the side time windows (Fig. 3.2),

) The intensity Trpepeq in the side time windows is equal 10 Traepea/8. less

than the threshold intensity 7, and the intensity £y causing the blinding effect:
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Lrackea/S < Iy Iy In this case. counts in side time windows (Fig. 3.2) will
take place. The detector is not blinded and works as a single-photon counting
mode. The whole point of the threat from the third party comes down to what
she is trying to guess. but at the same time minimizes the ratio of permissible and
~reeeived errors as a result of the 'distﬂbuﬁon---pl';jCGSS-, il attempts to guess will be
in vain, and she will reveal herself about her presence.




4. Development and implement
quantum encryption meth-

ods for key generation

4.1 Make source code for MatLab

We use quantum protocols BB84 for create a key. Dosf)ifo this. the kev must
comply with several laws of cryptographic reliabilitv: 1) It must be absolutelv
random. 2) Tt must not be applied twice, 3) And the key length must not be
shorter than the message itself. For classical algorithms. there is a problem that
i< partially solved - this is the generation of an absolutely random number. How
wonld not complicate the mathematical process, in technical terms, it remained
not perfect. Only with the use of quantum technologies this became possible.
This is one of the main advantages of the quantum world. We tried to combine
quantum wethods with classical ones. One of the sought-after classic arcas that
heeds a symmetric key creation is the creation and exchange of tokens for authen-
tications. The use of the token has recently reached a new level with the advent of
cryvplocurrency. The relevance and security of tokens is the fundamental direction
of the development of cryptosystems. Quantum methods give a new opportunity
to use svimetric eneryption algoritlims. By default. the length of owr key should
hot be less than 256 bits to comply with the thivd law of Shannon. Therefore.
wo will generate the key with at least 576 qubits. We have vet to analvze in the
(utnre what 1ime interval is optimal and maximum use of the key. after which we
will Liave to restart the generation.

o will try to show step by step how we generate the key hetween Alice and

Baoh
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using for encode bits

Baxsis:

/3

qT—ef}

Alice implementing operation T : {0.1} — H

(
e if(r. y) = (0,0).
T(r.y) = | €] if(w. y) = (1,0).
€ if(x.y) =(0,1).
\6;‘ if(r.y) = (1.1).
IT (e )|l =1 )

Alice generated bits and basis randomly for use this in kev generation

Yequire: Random Generator (0.1). T.n

Ensure: Strings a. b € {0, L} nandsequence({ v:}),=,

We randomly gencrate bits of information a

a4+ (a.... @) €{0.1},

Then randomly generate hasis for encode bits by, ..., b

b (bl:-“abn)

locally store our bits « and list of basis b

repeat
|L“;> — T(a;. [),)

transmit |v;) to Bob via quantum channel

t—1+1

until ¢ >~ n

llere:  n - nunber of qubits  a - bits of information

[12;) - encoded state of qubits

.....

(1.3)

b - basis that Alice

Bob received encoded state of qubits and trv decode with help basis. which

lie choose randomly

s
<

In Bob side we require random generator ({ 0.1 }) for A = e )(e,|. for

{+. x. }. n.sequence| vy, for i, LLon
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After process Bol will have two strings of » bits /. 0 €{ 0.1 },

Randomly gencrate list of hasis by... .. v
! !/ /

Ve (H.... ) e {01}

n+—1

Repeat

if ) = 0 then

Ask whether M, takes value 1 in state |u;)
clse | |
Ask whether 1/, takes value 1 in state ;)
end if
it counter triggered then
a1
clse
a, 0
end il -
i — 1+ 1
until ¢« - n
J e () €401,

Bob transmit string 0" € {0.1} to Alice via public classical channel

All

information and result Bob store locally a’.b" M - list of basis. with the lLelp of

measure Alice’s qubits 0’ - one basis of Bolb - result of Bob, which he obtain

alter measure

After measure Bob sent list of basis to Alice and she compares bases, and

discards all the mismatched
Alice have 0.0" € {01}

I this situation we ensure that sequence (k... &) (with L < n) of posi-

tions of coinciding bits
c— bl
i1
k1
Repeat
b min{j: k< j< nsueh that with j=0 }
it &< nthen
ki, +— k



end if
. until A > n
L+—~1—1

- Adice-transmit (£, ..., &) to Bob via public c:la:ssif-aljcjhallnel

If no eavesdropping on quantum channel

P(d,..... C’;:) = (apy.....qp) =1
ai | bi [y | U (uilMyws) | a0 | (Wi ALidy) a’
0|0]¢ |0 0 0 1] 1,2 Oorl
1 ]0fef |0 1 1 |1 1,2 0orl
0[1|e |0 172 Oorl|1 0 0
1|1 ]e |0 1/2 Oorl|1 1
if b; = b; then P(a; = a;)=1 Certainty on coincidences although a’s never
exchanged

If no intrusion, Alice and Bob will use ¢ — sampled at places of coincidence

— as kev because

(a.’kl, e (L;‘,L) = (ap.. ... a,)

Code in Appendix A.B




4.2 Create Simulink model based on quantum en-

cryption

rend S . P 238 Resomel s : .
rrse 2 b
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Protocol B92

4.3 Quantum encryption methods for token gen-

eration

When we have a secret key. is to choose an algorithm for encrvption. There are
fwo types of algorithms. svmmetric and asymmetric. An asymmetric algorithn is
an encrvption method that uses two types of kev. public and private. The public
kev is used to encrypt a message. and with a private key to decrypt it. At the
same time. the public is accessible to everyone, but the private is not. There
are several tvpes of asymmetric ciphers: RSA. DSA. Elmagal, Diffic-IHellman
ECDSA. ete. A svmmetric algorithm is a more intuitive encryption cycle. In this
method there is only one kev. with which encryption and decryption is performed.
And the higgest probleny in this algorithm was to implement a secure kev exchange
method between the two parties. The advantages of a svmmetric algorithm over

Al asvietric one are that it is simpler and it is allowed for the keyv length to
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he less than the message itself. There are several tvpes of synunetric algorithnis:
AES. DES. 3DES. PC2, PC5. BLOWTISH. TWOFISH. NUSH, IDEA and so ou.
In otr case. to create a token. we will use an algorithm that is used by default.
this is the HS236 algorithm. '

Using the BB84 protocol. we generated a secret kev-between Alice (SECRET-
KEY-ALICE) and Bob (SECRET-KEY-BOB). Now we can use this kev to start
the authentication process. Authentication implies the use of tokens. which con-
tain all the necessary information for this. but all this information is cnervpted
using a secret key. The entire process of creating tokens we will carry out with
the help of the Pvthon libraries. In our case. the "PyvJwt™ library will be suitable
for this.

After we have chosen the algorithm for encrvption and have generated the
secret kev. it remains for us to fill in the pavload with the information that we

need to send in the encrypted form.

Listing 4.1: Pyvthon code for choose data and parameters

SECRET KEY_ALICE = "10CF97807AA5CI90EF 1995652E1
____________________ 994AEFEFFFYDA9T305BBB1ADIBE

05SD570D559DALSSCLA "

- — e e = e =

ATGORIITIM = "HS256G°

EXP_SECONDS = 30

user id = 7

pavioad = { “user _id “:user_id,
“exp :datetime.utenow () - timedelta(scconds=EXP SECONDS) .
‘name : John_Smith .
“sub T 71234567890 7.
“jat T T1516365222°

}

Once we have filled out all the necessary information, with the help of the
library we will begin the process of encryption:

Checking token after encode:

Results:

Listing 4.2: Python code for encode data

'[’ulwn*(-uu)(lc(l jwi.encode (pavload ,
SECRET_KKEY _ALICE.
algorithm:- ALGORITIND
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'
|
'
!
!
'

print( "Token:_ .Token encoded)

Token: b evJ0eNAIOIJRVIQILCIhbGeiOiJIUZITINIJO .
________ evJ 12V N2k jo3LCIeHATOFEINT M INZEZA G Ushin
SLDWUIOLTRD 2 IFNtaXRoliwic3ViljoiMTIZND U2
Nzg5bMCIslnhd CIGGETMTY 2N UvMjLifQ .
vLLO3XgDgvwWwDqTadaOniXrLBWnlZvSzZohPHuBik -

R

Bob. having received the token. starts the decryvption process with his sccret
kev. which he and Alice generated ‘
Checking results after decode

Bob results:

Listing 4.3: Python code for decode data

SECRET KEY BOB = "10CF9780TAASCH90EF19956%2E1
__________________ 99JALFEFFFID 197305BBB1ADSBE

0IDHTODSLKYDAIGSCLA "

Tul{cﬂ_d(‘('udt‘d — jwi.decode (Token_encoded
SECRET KEY BOB.
algorithms=ALGORIITN\])

print( “Token_which _Bob_decode: " . Token_decoded)

Token which Bob decode:  {"user_id": 7. ‘exp’: 155387132
‘name ¢ John_Smith T,
“eub T T1234567890 7.
“iat T T1516365222°

4.4 Analysis of the results in the formation of to-

kens

Two cases were modeled. in the first case the moment when the third party has
the ability to copy the qubit is recreated. although this is mmpossible. and it is
precisely this impossibility that the flawless protection of quantumn cryptography
lics. The opportunity arises from the fact that the equipment does not fully meet
and respond and somewlhere it is not vet possible to recreate all the requirements
of quantum states. In simulations. qubits with a length of 20.30.10 were modeled

and they were generated 20 times cach. and as a result of this simulations, results



were obrained i which a third party with different indices was able to intercept
an average of 50% of the generated kex. as shown in appendixes D. and the graph

ix on average drawn relatively by a line. which is the same regardless of the length
of the qubit.

TAlice and Bob keys:| - oo
Eve results:

Length of qubit- 20

e AT

g 5o
g <o

g
1o

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
20 64% 63% 36% 54% 75% 55% 64% 50% 50% 38% 67% 38% 86% 38% 33% 50% 75% 56% 50%
) . )
Figure 4.1: Case 1: Length of qubits 20
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Figure 4.4: Graphics of Case 2 ..

In the sec ond case. a case is simulated that meets all Lhe requirements of quan-
tum conditions. and during simulations the results were obtained, demonstrating
that with ideal equipment. quantum encryption using the quantum state makes
it possible to detect the presence of a third party. as shown in the graph. and in
this simulation qubits with a length of 20.30.40 and 20 times were also used.




5. Conclusion

Quantum cucryption is one of the most popular trends in recent times, and the
importance of these studies will grow as the appearance ol quantum computers
approaches.

Tn myv theses there was an attempt to study and model the quantum state on
\latlah. In simulations. two cases were simulated: In the first. a case was demon-
strated when not perfect equipment was used to create and transmit qubits. which
makes it possible to intercept information without violating the integrity of the
cnervpted information. At the same time, the third party manages to intercept
only 50% of the gencrated key. but with different indices. In the second. the ideal
case for quantum states was simulated. with the main analvsis being introduced
{0 the detection of a third party. The simulation revealed that a third party was
identified with the errors it generated.

After modeling during the creation of tokens. results were obtained. that demon-
strate that the use of technological equipment. which does not fully meet the
requirennents of quantwn mechanics and is not able to perfectly recreate the con-
ditions and conditions of guantum physics. leaves vulnerabilities that attackers
can use with very technological equipinent. since not all the conditions of a quan-
tum are met. But for quantum technologics. it develops very quickly and the
in thing the world needs in these technologies, and the discrepancy in the

1ma
technological aspect is a matter of time. which will be solved in the next decade.
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A. Appendix A

Listing A.1: Insert code directly in vour document

/ plot Bloch Sphere

[Xs, Yx, Zx) = sphere(25);
mySphere = surf(Xs, Yx, Zx);
axis equal

shading interp
mySphere.FaceAlpha = 0.25

line([-1 11, [0 01, [0 0],’LineStyle’,’:’, ...
’LineWidth?’, 1, ’Color’, [0 O 0]

line ([0 01, [-1 11, [0 0],’LineStyle®,*:*, ...
»LineWidth’, 1, ’Color?’, [0 0 0]

line ([0 0], [0 0], [-1 1],’LineStyle’,’:>, ...
»LineWidth’, 1, ’Color’, [0 0 0]

text (0, 0, 1.1, ’$\leftlOu\right>$’, ’Interpreter’, ’latex’,
'FontSize’, 20, ’HorizontalAlignment’, ’Center’)

text (1.1, 0, 0, ’8$\leftl,+,\right>$’, ’>Interpreter’, ’latex’,
yFontSize’, 20, ’HorizontalAlignment’, ’Center’)

text(-1.1, 0, 0, *$\left [ ,-u\right>$’, ’Interpreter’, ’latex’,
»FontSize’, 20, ’HorizontalAlignment’, ’Center’)

text (0, 0, -1.1, "$\left |yl \right>$’, ’Interpreter’, ’latex’,

»FontSize’, 20, ’'HorizontalAlignment’, ’Center’)

Listing A.2: Insert code directly in vour document

Y Visualize Bloch Vector

= o 1; 1 0];

N <

y = 1i * X * Z;
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H = (i/sqrt(2)) = (X + Z);

1]

bin2vec(°07);
bin2vec(’1?%);

EO_plus
El_plus

i}

E0O_X
E1_X

(EOrplus + El_plus)/sqrt(2);
(EO_plus - El_plus)/sqrt(2);

plotBloéhSphere

rho = ket2dm(ket0);
lambda0 = ket2bv(EO_plus);
lambdal = ket2bv(El_plus);
lambdaXo0 ket2bv (E0_X);
lambdaX1 ket2bv (E1_X);

I

plotBlochVect(EO_plus,[l 0 01);
plotBlochVect(El_plus,[l 0 01);
plotBlochVect(EO_X,[O 0 11);
plotBlochVect(El_X,[O 0 11);

function rho = ket2dm(ket)
Y Convert ket tp a density matriz rho

rho = ket * ket ?’;

end

function lambda = ket2bv (ket)
rho = ket2dm(ket);

¥ = [0 1; 1 0];
7z = [10; 0 -1];
vy = 1i * X * Z;

lambda = [trace(X*rho); trace(Y*rho);

end

function plotBlochVect (ket,color)
lambda = ket2bv (ket);

someBV = line ([0 lambda(1)], [0 lambda(2)], [0 lambda(3)]

trace(Z*rho)];

'LineWidth’, 2, ’Marker’,’0’,’Color’,color)

end
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B. App‘&e*mix B

Listing B.1: Insert code directly in your document

function [a,b,el = bb8a(n)
fprintf(’\n\n===uBB84uprotocolL===\n\n:)-
list_qubits = cell(i,n);

hadamard (1)

]
i

AR Alice generates bits and basis ------
bits = rand(1,n) > 0.5;
basis_A = rand(1,n) > 0.5;

result_A = 1:1;

for a=1:n
if bits(a)==
result_A(a)=0;

else
result_A(a)=1;

end

end

EO_plus = bin2vec(’07);
E1_plus = bin2vec(’17);

n

(EO_plus + E1,plus)/sqrt(2);
(EO_plus - E1_plus)/sqrt(2);

E0_X
E1_X

Alice encode qubits ---------------

for k = 1:n
if basis_A(k ==0
if bits (k)==0



phi = EO_plus;
list_qubits{k} = (H*phi);
else
phi = El_plus;
list_qubits{k} = (H*phi);
end
else
if bits(k)==
phi = EO0_X;
list_qubits{k} = (H*phi);
else
phi = E1_X; ,
list_qubits{k} = (H*phi);
end
end
end
| Alice sent list qubits to Bob -------c---__.
|/ Eve eavesdrop qubits -------oooo L. ____
n E = length(list_qubits);

basis E = rand(1,n_E) > 0.5;
1:n_E;

result_E =

for i = i:n_E
if basis_E(i) == 0

pppP = pretty(measure (H*1list_qubits{il}));

if ppp == pretty(measure(bin2vec(’17)))

result_E(i) = 1;

elseif ppp == pretty(measure(bin2vec(’0’)))

result_E(i) = 0;

else
disp(’Elsely:’);

disp(pretty(measure(list_qubits{il})));

end
elseif basis_E(i) == 1

PPP ~

= pretty(measure(list_qubits{i}));

if ppp =< pretty (measure(bin2vec(’1°)))

result_E(i) = 1;

elseif ppp == pretty(measure(bin2vec(’0’)))

result_E(i) = 0;

else

17



disp{(’Else2,,:°);
disp(pretty(measure(list_qubits{il})));
end

end

Ko ommmmmmmmmrmo Eve encode and sent list qubits ---s---------

|list_qubits_E = cell(1,n_E);

for e = 1:n_E

if basis_E(e)==
if bits(e)==

- phi = EO_plus;

list_qubits_E{e} = (H*phi);
‘else o
phi = El_plus;
list_qubits_E{e} = (H*phi);
end -
else
if bits(e)==
phi = EO_X;
list_qubits_E{e} = (H*phi);
else
phi = E1_X;
list_qubits_E{e} = (H#phi);
end
end
end
§ ammmmmen Bob recetved list qubits ----------
PP Bob generated basis ------------
n_ B = length(list_qubits);

pasis_B = rand(1,n_B) > 0.5;

result_B = 1:n_B;
for i = I:H_B
if basis_B(i) == 0
pPPP = pretty (measure (H*list_qubits{i}));

18



if ppp == pretty(measure(bin2vec(’1°)))
result_B(i) = 1;

elseif ppp == pretty(measure(bin2vec(’0’)))
result_B(i) = 0;

else
disp(’Elsely:.2);
disp (pretty(measure(list_qubits{i})));

end
elseif basis_B(i) == 1

ppp = pretty(measure(list_qubits{i}));

if ppp == pretty(measure(bin2vec(’1’)))
result_B(i) = 1;

elseif ppp == pretty(measure(bin2vec(’0’)))
result_B(i) = 0;

else

disp(’Else2y:7);
disp(pretty(measure(list_qubits{il})));

end
end
end
Y —--mm-mm- Create keys --------------
keys = [1;
count = 1;

for c=1:n
if basis_A(c)==basis_B(c)
keys (count) = result_B(c);

count = count + 1;
end
end
xeys_E = [];
count_E = 1;

for c=1l:n
if basis_A(c)==basis_E(c)
keys_E(count_E) = result_B(c);

count_E = count_E + 1;

end

= result_A;
= result_B;

e = result_E;
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C. Appendix C =

Listing C.1: Insert code directly in vour docwunent

function y = bb92(n)

H = hadamard(1);
bits_ A = rand(i,n) > 0.5;

list_qubits = cell(l,n);
EO_plus = bin2vec(’0’);

bin2vec (’17);
(EO_plus + E1_plus)/sqrt(2);

El_plus
EO_X =

for i=l:n
if bits_A(i) == 0
list_qubits{i}= (H*EO_plus);
elseif bits_A(i) == 1
list_qubits{i} = (H*E0_X);

end

n_E = length(list_qubits);

basis_E = rand(1,n_E) > 0.5;



bits_E = [];

for e = 1:n_E
if basis_E(e) == 0

ppp = pretty(measure(H*list_qubits{e}));

Xdisp (ppp);

if ppp == pretty(measure(bin2vec(’1’)))

bits_E(e) = 1;

elseif ppp == pretty(measure(bin2vec(’0’)))

bits_E(e) = 0;
else '
disp(’Elsely:’);

disp(pretty(measure(list_qubits{el})));

end
elseif basis_E(e) == 1

ppp = pretty(measure(list_qubits{e}));

Jdisp (ppp)

if ppp == pretty(measure(bin2vec(’1°)))

bits_E(e) = 1;

elseif ppp == pretty(measure(bin2vec(’0’)))

bits_E(e) = 0;

else
disp(’Elsely:’);

disp(pretty(measure(list_qubits{el})));

end
end

end

result_E = [1;

ccc_E = 1;
for e = 1:1length(bits_E)
if bits_E(e) == 1
result_E(ccc_E) = basis_E(e);
ccc_E = ccc_E + 1;
end
end
P e EE T



n_B = length(list_qubits);
basis_B = rand(1,n_B) > 0.5;
bits_B = [];

for b = 1:n_B
if basis_B(b) == 0
ppp = pretty(measure(H*list_qubits{b}));
Adisp (ppp); ‘ J

if ppp == pretty(measure(bin2vec(’1’)))
bits_B(b) = 1;

elseif ppp == pretty(measure(bin2vec(’0°’)))
bits_B(b) = 0;

else
disp(’Elsel,:’);
disp(pretty(measure(list_qubits{b})));

end
elseif basis_B(b) == 1 )

ppp = pretty(measure(list_qubits{bl}));

Jdisp (ppp) ’

if ppp == pretty(measure(bin2vec(’17)))
bits_B(b) = 1;

elseif ppp == pretty(measure(bin2vec(’0’)))
bits_B(b) = 0;

else

disp(’Elsely:’);
disp(pretty(measure(list_qubits{b})));
end ’
end

end

result_B = 1

ccc_B = 1;

1:length(bits_B)

for b =
if bits_B(b) == 1
result_B(ccc_B) = basis_B(b);
ccc_B = ccc B + 1;
end
end



result_A =

ccc = 1;

for a = 1:length(bits_A)
if bits_B(a) == 1

result_A(ccc) = bits_A(a);

ccc = ccc + 1,
end
end
R AL
A Results --------------
e AEEEEEE LR
A dlice -—--====c==-=----==-

rev_result_A = [J;

for a = 1:length(result_A)

if result_A(a) == 1
rev_result_A(a) 0;

clseif result_A(a) =

1}
o

rev_result_A(a) 1;
end

end

ydisp (’Binary to Hezadecimal: ’);
naryVectorToHex(result_A));

disp(bi

disp(binaryVectorToHex(rev_result_A));
disp(?-----------mmsooooTosmmommomooos
et Bob

rev_result_ B = [J1;

for b = 1:length(resu1t_B)

if result_B(b) ==1
rev_result_B(Db) 0;

1}

elseif result_B(b) =

rev_result_B(b) 1;

end

end

’);

ydisp (’Binary to Hezadecimal:

poa
—




|

isp(binaryVectorToHex (result_B));
.isy(binaryVectorToHex(rev_result_B));

S Eye ---ccmmmm e e aaao

ev_iresult_E = [J];
of‘e = 1:length(result_E)

Eif result_E(e) == 1

? rev_result_E(é) = 0;
gelseif result_E(e) == 0
f rev_result;E(e) = 1;

Eend

-sé(binaryVectorToHex(result_E));

disf(binaryVectorToHex(rev_result_E));
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D. Appendix D
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