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Abstract 

Quantum cryptography is one of the areas that has been studied very deeply 

lately. Vhe whole new world is very closely connected with network resources. Due 

to the inminent era of quantum computers or very powerful computing SVSTCLIS, 

the entire existing cryptosystem was under threat. And many see a way out of 

this situation in the use of quantum svstems. At the moment. it is verv ditheult 

to implement all aspects of quantum systems. duc to the limitations of existing 

technologies. Despite this, some aspects can all be put into practice. burt most 

aspects are only mathematically vealized. In this master’s thesis. au attempt is 

made to implement these aspects on the MatLab platform.



Angatia 

Kwantrbik Kpulrorpadcbist - Colfbl VakbItra ere Tepel 3eEPTTOAVeH CAAATAP, WIL 

Olpl. Zana eM Wek pecvperapMen ThIrbrs Gaiianbicrpl. Kantrrpik KO. 
NBIOTEPACPAIL HeEMece ETC KYATTbI eceltey aK\teclepinilt, watizta OOIY KEBCTLNE 

Gali IICTbI. OAP-AIK KOSLIAIDICTAPbL KPIILToxKy ile Karepre YUlbipactbt. Woirre- 

POH aap KBAHTTDIK aK yilesleps HatlLlalanvla Oy) wary tb) Kepecii. Kasipri 

Ke3lC KOJLTAHBICTAPbI TCXHOMOFHALApALIN, WeKTeWwiepine Oali1aNbICTbE KBANTTbiK 

*AYHelepUl, OapTbIK ACHeKTLIepiH icKe acbIpV eTe Kubi. Ocbiran KabaMacran, 

KCHOIp ACHCKTCD-A KOAIALV Ta GOslatbL. Gipak KeILreren ACHEKTLICD TOK MaTe- 
MATUKAIDIK TYpAC AKY3ere acasibl. By MaPieTpaiK UICcepTaluiac bik ARYMbICTA 

MatLab naardopmacpitrta ocpt acnentieps icKxe acbIpyra opeKeT wAxacacLtpt. 
I
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AHHOTAUMA 

Keanronas KpuuTorpadtis O-LHO 13 HalpaB.tenitit KOTOPOC OUCH WIVOGOKO HW3VUa- 

eTCA BOC eTHee BpeMaA. Bech HOBbUT Mp OYeHb TCCHO KONTAKTIHpVeT © COTCBBIMII 

pecypcamil, T]3-3a rps ivinett B CKOpOM BDeMeHIL IHONT KBANTOBDIN, KOMITDIOTOPOB 

IMT ONCHb MOWMDIX: BbIMTCHITCAIBHDEIX CHCTOM. BCH CVILECTBVIOMNLA Kpiilroci- 

CTOMA ORAZBALOCD HOLL VEposoeli. TT Muorne BIL wir BbINOLL 13 -LaHHodt CUTVaALTE B 

NCHOIb30BaHIHE KBAHTOBbIX cucrea. Bo 2aHbiil MOMCHT OYCILbD 3ATPV ANH TOlIbHO 

pea TN30BaTh BCC ACHCKTbE KBaliTOBbIN CHCTOM, 113-38 OFpaHMUCHHOCTIL CVULECTBY- 

IONMIN TeXHOslortit., HecMorpst Ha 3TO KAKIC-TO ACHEKTI BCC AK ViLACTCH PeCALIT30- 

baTh WA UpAKTUKe. HO GOMBITIMICTBO ACHCKTD SHIMIb pCact30Ballbl MaTeMatine- 

cnt, B qannoti marucrepenofi surecepraiuifi cyelaercd HOMbITKa PCAPOBATE ITH 

ACHEKTbI Ha teiardopMe MatLab.
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l. Introduction 

1.1 Motivation 

Quantum cryptography is a very dynamic branch of modern cryptographic science. 

promising mauVy new perspectives in traditional areas of application - diplomatic 

communications, military. business and other areas that require the transfer of 

secret information, Experimental and theoretical work on quantum cryptography, 

carried out until today. considered a variety of various exchange schemes and pro- 

tocols, as well as the stability of these schemes aud protocols in relation to various 

methods of unauthorized access. Among the already considered techniques, there 

are many quite complex ones that are practically wnrealizable in the framework 

of the technoloev of the foreseeable future. 

1.2 Aims and Objectives 

- \nalvze quantun systems to enervpt and development of the models with; quan 

tin states for use in the classical models. 

- analysis tools and platforms for develop quanta svstems 

- analvsis of protocols BBS4. B92... 

- development of a model for key generation based on the BBS4 protocol in \Lat- 

lab 

- plementation of quantum cneryption methods for token generation 

G



2. Analysis of models and meth- 

ods quantum system with 

encryption 

Since ancient times, people have sought wavs of communication that would one 

sure the preservation of the transmitted information in secret from third parties. 

which was Huportant for the needs of diplomacy. trade. military Affairs and love 

correspondence. Various types of information coding were used for this Purpose, 

All of them provided the scerecy of the transmitted information in one Wav or 

another. but none of them gave absolute protection. Tn 1978. vernam Tnvented 
the cipher. for which later. at the end of the L0-ies.. was held proof of absolure 

secrecy. The conditions of this secrecy are. in fact. the main drawhack of (his 

cipher: a completely raudom key of the same length as the transmitted ICsxaee 

ix reqtired. and this kev should be used only once. Therefore. before Vou can 

send a secret mnessage. you must first pass through a channel that is highly secure 

from unauthorized access. the sane length of the message containing the socret 

key. Such a system is cumbersome. inconvenient to use and expensive. which is 

why if is rarely used. In the 70s, the so-called public key ervptography sVston) 

was invented. im which there are two keys: one for cnerypting messages, publicly 

disclosed. and the other for decrypting, kept secret. This system is now ised 

almost evervwhere. although its secrecy has uot beeu strictly proved by alivouc 

vas. indeed. the opposite has not been proven). “This system is based on a special 

kind of functions. the calenlation of which in one direction is not ditticult. aya 

in (he opposite direction - very difficult. Th particular. the problent of caleutat- 

ine the secret key in the presence of a public key is reduced to the problem of 

factorization of large nuubers. which is considered difficult to solve intil noy. 
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lowever. due to the expected appearance of quanti computers for which fast 

factorization alyorithims have already been developed. public kev svstenis may 

lose their effectiveness. “Therefore. there was a need for cryptographic svstems 

based on other principles. The work "Conjugate coding". which was written by 

Stephen Wiesner from Columbia University. at first few people noticed and not 

even published. marked the beginning of a new direction in ervptographic seionee - 

quanttan cryptography. Init. thanks to the laws of quantum mechanics. it became 

possible to distribute between two or more subscribers a secret kev that mects 

all the requirements of the Vernam cipher. which means the absolute secrecy of 

the transmitted information. Tn 1954. Bennett and Brassard patented the first 

exchange Protocol for a quantum cryptographic svstem, known as BBs bl. Sineo 

then. interest i quantum cryptography in the world began to grow extremely 

quickly. and to date. a huge munber of studies have been conducted. affecting 

various aspects of it. According to the authors of BBS 1. quantum cryptography 

ix a method that allows two users who do not initially have any secret data com. 

mon to them to agree on a random key that will be secret from a third party 

who exercises tauthorized access to their communications. In ervptographic sei- 

ence has developed its own traditional terminology. somewhat specific sounding 
at first glance. but very convenient in practice. Thus. legal users are traditionally 

called "Alice" and "Bob". while the person who performs mauthorized access is 
called "eve" We will not deviate from the canons and will keep this terminol 

‘own in this paper. The main quantum mechanical principles that form the basis 
for quantum cryptography are: 1. The inability to distinguish between absolutely 
two non-orthogonal quantum States The arbitrary state of anv iwo-leve] quantum 

mechanical svstena can be represented as a linear superposition of its eigenstates 

and with complex cocticicnts: . where. The laws of quantum mechanics do hot 

allow to distinguish two quanti States absolutely reliably 

and . if not mict — 0. 1.0. the States are orthogonal. 2. The prohibition of 

cloning theorem Due to the unitarity and linearity of quantum mechanics. it is 

nupossible to create an exact Copy of an unknown quautwmn state without affect. 

ing the initial state. For example. suppose Alice and Bob use two-level quantum 

svetonis to transit information. cucoding bits of data by the States of these sy 

toms. Hfeve intercepts the carrier of piformation sent by Alice. measures its state 

and sends further to Bob. then the state of this carrier will be different. thay vt 



necasnrement. Thus. cavesdropping on a quanti channel induces transuiission 

errors that can be detected by Ievitimate uscrs. 3. Quantum entanglement Two 

quanti mechanical svstems (even separated spatially) can be ina state of cor 

relation. so that the measurement of the selected value carried out on one of the 

systems will determine the resul€ of the measurement of this value-on the other, 

This effect is called quantum entanglement. None of the entangled svstems is in 

a certain state. so the entangled state can not be written as a direct product of 

the States of the subsystems. The singlet state of two particles with spin 1 2 cay 

serve as an example of an entangled state: 

The measurement performed on one of the wwo subsystems will give with equal 

probability or . and the state of the other subsystem will be opposite (.e.. if the 

measurement result on the first svstem was . and Vice versa). 4. Causation and 

superposition Causality. which is not initially an ineredicnt of ou-relativistic 

quantinn mechanics, can nevertheless be used for quantum cryptography in con. 

junction with the principle of superposition: if two systems whose States form aA 

certain superposition are separated in time. without being connected by causality, 

it is tmpossible to determine the superposition state by taking measurements On 

each of the systems sequentially. The conumuication process will be discussed 

in detail on the example of the BBS Protocol. as historically the first. and ost 
poplar at the moment. The remaining protocols will be described very briety 

As for the specific schemes of quantum cryptographic installations. hore vill he 
considered only those of them. eavesdropping which is the subject of this st udyv 

using the exchange protocols BBs.L aud B92 on phase states.



3. Development of a model in> 

Matlab for key generation 

based on the BB84,B92 Pro- 

tocol 

3.1 BB84 Protocol 

The first exchange Protocol for quantuin cryptography. called BBS4 l4]. was ine 

vented by Bennett and Brassard in 1984. It uses four quantiun States of a two. 

level system to cucode information. forming two conjugate bases (indicated here 

by letter indices A and By: (sce Figure 3.1) 

Ilore. the states |0.4) and {14) encode the values “0” and “1” in basis \. and 

Oy) and |1 p) encode the sane values in basis B. We can Mnagine them as polar- 

ization states of a particle with spin 12: |0.4) and [1.4) correspond ta horizontal 

(0°) and vertical (90) polarization directions. and |Oy) and |1,) correspond to 

two diagonal directions. namely 45° and —45° (obtained from |04) and Ha) by 

rotating the coordinate system by 15°), Two states belonging to the sane hae 
sis are orthogonal. that is. they can be distinguished reliably provided that the 

mncasurements are carried out in the same basis. However. a measurement in the 

wrone, basis (1.¢., for example. an attempt to determine which of the two polar- 

izatious - 0° or 90° = has a particle that is actually polarized at an angle of 45° 1, 

will give an absolutely random result. 

We first describe the Protocol under the assumption of no noise in the quanti 

channel. then modify the description to take noise into account. laformatioy 
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¢ 

-) = (10) - j)) 
Figure 3.4: All bases position in Sphere Bloch. lO). Py. 4) = “eos = 13), 

exchauge is carried out in two stages: first (hroueh the quantum channel. they 
through the usual channel open to eavesdropping ‘for example. via the Internet ;, 
In the first stage. Alice chooses randomly and with equal probability one of the 
four quantum States [04). iL), IOn). [Ip). and sends it to Bob on the quanta 
channel, fixing in their records the value of the data bit and the basis in which 
it is encoded. Bob measures the transmitted state in One Of {Wo possible bases A 
or B. selected independently of Alice, randomly aud with equal probability. alsc 
recording the measurement result and the selected basis. If the basis selected hy 
Bob for the measurement matches the basis selected by Alice for trausmnissioy,. 
the data bits of Alice and Bob will be identical: otherwise they will coincide with 
probability 12. Alice and Bob repeat this procedure N times. as aresult of which 
each of them will have a string of bits of length N. Since the choice Of bases was 
carried out by users randomly and independently. in about 50% of cases they wil] 
choose different bases for transmission and detection. 

In the second stage. Alice aud Bob conununicate through an open channel, which. 
however, must have the property that eve can not change the messages transmit. 
ted hetween them. Alice and Bob tell cach other the values of the bases they nsed 
in the transmission. and agree to exclude from their data those bits for which 

the transmission and detection bases did not coincide, ‘The resulting string bit is 

| |



called the raw key. 

Let us unagine that eve carrics out eavesdropping the quantum chanucl. captu- 

ing the media information sent by Alice. by measuring their state and forwarding 

them next to Bob. This strategy is called “interception regeneration’. We will 

consider here only those cases in which Alice and Bob have chosen the-same bases 

‘the remaining bits will be excluded from the final kev in any case). Sinee Eva is 

furced to choose the bases for detection randomly and independently of Bob and 

Alice. then approximately 50% of the bases of eve and Bob will not coincide. ‘The 

results of Bob's measurements will be random, but approximately 50% coinciding 

with Alice's data. ‘Vhus, Bob's measurements will give the correct result: with 

probability 12.0 12" 12 3 L while in the absence of eve they would give 

the correct result alwavs. 

This mcans that in order to perform the Eva presence test. Alice and Bol unuast 

compare publicly some randomly selected subset of their data (of course. not Using 

then the data bits from that subset). Tf there are errors. it means that Eva was 

eavesdropping: in this case. the data is discarded and the transfer process begins 

from the begimming. Tf there are no errors. the remaining bits form the final SECTOT 

kev. 

There is. however. another way of eavesdropping. known as "beam splitting", The 

principal feature of it is that Alice aud Bob are uot able to determine the presence 

of this kind of eavesdropping in the channel. It is known that with the widely usec 

method of obtaining single photons. namely. the attenuation of laser radiation to 

the average photon intensity ye < 1 per pulse. a certain proportion of the output 

radiation will contain more thant one photon per pulse (this is determined by the 

Poisson statistics, to which the laser radiation is subject). Thus. putting au op 

dinarv divider in the path of photons, Eva can get some information about the 

kev. and without making mistakes in the transnission. “This possibility is taken 

into account hy Alice aud Bob in the process of obtaining the final sceret ko: 

they exchide from their data the number of bits corresponding to the amount of 

information that Eva can receive as a result of this attack. 

The above for the second stage is valid only for an ideal. silent quantum channel. 

But in the real chanuel there is always noise, so some discrepancy in the data of 

Alice and Bob will always be, even in the absence of eavesdropping. Since A]jce 

and Bob cannot distinguish between errors that cause cavesdropping and orrors 

12



caused by natural channel noise, they have to asstue that all transmission crrors 

are caused by eves presence. At this stage of the exchange in an open channel is 

complicated. 

First. Alice and Bob extract the raw key as described above. and. of conrse, 

those broken intervals are removed where Bob could net project the particle at 

all (for example. due to an imperfect detector. or because of the imperfection of 

the method used to generate single photons). Tt is necessary to tell that in real 

systems of such intervals the majority. 

Next. Alice and Bob make an estimate of the percentage of errors ia the raw ki Vy 

publicly comparing their randomly selected subset of data. which. of course. wil] 

be excluded from further consideration. LH the error rate exceeds some specitiod 

level. it Will be impossible for Alice and Bob to come to the shared secret kev. Tn 

this case, all data is discarded and the transfer process starts again. If this lovel 

ix not exceeded. Alice and Bob move on to errer correction. 

The goal here is to remove all errors from the raw kev and arrive at a common. 

error-free cade sequence (which will. however, be only partially secret. due te the 

fact that some information will Ieak to eve during the correction process itself). 

To begin with. Alice and Bob make some raudou permutation of their dat a in 

order to randomize the error position. After that. the lines are divided into bloc ss 

of length 1. and this length is chosen so that the probability of detecting more than 

one error in the same block is small enough (lis chosen based on the esthnated 

percentage of errors in the raw key). For cach of the blocks. parity is checked, 

aud then the last bit of each of the compared blocks is excluded. If Alice and Boly 

do not have the same parity, a binary search for the location of the erroneous bit 

is performed inside the block, with the exception of the last bits of the cColnpared 

subunits. The found erroneous bit is also deleted. The whole process (permiuta- 
tion. block partitioning and parity checking) is repeated the required number of 

times. after which the same actions are performed. but with parity checking in 

randomly selected subsets and excluding a randomly selected bit. Finally. if qe 

errors are found during a muuber of consecutive iterations, Alice and Bol) CON- 

ude that there is a very high probability that the remaining data contains ho 

eTTOrs. 

As mentioned above. the data remaining after error correction will be ouly par- 

Hially secret. “The following procedure is used to extract the Hinal secret kev {por 
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this data. Based on the percentage of errors in the raw kev. the maxim manber 

of bits k known to eve from the total ammber of remaining bits a is determined. 

Let x also be a privacy parameter. the value of which is chosen by users arbitrarily. 

Alice aud Bob publicly select n - k - s random subsets of their data. Thev do 

not reveal the parity of these subsets - these parity and make up the final secret 

kev. It can be shown that the General information that eve may have about the 

final kev is less than 2 9/72 hit. 

3.2 B92 protocol 

For most protocols, only the exchange process over the quantum channel will be 

described. since the second stage of conmmunication is basically the sane. 

Introduced by Bennett in 1992. He showed that. in principle. any two none 

orthogonal states can be used for quantum cryptography. Let [cp) and | Hy be 

two non-orthogonal quanti states encoding the "0" and "1" bits. respectively. 

Their multiplication is 0 < ‘Heoler) | < 1. Alice sends Bob a randomly selected 

state. after Which Bob randomly applies one of two incompatible design operators 

to him: 

Py =l—eyyler| 31 

PL = 1 = fu) (eo 3.2) 

4 uniquely destroys {t), but gives a positive result with a probability of 1 — 
) . . . . H(colenpI[P > 0 being applied to |vy). and vice versa for Py. Thus. the lcasure- 

ment result can be [e). ley) or ambiguous (zero can be obtained as a result af the 
nupact of the -th projector on the i-th state. or of any projector on the vacua 

state - no photon, and all these cases cannot be distinguished 3. At the exchanor 
: oO 

stage throngh the open channel, Alice and Bob eliminate ambiguous results. and 

after that. in the absence of eavesdropping. approximately (1 — outed qf?) > 

their data will be absolutely correlated. 

1] 



3.3 Other Quantum protocols 

3.3.1 Protocol BB84 (4+2) 

This protocol brings together ideas from BBs4 and B92. Bits "O"-and."1" can be 

encoded in two bases, but the two states within one basis are net orthogonal. 

3.3.2. Six-state protocol 

Initially. this is the same protocol as BBs4. but with another basis. namely: 

i 
(Ne) = S10) + 711)) 3.3 

v2 

] . . le) = qo} = i) Bb 
v2 

In accordance with this. there are two more possible directions of polarization 

for the transmitted photon — the right- and left-circular ones. 

EPR-Protocol 

Eckert: proposed a protocol based on quanta entanglement. First. N max. 

imally entangled EPR pairs of photons are created. then oue photon from cach 

pair is scut to Alice. aud the other to Bob. Three possible quantum states for 

these EPR pairs are: 

' | ess 37 
ley) = BMuale), I=) 10) 3) 3.5) 

; 1 él lz it a 

ts) = —=(|-) I—) ~—I—) |- (24 

Pe) valle? 1 6 , | G ) Gn 3.6) 

] OT om, (27 

Ui) = (0) lidg — 1) Op) 3.8) 

The last formula clearly shows that each of these three states encodes the hits 

"OO" and "EL" in a unique basis. Then Alice and Bob take measurements on their 
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parts of separated EPR pairs using the appropriate projectors. 

On _ | mans P, = '0)(0). P. ==) a P3= =), ora (3.9) 

Alice writes the measured bits. and Bob writes their additions to 1. The mea- 

surement results. in which users selected the same bases. form the raw kev. For 

the rest of the results. Alice and Bob test the fullillhnent of Bell's Inequality as a 

test for the presence of Eve (Eve is interpreted here as a hidden parameter), 

Goldenberg-Weidinan Protocol Alice and Bob use two orthogonal states to 

colmlnicate: 

I 
tue Fn + bY) (3.10) 

1 
uy = Fl (la) — 'b)) (3.11) 

coding bits "0" and “T. respectively. Each of the two states |¢ io) and fey) isa , 

superposition of two localized normalized wave packets. la) and {5}. which Alice 

scuds to Bob through two channels of different lengths. with the result that they 

end up with Bob at different times: wave package b) leaves Alice only after wave 

packet Ja} has already reached Bob. To do this. vou can use an interferometer with 
different lengths of arms. Bob delays his measurement until both wave packets 
reach it. If the time of sending the package Ja) is known to Eva. thoy she is 

able to intercept the information. sending Bob at the appropriate time a package 

identical to ja). then measuring the superposition state sent by Alice and then 
seuding Bob the wave package [b) with the phase adjusted according to the result 

of its measurements. Lo prevent this attack. random parcel times are used. 

3.3.3 Protocol Koash-Imoto [10] 

This protocol is a modification of the previous onc. but it cliniinates randon, 

transmission times by asvinmetrizing the interferometer. ic. dividing the lied 

in unequal proportions between short aud long arms. In addition. the phase 

difference between the two arms of the interferometer is 7. Thus. the two states 

1G



encoding bits "O" and "1" are 

ley) = iv Bla) = VT) 312. 

lu) = JRia) — ivT ih) 

where R and T are the reflectivity and transmittance of the input beam split- 

ter. respectively, In the case of au asvmimetric scheme. wheu the amplitude of 

the probability of finding a photon in one or another arm of the interferometer 

depends on the value of the transinitted bit. the compensation due to the Dhase 

does not work completely. and when Eve applies the above tactics. there is a 

non-zero probability of detection error. 

3.4 Threshold of reliability ratios when using quan- 

tum technologies. 

The approaches of classical and quanti systems are quite distinguishable. And 

the result of the process is considered to be the randomly generated key x. which 

was obtained using quanti states. All that a third party can do is lutercept the 

state of the generated key x. And vou can describe it using the density Iatrix 

~XE = y Px (wv) |r) (ar 

Tn ow case. X is the status register for the similarity of the classic. but With the 

kev: jr) = fer) S |e). len) [Xp = 2" re Vs {0. iy" Py - the part of the matrix 

in Which there is a relative connection with the generated key. \fter uauthoriy 

Y PE (3.11) 

oc 

access by a third party to the key. all further received data is obvioush: with him 
- 

PR 

OID strives to minimize the chances of predicting the state of the generat od 

kev if a third party gets unauthorized access. Aud this can be achieved only by 

absolutely random kev generation. Which will lead to a discrepancy in the results 

of errors. and the proof is the density matrix py. Recall that in addition to ity 

inpeccable protection. the svstem is able to implement on the threshold of ideality 

of the environment and the device parameters are at the level of the Wana



allowable threshold. which means non-correlatcd density matrix py 3 

The trace distauce is the distance between the situations: 

l 4 ' -~ 

WPxe — PUSS PE Ny < 21 

By definition. if is connected by a trace metric: 

| a 
ill, = sr fipl} = sri vir} 

PXE = S- Py (r)ie) Gel pie 

N 

pe =TrX{pxe} = S- P(e )py 

px = Teetoxn} = Ste v)|r)(r| 

pc ~ density matrix (in terms of homogeneity aud ideality) 

All third-party actions are just attempts to acquire the y € Y 

. PE 

= {Q. the kev 

states, and not the senders x kev itself, which cousists of a bit: string: o. Vis the 

value of the connection of the third party system and the key x. which js a bit 

string and which depends on the analvsis of the third party svstem PE tO the 
svstein of authenticated process users... The analysis from the third party can be 

written down by the decomposition of the unit: Ty = oy ye ye ¥ 

M,- a positive operator-valued measure in the third-party states, 

Pyy (rey) - joint probability distribution x. y. 

Py(r) and Py(y) - marginal probability distribution. 

P(N =r Vy) - probability of occurrence of y. if x occurred, 

Py yor VY = y)- probability of x occurring if v occurred. 

1s 

= {0.1}",



Formula Baves: 

Pyy (wey) = Py(a)Pyy(X¥ = ev y) (3.22) 

Pry (rey) = Pyyylev Y= Pycy) (3.23) 

S- Pyyl(e VY =y) = S- Pyy(VY=ervy) =! (3.24) 
rot wey 

S- Pyy (ty) = Py(y) (3.25) 
ray 

So Pyy lr rey) = Py(0) (3.26) 
yoy 

The situation in which it is conditionally probable that the anuthemicated USCTS 
have the kev x generated among themselves. at the same time its COpV is in the 

third party after the unauthorized analwsis by the third party is equal to v: 

Py y(N = ely) = {Alpe} (3.27) 

According to which we reproduce the summation: 

d_ Prvy( (\ = “ly) = (3.25 
ue) 

(e
w 

Iv
) 

L
 

Probability of a positive result for a third partv: 

According to the laws of probabilitv theories. we can safely sav that the prob- 

ability of a positive outcome fora third party in quantum cryptography does not 

exceed 

Poured N|V) )= mas D_ P(e eTr{preM,} = 

3.30 S © Pyle) Py X = rir) =D Pave r) 380) 
oo 
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Pyy (rey) - jomt probability distribution of authenticated users (x) and third 

parties (v). which docs not exceed: 

- 1 1 . ; Peters (X[P) = S- Pyy Gree) < T + |lpxpor pe & prily < ye \V= 2" 

(3.31) 

-- is the privacy setting of authenticated users. which is obtained lv clearing 

the generated state. 

3.5 No-cloning theorem 

Is it possible to make a copy of an unkuown quanti state? Surprisingly. it tums 

out that. the answer to this question is no. Tn this box we describe an elementary 
proof of this fact that captures the essential reason this is not possible. | 

Suppose we have a quantum machine with two slots labeled A and B. Slot 

A. the dala slof, starts out in an miknown but pure quantum state. les. his is 

the state which is to be copied into slot B. the target slot. We asstunie that the 

fargel slol starts out in some standard pure state. [s). Thus the initial state of 
the copving machine is 

[e-) S |s) (3.3: 

Some unitary evolution (now effects the copving procedure. ideally. 

C
S
 

u
e
 

IW
 

S
a
 

Je) = |s) + U (Iv) SIs) = Jo) = Je) ( 
Suppose this copving procedure works for two particular pure states, |e) and 

lo). Then we have 

2)



Taking the mner product of these two equations @ives 

(oho) = (ufos) (3.50) 

But r = 7? has only two solutions. xO and x 1. so either roy = fed or 

her) aud |) are orthogonal. Thus a cloning device can only clone states which 

are orthogonal to one another. and therefore a general quantum cloning device 

ix tinpossible. .\ potential quantiin cloner cannot. for example. clone the qubit 

states fo) = |0) and Jo) = (Ju) + 11))/V/2 | since these states are not orthogo- 

nal. What we have shown is that it is impossible to perfeerly clone an unknown 

quanti state using unitary evolution. The short smmumarvy of this work is that 

even if one allows non-tiitary cloning devices. the cloning of non-orthogonal pure 

states renmins linpossible unless one is willing to tolerate a finite loss of fidelin: 

in the copied states. Similar conclusions hold also for mixed states. althoush a 

somewhat more sophisticated approach is necessary to even detine what is Ineant 

by the notion of cloning a mixed state. 

3.6 Threat for QKD with a transfer of a modified 

condition 

The quanti world is complex from the point of view of the laws of ordinary 
mechanics. since these laws are limited in the expanses of quantum physics One 

of the main limitations of these Jaws is the immeastrability of quanti states 
The lhnitations of the laws and is the main fundamental link. which makes quan S quan- 
tm cryptography one of the most secure systems. There are many ways to take 

: aa chy 

advantage of quantiun physics in systems. One of the most realized uses of quan- 

tum technologics is Che creation of a randonily gencrated secret. kev for eUCTVption 

There is a vulucrability of the systems. due to the impertection of the dovices nse] 

For example. one of the fundamental conditions for the application of quanti 

technologies in cryptography is the creation of a pure single-photon source. This 

diticulty will have to be solved in the future when more advanced devices appear 
al, 

Today. multi-photon devices are used. which. as the study shows. leave Wnauthe 
rized access. 

The quantiun key distribution protocol usually means amthentication, PPC=Procese



preparation. frausfer. examination of states. andliug errers (chiminating or cn- 

hancing secrecy using the compression method). analyzing and verifving the ob- 

tained keys. The data transmitted by the svstem must be absolutely protected 

from third parties aud. if necessary, disclose the audition. When unauthorized ac- 

cess {0 the transmitted data-oceurs. the svstem should detect this attempt using 

the ratios of valid and resulting error. In other situations, the svstens is considered 

unprotected when unauthorized access by a third party goes mnoticed and the 

kev is kuown to it. For several vears. research has been conducted in which the 

capabilities of quantum ervptography have been demonstrated|17. 1G]. 

Currently. in quantum systems. attenuated laser radiation is used as a source of a 

single-photon state (which is not purely single-photon). smegle-photon avalanche 

photo detectors (which has dark noise |. efficiency (whose properties are not rare), 

commnunication Channels (fiber optic and open space). which are subject to loss 

and noise. This in turn leads to the emergence of the possibility of a photon- 

splitting system attack (PNS. Photon Number Splitter attack|3}) and an attack 

with measurements with a certain outcome (Unambiguous Measurements 7. 1}). 

Wo included these factors in the analysis of the security of protocols {15}. Unane 

thorized access to a key using photo-detector blinding [12] is one of the new threats 

ty quantum key distribution. Tn this threat. a third party uses the possibility: of 

affecting a cohmmunication channel in which it seuds a modified (falsified) state. 

This allows a third party to control the counts or their absence at the receiving 

side. and impose their own counting. which does not lead to an error at the recip: 

ient {receiving side). As a result, the third party remains unnoticed and Informed 

about. the key. This new method of threat significantly reduces the secrecy of the 

system. Most of the protocols. with no additional parameters. were potential], 
not resistant to this threat (BBS [5]. SARGO-L. Six-State QND|6]. DPs (Differ. 

ential Phase Shift)|s. 10). COW (Coherent: One Wav)|S}. E912]. Decoy State 

QIXD|9]. 

One way to solve this problem is to create a strictly single-photon source. Which 

at the present thue has proved dificult to muplement. Uutil this difficulty is ro 

solved. the threat will always exist. To date. the search for solutions to these 

problems. From the basie solutions. it is proposed to complicate aud add acdcli- 

tional parameters to existing protocols, The proposed solution does not solve the 

problem, bit only complicates access by a third party. “The methods of the third



party in turn become clevercr. Lhe best wav to create all over-sccure sVsten is 

to create a protecel in which security is achieved through internally-strietured 

“methods. rather than an improvement and addition in technical terms] 11]. 
| 
‘ 
4 

| 
° 

3.6.1 Threat with photon modification i 

bo: 
3 

Below we provide information about this new threat on the host device. while 

“hn trying to look at all this in terms of technical vision. since all this is in the 

| articles|12. 11. 13]. The more devices are not perfect. the some wavs to use these 

| imperfections. One of these ways to influence the receiving side: 1. On avalanche 

| photo-detectors. there is a difference in the sensitivity of temporal dependencies. 

This allows a third party to modify (falsify) the state and blind the devices of the 

receiving party. 2. Using the state of the lower threshold of intensity. in order 

to include only one device. in situations where the bases of the third party and 

the recipient will he the same. Otherwise. everything happens without counting. 

“Basically. the possibility of third-party unauthorized access arises from the work 

ol semiconductors (the so-called avalanche photo-detectors InGaAs:P). A hlocking 

voltage is applied to the avalauche photo-diode. At the moment of arrival of the 

photon. a gate voltage pulse (tvpical duration of the order of several nanoseconds 

and an amplitude of several volts) is applied. which opens the photo-diode. The 

absorption of a photon leads to the formation of an avalauche of carriers aud a 

voltage pulse. which is recorded. 1. The first blinding attack is based on the 

following property. If the radiation intensity is increased slightly above the quasi- 

single-photon mode. this will lead to an increase in the current. flowing through 

the photo-diode at the time of registration. Due to the fact that a photo-diode 

without ilumination is not active (locked). the dvuaimic increase in current above 

a certain value will lead to an effective decrease in the bias voltage during the 

action of the strobe and to lock the diode aud. accordingly. decrease. wp to its 

absence, the avalanche current ("no click “). Thus, the photo-diode is effectively 

blinded. 2. The second attack is connected with the transfer of the photo-diode 

from the counting mode to the linear classical phuto-detection mode. when the 

current is a fnnetion of the radiation intensity (usually proportional to it). If we 

Mather increase the radiation intensity. then after blinding the photo-diode (see 

paragraph | above) and the abscnce of the registration current. starting with a 

copain threshold intensity valne. a signal will appear again on the photo-diode 
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Figure 3.2: aj Schematic diagram of the receiving part of the fiber optic quanti 
ervptography system iinplementing the BBs protecol, QC - quantum canal. 

Pin - phase-modulator. b) Photo-count statistics in two detectors for differert 
information states. 

through the photodiode a current proportional to the radiation intensity will 

How |4]. 

3.6.2 The use of the difference in the sensitivity 

The first protocol in quantim cryptography BBS4|5] is in any wav well suited to 

explain the main points of opposition to the threats to which some protocols are 

exposed and their stvong and weak aspects|5. 12. 14.13]. States in basis — from 

quanti channel: 

1 
04) = atl) + |0)) (3.37) 

ye ay — py 
JI) = Wail )- |2)) (3.38) 

and in the basis of x. 

QO.) = : 1) +70 0.) = Z| ) + 7/0)) (3.39) 

] 
|I.) = valll) ~ i|2)) (3.40) 

where (1) and {2)states localized in the time windows | and 2. The distance 

between the localized states is equal to the difference in travel along the upper and 

lower anus of the unbalanced interferometer (Pig.3.2) In the process of chtering 

2]



the receiving device. taking into account the selected phase. the quantum state In 

basis - have the form 

10.) + (|) + (1 + 82) + j)) 
Do: 

1.) 3 Sell) + (1 + ef BC) /9) 4 [3)) 

‘ i ie DB(-)\}. : be) + (11) + (= eR) +f) 
Dd, : 

|O.) + (-]1) + (1 — e'*?))/2) 4+ f3)) 

x) + allt) + (+ ”B™9)[2) + [3)) 
Do: 

lI.) 4 lly + (=i + ePO9)I9) + [3)) 

0x) + (lt) + (“i = 8 i2) + (3) 
dD, : 

l 

IL x) + e(-[1) + (@— e'°O)2) + [8)) V8 

(3-41) 

(3.46) 

If the bases on the receiving and transmitting sides of the state coincide.



Figure 3.3: An example of temporal dependences of the sensitivity of avalanche 
photo-detectors (D;. Do). gating pulse (Gate) and falsified quantum states (Fo.Fy 
) 

corresponding to 0 in both bases, they will give readings in time window 2 (Fig. 

3.2) only in the Do detector. Accordingly. the states corresponding to 1 in both 

bases will give counts only in the D1 detector|16}. 

However. the avalanche photodiodes Dp and D, have different temporal char- 

acteristics of sensitivity (Fig.3.3). The threat comes down to the following. The 

third party breaks the quantum communication channel (optical fiber) and car- 

ries out measurements sinilar to those on the receiving side ina randomly chosen 

basis. There are two options. Immediately. we note that the third party sends 

its modified state in the basis opposite to the one in which it carried out its 

measurements. 1) With the coincidence of the bases of the third party and the 

authenticated participants. (for example. "--"). Assuming that after the analysis, 
the third party received a0". i.e. the correct result. but the third party does not 

knew about it until the end of the process between the sender and the recipient. 

and therefore she prepares the falsified state “1” in the opposite basis “x”, but 

nore localized (narrow) and slightly shifted in time so that it docs not fel] into 

the sensitivity curve of the photo-detector D; (Fig. 3.3). And the third party 
re-sends: 

1] 
[ln,x) = Fallte) — 7|2p,)) (3.49) 

After passing through the interferometer and phase modulator with the phase 

in the basis ~ (F). the states in front of the entrance to the photo-detectors are: 

1 5 <a. Do: valle) + (i+ 1)[21) + 3y,)) (3.50) 
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V8 
The falsified state does not fall in time in the sensitivity curve of the photo- 

Dy: (—|Le,) + @ — 1)[2r,) + 345)) (3.51) 

detector Do. and will not give an erroncous reading of the detector Dy; in the 

central time window 2 (Figure 3.2.3.3). As a result. it turns out an error-free 

reading in the Do detector, It does not matter that the munber of counts in the 

detector Dy and the ratio of the false state and the correct one decrease. ] would 

like to mention that the error ratio is influenced not only by device perfection and 

the appearance of unauthorized access, but also due to the loss in the channel 

itself, which no longer depends on the technological component of the system. 2) 

If there is no coincidence of the bases of the third partv and the authenticated 

participants. In this case. which would not be the outcome. the probability of a 

chance of getting the correct result for a third party is 50%. Given that if a third 

party does not apply the correct basis for the analysis, it.will spoil not only the 

result. but also the state itself. 2a) suppose that the third party guessed the basis 

of the analysis. Then the third party re-sends the modified state in the wrong 

state. which remains unnoticed in time in the sensitivity curve of the receiving 

device Dp (formula 6). This will not result in a readout in the D; host device. 

And the ratio of errors will be in the normal range. 2b) suppose that the third 

party did uot guess the basis. The same as in the first case, everything repeats. 

except that the action remains noticed and will be shifted in time, but does not 

involve the rest of Do: 

W
e
 0n.x) = ltt) + i|2s,)) (3.52) 

The correct state transforms the count after the Dg sensitivity of the detector 

falls into the curve, but this does not happen because the modified state is shifted 

in tine. .\nd this leads to the fact that on Do. produces a count and errors in D,. 

All this is caused by the interference of the state. which constructively extends 

over the different arms of the interferometer for Do. and is extinguished on the D, 

state. along the upper and lower arms. And this whole process not only allows 

the third party to remain unnoticed in relation to the recipient (reducing the 

error to a valid one). but also in the end to intercept real information about the 

registered keys. which the recipient will not suspect. In the real world. of course.



it is difficult to carry out this threat. but it is quite provable aud feasible. When 

it comes to analvzing the strength limit of anv cryptographic svstem. it is taken 

intg account that the third party will have the most advanced equipment and will 

have an ideal condition for implementing unauthorized interception and access to 

an encrypted and secure channels: 

3.6.3 Threat to key with transfer from one mode to another 

This threat consists of stages in which a third party re-sends the state of the sender 

(intercepted in the quantum channel). In this case. the third party after analyzing 

in a random basis and increases the intensity so as to transfer the detector to the 

classic mode. This thin line between the modes is retained by the method of 

insufficient intensity, which is used so as not to lose the blinding mode.|12. 14, 

13)) 

There are moments: ; 

1. With the coincidence of third party bases and authenticated participants. This 

leads to a complete constructive interference. the reason for this is to capture the 

detector full intensity. and that leads to the count in time. 

2 Tf there is uo coincidence of the bases of the third partv and the authenticated 

participants. In this case, the detector is transferred to the blinding mode. the 

cause of which is not enough intensity in time. The intensity with which the 

detector exits the blinding mode registers the signal as a linear device. and is 

equal to fj,. and the intensity with which the detector is blinded (lies in the “no 

click” zone) is equal to Ty. (Lor < Tin). 

The intensity of the falsified state is equal to Ipa-zeq. The intensity in the side 

time windows (see Fig. 2) does not depend on the choice of third party bases 

and authenticated participants and is equal to Tparkea/8 (see Fig.3.3 and formulas 

(3) - (7)). In this case. two situations are possible: a) The intensity of J posed 

is such that in the side time windows, where the intensity docs not depend on 

constructive or destructive interference, it is equal to JL packea/8. At the same time. 

- LD packea/® is obviously less than the threshold intensity J),. at which the detector 

works as linear. but more than the intensity . which causes the blinding effect: 

Lin < Tpacted =< Ln. There will be no comnts in the side time windows (Fig. 3.2). 

lb) The intensity Tyacged in the side time windows is equal to Tyarkea/8. less 

than the threshold intensity J,,. and the intensity Ly, causing the blinding effect: 
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Lpackea/8 < In Jind. In this case. counts in side time windows (Fig. 3.2) will 

take place. The detector is not blinded and works as a single-photon counting 

mode. The whole point of the threat from the third party comes down to what 

she is trying to guess. but at the same time minimizes the ratio of permissible and 

~reeeived errors as a result of the distribution-process, if attempts to guess will be 

in-vain, and she will reveal herself about her presence. 



4. Development and implement 

quantum encryption meth- 

ods for key generation 

4.1 Make source code for MatLab 

We use quantum protocols BBS8+ for create a key. Despite this. the key must 

comply with several laws of cryptographic reliabilitv: 1) It must be absolutely 

random. 2) It must not be applied twice, 3) And the key length must not be 

shorter than the message itself. For classical algorithms. there is a problem that 

is partially solved - this is the generation of an absolutely random number. How 

would not complicate the mathematical process, in technical terms, it remained 

not perfect. Only with the use of quantum technologies this became possible. 

This is one of the main advantages of the quantum world. We tried to combine 

quanti icthods with classical ones. One of the sought-after classic areas that 

needs asymmetric key creation is the creation and exchange of tokens for authen- 

tications. The use of the token has recently reached a new level with the advent of 

crv plocurrency. The relevance and security of tokens is the fundamental direction 

of the development of cryptosystems. Quantum methods give a new opportunity 

to use svhbunetric encryption algoritluns. By default. the length of our key should 

not be less than 256 bits to comply with the third law of Shannon. Therefore. 

we will generate the key with at least 576 qubits. We have yet to analvze in the 

future what dime interval is optimal and maximum use of the key. after which we 

will have to restart the generation. 
Wo will try to show step by step how we generate the key between Alice and 

Bob



Basis: 

T(r. y) = ¢ (4.5 
Ej if(x.y) = (0,1) eS) 

G if(x.y) = (1,1) 

T(x.) || = 1 (4.4) 

Alice generated bits and basis randomly for use this in kev generation 

Require: Random Generator (0.1). Ty n 

Ensure: Strings a. b € {0, L}nandsequence({ wd) iat 

We randomly generate bits of information a)..... (ny 

ae (ay. wey Ay) € {0. 1}, 

Then randomly generate basis for encode bits by... ., b 

be (dj. . 2, On) 

locally store our bits @ and list of basis } 

i 

repeat 

[ors) <— T (aj. b;) 

transmit |t;) to Bob via quantum channel 

is titl 

until 7 > 7n 

Llere: on - number of qubits a - bits of information 6 - basis that Alice 

using for encode bits — |.;) - encoded state of qubits | 7 

Bob received encoded state of qubits and trv decode with help basis. which 

he choose randomly . | 

In Bob side we require random generator ({ 0.1 }) for AL = le)(erf. for 

€ {4.x}. msequence| vy), for i,....0 

3] 



After process Bob will have two strings of n bits a’. bo! €{ 0.1 4, 

Randomly generate list of basis b)..... br 
U , / Ye UL) e010}, 
nel 

Repeat 

if bi) = 0 then 

Ask whether \7, takes valuc 1 in state |w;) 

else | | 

Ask whether Af, takes value | in state |w;) 

end if 

if counter triggered then 

a 1 

else 

a, + 0 

end if - 

ie rvtl 

until 7 > on 

= (a,,....d,) € {0.1}, 
Bob transmit string b' € {0,1}, to Alice via public classical channel All 

information and result Bob store locally a’.b° MW - list of basis. with the help of 

measure Alice’s qubits  0'- one basis of Bob a’ - result of Bob, which he obtain 

alter measure 

After measure Bob sent list of basis to Alice and she compares bases, and 

discards all the mismatched 

Alice have 0.b' € {0,1 } 

In this situation we ensure that sequence (fj.....kg)(with L < n) of posi- 

tions of coinciding bits 

ce beh 

il 

hel 

Repeat 

he minfgj: h<j<nsueh that with j=0 } 

if k< nthen 

hi eh



end if 

. until k > n 

Le-i-l 

- Alice transmit (4,,....4,) to Bob via public classical channel 

If no eavesdropping on quantum channel 

Pah d,) = (t,..+-- dy,) = 1 

ay] be) uy | OF] (eilMaw) | ah | Ob) (bi |ALu;) a’, 

0] 0/10 0 0 J1] 12 Oorl 
1 |O0/e} | 0 1 1 |] 1,2 0 or 1 

Oj; 1} | 0 1/2 Qorl}1 0 0 

1] 1)ef] 0 1/2 Qorl}1 1 

if bi = 0; then P(a, = a;)=1 Certainty on coincidences although a’s never 

exchanged 

If no intrusion, Alice and Bob will use @ — sampled at places of coincidence 

— as kev because 

Code in Appendix A,B



4.2 Create Simulink model based on quantum en- 

cryption 

ronh is :. Py tor Renate . . 

bese? be 
tna 

i \ 
py 2b Ba: 

| a tater a fay 

rerates Shee 6S 

Keys 

a 
| 

|
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Protocol BB84 
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he less than the message itself. There are several tvpes of svnunetric algorithms: 

AES. DES. 3DES. PC2, PC5. BLOWFISH. TWOFISH. NUSH, IDEA and so on. 

In our case. to create a token. we will use an algorithm that is used by default. 

this is the HS256 algorithm. . 

Using the BB&4+ protocol. we generated a secret kev between Alice (SECRET- 

KEY-ALICE) and Bob (SECRET-KEY-BOB). Now we can use this kev to start 

the authentication process. Authentication implies the use of tokens. which con- 

tain all the necessary information for this. but all this information is enervpted 

using a secret key, The entire process of creating tokens we will carry out with 

the help of the Python libraries. In our case. the "PvJwt” library will be suitable 

for this. 

After we have chosen the algorithm for encrvption and have generated the 

secret key. it remains for us to fill in the pavload with the information that we 

need to send in the encrypted form. 

Listing 4.1: Python code for choose data and parameters 

SECRET _KEY_ALICE = °10CF97807AA5C190EF.1995682E 1 
“occ e eee eee eens 994AEFEFFF9D197305BBB1ADSBE 

OSD5TODS59DALSSCIA* 
- wee ee ee ee ee ewe 

AT.GORTITAM = °HS256° 

EXP_SECONDS = 30 
user id = 7 

payload = { “user_id “:user_id. 

‘exp: datetime.utcnow() © timedelta (seconds =EXP SECONDS) . 

‘name’: Johul Smith’. 

‘sub’: ° 1234567890". 

‘iat ©: ° 1516865222 ° 

} 

Once we have filled out all the necessary information, with the help of the 

library we will begin the process of encryption: 

Checking token after encode: 

Results: 

Listing 4.2: Python code for encode data 

Token eucoded jwi encode (payload . 

SECRET _KEY ALICE. 

algorithm: ALGORITIAD 

36 



, 
\ 
' 

1 
/ , 

print (*Token:_°.Token encoded ) 

Token: bv evJOeNAIOIINVIQILCINbDGciOiIIU zi Nid. 

Meee ee ee ey J 1e2VyN2kljo3 LCJleHAIOJEINTMINzEzMjUshn 

SbDWUOLINb2btIFNtaXRoliwic3ViljoiMTIZNDU2 

Nzg5MCIshnlhdCIGiEIMTY zNjUyMjlifQ. 

VLLO3NeDevv W wDqTa8aOnidrL BW nlZvSzZohPHuByik ° eee wee ew, 

Bob. having received the token. starts the decryption process with his seeret 

kev. which he and Alice generated . 

Checking results after decode 

Bob results: 

Listing 4.3: Python code for decode data 

SECRET KEY BOB = *10CF97807TAASCISDEP1995682E 1 

Wee eee ee ee eee eee 99LAEFEFFF9D 197305BBB1ADsBE 

U&DSTODSSODA ISSC4A * 

Token _ decoded ~ jwt. decode (Token _encuded , 

SECRET KEY BOB. 

algorithms=ALGORIFIDI) 

print ( ‘Token which Bob decode: _* .Token_ decoded) 

Token which Bob decode: {*user_id’: 7. ‘exp’: 155387132 

‘name’: ‘John Sinith’. 

‘oud: (1284567890 °. 

“gato: (15163652220 

4,4 Analysis of the results in the formation of to- 

kens 

Two cases were modeled. in the first case the moment when the third party has 

the ability to copy the qubit is recreated. although this is inpossible. and it. is 

precisely this nnpossibility that the flawless protection of quantum cryptography 

lics. The opportunity arises from the fact that the equipment does not fully meet 

and respond and somewhere it is not yet possible to recreate all the requirements 

of quantum states. In simulations. qubits with a length of 20.30.10 were modeled 
and they were gencrated 20 times each. aud as a result of this simulations, results



were obtained in which a third party with different indices was able to intercept 

au average of 50% of the generated kev. as shown in appendixes D. and the graph 

ix on average drawn relatively by a line. which is the same regardless of the length 

of the qubit. 

| Alice and Bob keys:| wees 

Eve results: 

Length of qubit - 20 

re 

& sc. 
Eriietos 
Es 

is 

“402 3 4 5 6 7 8 § 10 11 12 13 14 15 16 17 18 19 
20 64% 63% 36% 54% 75% 55% 64% 50% 50% 38% 6794 38% BE% 38% 33% 50% 75% 56% 50% 

. ‘ . Figure 4.1: Case 1: Length of qubits 20 

Length of qubit - 30 
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Figure 1.3: Case 1: Length of qubits 40 
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Figure 4.4: Graphics of Case 2. . 

Tn the sec ond case. a case is simulated that meets all the requirements of quan- 
tum conditions. and during simulations the results were obtained, demonstrating 

that with ideal equipment. quantum encryption using the quantum state makes 

it possible to detect the presence of a third party. as shown in the graph. and in 

this simulation qubits with a length of 20.30.40 and 20 times were also used. 



5. Conclusion 

Quantum eucryption is one of the most popular trends in recent times, and the 

importance of these studies will grow as the appearance of quantum computers 

approaches. 

In my theses there was an attempt to study and model the quantum state on 

\latlab. Ln simulations. two cases were simulated: hn the first. a case was demon- 

strated when not perfect equipment was used to create and transmit qubits. which 

makes it possible to intercept information without violating the integrity of the 

enerypted information. At the same time, the third party manages to intercept 

only 50% of the generated key. but with different indices. In the second. the ideal 

case for quantum states was simulated. with the main analvsis being mtroduced 

to the detection of a third party. The simulation revealed that a third party was 

identified with the errors it generated. 

After modeling during the creation of tokens. results were obtained. that demon- 

strate that the use of technological equipment. which does not fully meet the 

requirements of quantwn mechanics and is not able to pertectly recreate the con- 

ditions and conditions of quantum physics. leaves vulnerabilities that attackers 

can use with very technological equipment. since not all the conditions of a quan- 

{um are met. But for quantum technologies. it develops very quickly and the 

in thing the world needs in these technologies, and the discrepancy in the wa 

technological aspect is a matter of time. which will be solved in the next decade. 
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A. Appendix A 

Listing A.1: Insert code directly in vour document 

% plot Bloch Sphere — 

[Xs, Yx, Zx] = sphere (25); 

mySphere = surf(Xs, Yx, Zx); 

axis equal 

shading interp 

mySphere.FaceAlpha = 0.25 

line([-1 1], [0 0], [0 0],’LineStyle’,’:’, ... 

>LineWidth’, 1, ’Color’, [0 0 0] 

line({o 0], [-1 1], [0 O0],’LineStyle’,’:’, ... 

>LineWidth’, 1, ’Color’, [0 0 0] 

line({o 0], (0 0], [-1 1],’LineStyle’,’:°, .., 

*>LineWidth’, 1, ’Color’, [0 0 0] 

text (0, 0, 1.1, *S$\leftlLOU\right>$’, ‘Interpreter’, ’latex’, 

’FontSize’, 20, ’HorizontalAlignment’, *Center’) 

text(1.1, 0, 0, ’S\leftlutu\right>$’, ?Interpreter’, ’latex’, 

»FontSize’, 20, ’HorizontalAlignment’, ’Center’) 

text(-1.1, 0, 0, '$\leftlu-w\right>$’, *Interpreter’, ’latex’, 

’FontSize’, 20, *HorizontalAlignment’, °*Center’) 

text (0, 0, -1.1, '$\leftluig\right>$’, *’Interpreter’, ’latex’, 

»FontSize’, 20, *HorizontalAlignment’, ’Center’) 

Listing A.2: Insert code directly in vour document 

4 Visualize Bloch Vector 

= fo 1; 1 01; 

N
p
s
 

Y= 4i * X * 2; 



Figure A.1: |0) Figure A.2: |1) 

ea . ae 
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all “ { ae 

Figure A.3: 3a (10) + 7 7 Figure Aud: = (10) - 
[1)) [1)) 



H = (i/sqrt(2)) * (X + Z); 
u bin2vec(’0’); 

bin2vec(’?1’); 

EO_plus 

Ei_plus 

u EO_X 

E1_X 

(EO_plus + El_plus)/sqrt (2); 

(EOQ_plus - El_plus)/sqrt (2); 

plotBlochSphere 

rho = ket2dm(ket0O); 

lambda0 = ket2bv(EO_plus); 

lambdai = ket2bv(El_plus); 

lambdax0 ket 2bv (E0_X); 

lambdaxl ket2bv (E1_X); " 

plotBlochVect (E0O_plus , [1 0 0]); 

plotBlochVect (E1_plus , [1 0 0]); 

plotBlochVect (E0_X, [0 © 1]); 

plotBlochVect (E1_X , [0 0 1)); 

function rho = ket2dm (ket) 

y Convert ket tp a density matriz rho 

rho = ket #* ket’; 

end 

function lambda = ket2bv (ket) 

rho = ket2dm(ket); 

x = [0 1; 1 0]; 

z= [1 0; 0 -1]; 

y= 11 * X * Z; 

lambda = [trace(X*rho); trace(Y*rho); 

end 

function plotBlochVect (ket , color) 

lambda = ket2bv (ket); 

someBV = line([0 lambda(1)], [0 lambda(2)], [0 lambda(3)] 

trace (Z*rho)]; 

’LineWidth’, 2, ’*Marker’,’0’,’Color’,color) 

end 

15



B. Appendix B 

Listing B.1: Insert code directly in your document 

function [a,b,e] = bb84(n) 

eprinté (?\n\n===UBB84.uprotocol, 
===\n\n"); 

List_qubits = cell(i,n); 

H = hadamard (1); 

hoowercrtt Alice generates bits and basis ------ 

bits = rand(1,n) > 0.5; 

basis_A = rand(1,n) > 0.5; 

result_A = 1:m; 

for a=ilin 

if bits(a)== 

result_A(a)=0;
 

else 

result_A(a)=1; 

end 

end 

EO_plus = pin2vec(’0’); 

Ei_plus = bin2vec(’1’); 

u (EO_plus + El_plus)/sqrt (2); 

(EO_plus - E1_plus)/sqrt (2); 
EO_X 

E1_X 

Alice encode qubttis ------------77- 

for k = i: 

if pasis_A(k ==0 

if bits (k)==0



phi = EO_plus; 

list_qubits{k} = (H#*phi); 

else 

phi = Ei_plus; 

list_qubits{k} = (H*phi); 

end 

else 

if bits(k)== 

phi = EO_X; 

list_qubits{k} = (H*phi); 

else 

phi = E1_X; . 

list_qubits{k} = (H*phi); 

end 

end 

end 

Yo --------- Alice sent list qubits to Bob -------------- 

Yow ene eee Eve eavesdrop qubits ----------------------- 

n_E = length(list_qubits); 

basis_— = rand(1,n_E) > 0.5; 

result_E = 1:n_E; 

for i= i:n_E 

if basis_E(i) == 0 

ppp = pretty (measure (H*list_qubits{i})); 

if ppp == pretty (measure (bin2vec(’1’))) 

result_E(i) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

result_E(i) = 0; 

else 

disp(’Elsely:’); 

disp (pretty (measure (list_qubits{i}))); 
end 

elseif basis_E(i) == 1 

ppp = pretty (measure (list_qubits{i})); 

if ppp == pretty (measure (bin2vec(’1’))) 

result_E(i) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

result_E(i) = 0; 

else 

V7



disp(’Else2,,:°); 

disp(pretty (measure (list_qubits{i}))); 

end 

Mower errr tere Eve encode and sent list qubits ------------- 

|list_qubits_E = cell(1,n_E); 

for e = i:n_E 

if basis_E(e)== 

if bits(e)== 

- phi = EO_plus; 

list_qubits_Efe} = (H*phi); 

‘else _ 

phi = Ei_plus; 

list_qubits_Efe} = (H*phi); 

end - 

else 

if bits(e)== 

phi = EO_X; 

list_qubits_Efe} = (H*phi); 

else 

phi = E1_X; 

list_qubits_E{e} = (H*phi); 

end 

end 

end 

Yo -------77 Bob received List qubits ---------- 

Yoneerecrrr Bob generated basis ------------ 

n_B = length(list_qubits); 

pasis_B = rand(1,n_B) > 0.5; 

result_B = 1:n_B; 

for i = 1:n_B 

if basis_B(i) == 0 

ppp = pretty (measure (H*list_qubits{i
})); 

18



if ppp == pretty (measure (bin2vec(‘*1’))) 

result_B(i) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

result_B(i) = 0; 

else 

disp(’?Elsety:.); 

disp (pretty (measure (list_qubits{i}))); 

end 

elseif basis_B(i) == 1 

ppp = pretty (measure (list_qubitsf{i})); 

if ppp == pretty (measure (bin2vec(’1’))) 

result_B(i) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

result_B(i) = 0; 

else 

disp(’Else2,:’); 

disp(pretty (measure (list_qubits{i}))); 

end 

end 

end 

You--- ect e Create keys -------------- 

keys = (1; 

count = 1; 

for c=l:n 

if basis_A(c)==basis
_B(c) 

keys(count) = result_B(c); 

count = count + i; 

end 

end 

keys_E = []; 

count_E = 1; 

for c=i:n 

if basis_A(c)==basis_E(
c) 

keys_E(count_E) = result_B(c); 

count_E = count_E + 1; 

end 

= result_A; 

= result_B; 

e = result_E; 

19
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C. Appendix C ~~ 

Listing C.1: Insert code directly in vour document 

function y = bb92(n) 

H = hadamard (1); 

bits_A = rand(i,n) > 0.5; 

list_qubits = cell(i,n); 

EO_plus = bin2vec(’0’); 

bin2vec(’1’); 

(EO_plus + Ei_plus)/sqrt (2); 

E1_plus 

EO_X = 

for i=i:n 

if bits_A(i) == 0 

list_qubits{i}= (H*EO_plus); 

elseif bits_A(i) == 1 

list_qubits{i} = (H*E0_X); 

end 

n_E = length(list_qubits); 

basis_E = rand(1,n_E) > 0.5;



bits_E = []; 

for e = i:n_lE 

if basis_E(e) == 0 

ppp = pretty (measure (H*list_qubits{e})); 

Adisp (ppp); 

if ppp == pretty (measure (bin2vec(’1’))) 

bits_E(e) = 1; 
elseif ppp == pretty (measure (bin2vec(’0’))) 

bits_E(e) = 0; 

else 

disp(’Elseiy:’); 

disp(pretty (measure (list_qubits{e}))); 

end 

elseif basis_E(e) == i 

ppp = pretty (measure (list_qubits{e})); 

idisp (ppp) 

if ppp == pretty (measure (bin2vec(’1’))) 

bits_E(e) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

bits_E(e) = 0; 

else 

disp(’Elselty:’); 

disp (pretty (measure (list_qubits{e}))); 

end 

end 

end 

result_E = []; 

ccec_E = 13 

for e@ = 1: length(bits_E) 

if bits_E(e) == 1 

result_E(ccc_E) = basis_E(e); 

ccc_E = ccc_E + 1; 

end 

end 

ee



n_B = length(list_qubits) ; 

basis_B = rand(i,n_B) > 0.5; 

bits_B = []; 

for b = 1i:n_B 

if basis_B(b) == 0 

ppp = pretty (measure (H*list_qubits{b})); 

Kdisp (ppp); . | 

if ppp == pretty (measure (bin2vec(’1’))) 

bits_B(b) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

bits_B(b) = 0; 

else 

disp(’Elset,:’); 

disp(pretty (measure (list_qubits{b}))); 

end 

elseif basis_B(b) == 1 ; 

ppp = pretty (measure (list_qubits{b})); 
Adisp (ppp) 

if ppp == pretty (measure (bin2vec(’1’))) 

bits_B(b) = 1; 

elseif ppp == pretty (measure (bin2vec(’0’))) 

bits_B(b) = 0; 

else 

disp(’Elsely:’); 

disp(pretty (measure (list_qubits{b}))); 

end | 

end 

end 

result_B = C]; 

ccec_B = 13 

1: length (bits_B) for b = 

if bits_B(b) == 1 

result_B(ccc_B) = basis_B(b); 

ccc_B = ccc_B + 1; 

end 

end



result_A = 

ccc = 1; 

for a = i:length(bits_A) 

if bits_B(a) == 1 

result_A(ccec) = bits_A(a); 

cece = ccc + 1; 

end 

end 

eae 

ee Results -------------- 

Yo wane eee eee 

Yoene-cce ccc Alice ---------+-r rrr rrr 

rev_result_A = [1]; 

for a = 1: length(result_A) 

if result_A(a) == 1 

rev_result_A(a) 0; 

elseif result_A(a) = iy oO
 

rev_result_A (a) 1; 

end 

end 

ddisp(’Binary to Hexadecimal: 7); 

naryVectorToHex(result_A)); disp (bi 

disp (binaryVectorToH
ex(rev_result_A)

); 

disp? ---r rr
r 

Yo
n Bob 

rev_result_B = C); 

for b = 1: length (result_B) 

if result_B(b) == 1 

rev_result_B(b) 0; tt 

elseif result_B(b) = 

rev_result_B(b) 1; 

end 

end 

?); Ydisp (7 Binary to Hexadecimal: 

v
t
 

—
 



| 

: fisp;(binaryVectorToHex(result_B)); 

Hisp(binaryVectorToHex (rev_result_B)); 

ween ee eee eee Eve --------------- ee eee 

eviresult_E = []; 

of |e = 1:length({result_E) 

it result_E(e) == 1 

rev_result_E(e) = 0; 

elseif result_E(e) == 0 

rev_result_E(e) = 1; 

‘end 

sp (binaryVectorToHex (result_E)) ; 

disp (binaryVectorToHex(rev_result_E)) ; 
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D. Appendix D a 
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