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Abstract 

The need to detect anomalous events and react to them immediately in real time 

is becoming increasingly important in the banking sector. The main objective of 

this thesis is to propose the development of a real time alert notification system 

that uses outlier detection algorithms to discover unexpected trends in the key 

performance indicators of a financial industry. In order to enable real-time moni- 

toring of data streams and notify users of anomalous occurrences as they happen, 

the system will take advantage of the capabilities of cloud computing and big data 

technologies. The proposed system will be evaluated against traditional outlier 

identification techniques. The efficacy of the outlier detection algorithms for the 

banking dataset is assessed using precision, recall, and Fl score measurements. 

The approaches of sending alerts are evaluated, with the strengths and weaknesses 

of each method taken into account. This thorough evaluation approach aims to 

emphasise the advantages and disadvantages of the suggested system as well as 

identify potential areas for improvement. The suggested system will allow users 

to take proactive action to lessen the consequences of abnormal events, reduce the 

risk of costly downtime and other adverse effects. 
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AHatia 

AHOMAJIbAbI OKMFasIapAbI AHbIKTAY X%KOHE O/Aapra HAKTbI yaKbIT pexkuMminye je- 

pey opekeT ety KaxKcTTisiri 6aHk ceKToppiHga OapraH cafiblH MaHbI3obI Gomi 

Keel. By 1unoMAbIK 2KYMBICTHIH Herisri MAKCATbI KaprKbl CAJIACbIHBIH, Herisri 

TUIMIMIIK KOPCCTKIINTepiHAcri KYTIMIercH TCHACHIMANIAapIbI AaHbIKTAY YIUIH WICK- 

TeH IIbIFY[bI AHbIKTay aJIFOpHTMJepin NalijatanaTblH HAaKTbI yaKbITTarbi ecKep- 
Ty xadapnanabipy xyiiecin a3ipneyzi ycbiny 6ompm Tabpiianet. Hlepektep arsin- 

AapbIH HaKTbI yakbIT PexKUMIHe Oakbllaybl KOCy »KoHe Nati Taany Wb wap Tb 
OpbIH aJIFAH aybITKylap TypaJibl xaOapyap eTy yin 2xylie OyITTHIK ecenTeynep 
MCH YJIK€H JepekTep TexHOJIOPMAapbIHbIH MYMKIHAIKTepih Naiiqananagp. ¥cpr- 
HbUIFAH 2K ye Jecrypwi calikecrensipy egicrepine Kapcpl Oaramanagy. Banxrix 

ACPeKTEP 2AKMHAFBI YINIH WeKTeH WIbIFYAbI aHbIKTay aJIrOpuTMAepinix, Tuimainiri 
MeAAK, Kalira waxprpy *xeHe F1 ynaii eIMeMJepi apKbIbI Oarasanayyr. Ecxep- 

TyNepAi *«iOepy Tacingzepi 6aralaHaznl, opbip oslicTiH KYUITi 2KoHe asci3 *KAKTApbI 

eckepiieni. By mykuat 6araviay Tacisi YCBIHBIIFAH 2K YHeHIH APTHIKUIBLIBIKTappI 
MeH KeMILJiKTepin aTall KepceTyre, colaii-ak %KaKcapTyObIH bIKTUMaN 6arbit- 
TapblH aHbIKTayra OarbiTTasran. YCbIHbUIFaH »«yie Nai TaavyWibviapra onerrey 
TbIC OKMFalapIbIH CaITapbiH a3saliTy, KbIMOaT TypaTbIH TOKTaM KaJIY KayMlH Kone 
Oacka Ta *arbimcbr3 acepulepAi azaliTy ymin 6emcenzi apeKer eryre MYMKIHJik 6e- 
peni.



AHHOTAalIuaA 

Heo6xouuMocTb O6Hapy2KeHMA AHOMAJIbHbIX COObITHM HM HeEMeJWIeHHOrO pearu- 

pOBaHHA Ha HUX B pe?KUMe pcaJIbHOTO BPCMCHH CTAHOBHTCH BCC OovIce aKTYAaIbHOli 

B 6aHKOBCKolt ccbepe. OcHOBHas Lesb STON AMCCepTallM - MpeAIOKUTE pa3pa- 

60TKy CHCTeMbI ONOBCLICHHA B PCAJIbHOM BPCMCHH, KOTOpad MCIOJIb3yeT azro- 

PUTMbI OOHapy2KeHua BbIOpOCOB IIA OOHAPy2KeHMA HeORKUJAHHbIX TeHJCHUNH B 

KJIOUeBbIX NoKa3aTesmax scpdbeKTUBHOCTH cbuHaHcoBoit orpacau. Urobpr o6ecne- 

YMTb MOHUTOPMHT MOTOKOB J@HHbIX B pexKUMe PeaJIbHOrO BPEMEHH VM yBeEAOMIIATE 

TOb30BaTeNel OO AHOMAJIDHbDIX COObITUAX TO Mepe HX BOSHHKHOBeCHHA, clucTema 

6yZeT MCNOMb3OBAaTb BOSMOXKHOCTH OOMAYHBIX BbIUMCeHMM M TexHOJorutt 6omb- 

WIMX JaHHBix. IIpennaraemaa cucTemMa 6yzeT ONeHUBAaTbCA 110 ChaBHeHHIO Cc Tpagn- 

IMOHHBIMM MeTOZaMu ULeHTUDUKAaLUN BbIOpocoB. DdbdeKTMBHOCTh aNropuTMoB 

o6Hapy2KeHUA BbIOpocos Avia Hadopa OaHKOBCKMX JaHHbIX OLCHMBaeTcs C UCnoMb- 

30BaHHeM H3MepeHuit TOUHOCTH, OTSbIBa M oueHku F1. OleHMBaloTca No_xXognI K 

OTHpaBKe OMOBeMeHu C yYeTOM CHJIbHbIX Mu CaObIxX CTOPOH KarKOrO MeToga. 

Tor TWATeMbUbI NOAXOA K OUelHKe Hallpapsen Ha TO, YTOObI NoAYepKHyTp mpe- 

UMYLICCTBA MW HeAOCTaTKU MpesaraeMol CMCTeMBI, a Tak2Ke OllpeAeUTS oTeny- 

avIbHbie oOlacTu yyia yrysmenua. Ipeaznaraemas cucreMa NO3BOJINT NOb30BaTe- 

JIAM IIPMHMMAaTb ylipexkK arolve Mepbi Ayia YMCHbINeCHM A MOCJICICTBMM HeELITATHEIX 

cuTyallult, CHwKeHMA pucKa Joporocroslux mpoctoes u Apyrux HeOmaronpuar- 

HbIX MOCJICACTBUN. 
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Chapter 1 

Background and motivations 

1.1 Introduction 

Big data and real-time data streams have multiplied exponentially in the bank- 

ing sector in recent years. This increase in data has given data experts and 

managers a variety of new opportunities as well as entirely new challenges to 

overcome. One of the most serious difficulties these bank data professionals face 

is the need to notice abnormal events in real-time in order to take early actions 

to prevent or reduce the impact of such incidents. 

This is due to the increasing extent of banking as well as the sheer number of 

financial transactions that occur every day. Banks are struggling with identifying 

and stopping dishonesty and other illegal activities. Therefore, with the growth 

of digital banking and the rising use of technology in financial transactions, the 

significance of real-time alert notification in the banking sector has become more 

and more clear. 

Real-time alerting of abnormal or critical bank performance is important to 

bank safety and security. The prevention of financial misconduct can be aided 

by the detection of unusual financial behaviour. Additionally, it may assist in 

locating the financial system’s risks and weaknesses as well as shield against any 

interruptions. Banks frequently use approval metrics to assess consumer credit- 

worthiness and decide whether to accept loan applications. It may be a sign of 
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mistakes in the decision to approve a loan if there is a rapid rise or fall in the 

number of loans given. For instance, if there is a significant increase in high-risk 

loan applications that are authorised, this may indicate that the bank is taking on 

too much risk and improperly evaluating the creditworthiness of the applicants. 

Customers expect quick and effective loan processing times, and any mistakes or 

delays in the approval procedure may result in customer dissatisfaction and even 

lost revenue. 

In order to increase the precision of credit risk assessments, it is crucial in the 

banking industry to spot discrepancies in approval rates. Outlier identification 

can assist banks in identifying potential loan defaulters in the context of credit 

risk assessment. Banks can modify their risk scoring models to better account 

for these higher-risk borrowers by spotting variances in approval levels, which can 

help reduce default losses. It can also be employed to look for probable wrongdo- 

ing. An indication of falseness might be seen, for instance, if a bank’s acceptance 

rate for credit card applications suddenly increases dramatically and then main- 

tains a high level for an extended period of time. Banks can analyse falsehood 

errors and take the necessary steps to avoid similar behaviours by recognising 

these anomalies. If a bank doesn’t adhere to business key performance identifica- 

tors like approval levels, it runs a lot of risks. One of the main worries is the risk 

of making poor judgements. If a bank’s loan acceptance rate is too high, it can 

discontinue making loans to high-risk customers, which might lead to increased 

defaults on loans and financial losses for the company. On the other hand, if 

the bank’s loan acceptance rate is too low, it can end up rejecting creditworthy 

clients, missing out on potential revenue streams. 

Another risk linked to noncompliance with business objectives is inadequate plan- 

ning and budgeting. A bank may overestimate or underestimate its financial per- 

formance when predicting income and spending, which might result in a budget 

deficit or surplus. This may occur if the bank’s loan approval rate is overlooked. 

If the business metric is not achieved, the bank’s reputation may ultimately be in 

jeopardy. A bank may lose the confidence of its investors and clients if it gains a 

reputation for bad credit judgement, which might eventually cause operations to 

decrease.



Real-time anomaly event detection in data streams is a challenging problem 

with many facets that calls for sophisticated computational and analytical tech- 

niques. Data professionals may fully use the capabilities of real-time anomaly de- 

tection systems in the financial sector by utilising the most recent developments in 

big data technology. The combination of statistical analysis and machine learning 

algorithms that can find patterns and trends in huge and complicated datasets 

is necessary for the timely identification of such occurrences. These technologies 

can help financial organisations respond to unusual occurrences promptly and 

efficiently, lowering the likelihood of financial loss and damage to reputation. 

A possible approach for spotting outliers is to employ statistical or machine 

learning approaches that detect abnormalities in univariate time series data. Al- 

though these techniques have demonstrated potential for identifying abnormal 

occurrences, traditional approaches have a high incidence of false positives and 

are not appropriate for real-time monitoring. Furthermore, the complex and di- 

verse nature of financial data flows necessitates the deployment of modern data 

pre-processing and data cleaning techniques to assure the quality and trustwor- 

thiness of the insights gained. 

To address this issue, the dissertation recommends implementing a real-time 

warning and notification system that integrates the traditional way of detecting 

deviations with the major indications of the bank’s activity. 

The main goal of this dissertation is to develop a system for detecting anomalous 

events and compare its performance with outlier detection approaches. 

This research paper aims to investigate and provide a comprehensive analysis 

of the research question posed "How to effectively and quickly identify abnormal 

behaviour in a critical banking indicator?", drawing on relevant sources and data 

to offer a well-supported answer. The research question has been chosen based 

on its significance and relevance to the field of study, and it has been carefully 

constructed to be clear, succinct, and researchable.



1.2 Literature Review 

The first step in determining-a response to this issue is to thoroughly review 

the relevant scientific literature in order to demonstrate proficiency in this field. 

It is important to undertake research and stay current with best practises and 

industry trends in order to exhibit a high degree of expertise and competence in 

the subject matter of the request. A literature review is a method for gathering 

information from previously published scientific works and applying it to one’s 

own work and decision-making. This technique helps researchers produce new 

insights and ideas that may be utilised to direct their own study as well as get a 

thorough understanding of the current state of the art in their particular subject. 

The thesis will first review the body of knowledge about outlier detection and 

real-time data stream monitoring in order to accomplish this. The review will 

cover both the latest developments in statistical approaches and algorithms for 

machine learning used to find abnormalities in time series data, as well as warning 

notification systems. 

My interest in this subject has been sparked by P. Robert’s research work [1] 

on setting up an email-based notification system for large-scale system resources. 

P. Robert details how he successfully developed an alerting system using Python, 

Filebeat, and Watchdog in the article he published. This innovative approach has 

the potential to increase company efficiency and simplify resource management 

by sending out timely warnings and alerts. Future research in this field, building 

on Robert’s work, may look into the integration of machine learning, which might 

improve the system’s performance and expand its ability to recognise anomalies, 

Businesses may achieve operational excellence and gain a competitive advantage 

in today’s fast-changing business environment by leveraging the most recent tech- 

nological breakthroughs and developing innovative solutions. 

In addition to the work already stated, Mohammad Braei and Dr.-Ing. Se. 

bastian Wagner’s experimental study [2] on anomaly identification in univariate 

time series offers useful information to businesses looking to streamline their pro- 

cesses. Braei and Wagner used numerous domain-specific datasets in their study 

to compare the performance of deep learning methods to statistical and classica]



machine learning procedures. Their failure to assess their approaches using finan- 

cial data was one of the study’s flaws. Our dissertation seeks to further this work 

by investigating how these techniques are applied in the banking industry. The 

financial sector, which generates enormous volumes of complex and varied data, 

provides unique possibilities and problems for data analysis. 

The paper "A simple heat alert system for Melbourne, Australia" by Neville 

Nicholls, Carol Skinner, and Margaret Loughnan [3] presents a heat alert system 

designed for the city of Melbourne, Australia. The authors begin by outlining 

the significance of heatwaves as a problem for public health, particularly in urban 

areas. The next section of the article gives a thorough explanation of the heatwave 

warning system, which is based on a set of objective standards that sends warnings 

when certain thresholds are surpassed. The method takes humidity, wind speed, 

cloud cover, and maximum and lowest temperatures into account. The authors 

also discuss the communication methods employed to inform the general public 

and significant stakcholders of heatwave warnings. The use of objective criteria 

to include heat warnings and the use of communication tactics to spread heat 

warnings to the general public and important stakeholders are both covered in 

the article. The authors do not go into specifics about how the notifications were 

disseminated, but they do say that they were spread via a number of channels, 
including media reporting, social media, and email alerts. The examination of 
temperature and fatality data for the city of Melbourne over the summers of 

2009-2010 is then used to evaluate the heat wave warning system. The outcomes 

demonstrated that the heat wave warning system was successful in lowering heat- 

related fatalities. 

The article "A Comparison of Outlier Detection Algorithms for Machine Learn- 
ing" by H. Jair Escalante [4] is a survey of the literature that contrasts several 

outlier identification techniques for machine learning. The relevance of outlier 

identification in machine learning and the numerous applications of outlier de- 

tection methods are discussed by the author in the first paragraphs. The paper 

then goes into detail about a number of outlier identification techniques, includ- 

ing statistical techniques, distance-based techniques, clustering-based techniques, 
and density-based techniques. The author discusses the benefits and drawbacks 
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of each type of algorithm and provides examples of how they are used in vari- 

ous situations. He employed the principal component analysis of the kernel to 

decrease the dimensionality of the spectral data. This method allowed him to 

transform the data into a new set of variables that captured most of the original 

information while greatly reducing the amount of data that needed to be anal- 

ysed. The outcome was a more organised set of data from which valuable insights 

and patterns could be drawn. Data that was both noisy and not noisy was used 

to conduct the research. The author also offers a comparison of outlier detection 

techniques based on performance indicators including accuracy, repeatability, and 

F1 score. The comparison’s findings demonstrate that no outlier identification 

method is better than another and that the right strategy to use depends on the 

characteristics of the data and the specific application. The paper also discusses 

interpretability, the curse of dimensionality, and unbalanced datasets as problems 

and challenges with outlier identification in machine learning. The author also 

discusses the most recent advancements in outlier identification, such as ensemble 

approaches and deep learning-based algorithms. The key findings are outlined 

in the article’s conclusion, which emphasises the importance of detecting outliers 

in machine learning and the demand for more study in this field. However, this 

paper provides a comprehensive examination of machine learning outlier identi- 

fication techniques, making it a significant resource for researchers and industry 

professionals. 

A notable addition to the field of anomaly identification is made by Zhangyu 

Cheng, Chengming Zou, and Jianwei Dong’s study on outlier detection utilising 

isolation forests and local outlier factors [5].The authors offer a two-layer pro- 

gressive ensemble method for finding outliers that uses the isolation forest and 

local outlier factors. The study also offers experimental results that demonstrate 

how effective this approach is in detecting anomalies. The approach that is sug- 

gested combines the advantages of both LOF and IF machine learning algorithms 

to achieve high accuracy in outlier detection while minimising false positives, In 

the context of business and finance, this is essential since false positives can have 

costly repercussions. This is crucial in a corporate and financial environment be- 

cause false positives may be expensive. Financial organisations may avert losses



and reduce risk by rapidly spotting potential deviations. The article provides 

helpful details on utilising ensemble methods to look for abnormalities in time se- 

ries data. Effective outlier detection is an essential aspect of the analysis of data, 

as businesses depend steadily on it to make wise decisions. By building on the 

work of Cheng, Zou, and Dong and providing insights that will aid organisations 

of all types in increasing their efficiency and remaining competitive in an industry 

that is changing quickly, our thesis seeks to further this important field of study. 

The article on Automated Attendance Management and Alert Systems, au- 

thored by A. Rahim and P. Ismail [6], is a valuable contribution to the field of 

automation and sending alerts. The authors created an AAMAS system utilising 

MS Visual Basic, MS Access, and MS Excel, which provides enterprises with an 

automated and efficient manner of controlling staff attendance. The system can 

only send SMS alerts, as indicated in the article, and email notifications are not 

supported. This may be a significant financial factor for enterprises because SMS 

notifications can be pricey and may not always be the most economical option. 

As a result, it is critical to analyse the cost and efficacy of various notification 

techniques, such as email notifications, to decide the optimal solution for a cer- 

tain organisation. This can assist businesses in streamlining their management 

procedures and reducing expenses without compromising precision or effective- 

ness. The article stresses the necessity for organisations to carefully consider the 

costs and advantages of various notification techniques in order to make educated 

decisions about attendance management and offers insightful information on the 

design and implementation of real-time alerts. This paper, however, aims to build 

on this work by investigating the usage of various notification systems for auto- 

mated alerts in order to provide organisations new concepts and tactics to improve 

their operations. 

The purpose of this work is to design, construct, and evaluate a real-time alert- 

notification system that identifies outliers in univariate time series data using 

machine learning techniques and statistical computing, taking into account the 

shortcomings of previous comparable research papers. The primary objective will 

be to concentrate on proactive monitoring and warning of anomalous occurrences, 

allowing uscrs to take prompt and efficient action to reduce the effects of such 
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situations. 

The core ideas and findings of the dissertation were featured in two papers that 

were published in the journal "SDU Bulletin". The research conducted in this 

dissertation incorporates some of the results and experiments presented in those 

papers in order to comprehensively examine all of the methods under investiga- 

tion. We list here the publications written during this Master’s thesis. The thesis 

is based on the following articles, listed in order of appearance in the text: 

1. Amankossova A.; Turan C. "Implementation of a real-time alert-notification 

system for data monitoring in the financial industry", Suleyman Demirel 

University Bulletin: Natural and Technical Sciences, [S.1.], v. 62, n. 1, p. 

132 - 141, mar. 2023. ISSN 2709-2631 [7]. 

2. Amankossova A.; Turan C. "An evaluation of unsupervised outlier detection 

methods for univariate time series data in financial transactions", Suleyman 

Demirel University Bulletin: Natural and Technical Sciences, [S.1.], v. 62, 

n. 1, p. 178 - 188, mar. 2023. ISSN 2709-2631 [8]. 

The research is innovative in that it combines machine learning algorithms 

and statistical methodologies with a real-time warning and notification system 

to identify outliers in a financial dataset. This strategy may make proactive 

monitoring and communication of unusual occurrences possible, which may be 

very helpful in important industries like banking. The project seeks to contribute 

to the development of more accurate as well as effective ways for recognising 

and managing risks related to unusual occurrences in real-time data streams by 

applying this system. The findings of this work will aid in the development of 

strong and practical outlier identification systems with potential financial sector 

applications. As a result, this research study aims to add something worthwhile 

to the body of knowledge and deepen our grasp of the topic. 

The architecture and design of the suggested real-time alert notification system 

will then be given in the dissertation’s remaining pages. The system will be 

built to handle massive amounts of data streams, and it will combine big data 

technologies with computing to enable real-time monitoring and alerting.



The thesis will then describe the implementation of the system, including the 

integration of statistical and machine learning methods to detect outliers in time 

series data. The implementation will also include a practical example to demon- 

strate the effectiveness of the system in detecting anomalous events and alerting 

users in real time. 

Subsequent to it, the thesis will present the results of an evaluation of the pro- 

posed system, including a comparison of its performance with traditional outlier 

detection approaches. The evaluation will be carried out using metrics such as 

accuracy, recall, and F1 score and will demonstrate the effectiveness of the pro- 

posed system in detecting anomalous events in real time. 

The results of the research include the development of an online anomaly noti- 

fication system that was implemented using Python and a library for working 

with data and calculations. The experiment utilised data from the Home Credit 

Bank database, and the precision and recall evaluation metrics of various anomaly 

detection methods were compared, along with their respective advantages and dis- 

advantages. Also the study analysed and compared the pros and cons of different 

methods for sending notifications. This dissertation will contribute to the devel- 

opment of more efficient and effective outlier identification systems with potential 

applications across a wide range of industries. The suggested method will en- 

able users to take preventative action to lessen the consequences of unexpected 

circumstances, boost overall productivity, and lower the possibility of expensive 

downtime or other negative effects. 

1.3. Overview of Chapters 

It is essential to provide a clear summary of the thesis at the end of the introduc. 

tion. Six chapters make up the structure of the thesis. This helps the reader have 

a clear understanding of the subsequent chapters, which provide the context and 

goals in Chapter 1. We gave a concise summary of our system and the procedures 

used in our work in Chapters 2, 3, and 4, highlighting the essential components 

and processes used within the scope of our processes. The formula and results 

for getting an input test using templates are provided in Chapter 5 of the study.



This chapter also contains the code’s outcomes and additional information on the 

experiment. The results of our investigation were given in Chapter 6, which also 

included potential areas for further research. 
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Chapter 2 

Methodology 

A dissertation’s methodology section describes the research strategies we em- 

ployed. It is essential to carry out a comprehensive examination of suitable meth- 

ods for spotting outliers and include mechanisms for prompt notice distribution 

prior to the construction of this system. 

Figure 2.1 depicts the three-level architecture that was adopted to ensure the 

system’s functionality. There is no direct connection between the thin client layer 

and the database. The data is kept in a database, and the application logic 

is developed using a programming language. Scalability, maintainability, and 

adaptability are just a few advantages of using a three-level design. Additionally, 

it enables the division of concerns, which makes it simpler to update or alter one 

layer of the system independently of the others. 

To achieve this objective, our algorithms were executed on the Home Credit 

Bank dataset. To overcome this challenge, we generated synthetic timestamp 

using python libraries. As our data set’s target value was not evenly distributed, 

we applied the SMOTE technique to balance it. 

The synthetic minority resampling method is an algorithmic approach used to 

balance skewed datasets. The process of developing synthetic samples of the 

minority class entails using each sample from the minority class individually to 

produce fresh synthetic examples along the line segments linking the minority 

class’s closest neighbours [9]. This aids in balancing the data distribution and 

1]



SF — [| — 
Database Application Users 

Figure 2.1: Three-level architecture of the alert system 

Table 2.1: Labels 

City 

Almaty 

Moscow 

Kaskelen 

London 

guards against model bias in favour of the dominant class. 

It is crucial to do data preprocessing if the dataset contains categorical data 

types. Encoding a dataset entails converting the raw data into a format that is 
appropriate for machine learning. The properties of the dataset may increase or 

decrease depending on the encoding technique used. 

It is necessary to create a distinct binary variable for each group in the source 

variable in order to implement a one-time encoding. City names may be trans- 

formed into binary columns using one-time encoding. 

For example, if the original categorical variable is city and has classifications 

shown in Table 2.1 such as Almaty, London, Kaskelen, and Moscow, then one-hot 

encoding would create three new variables: city_ Almaty, city_London, 

city_Kaskelen, and city_Moscow. The values for each of these variables would 

be either 0 or 1, depending on whether that specific value for the original variable 

was present in a particular observation. One-hot encoding is useful when there 

is no inherent order to the categories in the original variable. Almaty can be 

encoded as [1, 0, 0, 0],Kaskelen as [0, 0, 1, 0] , London as [0, 0, 0, 1] and Moscow 

as [0, 1, 0, 0] (Table 2.2). 
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Table 2.2: Labels after one-hot encoding 

City | city Almaty | city Moscow | city Kaskelen | city London 
Almaty | 1 0 0 0 
Moscow | 0 1 0 - 10 
Kaskelen | 0 0 1 0 
London | 0 0 0 1 

Contrary to this, label coding necessitates giving a unique numerical value to 
each category included in the original data. This indicates that, for purposes of 
model building, each category is represented by a distinct integer number. In 

this example, label encoding may be used to assign the values 1, 2, and 3 to the 

categories. When the categories in the source variable have a natural order, label 
encoding is advantageous. We should minimise the number of features in the data 
set while maintaining as much information as feasible. 

We are working with a categorical variable in this situation that reflects several 
occupational groups. This variable was label encoded to make it machine readable. 
Each occupation is given a label by the label encoder, which in this case uses the 
values 0 to 5 from the Table 2.3. This enables the use of a person’s employment 
status as a feature by machine learning algorithms that need quantitative input. 
This, however, is not the ideal application for label encoding. The use of number 
labels suggests an ordinal connection between categories, where one category is 

more significant or superior than another, which is the rationale for this. In reality, 
this is not the case; rather, the categories differ and should be handled as such. 
Direct coding, where each category is represented by a binary value, would be a 
preferable method for encoding this categorical data. This assures that there is 
no ordinal link between categories and that each category is treated equally by 
the machine learning algorithm. 

Consider the case when the categorical variable designates the several Categories 

of different professions (Table 2.3). In this example, the label encoder assigns the 

label from 0 to 5 (Table 2.5).This allows us to use the gender of a person’s data 
in machine learning algorithms that require numerical input. 

Feature selection is a strategy for improving the performance of machine learn- 
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Table 2.3: Label encoding 

Profession Profession Encoded 

Teacher ‘Teacher 0 

Unemployed Unemployed | 1 

Farmer After label encoding | Farmer 2 

Doctor Doctor 3 

Painter Painter 4 

Hairdresser Hairdresser | 5 

Table 2.4: Labels before label encoding 

Labels 

Men 

Women 

ing algorithms by detecting and deleting unnecessary variables while maintaining 

just the most significant ones. To assure the accuracy of the classifier while deal- 

ing with large datasets, feature selection must be done beforehand. The feature 

selection process tries to find out a subset of features a C b, where a is the optimal 

subset and b is the set of features. One of the primary research inquiries in feature 

selection involves identifying the optimal subset. 

Four key phases are involved in feature selection (see Figure 2.2): 

e Formation of subsets 

e Evaluation of subsets 

e Criteria for stopping 

e Validation 

Subset generation is a search procedure that uses a certain search methodology. 

A produced subset feature is compared to the most recent best subset feature 

using a specific evaluation criterion. If it turns out that the new feature subset 

is superior to the prior best feature subset, it will take its position. This method 

keeps going until a predetermined stopping requirement is satisfied. Validation is 

required after the creation of the ideal feature subset. 

The feature selection process employs the LightGBM approach. The one-way 
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Table 2.5: After label encoding 

Labels | Encoded 

Men 1 

Women | 0 

Formation 

of subsets 

| No 

Evaluation Criteria for 

of subsets stopping 

Yes 

Validation 

Figure 2.2: Steps of Feature Selection 

gradient-based sampling decision tree approach is the foundation of the GBDT 

design. Although the GBDT technique may transform continuous functions into 

discrete values, it only makes use of first-order derivative data when optimising loss 

functions. Because each tree learns from the inferences and residuals of prior trees, 

decision trees can only be employed as regression trees. A decision tree strategy 

based on histograms has been used by LightGBM. As a result, XGBoost uses less 

memory and processes enormous volumes of data more quickly and accurately, 

with fewer false positives and missed detections. In order to reduce overfitting and 

boost performance, LightGBM utilises multi-threaded optimisation and maximum 

tree depth. This removes duplication and irrelevant data from the data collection, 

increasing the model’s overall predictive power. This method is effective for data 
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visualisation and accelerating the training of machine learning models. 

Outlier detection systems are often assessed based on precision, recall, and Fl 

scores. It is usual and useful to assess the efficacy of outlier identification systems 

using these measures. 

The ratio of genuine hits to all anticipated hits is known as precision, whereas 

the ratio of true hits to all actual hits is known as recall [10]. 

True Positive esnm <x 9 

Preciston True Positive + False Positive (2.0.1) 

Recall = True Positive ; 

cca" = True Positive + False Negative (2.0.2) 

The F1 score is the harmonic mean of precision and recall and provides a single 

measure of algorithmic performance [11]. 

True Positive 
1S = = 2. 

Bl core True Positive + $(False Positive + False Negative) ( 
0.3) 

or 
Precision x Recall 

Pl Score = 2x 7 cision + Recall (2.0.4) 

These metrics are used to measure how well the outlier detection algorithm 

performs in identifying data abnormalities. Researchers and practitioners may 

evaluate many techniques for outlier identification and select the one that is best 

suited for their specific use case by scoring the algorithm using these metrics. 
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Chapter 3 

Outlier Detection 

The term "anomaly detection" refers to the detection of outliers or abnormali- 

ties in data. This technique is used to find substantial shifts in data points that 

might signal errors or other unusual behaviour. Both statistical and unsupervised 

techniques may be used to find outliers. 

Time series data cannot be used to discover anomalies in non-temporal data, 

such as location-based information. One of the primary methods for finding 
anomalies in geographic data is to calculate the difference between anomalous 
points and the rest of the data. The dataset may also be aggregated to identify 
all locations situated in less populated areas as anomalies. It is crucial to keep in 

mind that the fundamental tenet of geographic data is that the data points are 

independent of one another. 

Time series data, on the other hand, reacts differently due to the interdepen- 

dence of the data points. It is presumable that a sequence’s later timestamps 

are influenced by its earlier data points. As a result, the sequence’s values either 

undergo progressive modification or take on a predictable pattern. Any abrupt 

deviations from the pattern are viewed as abnormalities. 

For instance, consider an example of a time series showing the percentage of 

approved applications, recorded every 10 minutes: 

49 50 47 53 95 51 51 45 
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The majority of approaches would instead find two evenly distributed clusters if 

the data points were assumed to be independent, which would prevent them from 

seeing any unique patterns. In the context of time series, the sudden increase in 

the approval rate from 53% to 95% should be identified as an anomaly. Due to 

the interdependence of timestamps, it is possible that abnormalities in time series 

data are frequently contextual or collective in character. 

The difference between the expected value z,;-; and the actual value 2; is used 

to calculate the anomaly score in time series: 

€; = d(xi_1, Xi) 

where d is a distance function. In univariate time series, usually the euclidean 

distance is used. The deviation €; — is anomaly score. If this score is above a 

threshold 6, it is classified as an outlier. 

There are several unsupervised machine learning methods that can be used for 

outlier detection. 

3.1 Density-based method 

Density-based clustering is an important problem of research for data scientists 

and has been investigated with interest in the past. These methods identify 

outliers based on the density of the data points in a particular region. Points that 

are in low-density regions are more likely to be outliers than points in high-density 

regions. Example of density-based methods include LOF, One-Class SVM. 

3.1.1 Local Outlier Factor 

The local outlier factor is @ frequently utilised unsupervised machine learning 

technique for detecting outliers. Breunig et al. first introduced it in 2000 as a 

density-based method that quantifies the local deviation between a data point 

and its neighbours [12]. LOF identifies data points with a substantially lower 

density than those of their neighbours as outliers [13]. The following are the main 

definitions for the LOF: 
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Definition 3.1.1 (Distance k from a data point). A mathematical notion known 

as Euclidean n-dimensional space may be used to calculate the separation between 

two data points, p and o. 

d(p,0) = di — oj)" (3.1.1) 

Definition 3.1.2 (K nearest neighbors). A data point q is regarded as p’s k near- 

een them is less than or equal to k-distance(p). est neighbour if the distance betw 

The k-nearest neighbours of q make up the k-distance neighbourhood of p accord- 

Ing 

to the above equation [14]. 

Nx distance(p) (P) = € A pld(p, q) < k_distance(p) (3.1.2) 

Definition 3.1.3 (The distance between p and o at which anything is reachable). 

We will assign a positive integer value to k. The equation explains how to calculate 

the reachability distance from data point p to data point o. 

reachability _distancex(p,°) = mas(k_distance(0), d(p, 0)) (3.1.3) 

data points for local reachability). Density-based 
Definition 3.1.4 (Density of : 

ters to determine density: Clustering algorithms rely on two parame 

© the minimum number of data points (MinD) 

® volume 

ive Norinp(p)reachability _ distance MinD(P,0) 
314 

Lrdminp(p) = 1/ MinD(p) (3.1.4) 

To determine the local reachability density (Lrd) of data point p, the average 

reachability distance based on its MinPts nearest neighbors is calculated first. 

Then, the inversion of this value produces the local reachability density (Lrd) of 

data point p. 
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Definition 3.1.5 (Local Outlier Factor of data point p). The equation shown 

below is used to calculate the LOF (local outlier factor) estimate for data point 

p based on the work mentioned above [13]. 

a né€N win (p) Lrdyrin plo) 

Lrdyginp(?) 
3.1.5 

|Narinp(p)| ( ) 
LOF Minp(p) = 

The Local outlier factor algorithm works by first defining a k-distance neighbour 

hood of each data point, which consists of the k nearest neighbours of the point 

and their distances from the point [8]. The k-distance is the distance to the k- 

th nearest neighbour and serves as a measure of the local density of the point. 

Points with a higher k-distance are in less dense regions and are more likely to be 

outliers. 

The next stage is to calculate each point’s reachable distance, which quantifies 

its reachability from neighbouring points. The highest value between two points’ 

distances and the second point’s k-distance is used to calculate the accessible dis- 

tance. The accessible distance for a place that is close to its k nearest neighbours 

is the larger of the k-distance or the distance to the k-th nearest neighbour. 

A visual depiction of the algorithm’s operation is presented in Figure 3.1. Once 

the k nearest neighbours of each data point have been identified, the local reacha- 

bility density can be determined by dividing the inverse by the average reachability 

distance of its neighbours. By comparing the local reachability density of each 

point with the average local reachability density of its k nearest neighbours, the 

LOF value can be derived [14]. 

3.1.2 One-Class SVM 

The One-Class SVM is a type of support vector machine that can be utilised 

for detecting anomalies in an unsupervised setting [8]. A one-class SVM, unlike 

standard SVMs, attempts to detect patterns in an unlabeled datasct rather than 

learning from a labelled dataset. In multidimensional space, this approach seeks 

a hyperplane that divides the data from the origin. The hyperplane should be 

as close to the data points as is feasible while being as far away from the origin 
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Figure 3.1: Local Outlier Factor 

as is feasible. This method may be applied to tasks like novelty identification, 

which includes finding unique or previously unidentified patterns in an untagged 

dataset. According to their location in reference to the hyperplane, fresh data 

points may be classified as normal or anomalous using the technique, which builds 

a hyperplane. 

The oesvm function is used by one-class support vector machines to detect 

abnormalities in training data. The ocsvm function, which also offers anomaly 

scores and indications for the training set of data, is used to train one-class SVM 

objects. By giving clean training data (data devoid of outliers) to OCSVM, it 

produces @ OneClassSVM object and then uses the object and the new data to 

detect abnormalities in older data. For the new data, the isanomaly function 

offers scores and anomaly markers. 

There are two variations of one-class SVMs. ‘The initial formulation, introduced 

by Schélkopf, entails employing a hyperplane as the decision boundary, whereas 

the second formulation, developed by Tax and Duin, involves using a hypersphere 

as the decision boundary. In this regard, let’s delve more into the latter for- 
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mulation. The hypersphere has a radius-based centre R > 0 called a. Let’s also 
imagine that we have n data points that are provided by z;, where i = 1,2,--- in. 

The distance in Euclidian distance between a specific data point and the hyper 

sphere’s centre is |x; — a|. Every point must be on or within the hypersphere in 

order to minimise the cost function R? . 

Consequently, our constraint is |z; — al? < R? Vi. 

3.2 Distance-based method 

This approach places each data point in relation to its closest neighbours by calcu- 

lating their separation from one another, and data points that deviate significantly 

from their neighbours are labelled as outliers. The simplicity of implementation 
and ability to perform effectively on high-dimensional data are two benefits of 
distance-based outlier identification approaches. Additionally, they don’t demand 
any presumptions regarding the fundamental distribution of the data. They may 
not perform well on datasets with variable densities or atypical distributions, 
and they can be sensitive to the parameters chosen, such as the number of near- 
est neighbours to take into account. The isolation forest is an illustration of a 
distance-based approach. 

3.2.1 Isolation Forest 

The isolation forest approach is another popular unsupervised machine learning 
method for finding outliers. The Isolation Forest algorithm selects a feature and 
a split value at random for each partition in order to partition the data. This 

indicates that the algorithm builds a tree structure, with each branch of the 

tree isolating the aberrant data points. Anomalies are positioned nearer to the 
tree’s base because they may be separated with fewer splits than regular points. 

This approach allows the computer to detect abnormalities more quickly and 

precisely than other, more conventional approaches [8]. After that, the algorithm 
repeatedly divides the data into smaller and smaller subsets, eventually reducing 
each subset to just one data point. As an indicator of how readily a data point 

can be isolated from the rest of the data, the depth of each partition is kept track 
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Figure 3.2: Isolation Forest 

of. 

Outliers are more easily isolated and therefore require fewer partitions to be 

separated from the bulk of the data. This means that outlier data points wil] 

have shorter route distances from the tree’s root to their respective leaf nodes 

than normal data points. Figure 3.2 displays a graphical representation of how 

the algorithm operates: 

The Isolation Forest algorithm uses path lengths to determine the degree of 

"isolation" of each data point and identifies points with shorter path lengths as 

outliers [15]. The Isolation Forest technique has several advantages over other 

outlier identification methods. It can scale large data sets with millions of data, 

points and handle very high-dimensional data. Because the approach may be par- 

allelized due to the random splitting of the data points, it is also computationally 

efficient. The Isolation Forest approach is more adaptable to many types of data 

since it does not rely on any presumptions about the underlying distribution of 

the data. 

The Isolation Forest approach may not be as efficient, however, when dealing 
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with datasets that have a lot of overlap or when there are lots of clusters of 

data points that are similar, since these might be mistakenly classified as outliers. 

Additionally, the selection of tuning parameters, such as the number of trees 

in the forest and the subsampling rate utilised for each tree, might affect how 

well the isolation forest method performs [16]. The Isolation Forest algorithm 

is an adaptable outlier identification technique that may be used with a variety 

of datasets. When utilised correctly, the method can help find anomalous data 

points that may be of interest or suggest data mistakes. 

The algorithm’s performance on each unique dataset should be thoroughly as- 

sessed, and its shortcomings and possible hazards should be understood. 

3.3 Statistical method 

A statistical model may be fitted to the data using one of these techniques, and 

outliers—points that the model is unlikely to produce—can be identified. Statisti- 

‘cal techniques are fast at: processing vast volumes of data and are computationally 

efficient. Banks can now analyse huge datasets and find outliers more quickly and 

effectively than they could before using manual techniques. 

Statistical techniques are adaptable and may be tailored to meet the special re- 

quirements of a given data collection or application. This implies that banks 

may select the statistical techniques that best suit their unique requirements and 

modify them as necessary to secure the best outcomes. One of several] Statis- 

tical techniques that may be used to identify outliers is the interquartile range 

approach. 

3.3.1 Interquartile Range 

The interquartile range (IQR) is a statistical method used for detecting outliers in 

a dataset. This range is obtained by determining the difference between the 75th 

percentile (Q3) and the 25th percentile (Q1) of a set of data [8]. This measure 

provides an effective way to gauge the middle 50% of a dataset and is considered 

to be more robust against extreme values than other popular measures of spread, 

such as the range or standard deviation. The use of the IQR method has several 
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Figure 3.3: Interquartile Range 

advantages in detecting outliers. The IQR method is more resistant to outliers 

than other measures of spread, such as the range or standard deviation, since it 

focuses on only the middle 50% of the data.As a result, it is a more trustworthy 

and accurate way of locating outliers. The IQR approach is adaptable and simple 

to modify to meet the unique requirements of a data collection or application. 

The IQR can be calculated as follows [17]: 

IQR =Q3-Q1 

To use the IQR to detect outliers, one common approach is to define a "boundary" 

based on the IQR, and identify any data points that fall outside this fence as 

potential outliers. One common method is to use the following rule: 

Lower boundary = Q1-—1.5* IQR 

Upper boundary = Q3+1.5* IQR 

Potential outliers are any data points that are outside of the lower boundary or 

inside of the upper boundary. These potential outliers should be further exam- 
ined to determine if they are legitimate data points or if they are data errors or 

anomalies. Figure 3.3 illustrates a graphical representation of the IQR method 

employed by the algorithm in question. 

The use of IQR for outlier detection provides a number of benefits. It is more 

resistant to extreme values than other variance measurements like range or stan- 

dard deviation, making it a robust technique. It is widely used in numerous 
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scientific fields and is also quite simple to compute and analyse. 

Additionally, the IQR approach has significant drawbacks. For instance, in 

extremely small or very big datasets or in datasets with a skewed distribution, 

it could not be successful in spotting outliers. When employing the approach, 

researchers should carefully analyse the peculiarities of their data because using 

a single criterion to create the fence may not be acceptable for all datasets. In 

conclusion, the interquartile range is a popular technique in several study areas for 

identifying outliers in a dataset. To guarantee proper implementation of the ap- 

proach while utilising it, researchers should be aware of its benefits and drawbacks 

as well as carefully analyse the peculiarities of their data. 

Each of these approaches has advantages and disadvantages of its own. The 
best approach will be determined by the details of the data and the issue at 

hand. Some techniques could work better with high-dimensional data, while oth- 

ers might work better for locating outliers. Since some approaches need more 

processing power than others, the choice of method may be influenced by the 

computational resources available. Additionally, it is important to note that un- 

supervised machine learning algorithms for outlier detection are not perfect and 

may result in false positives or miss certain outliers. To ensure the validity and 
use of the discovered outliers, it is crucial to carefully assess the findings of outlier 

detection and integrate them with domain expertise and human judgement. 
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Chapter 4 

Automated email 

notifications 

The banking industry is one of several businesses that may use automated 

email alerts, which are a common automation option. They may be used for a va- 

riety of things, such as order confirmations, welcome messages, reminders about 

abandoned shopping carts, and more. Automated email alerts, when properly 

set up and optimised, may promote sales, foster client loyalty, and raise brand 

recognition. This technique may be used effectively to notify key players who 

are in charge of monitoring important performance data for the bank. For ex. 

ample, automated email notifications can be used to advise management of the 

progress of loan applications, the performance of various investment portfolios, or 

any potential fraud or security breaches. They can be customised and subdivided 

for greater efficacy, but they should be pertinent, timely, and beneficial to the 

receiver. Banks may use automatic email notifications in this case to improve 

communication, speed up response times, and assist stakeholders in making deci- 

sions based on data quickly. Automated email notifications may ultimately help 

banks improve customer service, reduce operational costs, and promote company 

growth. 

Businesses may find it difficult and costly to develop email systems for the 

mass dissemination of transactional and marketing information. To ensure a high 
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rate of email delivery success, organisations must maintain email servers, network 

configurations, and strict Internet Service Provider rules for email content. 

Here are some of the techniques that can be used to send automated email 

notifications: 

4.1 SMTP 

The Simple Mail Transfer Protocol is an essential and widely used communication 

protocol that ensures the smooth transmission of email messages across different 

servers and clients on the internet [18]. Its primary function is to ensure the 

delivery of emails from the sender’s email client to the recipient’s email server 

by following a set of guidelines and standards [7]. These guidelines include the 

message format, error handling, and message encoding. SMTP enables users to 

send and receive email messages from various email clients and service providers 

in a standardised manner. It was developed by the IETF, and most email clients 
such as Microsoft Outlook, Gmail, and Apple Mail, provide support for it. | 

The way the SMTP protocol operates is by connecting the email clients of 

the sender and the receiver, then formatting the email message into the required 

format before transmission. Once the message is received by the recipient’s emai] 

server, which then sends it to the recipient’s email client, thereby completing the 

email transmission process, An SMTP session consists of several phases: 

e connecting to the server; 

e receiving the synchronous messages; 

e transmitting sender, recipients and contents of a message 

e disconnecting from the server 

Establishing a connection between the sender’s email client and the recipient’s 

email server is how SMTP operates. The email message is then formatted in the 

appropriate format and transmitted to the server via the SMTP protocol. The 

message is obtained by the recipient’s email server, which then sends it to the 

recipient’s email client [7]. 
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Figure 4.1: Architecture of Sending notifications 

One of the advantages of using the SMTP method is that it provides a reliable 

and efficient means of transmitting email messages across different networks and 

devices. It ensures that email messages are delivered promptly and securely to 

the intended recipient. It also provides error checking and handling mechanisms 

to ensure that any errors OF issues encountered during the transmission process 

are addressed in a timely manner. 

Architecture of Sending notifications can be shown in Figure 4.1. 

The picture appears to be a visual representation of a system architecture for 

ations. This system architecture is designed to streamline the pro- 
sending notific 

by breaking it down into smaller, more manageable 
cess of sending notifications 

y separating the various tasks involved in notification delivery, this 
components. B 

flexibility and scalability and can help to ensure 
architecture allows for greater 

cations are delivered in a timely and efficient manner. It features four 
that notifi 

emplate data store, a messaging API, an email 

components, including a message t 
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server (SMTP server), and a message creator. The Message Template data store 

holds the raw message templates, which can be used to create customised messages 

for notifications. These templates can be easily modified or updated as needed, 

allowing for greater flexibility and customization in the messaging process. The 

messaging API is responsible for handling the delivery of notifications to their 

intended recipients. It serves as the bridge between the Message Template data 

store and the various channels through which notifications may be sent, such as 

email, SMS, or push notifications. The email server, or SMTP server, is specifi- 

cally responsible for sending out email notifications. This server utilises the email 

protocol to deliver messages to recipients’ email addresses. It is optimised for 

handling high volumes of email traffic and ensuring that messages are delivered 

in a timely and efficient manner. The last, the Message Creator, is responsible for 

loading the message template from the Message Template data store and creating 

the actual message that will be sent to the recipient. This component is essential 

for ensuring that notifications are created and sent in a consistent and accurate 

manner. 

4.2. Cron Jobs 

Cron could be a prevalent time-based work scheduler that’s primarily utilised in 

Unix-like working frameworks such as Linux, BSD, and macOS. This open-source 

utility is broadly utilised by framework directors, designers, and control clients to 

computerise dreary assignments such as reinforcements, system maintenance, and 

information preparation. The Cron daemon runs within the foundation and per- 

mits clients to plan assignments at particular intervals, counting minutes, hours 

days, weeks, and months. This implies that clients can arrange for Cron to nun 

a specific command or script at a particular time or on a customary basis, de- 

pending on their necessities. Cron underpins a wide range of commands and 

scripts, which makes it a flexible instrument that can be redone to suit different 

needs. Python and R scripts can be planned as cron jobs to send mail notices 

at indicated intervals. This procedure can be used to mechanise e-mail notices 

from applications and workflows. It requires knowledge of Unix-based working 

frameworks and cron setup, as well as programming abilities. 
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Cron tasks require supervision. Consequently, it is critical to create software 

that keeps track of cron job execution. But this programme is not infallible. A 

cron job may send emails when it succeeds, but it is also possible for it to fail 

and prevent sending emails. Because users seldom check the latest update date, 

the sites will eventually become out-of-date, which users will realise when reading 

certain data. There is absolutely no version control. There is no straightforward 

method to determine who deleted a job and why. Additionally, adding more and 

more cron tasks to a single system over time may cause the machine to become 

overloaded. 

4.3 APIs 

A way to automate the process of sending emails using a programmable interface 

is by using APIs. Using APIs (application programming interfaces) is a powerful 

way to send notifications programmatically and in real-time [7]. Without having 

to create a separate email client or interface, it enables developers to include email 

functionality within their apps. APIs may be used to deliver a variety of emails, 

including newsletters, transactional emails, and marketing emails. Businesses 

that send a lot of emails on a daily basis might use this strategy to automate the 

process and save time [7]. Leveraging APIs enables businesses to measure and 

monitor email performance and make required modifications to ensure emails are 

not flagged as spam or banned by email filters, which helps businesses increase 

the deliverability of their emails. APIs allow developers to integrate their ap- 

plications with third-party services and leverage their functionalities, including 

sending notifications via email. Many email services Providers offer APIs using 

services like Mailgun, SendGrid, and Amazon Simple Email Services. that can be 

used to send email notifications programmatically. 

The process of developing an internal email solution or utilising a third-party 

email service is made easier and less expensive with the help of Amazon SES, an 

email service. For businesses who need-to send emails from apps hosted on services 

like Amazon EC2, this service integrates smoothly with other AWS services, which 

is handy [19]. The fact that there are no discussions, minimum expenditure 
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restrictions, or long-term commitments makes Amazon SES flexible and affordable 

above all else. A free use tier is furthermore offered, and small extra costs are 

assessed based on the volume of emails sent and data transferred. 

SendGrid is a powerful and flexible email delivery and management service 

that can help companies enhance the effectiveness of their email advertising op- 

erations and achieve better outcomes. SendGrid’s email delivery infrastructure 

is optimised to ensure that messages are delivered to the recipient’s inbox rather 

than being flagged as spam or landing in the junk folder. This helps increase the 

likelihood of email engagement and conversion rates. 

Mailgun is a trustworthy organisation that provides email API services that 

allow you to send, confirm, and receive enormous volumes of emails using your 

domain [20]. It gives you access to a thorough tracking system that includes 

information on opens, clicks, bounces, and delivery, enabling you to keep track of 

the efficacy of your sent emails. Mailgun does not have a mobile app, while other 

platforms do, making them more attractive to businesses and individuals who are 

always on the go. 

Python libraries such as Requests, urllib, and R packages such as httr, send- 

gridr, and aws.ses can be used to make API requests and send email notifications. 

This technique can be used to send email notifications from scientific applications 

that are hosted on cloud platforms. 

32



Chapter 95 

Results 

The present section shows the findings of experimental evaluations that aimed 

to compare the effectiveness of the aforementioned methods. 

To achieve this objective, our algorithms were executed on the Home Credit 

Bank dataset. Timestamps are critical for time-series analysis and modeling, as 

e insight into when events occurred and allow predictions to be made 
they provid 

n when working with client 
for future events. Data privacy is a crucial consideratio 

data, and obtaining an appropriate dataset with a timestamp can be a challenging 

task. The dataset utilised in this study comprises a total of 307,511 observations 

and 122 features. As our data set’s target value was not evenly distributed, we 

applied the SMOTE technique to balance it. The results of the synthetic minority 

over-sampling technique with more samples in the minority class are shown below 

ved the performance of a machine learning model by 
in Figure 5.1. This impro 

reducing bias towards the majority class and increasing the accuracy of predictions 

for the minority class. Among these features, 106 are numerical variables, while 

the remaining bles. Numerical variables can be discrete 
16 are categorical varia 

ous and have values that can be expressed as numbers. Continuous 

any va 

untable set of values. Age, income, and score total 

| variables. Variables that accept values from a 

f categories or groups are known as categorical 

abels or strings since they cannot 

or continu 

numerical variables can take on 

variables can only take on & co 

are a few examples of numerica 

predetermined, 
constrained set 0 

variables. They are frequently expressed using l 

lue within a range, but discrete numerical 
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Figure 5.1: SMOTE technique 

be quantified using numbers. The categorical variables gender, education, address 

and city are a few examples. The key difference between numerical and romer. 

variables is that the former can be quantitatively measured while the latter cannot. 

Contrary to category variables, numerical variables may be added, subtracted, 

multiplied, and divided. For instance, adding "male" and "female" will never 

result in a result that makes sense, yet adding 5 and 7 would result in 12. 

The visualisation shown in Figure 5.2 shows the distribution of different data 

types. The categorical variables were encoded using one-hot and label-encoding 

techniques. In this particular case, after encoding the dataset, the number of at- 

eaning that there are now twice as many attributes as there 
tributes increased, m 

encoding. The quantity of characteristics decreased by a factor of 2 
were before 

after applying the LGBM method. We can gain insights into which characteris- 

predictions by utilising LGBM for feature 
tics are most significant for generating 

ure below 5.3 displays the top 15 most important 
importance analysis. The Fig 

thod. The results of the feature importance 
features as a consequence of this me 

ertain characteristics are more important than others in pre- 

dicting the target variable. We use this knowledge to improve the model by 

focusing on the most important features and deleting the least important ones to 

simplify it. Even though the correlation coefficient may not be the most efficient 

ficance of a feature, it can still offer valuable in- 

method to demonstrate the signi 

ential connections within the data. By exploring the most 

prominent correlatio ding the "Days of Birth" parameter that displays the 

highest positive correlation, we can gain important insights. Hence, it is essential 

to prioritise the analysis of this variable initially. To achieve this, we can create 

analysis show that c 

formation regarding pot 
ns, inclu 
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Figure 5.2: Distribution of data types of dataset 

a histogram of the age, with the x-axis in years for clarity (Figure 5.4 ). 

The age distribution alone does not reveal much, except for the absence of 

outliers, as all the ages appear to be reasonable. To gain a better understanding 

of how age impacts the target variable, we will create a kernel density estimation 

plot, which will be color-coded based on the target values. This plot is a smoothed 

histogram that displays the distribution of a single variable. We will utilize the 

seaborn kdeplot to generate a visualization that will show the distribution of 

ages based on target values (Figure 5.5). The curve representing the cases where 

the target equals one indicates a tendency towards younger age groups. This 

variable is probably useful in a machine learning model despite having a negligible 

correlation value of -0.07 since it affects the aim. 

Let’s examine that relationship from a. different angle, as represented in Figure 

5.6: average loan default rates by 

he age range into bins, with each bin including a 5-year gap, 

ted the average goal value for each of these 

tion of unpaid debts in each age group. 

age group. 

We then separated t 

to make this graph. We then compu 

bins, which gives us al idea of the propor 
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Figure 5.3: Feature importance 

The likelihood of loan default is higher for younger individuals, according to the 

statistics, which show a definite trend. For the three youngest age groups, loan 

repayment failure rates are more than 10%, while for the oldest group, they are 

than 5%. The bank can immediately use this vital information. Although 

% exclude younger customers, it could wish to offer additional 

o help younger customers pay off their 

lower 

the bank shouldn 

advice or financial planning suggestions t 

loans in a timely manner. Implementing precautionary measures like these is a 

prudent move. 

Three variable 

— have strong neg 

stand for a "normalised score from an external data source". In the beginning, 

we can demonstrate the correlation between credit-rating characteristics and the 

etween them. All three credit scoring attributes have 

a negative correlation with the goal, indicating that the chance of the borrower 

enavine the baw rises as the Credit_scoring value rises. We may deduce that 
ie ual ; lt scoring_1 has aP ositive association with Days_ Birth, indicating that one 

redi = . jent? 

f th elements utilised to determine this score may be the client’s age (Figure 
of the 

5.7). 

s— Credit_scoring_1, Credit scoring 2, and Credit_scoring 3 

ative correlations with the target variable. These parameters 

target variable as well as b 
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Figure 5.4: Age of Clients 

We could proceed by examining the dispersion of each of these characteristics, 

with the added feature of colour-coding each dispersion according to the target’s 

value. This approach would allow us to gain a visual understanding of how this 

variable affects the target (Figure 5.8, 5.9, 5.10). 

We can summarise the exploratory analysis by producing a pair plot that dis- 

plays the correlation between the Credit_ scoring variables and Days_ birth. The 

pair plot is a valuable method for examining the relationship between multiple 

pairs of variables and the distribution of individual variables. We are using the 

PairGrid function and the Seaborn visualisation package to build the Pairs Plot. 

The PairGrid function generated the diagonal histograms, the bottom triangle’s 

2D kernel density plots with correlation coefficients, and the top triangle’s scat- 

terplots. In this plot demonstrated in Figure 5.11, red denotes debts that are still 

owing money, whereas blue denotes loans that have already been paid. We can 

find various links between the variables by carefully scrutinising the visual data. 

Our research shows that Credit_scoring_1 and Days_Birth have a somewhat 

positive linear association, proving that this property takes the client’s age into 

consideration. 
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Figure 5.5: Distribution of Ages 

The subsequent step is to calculate the approval level for every request. 

Number of Approved Applications 

Number of Total Applications 
Approval Rate = 

At the outset, we need to group them by timestamp to find the approval level of 

each time. 

Here’s an algorithmic representation by step: 

Step 1: 

Step 2: 

Step 3: 

Step 4: 

The first step is to group the data in the 

and determine the number 

stored in a variable c 

Group the DataFrame df by the Time_ stamp and Find the size of each 

group 

Filter df to only include rows where the Target column = 0 

Group the resulting DataFrame by the Time_ stamp column and find the 

size of each group 

Calculate the approval rate for each Time _ stamp group by dividing the size 

of the filtered DataFrame from step 2 to the size of the original DataFrame 

from step 1, multiplying the result by 100, and storing the resulting Series 

in the app_rate variable 

df’ data set based on timestamp intervals 

of observations in each group. This information is 

alled ‘a’. Next, a new data frame is created where the ’target’ 
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Failure to Repay by Age Group 

Fa
il

ur
e 

to 
Re
pa
y 

(%
) 

s z 

i S 
bes as 

s 
i= 7 

= “ 
2 e 

= 5 Ss = =: = Ss = 
Lal = “yy go 

- 

x a ed bd + “i 3 Pad 

o oc o os o oa s sc 

Ss 1” S wy [9 Pal wy 

& x 8 3 2 # 8 & 
Age Group 

Figure 5.6: Age Group Failure to Repay 

column is 0, indicating that no defaults have occurred. This data frame is also 

grouped by timestamps, and the size of each group is calculated. These results are 

stored in another variable. A new variable called ’app_rate’ is then created by 

dividing the number of observations without defaults (stored in variable ’b’) by the 

total number of observations (stored in variable ’a’). This value is then multiplied 

by 100 to get a percentage, and the data is grouped again by timestamp. Finally, 

a new column called ‘app_rate’ is created in the ’df’ data frame. This column 

maps the values from the ‘app_rate’ variable to the ’time_stamp’ column in ‘df’, 

allowing the ’app_rate’ column to display the percentage of observations without 

default values for each timestamp. 

Following exploratory data analysis and data preparation, we will employ ma- 

chine learning algorithms on our obtained dataset. The current study investigated 

dentification approaches utilised in the banking industry. The tri- 
several outlier 1 

re carried out in order to determine the optimum possible configuration for 
als we 
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Figure 5.7: Correlation 

each approach. 

The study involved the global optimisation of all algorithms. Finding the hyper- 

parameters that needed adjusting was the initial emphasis. The main hyperpa- 

rameters, for instance, in the case of the isolation forest were the number of trees 

and the maximum sample size utilised to construct each tree. On the other hand, 

the primary hyperparameter for the local outlier factor was the number of neigh- 

bours used to generate the outlier score. A one-class support vector machine’s key 

hyperparameters were the kernel function (kernel) and the regularisation parame- 

ter. Only a few of the strategies employed for hyper-parameter optimisation were 

grid search, random search, and Bayesian optimisation. Depending on the issue 

and search space, each approach offers advantages and downsides. Grid Search 

is easy to understand and use, does an exhaustive search over all possible hyper- 

ations, and can be applied to any type of model. It cannot, 
parameter combin 

dle continuous hyperparameters and is computationally expensive 
however, han the 

ge hyperparameter spaces. If the grid is not fine enough, it may also miss 
for lar 

it when the number of hyperparameters is 
the optimum hyperparameters. 

We use 
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Figure 5.9: Distribution of credit scoring 2 by Target 

small, the search space is small, and computational resources are not a constraint. 

Random search, like grid search, is a technique for hyperparameter optimisation. 

Random search, on the other hand, instead of painstakingly searching through all 

the hyperparameters in a preset grid, randomly samples hyperparameters from 

the search space. Exploration of huge hyperparameter spaces is computationally 

efficient. This approach is quicker than grid search in finding optimal hyperpa- 

rameters and can handle continuous hyperparameters. Its key drawbacks are that 

randomization can sometimes produce suboptimal results and that it may not 

investigate all portions of the search space. Its key drawbacks are that random- 

ization can sometimes produce suboptimal results and that it may not investigate 

all portions of the search space. It is crucial to highlight that while random search 

cannot always identify the global optimum, it may frequently find a good local 

dom search is best employed when there are a large number of 
optimum. Ran 7 : 

meters, the search space is complicated, and computational resources 
FT J hyperpara ' 

are limited. By adjusting to past assessments, Bayesian optimisation efficiently 

searches the hyperparameter search space. It is capable of dealing with both 

continuous and discrete hyperparameters and has the benefit of discovering opti- 
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Figure 5.10: Distribution of credit scoring_3 by Target 

mal hyperparameters with fewer evaluations. It does require previous knowledge 

of the search space and model, and for complicated models, it can be computa- 

tionally expensive. Bayesian optimisation is most effective when the number of 

hyperparameters is large, the search space is complicated, computing resources 

are not limited, and prior knowledge about the search space and model is acces- 

sible. Bayesian optimisation constructs a probabilistic model of the goal function 

that depicts the relationship between the hyperparameters and the model’s per- 

formance measure. Based on the projected gain in performance, this model is 

then used to recommend the next set of hyperparameters to assess. This enables 

Bayesian optimisation to concentrate on the most promising areas of the search 

space while avoiding those that are unlikely to provide excellent results. 

luation of the results was carried out utilising precision, recall, and F1 
The eva 

5.1. The table provides the performance 
core metrics, as demonstrated in Table 

recall, precision, and Fl1-score) for three different anomaly detection al- 

pecific dataset. The three algorithms are Isolation Forest, 

nd One Class SVM. For each algorithm, the table shows 

its recall, precision, and F1-score. According to the table, the two top-performing 

algorithms in terms of F1-score are Isolation Forest (87.05%) and Local Outlier 

Factor (86.54%), with [solation Forest having slightly higher scores in both pre- 

cision and recall. The One Class SVM ape has a lower F1-score (60.01%) 

and lower recall ( 50.4%), sndicating that it idenGines sie true anomalies and has 

a relatively high rate of false negatives. The interquartile range is a descriptive 

'« dispersion. Because it is not an algorithmic ap- 

statistic used to assess @ dataset's disp 
g -— 

cting anomalies, 
it ca 

s 

metrics ( 

gorithms applied to a § 

Local Outlier Factor, 4 

rr nnot be assessed using metrics like F'l-score, 

proach for dete 
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Figure 5.11: Pairs plot 

recall, or accuracy. Instead, the IQR is a measure of variability derived from the 

difference between a dataset’s third (Q3) and first (Q1) quartiles. The IQR can 

help you find values that are exceptionally high or low in comparison to the rest 

of the dataset. It is frequently used in conjunction with box plots to show data 

distribution and detect potential outliers. 

howing the results of outlier detection algorithms such as one- 

, Isolation Forest, Local Outlier Factor, and In- 

terquartile Range are presented in Figure 5.12. Outlier detection methods for 

time series data can assist in identifying unexpected trends or abnormalities in 

tion, the data being examined is the approval 
the data over time. In this situa | : 

axis. The x-axis depicts the time of day, 

rate, which is depicted 07 the graph’s y- 

while the blue line reflects the usual approval rate at that time. Dashed lines in- 

dicate a regular level of approval. The red dots on the graph indicate the outlier 

’ ved abnormalities. These anomalies represent cases i 

detection algorithms obser 
Pp n 

Visualisation s 

class Support Vector Machine 
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Table 5.1: Evaluation of Time Series Outlier Detection 

Method Recall | Precision | F1-Score 

1 | Local Outlier Factor | 83.94% | 89.2% 86.54% 

2 | Isolation Forest 84.06% | 90.1% 87.05% 

3 | One Class SVM 50.4% | 74.6% 60.01% 
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Figure 5.12: Time Series Outlier detection 

eviates considerably from the typical rate, which might 
ich th roval rate d which the app fluencing the approval rate. Line graphs 

be attributable to external influences in | ; 

ause they are particularly useful for time-series data. 
c 

iers, we can investigate what caused them and take 

the issue. Based on the results of these algorithms, 

were chosen be 

By detecting these outl 

address iate action to 

ee benefits and drawbacks. 

Table 5.2 contrasts their 

_.¢ the experiments, we received valuable information about the 

Ae ae This led to new discoveries, insights and a 
re investigating. 

prolate toe — of the subject under consideration. As a result of the exper- 

deeper understand! 
d data analyzed them and drew conclusions. Isolation Forest 

cte ata, 5 
iments, we colle 
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Table 5.2: Comparison of Timer Series Outlier Detection Methods 

Methods Advantages Limitations 

Datasets with trends or seasonalit; 

1 | Isolation Forest Low memory usage Designed to handle datasets : 
with complex structures 

Scalability Not for skewed distribution 

9 One-Class Handle data with missing values computationally ee dataset 

Support Vector Machines has a large number of outliers 

Robust to noise Sensitivity 

; Simple and easy to understand | Unable to handle missing values 
3 | Inter-Quartile range No affect of extreme ii 

; t ignores some of the data 
values/outliers 

can be used with Tae Sensitive to the choice of parameters 
; distance metrics 

4 | Local Outlier Factor easy to implement Computationally expensive 
} Produce false positives if the dataset 

can be used in has clusters of similar data points 
high-dimensional datasets that are not anomalous 

is a machine learning approach designed specifically to handle datasets with in- 

tricate topologies. However, it may not do as well when it comes to discovering 

subtle correlations in time series data. The I 

used to find outliers in a dataset. It works by re 

data and identifying any values that fall outside of a 

values. This strategy is especially useful when the data is dispersed frequently 

and the underlying distribution is well understo 

tile range, which is 1.5 times the value below the lower quartile or above 

uartile, is regarded as an outlier in the IQR technique. One potential 

the interquartile method is that it only considers the middle 50% 

This means that if a data set contains 

QR approach, on the other hand, is 

plicating the distribution of the 

predefined range of expected 

od. Any result outside the in- 

terquar 

the upper q 

drawback of 

of the data an 

outliers or extreme values, 

es are not taken into consideration. Other measurements, such 

d ignores the extremes. 

the IQR may not be a suitable measure of variability 

since these valu 

as the range or standard deviation, may be more appropriate in such instances. 

Another possible shortcoming of the interquartile approach is that it gives no in- 

formation about the shape of the data distribution. Two data sets with the same 

IQR, for example, may have quite different forms: one with a symmetric distri- 

bution and the other with a skewed distribution. Other measurements, such as 

skewness or kurtosis, may be more instructive in such instances. The interquar- 
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tile range is a simple and reliable approach that may be used for datasets with 

simple distributions. SVM with only one class is computationally intensive. This 

method assumes that the dataset only includes one type of data and labels each 

observation that goes outside of that class as an anomaly. Our dataset is uneven 

in real-world circumstances, which means that the class of interest is underrep- 

resented. As a result, one-class SVM did not perform well since it misclassified 

a as anomalies. Isolation Forest and LOF are suitable for datasets 

with complicated forms and high-dimensional data, while One-class SVM is more 

suitable for datasets with non-linear separable data [3]. The local outlier factor 

is computationally demanding, and its performance degrades as the size of the 

dataset grows. This makes applying LOF to huge datasets in real-time applica- 

tions difficult. Isolation Forest is a fast method that handles enormous datasets 

ates by randomly choosing features and dividing points, making it 

less susceptible to outliers than other algorithms. It is a reliable and efficient 

ide range of anomaly detection activities. Its 

method that may be applied to a w 

capacity to handle massive datasets, scalability, and flexibility made it a good fit 

some normal dat 

well. It oper 

for our situation. 

inform the appropriate individuals of the 

Our next objective is to promptly 
anually issuing such 

hat we have discovered. M 

This makes automating the message delivery 

procedure difficult. A better alternative is to send a message automatically to 

alert important stakeholders of the business indicator of concern. Several ap- 

e considered for this purpose, including sending notifications via an 

cron tasks, and using SMTP for message delivery. 

have been presented in tabular format, as shown 

unusual amounts of approval t 

messages is an impossible task. 

proaches wer 

API, scheduling alerts with 

The outcomes of the comparison 

in Table 5.3. 

ing the results in the table 5.3, we can conclude that SMTP is suit- 

g igns and industries with strict legal requirements 

scale email campa 

and offers better data control. Cron jobs can run prede- 

ermined intervals, but they require 

pleshoot than other options. Real-time triggers and cus- 

APIs, but they also require technical know-how 

able for large- 

+ ig inexpensive se it 1 Pp 
fewer resources and are 

becau 

fined scripts at predet 

more challenging 
to trou 

tomizability 
arc offered through 
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Table 5.3: A comparison of sending notifications methods 

Methods Cost Time Reliability | Limitations Advantages 

1. Authentication i iment 

SMTP Free | <1 second High 2. Deliverability . Aviability 

3. Scalability ' 
3. Cost 

1. Limited 

functionality 

Using cron jobs | Free <1 second | Medium | 2. Dependence on 1. Cost 

the operating system 
3. Debugging 

$94.95 1. Learning curve a 
Amazon per 2. Limited support ; nC 

; ; ability 
Using] SES | nonth | <1second} High | 3. Cost > 
APIs 1. Easy 

1. Learning curve Integration 
$35 2. Limited support 2. Detailed 

Mailgun |} per 3. Cost analytics 
month 4. Deliverability issucs | 3. Advanced 

Features 
1. Learning curve a. 

$14.95 2. Limited support 1. Scalability 
Send C 2. Advanced 
Grid per 3. Cost features nm month 4, Deliverability issues 

ization’s specific objectives and and may be expensive to use. The organ p J resources 

dictate the strategy that is used. 

As we indicated early in our research work about the implementation of a 

real-time alert-notification system for data monitoring in the financial industry 

[7], SMTP offers significant cost-saving advantages compared to other methods 

such as Mailgun, SendGrid, and Amazon SES API. We chose to use the SMTP 

method for delivering email notifications in our work after examining the various 

hotification techniques that were accessible. Although this approach has certain 

drawbacks, such as a propensity fo | very 

€conomical and gives users more control over their data, making it appropriate 

for massive email campaigns and sectors with stringent regulatory requirements. 

We can have complete control over our email data while avoiding paying for 

Pricey email marketing firms or other third-party software by employing an SMTP 

Server, This is crucial for regulatory compliance since it guarantees that we follow 

r security problems and delivery failures, it is 
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The approval rate appears to be deviating from the norm. 

This suggests a need to review and evaluate the effectiveness of our current strategy to ensure that it aligns with our business objectives 

ID TIME_STAMP Approval_Rate Is_Anomaly 

1086 2023-01-26 20:15 49 0 

1087 2023-01-26 20:30 48 0 

1088 2023-01-26 20:45 51 0 

1089 2023-01-26 21:00 50 0 

1090 2023-01-26 21:15 47 9 

1091 2023-01-26 21:30 46 0 

1092 2023-01-26 21:45 22 4 

See the attachment for more information. 

Figure 5.13: Example of notification by email 

stringent industry requirements. The choice to adopt SMTP was made after 

giving serious thought to the organisation’s unique requirements and available 

resources. Additionally, we noted in a prior phase of our investigation that the 

uld be suitable for our situation. The SMTP 
Python programming language wo 

functionality in Python may be implemented using the built-in module "smtplib", 

n SMTP server and send emails by utilising that server thanks We may connect to a 

to this module. We can simply send emails from within your Python code without 

relying on any other libraries thanks to the "smtplib" package. 

The steps of the process that involve monitoring and identifying any anomaly 

| rate and promptly communicating with the relevant: parties in the bank’s approva 
o the bank are shown in the appendix section 6.2. 

to prevent any potential harm ¢ 

nt are presented in Figure 5.13. The 

The results of the conducted experime 

sfully conveying the outcome by giving a visual representation, figure aids in succes 
rehension and more transparency. 

resulting in increased comp 

me it took to manually send alert notifications to 
The table 5.4 compares the ti 
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employees versus the time it took to automatically send them. The names of the 

activities taken are included in the table, along with how long it took to finish each 

step. Creating the alert message, selecting the recipients, and sending the message 

by email or another channel are some of the stages involved in manually sending 

alerts to employees. According to the comparison table, these manual processes 

took an average of 30 minutes to complete, sometimes even up to 45 minutes. 

Automated alerts, on the other hand, can be set off by a software programme 

when specific criteria are satisfied. The table demonstrates how much quicker this 

procedure is, taking only 5 minutes on average for each notice. The automated 

procedure may be modified to give notifications to certain people or groups based 

on predefined criteria, requiring minimal input from human operators. 

It turns out that the system for giving warnings in real time has been suc- 

cessfully implemented as a result of this effort. Previously, this required manual 

labour, and every time they checked the settings, it consumed time and distracted 

them. On occasion, people could disregard the significance of double-checking or 

carefully studying particulars. It implies that, compared to manual techniques, 

automating alarm notification might result in considerable time savings. Em- 

espond to significant occurrences more swiftly by sending warnings 
ployees may r 

tivity, and overall job satisfaction. 
faster, which can increase safety, produc 

The study’s findings demonstrated how well the models for real-time alert- 

notification systems worked at spot 

warnings and alerts to the appropriate persons. The algorithms could identify 

data in real time, allowing staff to respond quickly to any problems 

ting outliers in datasets and sending timely 

outliers in the 

or abnormalities. The models were a 

and increase their precision over time, which increased their efficiency even further. 

fndings suggest that implementing real time alert notifica- 

to recognise outliers represents a significant 

ble to constantly learn from their mistakes 

The investigation’s 

tion system models with the capacity 

development in the Geld of data analytics and has the potential to increase the 

precision and dependability of data-driven decision-making processes in a vari- 

ety of fields and applications. To fully realise the promise of these models and 

discover fresh uses for them, more study in this area is required. Employees can 

therefore avoid doing tiresome duties due to this data monitoring. They will be 
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Table 5.4: A comparison of sending notifications methods 

Working time 

Name of Procedures Manually Automatically 

(in seconds) (in seconds) 

Read data from database 10 less than 1 

Find the anomaly 30 less than 1 

Create a report 200 less than 1 

Open email 3) less than 1 

Enter subject 15 less than 1 

Mark recipients 120 less than 1 

Write message body 200 less than 1 

File attachment 15 less than 1 

Send a report 5 less than 1 

alerted automat ically in the event of data errors. 



Chapter 6 

Conclusions and future work 

6.1 Conclusions 

This paper presents the implementation of real-time alerts for outliers in bank 

approval level indicators using the Python programming language. The present 

been successful in providing an extensive amount of knowledge dissertation has 

and insight towards automating banking sector monitoring processes. Thanks 

to our thorough investigation, we have successfully discovered a solution to our 

research question. 

pothesis predicted that a static IQR method would work best 
Initially, the hy 

plex logic. However, the drawback 
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of this approach was that 
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ds for algorithms and a comparison of 

ected. Examining the outcomes of each approach al- 

he IF method was more effective in our particular 

instance. Othe 
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the advantages and disadvantages of each technique are used to give a compre- 

hensive assessment. SMTP technique was selected for alert notification sending 

because it offers more benefits in our situation. Because their email infrastruc- 

ture control improves data privacy and lowers the danger of sensitive information 

ionally, it is cost-effective, especially in comparison to some third- 

tation. S 

exposure. Addit



party email service providers. The price of third-party email service providers with 

extra features like analytics is expensive. 

In conclusion, an automated system has been developed that can recognize 

errors in crucial financial metrics, particularly the approval level, and immediately 

alert the necessary stakeholders of these anomalies in real-time. With the help 

of this system, banks and financial institutions will be able to monitor important 

banking parameters efficiently and respond to problems as they develop. This 

technology represents a significant advancement in banking automation since it 

can quickly and precisely identify and warn employees of any deviations from 

expected norms in crucial metrics like approval rates. 

It’s no secret that an efficient automation system is critical to an organiza- 

tion’s success. Employing dynamic solutions enriched with Python development 

tools allows banks to minimize resource allocation aimed at manual data process- 

ing procedures while optimizing work processes for enhanced productivity results. 

Customizing processes a8 per their reality trends enhances organizational opera- 

tions while improving overall efficiency levels dramatically. 

anization’s ability to leverage advanced technologies determines its com- 
An org 

banking sector, where quick-thinking is essential 
petitiveness in today’s dynamic 

for growth. Machine learning algorithms and statistical methods have made it 

possible for systems to ins 

tion measures being taken. 

and other automation tools using Python-based languages enhances accuracy fur- 

ther by enabling real-time analysis of patterns applied during decision-making 

processes, resulting in sustained success over time. Without this integration, sig- 

nificant opportunities could be ! 

newly improved heights by provi 

petition through strategy implementation, giving banks the appropriate toolset 

g in such times. 

tantly identify problems, resulting in timely interven- 

The incorporation of customized ML applications 

ost, and needed optimization could also help reach 

ding valuable insight with an edge over the com- 

necessary when operatin 

this dissertation will give readers a clear understanding of the chal- 

We believe 
s to automating monitoring procedures, as 

lenges associated with and approache 

direction for further study in this area. 

well as point them in the right



6.2 Future work 

Methodologies for detecting outliers have a lot of potential to improve in the 

future in various spheres of life. The use of these approaches in various spheres 

of life, such as health care, education, and public administration, among others, 

is one of the probable future options for the subject’s development. 

Anomaly discovery can be utilised in the healthcare sector for illness detection 

and diagnosis, locating broken medical equipment, and spotting phoney insurance 

claims. For instance, Isolation Forest may be used to spot irregularities in X-rays 

and MRI scans to identify potential health risks. Finding irregularities can help 

healthcare professionals identify unexpected patient data patterns, such as abrupt 

changes in vital signs, and notify staff about patients who need immediate treat- 

ment. Strange occurrences can be used to spot pupils who need more attention or 

who are in danger of leaving the education sector. It may be used, for instance, 

to keep tabs on students who suddenly change their attendance patterns or aca- 

demic performance and need further academic help.The capacity to see anomalies 

may be used to spot fraud and corruption in the public administration sector by 

spotting unusual patterns in publicly available data, such as tax records. 

The potential uses for anomaly detection techniques in different spheres of 

life are numerous and diverse. These approaches will probably be utilised even 

more frequently in the future as they develop and get better, contributing to 

improvement. 
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Appendix A 

Steps of the methodology for detecting an anomaly of approval rate in the bank 

and notifying the responsible persons in the event of an abnormality to avoid 

possible risky circumstances: 

1. 

10. 

Import the necessary python libraries 

- from email.message import EmailMessage 

- import smtplib 

_ from sklearn.ensemble import IsolationForest 

Define the sender and recipient email addresses as strings 

Create an ‘EmailMessage‘ instance and set the sender , 

recipient, subject, and content of the email. 

Set up an SMIP server (in this case, Outlook) and 

login to the sender’s email account using password. 

Read the data from database 

Group by timestamp 15 minutes 

Calculate the approval rate by timestamp 

Identify outliers by using IF algorithm 

Save the result of the algorithm in another table 

containing the columns: 

1) id 

2) time_stamp 

3) approval_rate 

4) is_anomaly 

Automatically ch 

ue of one column is_anomaly 
eck if there is a record in the table 

with the val 
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11. 

12. 

SQL code: select * from table_research 

where is_anomaly = 1 

If is_anomaly = 1, then send an email alert. 

Send the email using the SMTP server and the ’sendmail()’ 

function to pass the sender email, recipient email, 

and email message as arguments. 

- ’smtp.sendmail(sender, recipient, email.as_string())’ 

Close the SMTP connection using the ’quit()’ function. 

- ’smtp.quit()’ 
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Appendix Bb 

Function to calculate missing values by column: 

def missing_values_table(df): 

# Total missing values 

mis val = df.isnull().sumQ 

# Percentage of missing values 

mis_val_percent = 100 * df.isnull().sum(Q) / len(df) 

# Make a table with the results 

mis_val_table = pd.concat ([mis_val, mis_val_percent], axis=1) 

# Rename the columns 

mis_val_table_ren_column
s 

Missing Values’, 1: 

= mis_val_table.rename( 

columns = {0 : »% of Total Values’ }) 

# Sort the table by percentage of missing descending 

= mis_val_table_ren_columns[ 
mis_val_table_ren_colum

ns 

mis_val_table_ren_columns.ilo
c[:,1] != 0] .sort_values ( 

»Y of Total Values’, ascending=False) .round(1) 

# Print some summary information 

"Your selected dataframe has " + str(df.shape[1]) + 
print ( 

" columns.There are "+ "str (mis_val_table_ren_columns. shape [0] ) 4 

" columns that have missing values.") 

return mis_val_table_ren_colu
mns 

tatistics 
# Missing values s 

values_table(app_trai
n) 

missing_values = missing_ 

missing_values. head (20) 
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Code of Label Encoder to convert categorical variables into numerical format. 

# Create a label encoder object 

le = LabelEncoder () 

le_count = 0 

# Iterate through the columns 

for col in app_train: 

if app_train[col] .dtype == object’: 

# If 2 or fewer unique categories 

if len(list(app_train[col] .unique())) <= 2: 

# Train on the training data 

le.fit(app_train[col]) 

# Transform both training and testing data 

app_train[col] = le.transform(app_train[col]) 

app_test[col] = le.transform(app_test [col] ) 

# Keep track of how many columns were label encoded 

le_count += 1 

# one-hot encoding of categorical variables 

app_train = pd. get_dummies (app_train) 

app_test = pd.get_dummies (app_test) 
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