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WATERMARKING AND COMPARISON OF THE TWO SPECIES

Abstract. Witernark is the piece of infornation inserted into data for the copyright
protection. Two technologies of vaternarking: [SBand DW will be explained and conpared
below .
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1. Introduction

The imense popula rity and expeditious wdening of the Internet showthe commercial
potential of proposing digital data through the networks. Since comnmercial interests nean a
chance to nake a profit, the authors and creators are concerned about protecting their
ownership r ights. Dgital vaternarking can be explained as one of the possible and effective
approach for defending intellectual property.

Adigital vaternark is a digital signal or pattern inserted in order to identify copyright
infornation. It is enbedded inforna tion data wthin an insensible form for hunan visual
systembut in a vay that protects fromattacks such as conmon inage processing techniques.

A vell as, waternarks can be inserted into papers (hard copies) by varying its
thickness vhen it is nanufactu red. There are nany other special properties in use, such as
fluorescent threads. An extrene exanple is the Australian $10 note, vhich is printed on plastic
and has a see through wndow|[1,2] Since this essay is nore concerned about digital
vaternarking fr oma cryptographic perspective, sone vays howthe ownership of digital data
can be protected wll be discussed below

2. 1 Basic on vaternarking

Dgital vaternarking can be contrasted against public -key encryption, though it has
quite a lot of differences. Fncryption is used nostly for nessages that are involved in a
conmunication. The encryption procedure changes the nessages conpletely and the original
nessage can only be retrieved by decryption. And once the nessage is decrypted, there are no
residues left on the nessage. But in case of Digital vaternarking, a pernanent signature is left
on the digital data (like nusic, novies and photos) so that the ownership can be verified later
on using special softvare. Aso, the digital data can be perceived by anyone as there is no need
to decrypt the data to viewread it, i.e. it can be used or retransmtted. [ 3]

In Figure 1 you can see general schene of vaternark insertion and detection.
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Figure 1: The Processes for (a) Watermark Inseriion and {b) Watermark Detection

1. 1 Witernarking Requirenents
First of all, the requirenents of vaternarks are d efined to provide naxinumprotection of
intellectual property.
Inperceptible
In terns of vaternarking, inperceptible refers to the original data’s quality vhich nust renain
intact or unaffected by the vaternark. For a digital data to be inperceptible, the waternark
nust be enbedded in a transparent nanner. For exanple, the hearing  or viewng experiences
of a photo or nusic nust not be affected by its waternarks.
Lhdeletable
Ideally waternark should be inpossible to renove, at least to be difficult to delete wthout
obviously degrading the host signal.
Statistically Uhdetectable
A “pirate” should not be able to detect the waternark by conparing several waternarked
signals fromone sender.
Robustness
The vaternark should survive any conpressions or other operations applied to it causing lot of
data or quality, like converting an inag e to JPEG
Lhanbiguous
Retrieval of the waternark should be unanbiguously identify the owner, and the accuracy of
identification should degrade gracefully in the face of attack
(apacity:
Witernark’ s capacity refers to the anount of vaternark infornation that can be applied to the
host/ original data.

2. 2Types of Witernarks
Witernarks and waternarking techniques can be distinguished in various ways. According to
visibility ve can classify digital vaternarks into 2 types:

1. Msible
2. Invisible

A visible vaternark is a viewable or noticeable waternark that is inprinted over the original
data. It is stronger and nore robust in nature, and as a result is often preferred nore to apply
strong copyright protection on digital data. (h picture belowyou can see exanple of  visible
vaternark:

Figure 2
A invisible vaternark is an enbedded inage vhich cannot be perceived with hunan’s eyes.
(nly electronic devices (or specialized software) can extract the hidden infornation to identify
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the copyright owner. Invisible vaternar ks are used to nark a specialized digital content (text,
inages or even audio content) to prove its authenticity [4].
2. 3Witernarking Techniques

2.3.1 Spatial Dbnain
Witernarks also can be divided according the techniques used to enbed them For exanple,
there are nunber of ways that enable waternarking in the spatial donain. The easiest vay for
nany prograns is to use least significant bit nethod.
Least significant b it

Nowlet’s describe technique of applying this nethod on inages. Since inage is the
two dinensional array of pixels, vaternark wll be enbedded on that pixels. First of all, we
have to convert pixels (because in rgb fornat there 3 values for every pixel) into greyscale then
perform our operation on least significant bit (LSB) of each pixel. Knowng obviously
limtations of HMS ve can conclude that processing of snall difference in the LSBwill not be
noticeable.
The steps to enbed vaternark inage are giv  en below
A Steps of Least Significant bit
1) The inage is first converted into greyscale fromR@Bfornat
2) The double precision is then applied on the inage
3) The nwost significant bits are shifted to the least significant bits of the inage
4) Mke leas t significant bits of host inage to zero
5) Add shifted version (step 3) of vaternarked inage to nodified (step 4) host inage.
B Limtations of Spatial Dbnain Witernarking

This nethod seens sinple and effective, also it can survive transfornations such as
cropping, any addition of noise. Dsadvantage is that knowng about algorithm everyone can
change least significant bit, thereby delete the waternark. For exanple, if you set all LSBs of
vaternarked inage to ‘ I’s, inage loss its vaternark, but like in ca  se of enbedding it this will
not be noticeable for hunan eyes. [35]
2. 3.2 Frequency Dbnain

Another nethod of wvaternarking inage and do it wth high quality is applying
vaternarking in the frequency domain (and other transformdonains). It is perforned by
transformng wth the Fourier, Dscrete (bsine Transform (DCI) or Dscrete Wvelet
transform (DW) nethods. Such as in spatial donain vaternarking, the values of chosen
frequencies will be changed in the original inage. Since conpression or scaling can lead  to
losing high frequency values, the waternark signal should be applied to frequencies with lover
value, or of it’s possible to performy applied a to that frequencies wvhich contain substantial
infornation such as edges of the original picture. Wternark s applied to inportant values of
inage will be scattered over vhole inage, vhich neans technique is not anenable to beating
as spatial donain nethod. [ 6] Nw let’s look at one of nethods of this technique, explained
above.
Dscrete wavelet transformvaterna  rking

In the DW the nain idea of waternarking for inage is to deconpound the inage into
sub-inage of sundry spatial donain and independently on value of frequency. Then alter the
coefficient of sub-inage. After DN transformng the original inage, we will deconpose it
into 4 frequency fractions vhere one low -frequency (1) and three high -frequency parts (ILH
H, H). If the infornation of [Ldistrict is DN transforned, the sub -level frequency region
infornation wll be obtained. The nunber of hownany tim  es we deconposed LL district wll
define level of DAL Fgure 3 shows us exanple of two -dinensional inage after DAl
deconposing 3 tines. (It is called applying 3 " Jevel D)
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The infornation of low frequency part is an inage nigh to the host ina  ge and nost signal
infornation of original inage is in IL. According to the character of Hinan Msual System

our eyes are sensitive to the see mnuscule change of edge, outline and strip. Thus, it’s difficult
to conscious that putting the waternarking sig nal into the big anplitude coefficient of high -
frequency band of the inage DW transforned. Then

it can carry nore vaternarking signal and has good concealing effect

3. 1 Witernark Fnbedding using DW:

The Procedure of vaternark enbedding is shown in fig, 4
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Figure 4

Steps of vaternark enbedding using DW nethod:

Convert it fromR@fornat to YbG

Mply 2nd level DA

Enbed the vaternark conponents in to the frequency subconponents.
Apply IDWL

Convert YOG to RAB

(et vaternarked inage

(heck Authentication. [7]
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3. (onclusion

In this paper we first try to explain vhat waternarks are and the aim of using them
vaternarks are sone signal enbedded into original data in order to ~ showand prove authority.
Witernarks have sone requirenents such as robustness, inperceptibility and so on. W
determne types of waternarks and techniques of waternarking in spatial and frequency
donains. In order to conpare themwe elucidate ISB and DA nethods and list steps of
performng them Now we can conclude that in case of robustness DW waternarking is
conparatively nuch better than the ISB since in DW waternark is enbedded into sub -
inage, vhich nakes waternark stronger for altering or renovin g But in case of cost, [SBis
conputationally cheaper, since there is less nunber operations should be perforned.
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ENSEMBLE LEARNING ALGORITHMS IN PATTERN RECOGNITION TASKS

Annoranusi. CraThs TOCBAIIEHA TEME WCIOIb30BAaHUS MOJENIell KOJIJIESKTUBHOIO
HpI/IHHTI/I}I peIlﬂ:HI/Iﬁ B aBTOMaTI/ISI/IPOBaHHBIX I/IHTCJIJICKTyaJIBHBIX CUCTCMaAx. PaCCManI/IBaCTCH
MPUMEHEHHE MJaHHBIX MOJENeH JUIsl peneHus 3amad  pacrmo3HaBaHUsi o0pa3oB. Ibx
KOJIJICKTUBHBIM paCHOBHaBaHI/IeM noz[pasyMeBaeTc;I 3a1a4ya MHCIIOJIB30BAaHUs MHOXECTBaA
KJIaCCU(UKATOPOB , KaKIbI M3 KOTOPHIX MPUHUMAET PEUEHHE O KJIACCE OJHOM CYIIHOCTH C
MOCJIEIYIOLUM COTJIACOBAHUEM PELEHHI C TOMOIIBI0 HEKOTOPOTO AT OpUTMa.

KiroueBble cjioBa: pacro3HaBaHHe OOpa3oB, TPYIMIOBBIC PENEHUS, KOJIJICKTHBHBIN
aHaJInu3, I/IHTeHHeKTyaJIBHBIC CUCTCMBbI

1. Introduction

The current degree of technological and scientific progress requires a focused
developnent of conputer vision systens as an inportant nechanismof providing effective
interaction between nachinery and hunans. (nhe of the nost inportant areas of conputer
vision is pattern recognition. Successful solution of pattern recognition tasks is necessary to
develop systens capable of intelligently evaluating the environnent and doing certain actions.

There has been growing interest in pattern recognition tasks in the last decade. This is
determned by the prevalence of the problens that is being solved in recognizing inages and
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