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Abstract

The IT infrastructure of lots of companies have increased from several to hun-
dreds and thousands of servers over the past decades, in turn the digital footprints
have risen. Digital footprints consist of access logs that include information about
specific events, for instance, IP address of the user, timestamp when the event
occurred and hostile activity that can affect the network. IT companies mostly
used the architecture of Apache Hadoop that is based on MapReduce to analyze
the access log files of the companies. These access log files contain confidential
information which is related to security of servers, as for it these companies are
seeking for the architecture which can analyze the access logs in real time. In
order to transcend these limitations of Apache Hadoop, in this paper are given
efficient architectures such as streaming based Apache Spark which can analyze
both batch-based and real time data.



AHxparna

COHFbI OHXBUIIBIKTAPAA KONITEreH KOMITAHUsIIapbIH it-UHGPaKYpbLIbIMbI OipHE-
1Ile >KY3/ereH >KoHe MbIHIAraH cepeepJepre Aefiin ecTi, Oy 63 Ke3erinie caHIbIK
KaTblcyabl apTThipAbl. CaHAbIK i37ep Geriii 6ip okuranap Typa.bl aKIapaTThbl
KAMTHTBIH Kipy >KYPHaJJapblHAH TYPajbl, MblCajbl, Nafiaananymsiaby, [P Me-
KeH>Kafibl, OKIFa GOJIFaH Ke3feri yakpIT Oerici »KoHe »KeJlre acep eTyi MyMKiH
nyimnanaslk apeker. [T komnannsanape! Herisinen MapReduce nerisinzeri Apache
Hadoop apxuTeKTypachlH KOMIIAHUsUIADAbIH Kipy 2KyPHAIIapbIHbIH dafiaiapbiH
Tasfay YIIiH KoJaaHabl. By Kipy XKypHanapbiably dhailiiapbiia ceppep epin
Kayincisgirine KaTHICTbl Ky aKnapat bap, eifTKeHl 6y KOMMNaHUSIAD HAKTBI
VaKBIT pexKUMIiHZE Kipy KyPHAJIIAPLIH TaJlJall allaThlH apXHTeKTypaHbl 3xeftal.
Oco1 Apache Hadoop urexTey.1epin xeHy yiuis, 6y MaKanafia IakeTTiK JepexTep-
Ii [e, HAaKThl YaKbITTarbl JEPEKTEPAl Jie Taljail aIaThiH Apache Spark cuskTel

THIMZ] apXHTEKTypaJap KeJTipiireH.
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AHHOTAaITIA

3a nocaeanne pecatmaetus WU T-undpacTpyKTypa MHOTHX KOMIAHHI yBeIMYH-
JIACh C HECKOJIbKHX [0 COTEH M ThICSY CEPBEPOB, YTO, B CBOIO OYepeb, IPHBEIO K
yBesnyennio 1ugposoro npucyrcrsus. Llndposble cieabl cOCTOAT U3 KypHAJIOB
J0CTyIIa, KOTOPbIE coAep>KaT NMHAOPMAIUIO 0 KOHKPETHBIX COOBITHAX, HAIIpHMeD,
[P-apec moib30BaTe s, BpEMEHHYIO METKY, KOT/ja MPOH30ILLTO COOBITHE, I BpaXk-
nebHYyI0 aKTHBHOCTb, KOTOpas MOXKET MOBNUATh Ha ceThb. U T-KoMnanun B ocHOB-
HOM Hcnob3oBasin apxutekTypy Apache Hadoop, ocnoBannyio na MapReduce,
1ist anasm3a aiiioB XKYPHAJIOB JOCTYIa KOMIaHH. DT aiibl 2xKYPHAJIOB J0-
CTyna comep»KaT KOH(PUISHINANbHYI0 NHGOPMALKIO, KOTOpast CBsA3aHa ¢ Gesomac-
HOCTBIO CEPBEpPOB, IOCKOIBKY [JIsl 3TOTO 3TH KOMIAHHU HUIYT apXUTEKTypy, Ko-
TOpast MOXKET aHAJIN3IPOBATH XKyPHAJIbl JOCTYINa B PEXKIIMe peaabﬁoro BpPEMEHN.
Y1061 peomoieTh 3T orpannyenus Apache Hadoop, B aToit craThe npuseneHs!
s¢eKTHBHBIE apPXUTEKTYPHI, Takue Kak Apache Spark Ha OCHOBe IOTOKOBOI Ite-

penadyy, KOTOpbIe MOTYT aHaJIN3UPOBATH KaK IIaKETHbIE NaHHbIC, TaK N 1aHHBIC B

peaJIbHOM BpEMEHI.
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1. Introduction

Since the development of the Internet, humanity has stopped using real informa-
tion data that is transmitted in a classical way, that is, printed or written on paper,
which has increased the number of users, which, consequently, has increased the
amount of data transmitted between users. Because of this, the number of both
intentional and unintentional cyber attacks has increased dramatically.

With the rapid development of information technology, users’ expectations of
the product are increasing. The increased expectations of users generate further
development of information technologies. As a result, products inevitably become
more complex, striving to satisfy the emerging desires and requirements of users.
This means that the requirements for the corresponding software systems are
increasing and becoming more complex. Developers are faced with the need to find
and apply solutions that will work reliably in conditions of high load, large data
flows, while allowing them to effectively develop new functionality and support
existing ones.

One of the answers to the question of the device of such systems has become
a microservice architecture, when a single monolithic application is divided into a
large number of smaller parts that can be developed by independent and isolated
teams, as well as independently deployed and, consequently, scaled. However,
another question that has to be answered is the question of who owns the data
and how to manage it. Disconnecting related services using an event stream
turns out to be a fairly effective solution that shows itself well in practice in
highly loaded systems. And such a decision is quite natural. Users interact in
some way with the system by clicking on buttons, or, say, by clicking on links.
All this is an example of events occurring in real life, and it turns out that these

and similar events are well transferred to the concept of events in the context of

software systems.

]
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There are millions and millions of different sites and servers on the Internet
that record all the actions and requests of users that remain digital fingerprints
forever. These fingerprints consist entirely of Internet usage data in general and
are recorded as access logs on various web servers. These access logs store a lot of
important data, such as the user’s Internet Protocol (IP) address, time and date,
how many actions were performed, how much time it took, and in general general
information about these actions, etc. These logs help to track the number of users
who visited the site and the amount of time they spent on the website. These
activity logs also help identify possible cyber security threats and anomalies in
order to use this data to protect users and their privacy. This is all an advantage
as it all increases the level of customer confidence.

Every event and logs should be analyzed, it is not just a part of a good
security system of every company’s infrastructure in IT, it is also a crucial part

of standards in companies’ security compliance. [5]

1.1 Problem statement

With the development of technology and the use of the Internet and Internet
applications has led to an increase of internet users, which in turn has led to an
increase in the amount of data processed on web servers. Corporations/companies

| spend a sufficient amount of their budget on quarterly data analysis, as the size

of this data grows year after year and is considered a category of big data. Classic
frameworks such as Apache Spark and Hadoop provide a good opportunity to
process large amounts of data independently using the MapReduce paradigm.

Although Hadoop processes data efficiently, it cannot process them in real
time, it does not reflect the flow of information, that is, it works with ready-made
data. The main problem is that while data or information about the event is
being collected, their relevance and usefulness are lost.

There are also frameworks like Apache Spark that have the ability to process
data in a stream as efficiently as static data as soon as the data is available.
Real-time data analysis reduces the time for the return itself, since the data is

processed as it arrives and does not wait until the data is fully available.

There are many open source enterprise frameworks, such as Apache Spark,

which can process both batch data and in real time, Hadoop, which analyzes only

12



batch data. But, unfortunately, there is no single platform that is capable of
processing both types of data. The aim of the dissertation is to analyze logs using
Apache Spark and Python, and compare the results with Hadoop, also paying
attention to their viability/ability to process batch and streaming data.

1.2 Why are logs important?

Software applications, network devices, internet, operating systems and other
hardware systems generate logs. These logs store information on files, disks or
other applications.

These logs are important for hardware systems as logs can tell what event
is happening and they can tell the actions of the system. All of the actions
and processes that are happening and running on our systems create logs. The
main issue is that these processes and files arise in different formats and different
systems. The data from logs should be in meaningful and centralized form in
order to be understood by humans and be decrypted in easy ways by systems of
machine learning. The logs data are collected by different sources and they are
connected to suitable patterns and trends.

All of the analysts should be aware and sure that log data stores all of the
necessary information and that information can be explained by their context.
This context can be different in every system. For instance, some of the systems
acn use “significant”, and other ones can use “glerts”. When the formats of logs
are written in the same template then analysis is simplified and easy to read,
and there are less chances to be confused while reading these logs. It is better to
store the logs in one centralized location because it will be hard to collect them
then from different places. For instance, if there is an error and if the logs are

placed in a shuffled way you will have to check every one of them. Even if you

have an excellent tool, you can spend a lot of time trying to find out what is

wrong. After the logs are cleaned, aggregated, normalized - all the anomalies can

be easily identified with the help of analysis. [1]

1.3 Research questions

This dissertation tries to find answers to the following questions:
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1. How to detect cyber attacks with access logs?
2. How to analyze logs using Apache Spark and Python?
3. What is the difference in analyzing data with Apache Spark and with

Hadoop?

1.4 Objectives

1. To explain how to detect cyber attacks with the help of access logs
2. To identify the difference between analyzing the data using batch-based and

streaming-based tools

14



2. Literature review

Software is deployed on multiple servers or on cloud servers (now companies use
a combination of these two servers) to distribute the load so that when one server
falls, every one does not fall in a row. This is done to increase availability and
speed up delivery. These servers are located on several data processing centers
(DPC) . These servers record all user actions and store them in the form of files
called logs|12].

The data of these logs are usually recorded in different formats since their
sources are located in different systems. Some of the sources include the server
access log, proxy server log, browser log, or any other source of data from users
that come from different web servers. Even if the log sources are in different
formats, the basic information contained in the log file is common to most of them.
According to Verma and Bhatia [14], it mainly consists of various components
such as the IP address, the date and time when the access was made, the method
by which the data was requested, the Uniform Resource Location (URL) of the
available page, etc. In order to extract certain data from a file, it is necessary

to perform certain actions such as clearing the data and reducing the amount of

data.
The speed of creating log files varies between a few terabytes to a petabyte per

day. Between the types of logs that are recorded in the web servers of different
applications, access logs have information that relates to the navigation behavior
of the user. To determine viewing patterns through user navigation behavior,
Mavridis and Karatsa [9] implemented the MapReduce algorithm. In addition to

navigational behavior, MapReduce is also used to identify possible system threats

and problems based on access logs.
The Hadoop Distributed File System (HDFS) is considered to be the basis of

the Hadoop platform, which increases the speed of data input/6utput, but not
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performance. The data first of all goes to the HDFS itself and then only Hadoop
in order to do/run any tasks or calculations. This slows down the performance
of the Hadoop itself in analyzing data flows. A certain amount of time will be
required to run a particular calculation in MapReduce and this time may take
from two minutes to several hours until all calculations are completed. The main
part of the application can analyze the data immediately as they arrive in real
time. These applications should grasp on the fly and process data immediately
despite the fact that the previous data has not been processed to the end, in short,
these applications should not slow down. One such example may be the detection
of anomalies or problems of incoming data in real time.

Shahrivari’s [13] work describes the great advantages of Spark over the Hadoop
platform regarding the speed of the hard disk and the delay period. Spark is
superior to Hadoop in providing an in-memory computing environment that uses
distributed main memory to process any kind of data in real time. While Spark
computes data over 10 GB/s, Hadoop computes at a speed of 200 mb/s. Spark
allows nanosecond delays when computing in memory and millisecond delays when
working in local disks for computing.

Wingerath, Wolfram, etc. [15] noted that Spark already uses the streaming
data processing paradigm, while Hadoop uses batch data processing, to increase
speed and performance. Next, Spark divides the data stream into micro packages,
which in turn turn into Resilient Distributed Datasets (RDD) . In the stream,
words and data come in order and are processed synchronously, while in RDD
everything is done asynchronously. Thanks to this paradigm, Spark increases the
speed of data processing on a streaming basis than Hadoop itself on the basis of
batch data processing. Spark Application Programming Interface (API) provides
the possibility of RDDs processing through actions and transformation.[15]

With the ever-increasing scale and complexity of modern systems, the volume
of journals is growing rapidly. Therefore, the traditional way of analyzing logs,
which relies heavily on manual verification, has become a time-consuming and
error-prone task. To solve this problem, many attempts have been made recently
to automate log analysis using data mining techniques. However, raw log mes-
sages are usually not structured, as developers are allowed to write log messages

in a free form for convenience and flexibility. To apply automatic extraction of

unstructured logs, the first step is'to perform a syntactic analysis, whereby un-
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structured raw messages can be converted into a sequence of structured events.
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3. Concepts

3.1 DDoS

Distributed Denial of Service (DDoS) attacks is a hacker attack aimed at causing
problems with opening a website. Denial of service attacks are mainly used to
disable public sites. Usually these are the sites of large government agencies,
banking and commercial structures. If the attack is not hidden, it is easy to
identify it by a number of signs:

e Unavailability of the entire site.

e Unavailability of the site partially (certain pages).

e Incorrect page response.

e Page loading is too long.
e Incorrect operation of site functions, objects on the page.

Shadow DDoS attacks are determined by qualitative and quantitative analysis

of incoming traffic, which is organized on the network side.

3.2 Log Files

A log file is a document with a sequential record of all events occurring on a
website or remote server. The term comes from the English Log - a log with
notches, which in the Middle Ages was used as a kind of event log(2].

Since absolutely everything that happens is recorded in the log, the study of
the log allows you to use the accumulated data for various purposes important
for the promotion and maintenance of sites.

[n case of technical problems, unavailability of the site, virus infection, hacker

attacks and dlstubuted denial-of-service (DDoS), the resource adm1n1st1at01 can

find out the reason " according to the information recorded in the log, which will

18



facilitate and accelerate the elimination of undesirable phenomena.

In general, there are four main types of logs, these are Access Log files, Error
Log files, Agent Log files and Referrer Log Files, but mainly in this paper the
researcher will use only one type of it - Access Log Files.

Access Log Files is the total list of all requests processed by the server.

3.2.1 Access Log Files

Access log files are types of log files that store the information about visits to
certain websites. It also contains the information about the IP address of the
user, date and time when the website was visited, the device that user is connected

from, etc.
Log Format “DateTime, Ip Address, User-Agent”

1) DateTime format - dd /mm/yyyy hh/mm/ss - this is the information about
the time and date when the user visited the website

2) Ip address requested from - the user’s IP address when the request was
made

3) User Agent - Information about client device requested from - the user’s
device information, whether it is laptop, computer or personal device

15-11-2022 00:00:00, 10.45.76.198, Mozilla/5.0 (iPhone; CPU iPhone
OS 10_ 2 like Mac OS X) AppleWebKit/602.3.12 (KHTML, like Gecko)
Version/10.0 Mobile/14C92 Safari/602.1 - there is a sample of access logs
that were analyzed during the experiment. As it is shown all the information that

was described above is given and clear enough to read and understand.

3.3 Big Data

Today, one of the actively developing areas in the field of information technology
is Big Data technology. In recent years, Big Data has been a recognized sign of

economic and technological development|11].

Research by the consulting company Gartner predicts that Big Data technol-

will have a significant impact on information technology in manufacturing,

ogy
healthcare, trade, public administration and other industries that use a large flow

of information. In Kazakhstan for the period up to 2030 the research of Big Data,
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technology for the management of industrial and social processes, along with the
processing of unstructured data, is recognized as a priority in the field of infor-
mation technology.

If we give a brief definition, then Big Data is data that does not fit into the
computer's RAM.

In fact, this definition means that the property of “being big” is not an inde-
pendent property of the data, but depends on the characteristics of the system
used to process them.

For example, it is difficult for an ordinary person to remember exactly what
temperature was in our city every day for the past month. Thus, three dozen
values may well be an example of Big Data. However, the person confidently
reports “the past month was cold.” This message carries information about the
processed data: according to the interlocutor, the average temperature over the
past month was lower than usual this month for several decades. Another example
could be data about objects that theoretically carry important information, but
have such a size that it is almost impossible not only to process or save this data,
but even to collect it. Consider, for example, a data set containing the coordinates
and velocities of molecules in an air column over the territory of an airport.

There is also metadata describing at what point the measurement was carried
out and what kind of molecule it is. Such a data set carries information about
weather conditions over the airport, including temperature, pressure, humidity,
cloud cover, special weather conditions — a passing tornado or falling hail. On
the other hand, for correct processing, the data for all molecules must be suffi-
ciently complete and representative for statistical processing. As a result of such
a thought experiment, We understand that in order to work effectively with big
data, we need a data model that allows us to form methods of working with data.

The concept of "Big Data" in the field of information technology, which ap-
peared recently, was introduced by Clifford Lynch. Here are the most common

definitions. Big Data is:

_ a group of technologies and methods for productive processing of dynamically

s of data in information technology;

growing amount
Is and processing methods structured and un-

_ a series of approaches, too
structured data of huge volumes and considerable variety for obtaining human-

perceived results, effective in conditions of continuous growth, distribution across
reeive :
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numerous nodes of the computer network.

To work with Big Data, complex systems are used in which several components
or layers can be distinguished. There are usually four levels of components of such
systems: reception, collection, analysis of data and presentation of results. This
division is largely conditional, since, on the one hand, each component in turn
can be divided into sub-components, and on the other, some component functions
can be redistributed depending on the task being solved and the software used,
for example, data storage is allocated to a separate layer.

To work with Big Data, system developers create data models that are mean-
ingfully related to the real world. The development of adequate data models is a
complex analytical task performed by system architects and analysts. The data
model allows you to create a mathematical model of the interactions of real-world
objects and includes a description of the data structure, data manipulation meth-
ods and aspects of maintaining data integrity. Description of the development of

data models is not the task of this manual.

3.3.1 Five Vs of Big Data

} C.las'siﬁcatio__n of

Datasource  Fileformat  Datastorage  yanstormation D3t2 2nalysis

,|ntém‘e;t“\.‘ : .'stf’ru:ct‘ufed Documents “de'a’r_,', : v_éfreaming,>f:'A.
| .,M‘edi; v As-erhi‘-‘str'u»c‘tured Tables - Normallzatlon f"‘_""v;f‘";v;_féé‘l'"fé
‘ ,‘M;Chi‘ﬁedja‘té : U'hst‘wctufed ; .' Flgures Stand a rt‘iza:‘tiﬁc'in‘b‘
Operational
data

Figure 3.1: Classification of Big Data

lassified depending on the type of data source (Internet or media

Big datais ¢
by file format (structured, semi-structured,

sources, generated machine data),
3
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unstructured), by data storage method, etc. For clarity, Figure 3.1 shows the

general classification of Big Data.

3.3.2 The main features of Big Data technology.

For the first time in 2001, the signs of the "Three V" were identified by a leading
analyst of Gartner, a friend of Lani, namely diversity, volume, speed, which are
the main characteristics of the technology|11]:

Variety - helps to effectively analyze data;

Volume - (the most important of the properties of the technology), i.e. the
amount of generated data determines the value and potential of the research

Velocity - i.e. at what speed the data is generated and processed. In ac-

cordance with the requirements of Zikopoulos suggested adding 2 more features -

veracity and value, thus obtaining "5V":
Value is a technology attribute that describes the economic effect that the

technology provides to users.
Veracity is the quality of the collected data, which can vary significantly.

The exact analysis depends on the reliability of the source data.

| Volume |

 Veracity

Figure 3.2: 5 V’s of Big Data
Note. Hadoop Architecture. Retrieved April 16, 2022, from

https://medium. com,/ analytics-vidhya /the-5-vs-of-big-data-2758bfcc51d
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3.4 Apache Hadoop

APaChe Hadoop is a package of utilities, libraries and frameworks, it i
build systems that work with Big Data. It stores and processes data’f1 . used- ©
to other services. Hadoop has open source code written in Java. Thi or uploading
users can work with it and modify it for free[16]. s means that

Hadoop is divided into clusters — a group of servers (nodes) that
as‘ a. single resource. This makes it easier and faster to collect and pro are used
Division allows you to perform many elementary tasks on different Cf)ustceSS data.
and produce the final result. This is necessary primarily for overloa,deder. servers
example Facebook. sites, for

There are several projects inside Hadoop that have turned into separate st
tups: Cloudera, MapReduce and Hortonworks. These projects are distrib :ar_
or an installation package of a program that processes big data. utions
But Hadoop basically consists of two components: a distributed file system k
as HDFS, and a MapReduce software model for processing this data nown
Pros of "Hadoop": '

e The big number of data can be stored and processed on Hadoop

As the technology and social media is developing, the number of data is in
creasing too. It is one of the important factor i

o Its power of computing

The process of computing data in a huge amount on Hadoop is very quick. It
depends on the number of nodes, more nodes = more power of computing :

e Fault-tolerance

Hadoop has excellent fault-tolerance. In case the one node is getting non-

functional, all the tasks go to the other node

e Cost
As it is open-source tool, it is free to use and install, and of course to store

big data
e Horizontal scalability
It is easy for Hadoop to scale up just by adding extra nodes. The deep

administration is not required.
e Encapsulation of implementation complexity.
"Hadoop" hides many complexities of distributed and multithreaded systems
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Frees the developer from worrying about system-level problems, such as waiting
for data, organizing data transfer, data distribution, code delivery. Allows the

developer to focus on application development and business logic implementation.

High Level Architecture of Hadoop

Master Node Slave Node Slave Node
TaskTracker TaskTracker TaskTracker
:’:;-/u/v\ )
MapReduce layer | JobTracker |-
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Figure 3.3: Hadoop Architecture
Note. Hadoop Architecture. Retrieved March 13, 2022, from
hitps: //www.projectpro- io/article /hadoop-architecture-ezplained-what-it-is-and-
why-it-matters/317

3.4.1 Hadoop Distributed File System (HDFS)

Hadoop HDFS (Hadoop Distributed File System) is a hierarchical system for
storing large files with streaming access. This means that HDFS makes it easy to

find and duplicate data.
HDFS consists of 2 NameNode and a DataNode - a control node and a data

meNode is responsible for opening and closing files and manages access

DataNode is a standard server where data is
d reading data and executes NameNode

server. Na
to directories and blogs of files.

stored. It is responsible for writing an
commands. A separate component is the client (user), which is granted access to

the file system.[7]
HDFS Properties:
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e Storage of very large files.

e Streaming data access: Following the concept of single write and multiple
read will give maximum efficiency of data processing on HDFS.

e HDFS, like Hadoop in general, does not require expensive equipment with
high reliability, since the system is designed to work on clusters consisting of
standard machines and taking into account the high probability of failures of
individual nodesHigh bandwidth in HDFS is preferable to access speed.

One of the main concepts of HDFS is the blockiness of stored data files (the
standard block size is 64 MB). Blocks of a single file can be stored distributed,
which is also used for replication, and block abstraction instead of file abstraction
simplifies the storage subsystem (fixed size makes it easy to calculate the number
of blocks that a disk can hold) and metadata organization. Data security in HDFS
is achieved by replicating NameNode node metadata across multiple file systems
and using Secondary NameNode to create checkpoints. High availability is pro-
vided by using two NameNode nodes in the "active/standby" configuration.To do
this, both NameNodes must use a common high availability data store to store
the change log.

DataNode nodes, in turn, should send reports to both NameNodes. The tran-

sition from the active NameNode node to the backup node is controlled by the

so-called fault management controller.
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Figure 3.4: Architecture of HDFS
ote. Architecture of HDFS. Retrieved March 14, 2022, from

https://hadoop.apache.org/docs/stable/hadoop-project-dist/hadoop-
hdfs/HdfsDesign.html

3.4.2 MapReduce

MapReduce is 2 programming model that was first used by Google to index its
search operations. MapReduce is built on the principle of "master-subordinates".
The main server in the system is the JobTracker server, which distributes tasks to
subordinate nodes of the cluster and monitors their execution. The Map function

groups, sorts, and filters multiple datasets. Reduce aggregated data to get the

desired result. [4]
To better understand how MapReduce works, the example is given. Let’s say

you have a text and you want to count the frequency of each word. You can easily
do this by storing each word and its frequency in the dictionary and looking up all
the words in speech. However, imagine if you have a text for the entire Wikipedia

(say a billion words)

Map takes a word and "emits" a
(we have only one instance of the word). For example, the phrase

and we want to do the same.
<key-value> pair. In this case, key = word

and value = 1
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"Big Data Analysis" will emit ("Big", 1), ("Data", 1) and ("Analysis", 1). Map is
called for each word - only one billion of them. Now we have one billion key-value
pairs. What are we doing about it?

That’s where Reduce comes in. All key-value pairs with the same key are
combined and fed into Reduce. Let’s take "hello", for example, and say that you
are given a certain text with a plural of this word. Then we have 500,000 vkev
pairs that are passed in one Reduce call. Now all we have to do is iterate t.hrougil
500,000 ("hello", 1) pairs and sum up all the values. It’s much easier than going
through a billion. Then Reduce "emits" another key-value pair; this time it is
("hello", 500,000), or a word, and the total sum of the values associated with that
word. Repeat the Reduce call for every other word, and we have a frequency for

every word.
Having distributed this huge amount of work across many computers, if any

of these computers fails for any reason, we call simply restart a certain segment

that he was working on.

r Submit Job

DFS
splitl
splilz
sphit3
| [
sphits
RN fite2
J

Reduce Phase

Map Phase

Figure 3.5: MapReduce Framework
uce Framework. Retrieved March 14, 2022, from

e. MapRed
Note P m/images /hadoop /H adoop-Mapreduce-A rchitecture.png

http://a4 academics.co
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3.5 Apache Spark

Apache Spark or simply Spark is a framework (software that combines ready-
made components of a large software project) that is used for parallel processing

of unstructured or weakly structured data.
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Figure 3.6: Introduction to Spark
Note. Introduction to Spark. Retrieved April 18, 2022, from
hitps://www.datamechanics.co/apache-spark

Apache Spark initially was as a part of Apache Hadoop system, but now
Spark is a separate tool for analyzing big data. There is a claim that Apache
Spark is much faster than Apache Hadoop in big data analysis, 10 times faster in
processing on disk and 100 times faster in processing in memory|[3].

The framework was created in order to cover as wide a range of workloads as
possible, which previously required the creation of separate distributed systems,
including batch processing applications, cyclic algorithms, 1nter'active guerles and
streaming processing. By supporting all these types (-)f lta.sks- with a single mech-
anism, Spark simplifies and reduces the cost of combining different types of pro-

cessing that often need to be performed in a Single. dat‘:a'processing pipeline. In
addition, it reduces the maintenance burden by maintaining separate tools.

For example, if you need to process data on the annual sales of one store,

ter and Python code will be enough for a programmer to make

then one comp uBut . data is processed from thousands of stores from several

a calculation.
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countries, and they arrive in real time, contain omissions, repetitions, errors
then it is worth using the power of several computers and Spark. A group of1
computers simultaneously processing data is called a cluster, so Spark is also
called a framework for cluster computing.

Spark supports Scala, Java, Python, R and Structured Query Language (SQL)
programming languages[10]. Apache Spark works with the help of RDD, in the
next chapter there is more detailed information about RDD and the process of
work. At first, only the first two were popular, since the framework was written
in Scala, and part of the code was later written in Java. With the growth of the
Python community, this language has also become more actively used, although
updates and new features are primarily available to Scala developers. The R

language is most rarely used to work with Spark.

3.5.1 Spark Components

MLlIib
(machine
learning)

Apache Spark

Figure 3.7: Components of Spark
Note. Components of Spark. Retrieved April 13, 2022, from
hitps://medium.com /expedia-group-tech/start-your-journey-with-apache-spark-
part-1-3575b20ee088

The Spark structure includes a data processing core and a set of extensions:

Spark Core or core is just an engine. It is responsible for data storage, memory

management, distribution and task tracking in the cluster.

MLIib - a set of libraries for machine learning;
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The SQL component that is responsible for querying data;
GraphX is a module for working with graphs (abstract representations of con-

nections between a set of objects);
Streaming is a tool for processing Big Data streams in real time.

359 Resilient Distributed Datasets (RDD)

Resilient Distributed Datasets (RDD) is a simple, immutable, distributed collec-
tion of objects in the Apache Spark framework. RDS is a distributed data set

that is divided into many parts, processed by various nodes in the cluster.

RDD has the following properties[17]:

Immutability and partitioning — RDD consists of a set of records that are
divided into sections. A partition is a unit of concurrency in the RDD. Each

partition is a logical subdivision of data, which is immutable and stored on a

separate node in the cluster.
The use of common operations (coarse—grained operations) that are able to

manipulate all data at the same time (for example, filter or grouping).

Fault tolerance: All transformations on the RDD sets are performed in a dis-
tributed environment with replication support (copying data between nodes), and
h transformation is registered by each individual node in the cluster. There-
e data can be restored using any other working node.
pache Spark performs the necessary transformations on
f their creation. This significantly reduces the

eac
fore, if one node fails, th

Lazy calculations: A

the RDD only once at the time o
on time of all operations and speeds up work on data.

total executi
mat for storing RDD (for exam-

Persistence: users cafl choose a convenient for

ple, in memory or o disk in a file).

3.6 Spark Streaming

Spark Streaming is a Spark component for processing streaming data. Examples

of sources of such data can be log files populate
ent by users of web services. Spark Streaming has an API for managing

rresponds to the RDD model supported by the Spark
litates the study of the project itself and various data

d by active web servers, Or message

queues S

data flows, which closely co

Core component, which facl
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processing applications stored in memory, on disk or arriving in real time. The
Spark Streaming component application interface was developed with the aim of
providing the same reliability, throughput and scalability as Spark Core.

Spark Streaming is built using a micro-packet architecture, when the main
data stream consists of a sequence of small data packets. At the same time, new
packages are created regularly at a specified time interval. At the beginning of each
time interval, a new packet is created, which includes any data received during
this interval. At the end of the interval, the packet stops increasing. The size of
the interval is determined by such a parameter as the batch interval. Usually this
interval is selected in the range from 500 milliseconds to several seconds. Each
packet forms a collection of RDD and is processed by a Spark job, which creates
another set of RDD at this point in time. The results of processing the packet
are then transmitted to external systems for analysis and further processing|8.

As a software abstraction, Spark Streaming uses a discretized stream (DStream)
_which is a sequence of RDD sets, where each individual set of RDD corresponds
to one time interval. Such streams can be created from external data sources or

by applying various transformations to other streams of the same type. For each
data source, the Spark Streaming module automatically starts receivers, which
are used to collect data from sources and save them to RDD sets.

Spark Streaming supports a mechanism for copying data at checkpoints, which
is able to save the state of the program in the file system, for example, HDFS
e Hadoop or Amazon S3. Such copying is usually performed every 5-10
packets. Thanks to this, Spark Streaming provides the ability to restore data in
the event of a failure - calculations will continue from the last checkpoint.

Taking into account the architecture features described above,. We.list the main
advantages of Spark Qtreaming for a developer of Big Data applications:

e copying data at control points limits the amount of calculations in case of

failure; |
o fault tolerance of working node

in Apach

s due to simultaneous copying of data from

external sources t0 them;
o fault tolerance of data receivers —

Spark Streaming will launch receivers on O

e strictly one-time message delivery semantics

d ‘f' ils at the time of processing, the final result of the conversion will not
node fails a ,

in case of failure of one of the receivers,

ther nodes of the cluster;
(exactly-once) - if the working
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Note. Spark Streaming Input/\
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3.7 Apache Kafka

buted real-time messaging system between server ap-

h throughput, scalability and reliability, it is used in
s of data. It is written in Java and Scala

Kafka Apache is 2 distri
plications. Due t0 its hig
companies working with large a i

fective tool for organizing the work of server

languages.Kafka Apache is a0 € . :
projects of any Jevel. Due to its flexibility, scalability and fault tolerance, it is

areas of the IT industry,

mount

: : from video streaming services to Big
used in various

Data analytics(6]-
Apache Kafka is a me

model and designed to SO

tem operating on the publisher—subscriber

ssage passing sys
at arise during client-server interactions

lve problems th
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in architectures with a large number of connections and dependencies. Kafka i

: : . ' : is

designed internally In such a way that it allows you to store messages for as long

as you want, which makes it possible to re-reproduce messages the use cases 0(;
7

which will be described later.
Initially, Kafka began to be developed by LinkedIn when they directly encoun-

tered the problems described in the first chapter. At the beginning, LinkedIn had

a monolithic application written in Java, which was subsequently divided into

about a thousand separate services, which led to complex dependencies that led

to instability, problems with the versions of the services and libraries used

To solve these problems, it was decided to implement an asynchronous ap

proach to the interaction of services, which allowed the transmission of trillions

of messages per day within the company’s services. To implement this approach

a system was developed, called Apache Kafka.
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Figure 3.10: Apache Kafka
Note. Apache Kafka. Retrieved March 23, 2022, from

hitps://docs. confluent.io/5.9. 1/kafka/ introduction. html
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Kafka not only re-

functional modules ©
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high throu
n. Due to competent routing,
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Data streaming. The
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liably transmits data, but also allows you to perform various operations witl
vith

them.
Event logging. Kafka stores data in a strictly organized structure in which it is

always possible to track when an event occurred. The information is stored for a

specified period of time, which can be used to unload the database or slow-runnin
- g

logging systems.
Briefly, the architecture of the message system can be described as follows:
distribution - individual nodes of the system are located on several hardw:;we

platforms (clusters). This provides it with high fault tolerance;

scalability - the system can be expanded by simply adding new nodes (message
brokers).

Messages in Kafka are stored in topics. Publishers write messages to the
c, and subscribers subscribe to topics of interest to them, and

appropriate topi
hese topics. Rough analogues for a theme

begin to receive new messages from t
are a database table or folders in the file system. Each topic consists of message

logs. Messages can only be written to the end of the log. Usually one topic

consists of several magazines. And it is the logs that are the means of scaling.
The fundamental data structure in Kafka is a message log with sections, which
the very beginning or from a certain point. The log is a data
lled messages; messages can only be written to
ead messages from Kafka, he looks at

can be repeated from
structure that contains elements ca
the end of the log. When a client wants to r
what position was the last message he read,

der in which they are located in the log.
g data. in the form of logs has interesting conse-

then sequentially reads new messages

in the or
Such an approach with storin

quences. Both read and write operations are
pre-sampling, caching easier, and message bundling occurs in a completely natural
way. All this increases the overall performance of the system at the output.
Also, the pundling and sequence of operations make it possible to store data
e. Many traditional message brokers are built using hash tables or
periods is not the strongest side, for the

data, and maintaining indexes for a large

sequential operations. This makes

for a long tim

B-trees, for W
these data struc

hich storing data for long
tures index

reason that
number of mMessages is time-consuming.
Among other consequences Of the logs approach 18 that the accumulation of
cant impact on system perfor-

new messages without regular reading has no signifi
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mance, unlike traditional message brokers and queues. And in the end, all these

factors make Kafka suitable for event storage.
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Figure 3.11: Apache Kafka Components and Architecture
Note. Apache Kafka. Retrieved March 23, 2022, from
hitps:// www. projectpro. io/article/apache-kafka-architecture- /442

3.7.1 Kafka Components

In the Kafka Apache architecture, the key concepts are:

e producer - an application or process that generates and sends data (publishes

a message); ‘
an application or process that receives a message generated by

e consumer -

the producer; .
_is a data package required to perform an operation (for example,

e 3 message

authorization, purchase oF subscri
dispatcher)

plication;

ption);
. itting messages from the produ
o broker - node ( for transmitting g producer

process to the consumer ap
] message storage
lication extracts the information it needs.

(log of records) of the same or similar

e topic - IS @ virtua

content, from which the consumer app
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3.8 Python

A program \
anll bg can be represented as a set of sequential commands (algoritl
ject (performer) that must execute them to achieve a certai g 1 1m) for
can conditl ’ . ) n goal. So
itionally program a person if you give him an instruction "how t yo;
0 €00

ancakes", a i i :
P ces" and he will begin to execute 1t clearly. In this case, the inst
) struction

(program) for a person will be wri i
ritten in the so-called natur
al language (Russi
sian,

English, etc.).
It is usually accepted to program computers, not people, using special
: . : c )
guages. The use of special languages 15 caused by the fact that machili) ! fan
es are not

able to understand our (human) languages. A variety of programming lan
guages

are designed to " " i i
gned to "instruct machines, which are characterized by syntactic una
' m-

biguity (for example, certain words cannot be swapped in them) and limitat
mitations

(a strictly defined set of words and symbols).
To date, there are a huge number of different and similar programming 1
Ing lan-

guages. The reason for this phenomenon becomes clear if you imagine t}
he number

and variety of tasks that are currently being solved with the help of co
technology. Different tools (i.e. programming languages) are required trc?puter
different tasks. Many programmers have tried in the past and are trying noSolve
p with their own programming language that has certain advantages WAth
y of programmers currently spend a huge amount of -timé
ting arsenal of tools. All the existing variety of languages
fied according to different criteria. For example, by the

system or application languages, languages for web

come U
though the vast majorit
studying the already exis

can be conditionally classi

type of tasks to be solved (

development, etc.).

For this work the author decided to use the programming language called

Python.
The Python programming language was created around 1991 by the Dutchman

Cuido van Rossull.

Python got its n
Rossum developed the language, he poste
programmers joined in improving it.

Janguage, he posted it on the Internet, where a

the TV series, not the reptile. After

ome from the name of
d it on the Internet, where a whole

community of
After Rossum developed the

ammers joined in improving it.

whole community of progr
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Python is being actively improved at the present time. New versions of it are
often released. Official website http://python.org.

Python is a language with dynamic type control, in which names can represent
values of various types during program execution. And indeed, the names used in
the program are only labels for various quantities and objects. The assignment
operator simply creates a relationship between the name and the value. This is
one of the differences between this language, for example, from C, in which names
are represented by objects with a constant size and placement in memory, where

the results are located.
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Figure 3.12: Introduction to Python
Note. How Python To Be A First Choice Of World. Retrieved May 3, 2022,
from hitps://news4hackers. com,/how-python-to-be-a-first-choice-of-world/

3.8.1 Features of Python

Python is an interpreted programming language: the source code is partially
converted into machine code during execution by a special interpreter program.

Python is characterized by a clear syntax. It is quite easy to read the code in
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this programming language, because there are few auxiliary elements in it, and
the rules of the language force programmers to indent. It is clear that a well-
designed text with a small number of distracting elements is easier to read and
understand.

Python is a full-fledged, one might say universal, programming language.

It supports object-oriented programming (in fact, it was developed as an
object-oriented language).

Basically, the interpreter executes commands line by line: you write a line,
press Enter, the interpreter executes it, you observe the result.

This is very convenient when a person is just learning programming or testing
some small part of the code. After all, if you work in a compiled language, you
would first have to write code in the source programming language, then compile
and then run the executable file for execution.

Despite the convenience of the interactive mode of operation when writing
Python programs, it is usually necessary to save the source code for later use. In
this case, files are prepared, which are then passed to the interpreter for execution.
In relation to interpreted programming languages, the source code is often called

a script. Python code files usually have the extension py.

3.8.2 Downloading Packages for Python

There are several ways for installing packages for Python.

Starting from installing from the source.

Being able to install the packages from the source is a good skill to learn, other
ways are easier to use, but we will look at them later in this chapter. However
there are some packages that are necessary to use this way for installing. To
install the certain package from the source first of all we need to use command

below:

1e:~$% python3 setup.py install

Figure 3.13: Installing package from the source

If Python is not located in the path of your system, you will receive an error

message indicating that the command was not found, or the application is un-

38



known. You can also invoke this command by applying the entire path to Python.

For Linux users it looks like this:

Figure 3.14: Entire path to Python

This method is especially comfortable for those who have different versions of
Python and they need different versions of packages for each of them. All you
have to do is to apply and write the entire path to Python and install the package.

Some packages contain C code, for example, the main C files, which must be
compiled under the package for correct installation. In the case of Linux, you
should have a C/C++ compiler installed, so you can install the package without
any problem.

Installing packages using PIP (Package Installer for Python)

The pip program came out with Python 3.4. If you have an older version
of Python, you need to install pip manually. The installation of pip is slightly
different from what we discussed earlier. You need to log into PyPI, but instead
of downloading the package and running its script setup.py , you will be offered
to download one script called get-pip.py . After that, you needed to execute it as

follows:
python get-pip.py

In the new versions of Python there is no need to install pip manually. Now
it comes along with Python itself.
For this work the author installed the packages of pyspark in the way that is

given below:

Figure 3.15: Installing pyspark for Python
And the author also installed the packge of kafka-python:
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2.5, 2-;:3;?_ .py3-none-any.whl

246 kB 499

Figure 3.16: Installing kaﬂ{a;python for Python

These two packages are necessary for Python Producer. Without them the
Python Producer will not do its job.
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4. Design and implementation

4.1 The process of log analysis

For the experiments the author used the ready access logs data from the internal
website. Before analyzing them in every tool data needed to be cleaned up. In
the beginning the logs were in SQL query format. It was hard to read and the
author made it easier to read for comfortable analysis purposes by getting rid of

SQL keywords.

4.1.1 The process of analysis in Apache Hadoop and Apache
Spark

After the access logs data was cleaned up it was sent to HDFS to be read from
the MapReduce job and analyzed. After all these actions you get analyzed results
where there will be information about the amount of requests made from each IP

address in definite date and time.

4.1.2 The process of analysis in Apache Spark Streaming

Same as it was in Apache Hadoop and Apache Spark the data cleans up, but
instead of HDFS it will be sent to Apache Kafka by Python Producer. Again we
get from that all the information about the number of actions made from every
IP address in certain data and time.

To evaluate the performance of batch-based data processing and streams I
conducted the analysis of clickstreams. The experiment was conducted in order
to demonstrate the capabilities of analyzing streams and batch-based data using

Hadoop and Spark. Since the possibilities go beyond accessibility, these experi-

ments cannot be called a complete comparative analysis of these two technologies.
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During the analysis of clickstreams, the access logs data is analyzed to retrieve
the data set, for instance, the time when the server was visited and the IP address.
The experiment was aimed to compare Hadoop and Spark and the time that was
taken for analyzing the data. The number of data was approximately 8 million
records. Firstly a log file is uploaded to HDFS for convenience and accessibility
for the readability no matter from Hadoop or Spark.

As an extension to the architecture of batch-based data processing, the stream-
ing architecture which is based on Spark streaming analyzes the data in real-time.
While analyzing the data using streaming-based Spark we also calculate and ac-
cumulate the client’s unique IP address and the timestamp of the moment when
the event has occurred. Table 4.1 shows the tools and their versions that were

used in these experiments.

Software | Java Python | Apache | Apache | Apache Zookeeper
Hadoop | Spark Kafka
Version 1.8 3.8.10 3.3.1 3.2.1 7.1.1 3.6.3

Table 4.1: Versions of Software

The implementation of this design was made in a virtual environment that is
set up on ubuntu 20.04 LTS installed on Windows subsystem for Linux hosted on
windows 11 which consists of two cores 16 GB RAM and 200 GB Disk capacity.
In such a kind of environment tools Kafka, Spark, and Hadoop are installed in
a single node cluster in a pseudo-distributed cluster. That environment is used
to compare MapReduce in Hadoop, Spark Streaming, and Spark batch-based

applications.
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4.2 Batch Based Architecture Using Spark

Client Browsers in Devices
Processed Access Log File
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Figure 4.1: Spark Streaming Flow

While using this architecture all the access logs are collected and kept on web
servers and analyzed using batch based Apache Spark. Access logs are collected
on web servers when they are accessed from clients such as Edge, Chrome or
Firefox, no matter if it is a personal handheld device or desktop. First, access
logs are aggregated and sent to the Apache Spark storage cluster with the help
of SFTP and then they are analyzed with Spark bath-based application. Access
logs can be read by Apache Spark jobs through storage types such as HDFS, disk,
Amazon S3 or Ceph.

Command which is shown below is used to run a script which starts Apache

Spark job for analyzing 8 million lines of access logs and potentially can be mod-

ified for other types of logs.

spark-submit - _executor-memory 4G --driver-memory 4G batchSpark.py
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4.3 Batch Based Architecture Using Hadoop Map.
duce Model
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Figure 4.2: Architecture of analyzing through batch-based Hadoop

In the architecture of MapReduce which is based on Hadoop, as batch-based
Spark, access logs are collected and analyzed, but in contrast the access logs can
be analyzed in offline mode. Access logs are collected on web servers when they
are accessed from clients such as Edge, Chrome or Firefox, no matter if it is a
personal handheld device or desktop. First, access logs are aggregated and sent
to the Hadoop storage cluster with the help of SFTP and then they are moved to
HDFS which is using the Hadoop file system command. After copying the data
to HDFS it is analyzed in batch mode via MapReduce job. Command which is

shown below is used to run a script which starts a MapReduce job for analyzing
8 million lines of access logs and potentially can be modified for other types of
logs.

hadoop jar $HADO0P_HOME‘./share/hadoop/tools/lib/hadoop—streaming_
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3.3.1.jar -input access.log -output $HOME/hadoop/streaming/wordcount
-mapper "python3 mapper.py" -reducer "python3 reducer.py"

4.4 Streaming Based Architecture Using Spark

Client Browsers in Devices

Continuous Stream of Access Logs @? 51:] D
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Cluster
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Figure 4.3: Spark Streaming Flow

In this given streaming based architecture the continuous access logs are col-
lected through clients’ devices and go into Python. Python firstly cleans up the
data and the clean data goes to Python Producer. After Python Producer the
data goes to specific topics of Apache Kafka. Then Apache Streaming consumes

the data, analyzes it and prints out to the console.
The following command helps to clean up the data:

python3 cleanup.py

Here is the contents of cleanup.py file:
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. “.join(line[10:12

print( A

! ras_log_reader(

= ("1og

Figure 4.4: cleanup.py

Spark cluster is run in a streaming based Spark application and reads all the
raw data from the specific topic of Kafka. And then this generates a direct stream
from the topic which will read the data continuously. RDD will be created for
every record that goes as stream every two second as presented in the given code.

Continuous stream logs in turns transform into micro matches in the interval

of two seconds that can be processed by Spark Job.
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5. Comparison and testing

The paper measures the time that has been sent to process the log files in batch
based Hadoop, batch based Spark and streaming based Spark. Before this time
is measured there is a step when the data is cleaned up with the help of Python
script. In the experiment there were 8 million access logs that were analyzed and
the time that has been sent to it are recorded.

While analyzing and getting the results the author has come to the conclu-
sion that the analysis process in Apache Spark is approximately 82% faster than
Apache Hadoop, which in turn proves the efficiency of Spark and claims that Spark
is much faster than Hadoop. But within the comparison between the batch-based
Spark and streaming based Spark, the Apache spark which is streaming based is

faster for approximately 7.5%.

Spark Streaming

Hadoop
0Om20s Om18.5s

1mb0s

Table 5.1: Properties of the dataset environment

All the access logs were analyzed three times using batch-based Apache Hadoop,

Apache Spark and streaming based Apache Streaming. In the below there is a
command that starts to run on Hadoop to analyze these 8 million access logs.

hadoop jar $HADOOP_HOME/share/hadoop/tools/1ib/hadoop-streaming-
3.3.1.jar -input access.log -output $HOME/hadoop/streaming/wordcount

-mapper "python3 mapper.py" -reducer "python3 reducer.py"

Command in the below run the script of batch based Apache Sark to analyze

8 million access logs.

spark—submit —_executor-memory 2G --driver-memory 2G batchSpark.py
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Average time that is sent to analyze the access logs between batch based
Apache Hadoop, batch based Apache Spark and streaming based Apache Spark

are shown in the Fig. 5.1

Comparlson of batch-based Hadoop and Spark, and streamlriﬁ-based Spark

125 B Batch-based Hadoop
I Batch-based Spark

[ Streaming-based
100 Spark

75
50

25

The time has been sent to process (in seconds)

[¢]

Figure 5.1: Comparison of batch-based Hadoop and Spark, and streaming-based
Spark
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6. Conclusion

After conducting these experiments for analyzing all the 8 million access logs in
three different architectures are shown and observed in Fig.5.1. According to this
figure it can be concluded that the data analyzed in batch based and streaming
based Apache Spark are quite less than the Hadoop which is based on MapReduce
Model. That is all because the data on the MapReduce model is analyzed in
several steps, these steps cannot be done at the same time, it means that they
are done one by one, and all these sequential steps depend on HDFS to store all
the steps.

MapReduce, which was created relatively to Apache Hadoop, was actually
created as a batch-based processing that can take from a few hours and days
to analyze the data. It all can be explained with the reasons that MapReduce
initially was not created as a fast tool. The Mapper process of MapReduce model
analyzes the input data in key and value pairs, but the mapper can analyze only
one pair every time. All the data in this model firstly are recorded to local disk
and the ending of the phase “map”, and are recorded to HDFS at the ending of
the phase “reduce”.

The MapReduce model of the Apache Hadoop contains several phases as re-
ducer, mapper, input splits, shuffle and sort phases. Shuffle and sort phase is an
input and output task in which the intermediate results from mapper stage are
sorted and shuffled according to their key. This phase is hard and time consuming
because it has to transfer the data firstly from networks to nodes of data. After
this stage is done the reducer step starts to combine the data.

Spark is way faster than the MapReduce model as it works on RDD, and the
data is stored without input and output. Also it does not have reduce and map
phases, it means that data is read from the disk while processing is started and

recorded to disk while the persistence of results is unnecessary. The data in Spark
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RDD API can analyze multiple key and value pairs with the help of partitions.
While the HDFS, while working and analyzing data, scatters them across
servers and Spark uses Direct Acyclic Graph (DAGs) instead, that is, with the
help of this, data is not replicated and the whole process of work goes in the
DAGs themselves. DAGs are convenient because if some error has occurred and
the work has stopped, then you can start from this moment without losing data.
The RDD in Spark can do both batch based and streaming based jobs that is a

big challenge for batch based Apache Hadoop platform.
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