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Abstract 

Recently, applications of Internet of Things (IoT) technologies have been es- 

tablished in many organizations offering low-costed, low-powered, automatic sys- 

tems. In addition, loT systems are secure, less time-consuming, and controlled 

remotely. Implementing loT technologies in managing the educational process 

makes huge changes by creating digital classrooms and automation systems. How- 

ever, taking students’ absence report is still critical clement or issuc in the edu- 

cation sector that is more paper work, which is time-consuming, requires much 

workforce aud efforts, and imposes inefficiency. Various automatic identification 

technologies have been developed using Radio Frequency Identification (RFID). 

Many research works and projects are produced to take maximum benefits of using 

this technology. RFID is an automatic technology and identifies tagged objects 

from an cnvironment through radio waves. RFID reads data from RFID tag and 

sends it to server or cloud using IoT hardware platforms like microcontrollers and 

microprocessors. The current work proposes automatic attendance monitoring 

system (AMS) using lof technologies including RFID and hardware platforms. 

The objectives of the proposed system are to check attendance of students auto- 

matically with human interface, inform students about gaps in attendance, and 

monitoring instructors whether they come to lessons on time. Bascd on the re 

sults, the proposed AMS time-effective, economically available, and has not any 

power consumption. The system is analyzed and criticized respect to other au 

thors’ works. Future works are also discussed and identified.



AngatTia 

Kasipri yakpiTTa KerTeren yiipiMgapya apsat, TeMeH KyaTTbI, ABTOMATTAHAbI- 

pbliran 2kylics1epj yCbIHaTbIH Bapma 3arrpi Mutepueri (loT) Texnonornasa- 

PbI YIKeH KOJTAANIbICKA Te. Coupimen Katap, IoT TexHosoriussapbl onepamis- 

HIbI] OPbIH{LWIV YAKPITHIH asaiiTabl, KAIbIKTHIKTAH 6ackapbllalbl *KoHe KAYyICI3 

sky tie yeblHagpl. Oxy ypAiciti 6ackapy Gappicpiget loT TexHoAorvatapbil enri- 

3Y IMQpJIbIK CbIIIUTApP MeH ABTOMATTAHABIDY *Kylienepi Kypy AaPKbLIbI yIKeH 

esrepicTep abi Kerem. Anaiiqa, CTYJCHTTepAin, cabakKa KaTbICybIH Kajlarasiay 

psi we 6iliM Gepy CeKTOPbIHAarbl 1po6.1eMa AOHE MANbISII Q1eMeHTI 6OsIbITI Ca- 

Hagiasibl. Congaii-ak, 6y1 Kem yakbIT Tatar eTeTiH, K@M 2KYMbIC Kyi MeH KyMI- 

>Kirepsli KaxkeT CTeTIH 2KaHE THIMCI3BJIKKe OKENETIH Kara3jjJapMeH 2KYMBIC icTey 6o- 

BIT TAOHIWIAAbI. OPTYPJH ABTOMATTHI VNeEHTUDUKANMATIK TexHosornasap Pano 

yKuinixri Cofixecrenzipy (RFID) apkpuibt icke acbIpbi1a ipl. Kerrere PblsIbImi- 

3epTTcy 2KYMbicTap MeH *KObawlap OCbI TEXHOJIOTHAHDI KO AAHYAbIH, Oapbinina nali- 

WaCbIH ASTY AKOJIBIH Ke3yeligi. RFID asromatTp! TexHonorma OonbIn TaObiagzy 

sKOHe PANO TOAKHIHAAP APKbLIbI KOpitarad OpTaarbl TerTeAreH HbICAHAapAbI 

anpiktaiiaet. RFID KAObUI arbi TerTeri WepekTepAi OKMAbI %*KOHe MUKPOKOH- 

Tpouiep HeMece MHKpOrporleccop cuaxte! oT annapatTbik WiaTdopManappin 

nalijaviaHa, OTLIPbIII OHbI cepBepre Hemece Byrrka (Cloud) xi6epegi. Ocbt acy- 

mpie loT TexHOJOrHAAapbIH, COHBIT iminge RFID »xoHe anmapaTTHIK nIatdop- 

Maslapitbl Tafijasata OTIPbIN, KATICYUIbWAapAbl ABTOMATTEI TYP MOHMTOpuAT 

skacay »«yliecin (AMS) ycprnayet. Ycpiubuiran Kylievin, MiHWeTI — cTyqeHTTep- 

qin, cabakKa KaTbICybIH ABTOMATTbI TYPAC TeKcepy, OKYIIblapra cabakka, KaTEI- 

crlaraliJbIrbl Typasibl xabap.lay *%eHe Me MYFaTIMepTH cabakKa YaKbITbIH Ia, Ke- 

ayiv Kaslarasay. Hormxenepre cyliene oTbIpbin, ycblHpiiraHh AMS onepauns hIK 

yakbITh 2Karbirall THIMMi, SKOMOMUKASIDIK TYPrbi ail KOJDKeETIM] Kae eTe a3 

9Hepria KOs anasbl. ¥YchinblIraH aAytie 6acka aBTOpJapAbIH, *KYMbICTAapbIMeH ca- 

JIDICTLIPbIJIa bl ‘Kole CLITA aTbINaAADI. Bosailak AKYMBICTAP TaJIKLUIAMbIN, altyy- 

KTATANbI.



AHNHoTalua 

B wocuesuiee BpeMs BO MHOPHX OpraHiisaiiAx, Mpe/VararoulHxX HEAOPOrie, Mae 

HOMOMNLHbIe ABTOMATIMCCKHE CHCTEMbI, CO3JAHbI NPHJIOACHHA Texnosornit Wn- 

repuieta Bereit (IoT). Kpome Toro, ciicTenbl IoT 6es0nacHbl, MeHce TpyoeMKi 

HW VIUpAaBAIOTCA VAJICHHO. Buegpenne IoT-Trexnosiornit B yipabienve yueOHbin 

HpoleccOM BHOCHT OFPOMHbIe T3MeHeHHA, COBTABAA IICDpPOBbIC KAaccbl 1 CHCTe- 

Mbl aBTOMaTH3aMN. Tent He MeHee, Tomy dente oTMeTAa 06 OTCYTCTBHH CTYCHTOB 

No-TIPEXKUHEMY ABJIACTCA BA2XKHBIM FIEMCHTOM HAA nmpo61emMoii B ceKTope O6pa30Ba- 

Hs, KOTOPbIM MpeCTAaBIAeT coboii Gompuie 6yMa2xKHOM paooTbl, KoTOpan TpeOver 

MHOro BpeMeHH, TpebyeT MHOTO paooueli CHJIbI HW ycHHti 1 HaslaracT nescdbdbex- 

supnocrb. Paspa6orTanbl pasxiMuHble TEXHOsIOTHH aBTOMaTHuecKOH UeHTHduKa- 

IIH C HCTIOJIb30BaHHeM pagHouacTOTHol HAeHTHpUKAIIN (RFID). Muorue uccre- 

yoBaTesIEcKNe paboTb! H MpOeKTbI MPOMSBOAATCA IIA MOJYYeHHs MAKCUMAJIbHOT 

BbITOsIbt OT HCMOb3OBAHMA ITOH TEXHOMOFIIN. RFID asnsaetcs aBTOMAaTHYecKoti 

rexHosorueh u useHTHduuMpyeT MOMeIeHHBIe OObeKTHI W3 OKpy2Kalolleti cpenni 

¢ HOMOMN[bIO PayHOBOJIH. RFID cuntpipaeT JanHpie c RFID-MeTKu 4 oTIpaBsser 

ux Ha CepBep WIM O61aKO, HCMOMb3yA almapaTHble tiatdopmpl loT, rakue Kak 

MIIKPOKOHTposepbl 1 MITKPOIporleccopel. B tekyijei pabote mpesnaraetes ci- 

creMa ABTOMATHECKOrO MOHATOPHHTA MOcellaeMocTu (AMS) ¢ ucnonb30BaHvem 

rexnonornit IoT, Bk04aA RFID u annapatuble miatdopmpl. Lesbio npeanara- 

emoi CUCTeMbI ‘B.IseTCA ABTOMATHMECKad MPOBepKa MOCeMAeMOCTH CTYICHTOR c 

HOMOIIbIO UeslOBerecKoro HHTepdetica, VHCPOpMUpoBaHe CTYACHTOB O 11po6enax 

B TlOCeWAaeMOCTH U MOHMTOPWHT MHCTpyKTOpOB, MpuXOAAT JM OHM Ha ypoKn Ro- 

BpeM 4. VUcxojia U3 NOsLyeHHbIX Pe3yJIbTATOB, npesnoxennplii AMS sddextunen 

110 BPCMCHM, IKOHOMUMECKM NOCTyTIeH M He UMeeT sHepronoTpebsieHua. Anasy- 

gupyeTca HW KpUTHKyeTca ClcTeMa B oTHoMIeHH paboT Apyrux apropos. TakKe 

obcy2KMaloTcA H OMpeyeMAIOTCs 6ynviune pa6oTst.
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Nomenclature 

AMS Attendance Monitoring System 

IoT Internet of Things 

NFC Near Field Communication 

PoE, Power over Ethernet 

RFID Radio Frequiency Identification



1. Introduction 

The Internet of Things (loT) is being known as the main component of the new 

technological revolution called Industry 4.0 that focuses on automation, real-time 

data, interconnectivity and machine learning. Number of Internet enable devices 

that are increasing [14] and they can interact each other through the network 

to be informed and control the sequence of actions of users. Embedded sensors 

invisibly gather very big amount of data from the environment around us for 

storing, processing and analyzing, which are used while making decisions for both 

real-time and future actions. The IoT technologies use this data for controlling 

their systems according to the decisions made. There are several ways of collectin 2 

the data by their types and purpose of use such as sensor network technology and 

Radio Frequency Identification (RFID). 

RFID technologies are one of the main components in IoT systems that works 

with tag, reader and system. Between reader and tag are not needed direct. con- 

nection because of radio channels. Installed RFID systems simplify and accelerate 

the working procedure. It gives very good choice on monitoring people using tags 

on ID cards in real time location and attendance monitoring. There are two types 

of RFID tags: active and passive. Passive RFID tags are powered by the reader’s 

power and no additional battery is needed in it. The applications that use passive 

RFID are found in access control applications and transportation. The active 

tags are powered by batteries and they can be identified in a long distance used 

in port containers for monitoring cargo [30]. 

Implementing loT technologies in any organization makes huge changes that 

are secure, less time consuming, and controlled remotely [19]. Nowadays IoT ap- 

plications are development in big projects like smart home, smart city, healthcare, 

automation systems, monitoring systenis, etc. [Figure 1.1] [28]. 

Danicle at cl. [8] resumes the three main system-level characteristics of IoT:
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Figure 1.1: Applications of The Internet of Things is everywhere 

anything communicates, anything is identifiable, and anything interacts. It means 

that objects should be identifiable and they must communicate and interact each 

other. For this reason, sensors and actuators have the main role in IoT actions 

and they are the main components while creating IoT solution. 

In the proposed system, an application is developed which uses RFID tech- 

nology for identifying real-time objects using passive tag. A tag, which has a 

generated identification number, is placed in a card. The ID number is a unique 

number for every student and stuff of university. The card is used in all pro- 

cesses at university such as door entry and attendance monitoring system that 

we are proposing. This gives access to the managing stuff to control the real-time 

monitoring of people in an organization. 

In current RFID systems, data about cardholders is registered and stored in 

the memory of the system’s reader for the processing and computing. The data 

is available only when controlled manually. The importance of the system of our 

application is that the data is stored in the server and controlled remotely. 

IoT platform does the main function in the loT systems, known as micro. 

controller and microprocessor. Microcontroller is a small, low-cost computer on 

a single integrated circuit, whereas microprocessor is microcomputer that incor- 

porates the functions of a CPU (central processing unit) on integrated circuit. 

Arduino and Raspberry Pi are the most popular loT platforms used in educa- 
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tional process, DIY (Do It Yourself) projects, and prototype of the project and 

IoT system. These two IoT platforms will be compared and discussed for their 

purpose of use, and Raspberry Pi will be used when prototyping the system. 

IoT systems require network for data transformation between sensors, actu- 

ators, and server. Networking in IoT offers wide range of connecting types such 

as Wide Area Network (WAN), Local Area Network (LAN), Bluetooth, gateways 

(Lora WAN), etc. Networking protocols like ZigBee, MQTT, and CoAP imake 

connection and data transfer very easily, and they have different characteristics 

for various usc of purpose. The IoT network is used for their distance and power. 

For this reason, they give many choices while making connection. 

Data gathered by embedded sensors are stored for making computation. In 

some systems, the computation is made in the controller, whereas in others data 

is kept. in the cloud for real-time monitoring. Fog is a storage where it is closer 

to the environment and decision is made before transportation of data to the 

cloud. It is fast way of computing data and low power and traffic for sending and 

receiving data to the storage. In the proposed system, the data is transferred to 

central university server through the Ethernet. cable. 

One of the benefits of implementing [oT is controlling remotely. The user is 

able to control actuators and take information from the sensors using an appli- 

cation that has a connection through the network. The desktop, web, or mobile 

applications allow users to make a contact. with controller of the system. For our 

system, web application is developed for managing the process taking data that 

is stored in the server. 

The system is composed of the hardware part, software part, the server, and 

network for data transportation. All these parts will be discussed, the architecture 

of the system will be explained, and the connections will be given in the next 

sections.



2. Related Works 

Application of IoT technologies in the both closed and open areas make huge 

changes that increase the working process of the system and decrease human power 

on making actions. Benefits of using RFID with IoT technologies are mentioned in 

the introductory part. In the rest of other research projects, people also discussed 

how the system is good for definite reasons and how they can improve process of 

using it. The most of the systems are developed using IoT platform with RFID 

reader, which makes the hardware part of the system and send data to the server 

for controlling it in application part. 

Kossonon at el. [9] developed loT based Smart Restaurant System using 

RFID, where they used Raspberry Pi model 3B as an IoT platform, and ITEAD 

PN532 NFC module for reading tags. The things such as delivery assignment 

machine, order monitor, and middleware server are connected each other through 

the Ethernet cable. The monitor with an application is placed on the smart table 

that is connected via wireless network. The NFC module with Raspberry Pi is 

planted to the smart table and delivery assignment machine. Special plates have 

passive tags and used for controlling the correctness of the delivered dishes. The 

systems offer faster ordering scenery than manual ordering. 

Ali and Canberk proposed Robotic Control System, where RFID reader ser- 

vices for capturing data and sending to the robotic arm via web app by using 

embedded computer. When Raspberry Pi gets data, it sends data to the Arduino 

Uno (with Ethernet shield) connected to the robotic arm through Ethernet cable. 

Computer is system is a part of a larger system and performs only peripheral 

function. The Raspberry Pi is used for communication between web application 

and robot. controller [1]. 

Astriany at el. |6| offered Offline Intelligent Payment System that is com- 

posed of hardware, server, and application. The hardware part is consisted of



Raspberry Pi 3 model B, MFRC522 RFID reader, and LCD Waveshare 3.5. Tha 

data collected by RFID is kept in offline server which is installed in Raspberry 

Pi is uploaded the cloud when bus is arrived to the station and by administrator 

manually. The authors tested the system according the time, distance (between 

tag and reader), and special cases of algorithm. The results show that. timc is less 

for declined operation than successful operation. Administrator registers users 

manually by gencrating new ID for every uscr. 

Evan at el. [10] built the RFID Ecosystem at University of ‘Washington. 

The system includes 44 RFID readers, and cach of them equipped with up to 

four antennas. The readers positioned at the entrances, on the stairwells, and 

throughout the corridors. The RFID readers run embedded Linux and report 

data to a central server via wired and wireless Gigabit Ethernet. Several RFID- 

based web applications are developed for registcring tags, controlling and viewing 

data from the server, check the real-time monitoring in the building. The authors 

made analyze for four weeks and took very pleasing results. 

Juraj and Michal implemented IoT for their Smart Home project. The main 

components of the project. are Raspberry Pi 3, PN532 NFC/RFID controller, 

server side, software part, and user interface for data visualization. PN532 is able 

to work with Raspberry Pi’s SPI and [2C bus. They used RFID technology for 

monitoring real-time attendance at home by web user interface app [16]. 

Sowmiya and Sabeenian presentated Security and Monitoring System that. 

uses RFID tag, embedded sensors like gas sensor, weight sensor, Raspberry Pj 

module B+, and GSM module. Data read by sensors are stored in database 

located in raspbian SD card, and computing is done in Operating system of the 

microprocessor. When it is needed to send message, the GSM module is used for 

sending SMS with information to student [20]. 

Norsaidah at el. [22] discussed Wireless Sensor Node (WSN) with UHF RFID 

for monitoring system. Like previous discussed works, they also used Raspberry 

Pi 3. In this work, author compared two types of tags: UPM DogBone and 

AZ-9640. Concept of the data transfer is as follows: the tag is tagged to the 

reader from where the data is send to embedded computer that is connected to 

the router with a wire. Data is stored in the server, and monitored in monitoring 

center using application. 

RFID based Paid Parking System is a good example of using Raspberry Pi 
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as a central device where located server of the system. The server is based on 

MvSQL. RFID reader is connected to the ESP8266 microcontroller, which has 

built-in Wi-Fi chip that is responsible to cstablish a connection with Raspberry 

Pi [2]. 

In Real Time Locating System, alongside with RFID and Raspberry Pi, bio- 

metrics has been used for not separating cards between students. The main 

purpose of this projcct is to monitor student participation in lectures, teaching 

and laboratory sections. Sending the participation information to parents also 

included [25]. . 

Hasanein at el. [12] proposed Attendance and Information System that works 

with web-based application for academic scctor. In the system, Milfare RC522 

and Arduino platform are used for data capturing that is sent by Ethernet to the 

server. The Liquid Crystal Display (LCD) displays information about student. and 

his/her timetable when the student tags ID card. The authors compared their 

system to the existing systems that works using QR code, Barcode and Magnetic 

stripe. In a result, they concluded that using RFID system is much faster than 

other systems. For future work, they offered to add face detection mechanism in 

the attendance monitoring system to control card replacement among different 

students. 

Smart Classroom Roll Caller System is secure system using oT architecture 

for monitoring students’ attendance in classroom. There systems were compared: 

Traditional Teacher checker, RFID Roll Call, and Smart Classroom (SCRCS). 

The proposed systems is more secure than other two. The real-time data about 

ID card is stored in the Computer Center Server of University. The problem of 

the system is that teacher must. control students while taking back ID cards from 

special places for the ID cards. Another problem is what if student forgets (or 

loses) his/her ID card. So, these problems must be solved [7]. 

Despite of many attendance monitoring systems and other similar systems 

were proposed and developed, there are still some problems to come up. All of 

projects discussed above used RFID and IoT platforms. Comparing the systems 

and their problems, other new systems should be developed and it require bit 

more research in this field. 
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2. ToT Hardware Platforms 

The Internet of Things hardware platforms have a main role while creating the 

scenario of loT based systems. Every single electronic device consists controller for 

making decisions, computing, and doing some actions. When it comes to drawing 

systems microcontrollers‘and microprocessors do some specific jobs, and associate 

with other devices. Embedded sensors and actuators are connected to the IoT 

platforms, and act by instructions. In the survey of loT platforms done by Kiran 

and Divnect, different kinds of hardware and software platforms were compared 

and discussed for many features in terms of computing, connectivity, development 

environments and communications standards [18]. During development of the 

device, one of the main characteristic of the loT platform is its price. Not. every 

proposed system can be funded. That is why we choose two well-known and low- 

costed micros: Arduino and Raspberry Pi. Arduino is a cheap niicrocontroller 

and several kinds of modules can be added to make it more powerful, whereas 

Raspberry Pi is Linux based microcomputer, which has different versions to do 

certain tasks. We compare these two IoT hardware platforms for definite features 

nsed in the proposed system later. 

3.1 Arduino 

Arduino offers many kinds of easy-to-use boards that used for different purposes. 

The benefit of using Arduino is it has own boards and open-source software for 

programming the controller. Arduino board types are composed of wide range 

of official products in different. categories such as entry level, enhanced features, 

Internct of Things, education, and wearable. Many kinds of modules, shields, 

proto shields are also included in the products list: Wi-Fi shield, Ethernet shield 

etc. [3]. 
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Arduino Uno board is the most used product in both Education and simple 

DIY projects. The board is based on the ATmega328P that has 32 KB flash 

memory, 2 KB RAM with 16 MHz clock memory. It has 6 analog pins for recciving 

inputs from: many sensors, and 14 digital pins for controlling lights, motors, and 

other actuators as shown in the Figure 3.1 [17]. The size of the board is 68.6 

mm to 53.4 mm, and weighs 25 grams, which is very comfortable to carry. The 

operating voltage is 5V. The advantages of Arduino Uno is it is low-costed (official 

US $22) and low-powered. However, it has no network connection. In order to use 

network, additional shiclds and modules are needed, which costs more expensive 

than board itself. 

Arduino Mega is more complex than Arduino Uno board, and designed for big 

projects. It has 54 digital I/O pins, and 16 analog inputs. The controller is based 

ou the ATmega2550 with 256 KB flash memory, and 8 KB RAM. The clock speed 

is as same as Arduino Uno is. The size is twice bigger, and weighs 37 grams. The 

board is recommended for 3D printers and robotics projects. Like Arduino Uno 

board, no network connection types are included. 

Arduino Yun is retired version, but still available in internet markets. It ig 

perfect board for network connection, and designing Internet of Things projects. 

Arduino Yun is combine of microcontroller and microprocessor |4]. The board 

supports a Linux distribution based on OpenWrt named Linino OS. Controller 

is based on the ATmega32u4 and Atheros AR9331. Unlike previous boards, it 

works with network, and has built-in Wi-Fi and Ethernet support, a USB-A port, 

and micro-SD card slot. Arduino Yun has also user interface application that lets 

its users to work with the board easily. Despite many benefits of use, the board 

costs expensive (about US $58), which is not available for everyone, and projects 

may not cost as a board’s s price. 

Arduino IDE is a software platform that allows working with Arduino boardg 

and writing program to them [21]. One benefit of using Arduino is that it has its 

own C like Arduino Programming Language, which is ecasy-to-code. The board 

ean connect to the IDE serially, and data gathered by sensors can be viewed in 

serial monitor. The IDE supports connection and uploading programming code 

to the board. 
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Figure 3.1: Main components of Arduino Uno Board 

3.2 Raspberry Pi 

Raspberry Pi is a small computer that allows learning programming and working 

with embedded sensors and actuators using GPIO pins. It operates like standard 

PC with operating system requiring keyboard and mouse. It interfaces with many 

devices and affordable for US $5-35 {23]. The latest version of Raspberry Pj 

supports Bluetooth, wireless connection, and Ethernet, and operating systems like 

Linux, Raspbian, Windows 10 IoT Core, etc. The operating system is installed 

in micro-SD card. The size of Raspberry Pi board is different according to its 

versions. The biggest one is credit card sized. The Raspberry Pi works with 

four distinct power modes that allows use in different projects saving power: run 

mode, standby mode, shutdown mode, and dormant mode. Raspberry Pi uses 
ARM BCM2835 processor, and RAM is 256-1024 MB. It powers from 5V by 
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Figure 3.2: Main components of Raspberry Pi 3 model B 

micro-USB. It has 26 GPIO pins that allows communication with other computing 

devices using different protocols including SPI (Serial Peripheral Interface) and 

12C (Inter-Integrated Circuit) [27]. C, C++, Java, and Python are can be used 
to program sensors and actuator connected to the board. Raspberry Pj 3 model 

B+ takes power over Ethernet (PoE). The main components of Raspberry Pj 3 

model B is shown in the Figure 3.2 [29]. 

3.3 Comparison of loT Hardware Platforms 

IoT devices must be low-powered, small-sized, low-costed, and fast communj- 
cated. Implementation of this kind of the loT project makes huge change in the 

environment. In the Table 3.1, most often-used five loT hardware platforms are 
compared in terms of connectivity and computing. Every electronic device must 

be available for everybody in terms of business. For this reason, engineers myst 

mention it while creating new device. Raspberry Pi zero w is the lowest costed 

one. Nevertheless, it does not support Ethernet or Bluetooth connection. Ar- 
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duino Yun is good in terms of connectivity. However, its price the highest in the 

list of boards. Raspberry Pi 3 model B+ has the same features, and its price 

is not as high as Arduino Mega and Yun. The difference between Arduino and 

Raspberry Pi is on their types. The first one is microcontroller whereas the next 

one is microprocessor. In some projects, using microcontroller is better than using 

microcomputer, Sometimes microprocessors are used as an internal server which 

is cheap and does not need internet connection.This is the main features everyone 

must mention while prototyping IoT systems and creating DIY projects. 
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Figure 3.3: (a) Arduino Uno, (b) Arduino Yun, (c) Raspberry Pi zero w, (d) 

Raspberry Pi 3 model B+ 
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Name Memory| RAM | Clock | 1/O Network] Size Power | Prise 

Speed | pins connec- (USD) 

tion 

Arduino 32 KB 2 KB 16 MHz | 14/6 No 68 x 53 | USB $22 

Uno _|Fig- 
mm ca- 

ure 3.3(a)] 
ble, 

rduino 256 KB | 8 KB 16 MHz | 54/16 No 101 x 53 | AC- $38 

Mega 
mm bo- 

Arduino 35 Kb! 64 MIB | 16 MHz | 20/12 Ethernet, | 73 x 53 | DC $58 

Yun [Fig- | and = 16 DDR2 | and 400 Wi-Fi mm adapter. 

ure 3.3(b)| | MB 4 . MHz . hat- 

Micro- 
ter, 

SD 
AREF 

Raspberry | Micro- 512 MB | 1 GHz | 26 Wi-Fi 65 x 30] Micro- | $10 

Pi zero w | SD GPIO mm USB 

|Figure 
cable 

3.1(c) 
Raspberry | Micro- 1 GB 1.4 26 Ethernet, | 85 x 56 | Micro- $35 

Pi 31 SD GHz GPIO Wi-Fi, mm USB 

Model Blue- cable, 

B+ [Figure 
tooth PoE 

3.1(d)| 
Table 3.1: A comparison of Arduino and Raspberry Pi boards in terms of con- 

nectivity and computing 
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4, RFID Technology 

Radio Frequency Identification (RFID) is an automatic technology and identifies 

tagged objects from environment through radio waves. RFID system is consisted 

of readers and tags. The tag is a microchip that is attached to an object to 

identify the reader. The reader communicated with tag through radio waves. 

The main benefit of using RFID technology is the identification process is done 

automatically. RFID systems are used for real-time monitoring purpose. The 

components of RFID system are as follows: tags, reader, and application system. 

When object with a tag is tagged to the reader, the reader identifies ID number 

of the tag, which is unique in every tag. ID number is sent to the server, or as in 

most standard RFID systems, it is stored in the controller for checking whether 

t is correct ID or not [Figure 4.1). 

Slave <= —> Master 

( ma | 

Command B Command 

<— RFID Application 

Tag Reader Response 

\ 
__f 

a aa, 

Slave <== ‘> Master 

. 

Response 

Figure 4.1: Architecture and data flow of an RFID system 

A tag is a transponder (transmitter /responder), whereas reader is transceiver 

(transmitter/ receiver). There are two types of tags: active and passive. Active 

tags are powered by batteries, and can communicate with other active tags. Pas- 

sive tags h 

energy transmitted 

ave no built-in power source, and they take power from electromagnetic 

from the reader during identification. Tags are made up of 

coiled antenna and a microchip. Xiaolin at el. [30| classified active tags into 

eve classes according to its functionality. Active tags can be detected from long 

distance: up to 30 meters. Maximum distance for passive tag is 6 ‘meters. The 

advantage of using active tag is its long distance and highest data. However, it 

: 

y] 

18



costs more expensive than passive tag (around 15-20% per tag for active, 0.1-0.2$ 

per tag for passive). The benefit of using passive tag is tag life does not depend 

on battery, and it is more resistant to physical damage. Disadvantage of passive 

tag is the read range is limited and communication depends on the antenna size 

and shape [16]. Norsaidah at el. [14] tested two types of UHF RFID passive tag: 

AZ-9640 and UPM DogBone for different distances. UPM DogBone is better in 

terms of detection, and outperformed AZ-9640 in terms of data transfer. AZ-9640 

is more compact and discreet. Both types were experimented in the monitoring 

system. The tags mostly attached to the ID cards, trinkets, wearable devices, etc. 

In Offline Intelligent Payment System Mifare Classic 1K card was used, which is 

divided into 16 sectors protecting each sector by two different keys, called key A 

and key B [6]. 

Paper Tag EPC Tag Inlay Tag Button Tag 

ee © 
Metal Tag Glue Tag Key Tag Glass Tube Tag 

~ ~ Sas 2 
“4 j 

a j 
| i f 

J oleae / 

Ear Tag Ceramic Tag Disc Tag Pocket Tag 

Figure 4.2: RFID Passive tag types 

RFID reader is responsible for communication with tags within its operation 

range and send sending the tags’ data to server or presenting in application. 

Attached antenna emits signals to the tag and then receive from it. Reader can 

be many different sized and has many types. For example, Mifare RC522 reader 

+» Attendance and Information System [12], RS532 RFID reader in Security and 

Monitoring System [10], PNo32 NFC/RFID Controller in Smart Home project 

(16], ITEAD PN532 NFC in Smart Restaurant system [9], and MFRC522 in 

Offline Intelligent Payment System. Reader can be affixed in different positions. 
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on the table, in door, in tourniquet, ete. 
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Figure 4.3: RC522 RFID Reader 

Data received from tag by reader is presented in an application. The data is 

used directly when it is tagged in many systems. The data is also stored in server 

(fog, cloud) for monitoring remotely and analytic purpose. RFID applications are 

implemented in healthcare, monitoring systems, security, etc. Related systems 

and projects are discussed in the chapter 2. 
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5. Attendance Monitoring Sys- 

tem 

5.4 Architecture of the System 

Implementation process of the proposed Attendance Monitoring System (AMS) is 

based on criteria and metrics such as availability of used equipment. its cost, and 

easy programming. The software and hardware requirements, implementation 

steps are displayed in the Figure 5.1. The architecture of the proposed system 

is designed and based on the Internet of Things technologies and reviewing pre- 

yious authors’ works. To complete the presented system, software and hardware 

components are required. RFID tag is attached to card with unique identification 

number. RFID reader is connected to Raspberry Pi zcro embedded computer 

that is open circuit system by pins, and Micro-USB-to-Ethernet cable and PoE 

splitter are connected ta Raspberry Pi zero board. Micro-USB-to-Ethernet ca- 

ble and PoE splitter serve to interact with Server via Ethernet cable. Using 

MySQL, PHP, and XAMPP Server records and data are achieved for browsing 

in Web-based application that is written by front-end development. Students, in- 

structors, and managing staff are able to view records and data using Web-based 

application that allows making analytics, sending notifications, and monitoring 

the performance of the students. 

5.2 System Implementation 

Steps to upload records and data are as follows: RFID reader (transponder) re- 

ceives identification number from the tag (responder) and sends it to Raspberry Pj 

zero connected be GPIO pins. Software installed in Raspbian OS checks whether 

21



Automated 
Attendance 

RFID 

Reader 
Attendance Records 

and Information 

Raspberry 
Management 

Pi zero 

bin 

Web-based 

ag 
sas 

Micro-USB 
Application 

to Ethernet 

PoE Splitter 

| =| 

Figure 5.1: Block diagram of the proposed system 

> 
RFID 

Dj 
Reader Raspberry PI 

Figure 5.2: System architecture showing the steps of workflow 

ID exists in the DB or not. If the ID exists then uploads it to the DB located in 

the server via Ethernet. Web-based application uses the records and data [Figure 

5.2). 

RFID reader and Raspberry Pi zero compose monitoring device of the system. 

RC522 RFID reader is connected to Raspberry Pi zero board by GPIO pins and 

using Serial Peripheral Interface (SPI) that is used for short-distance communi- 

cation [Table 5.1]. Red led, Green led, and Buzzer are connected to the board 

to notify user when a card is tagged. Hardware components for the device of the 

system costs about US $16 as calculated in the Table 5.2. However, Ethernet 

cable, switch, hub, etc. are also required for connection to the server. 

Figure 5.3 shows connection scheme drawn by Fritzing open-source design tool. 

Software of the device is written in Python programming language in Raspbian 

OS. 

22



Raspberry Pi zero board | RC522 RFID module 

3.3V 3.3V 
Ground GND 
GPIO8 SDA 
GPIO11 SCK 
GPIO1L0 MOSI 
GPIO9 MISO 
GPIO25 RST 

Table 5.1: Connection between RC522 RFID Reader and Raspberry Pi zero board 

Components Cost 

Raspberry Pi zero $5 
RC522 RFID reader $2 

PoE Splitter $5 

Micro-USB to Ethernet | $4 

Overall $16 

Table 5.2: Overall cost of the hardware components for the device 

eee ene 4 

2 a we ee See ee ee & 

TPOCP OCHO HE Ce eR Ree 

See eee eee eee eee ee 

" Raspberry Pi zero | 
oe n\n 7 ¥ board 

£ i © ritoasn, 
FITZ ye 

Figure 5.3: RC522 RFID Reader, Buzzer, Red led, and Green led are connected 

to Raspberry Pi zero board 
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Hardware of the system works as follows: ID card is tagged to the device it 

reads identification number from the the card which then checked for existence 

in database. If the identification number exists in DB then it is inserted to the 

DB table. Otherwise the device rejects the card. State diagram is shown in the 

Figure 5.4. Flowchart of the software to the device is shown in the Figure 5.5. 

ID does 
not exist 

ID exists in DB : 

Read Card 1D <> Insert care ID 

Figure 5.4: State machine diagram of the hardware of the system 

Check for card tag 

is card tagged? 

Does ID exist in DB? 

| Insert ID to DB 

Buzzer on 
Green LED on 

wait 0.5 secs 

Figure 9.5: Flowchart diagram of the software for running hardware device 

Reject Card 
Red LED on 
wait 0.5 secs 
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MySQL database is installed in XAMPP server. The records and data are 
fetched using PHP. When the software gets identification number, it uploads it 

to the database table that is unique for every classroom [Figure 5.6]. Date and 

time are inserted into the table automatically that uses server time. 

ae pi@raspberrypt: ~ 

Figure 5.6: ID, Date, and Time are inserted into the MySQL database 

Web-based application uses the records and data from the server for moni- 

toring the process. Managing staff, instructor, and student can view the records 

and the data. They have particular permissions for each of them. Managing 

staff acts like an administrator. He/She can access all data from the database. 

Instructor can view his/her and student’s attendance rate, time table, change 

student’s attendance state if necessary, and notify student. Student is able to 

view attendance rate and time table. System also includes Auto Notifier that is 

able to notify instructor and student if the absence rate gets lower than particular 

percentage. Use-case diagram for the application is given in the Figure 5.7.



Attendance Monitoring System 

udent's Attendance 

Rate 

Instructors's 

A. Attendance Rate 

Student's Time Table 

Instructor's Time Table 

Construct/Edit Time Table 

Change Students 

Attendance State 

Zo 
Student 

Managing Staff 

Change Instructor's 

Attendance State A 
instructor 

_— 

Auto Notifier 

Figure 5.7: Use-case diagram for the application 

tten using HTML, CSS, JavaScript, and Bootstrap open- 

k. Information about student. including name, specialty 

able, attendance, and notifications are covered in 

The application is Wl 

source front-end framewor 

and identification number, timet 

the application [Figure 5.8]. 
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Notifications 

Name Surname Attendance percentage rate on course “loT in industry” is 
getting less than 30%. 

Specialty: CSS 

ID: 110107009 

Timetable Rea.” ieee Attendance 

# Classroom —Subject Instructor Start Time iit dences 

1 F102 Embedded Systems Alan Smith 09:05 10:50 iv 

2 6107 Networking In loT George Brown 11:00 12:52 * | 

3 F403 loT in Industry Bruce Lo 13:30 13°50 x) 

Figure 5.8: User interface for the web-based application of the system 
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6. Results and Discussion 

The proposed system is attaining three objectives; the first one is to check 

tendance of students automatically using RFID tag which they are using _ 

student card, the second’ aim is to inform students about gaps in attendance a ; 

timetable, and finally, monitoring instructors whether they come to lesson on «in 

or not. In the traditional method for checking attendance of students, most i" 

structors use papers, excel or excel-based software, or university portal Survey 

and Natural Sciences Faculty participated [Fig. 14]. They were asked quest 
‘. juestions 

related to how they student absence report during lessons: 

1. What. kind of equipment or system do you usc for checking attendance of ut ce oO 

students? 

Total hours of Lectures in a week? 

ie
) 

3. Total hours of Practice/Lab sections in a week? 

4. Average number of students participated on Lectures. 

Average number of students participated on Practice/Lah sections. 

6. How many times do you check attendance of students? 

When do you check attendance of students during lesson? 

8. How much time does it take for attendance checking on Lecture? 

How much time does it take for attendance checking ecking on P oa | 

os 
g on Practice; Lab sec- 

tions! 

to check attendance of students? 

10. How would you like 
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The most of instructors use attendance system on university portal where all 

students are already registered and the system work automatically. However, the 

ticking process in done manually by the instructor. About one-third use Bixaal 

based software, whereas three of them mark students on paper. One instructor 

says that he/she did not check an attendance. The reason is it takes too much 

time for checking. Some of them use both paper and portal, or excel-based and 

portal [Figure 6.1]. 

Portal 22 (88%) 

8 (32%) 
Excel or excel based software 

Paper ~3 (12%) 

{ do not check. 

Oo ° 5 10 15 20 a8 

Figure 6.1: How do instructors check an attendance? 

According to the survey, quarter of the instructors do not have lectures. Other 

instructors have 5 hours lectures in a week on average. The biggest number is 10. 

whereas the least is one. Average number of students in each lecture is differen 

[Figure 6.2]. About 35% of them have less than 40 students, 22% 40-60 students 

30% 60-80 students, and 13% of them have more than 80 students. For — 

and lab sections, the number is different, and they have much more hours of 

classes. 8 hours in a week on average. Some of them have more than 20 hours 

of practice/lab sections. 16% of them have less than 10 students, 40% 10-29 

students, and other 44% have more than 20 students [Figure 6.3]. 
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@ Less than 40 

@ 40-60 

@ 60-80 

@ More than 80 

Figure 6.2: Average number of students on Lectures 

@ Less than 10 

@ 10-20 

© More than 20 

Figure 6.3: Average number of students on Practice/Lab sections 

Most of all instructors (64%) check attendance only once during class, whereas 

20% check twice [Figure 6.4]. 

@1 

@2 

© [do not check. 

@ Every class 

@ Once on practice, twice on lecture 
@ Once a week 

@ Every time 

Figure 6.4: How many times is attendance checked? 

They were asked for when they check attendance during class [Figure 6. 5]. 
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One-fifth of them answered that they checked at first five minutes of class, 12% 

after fifth minute, 32% after tenth minute, and 16% at the end of lesson. Some 
of them checked on random time, whereas one of them checked at the beginning 

and at the end of class. 

@ First 5 minutes 

@ After 5th minute 

© After 10th minute 

@ At the end of lesson 

@ Random time 

@ After 15 minutes 

@ At 1st 3-4minutes of each hour on 

lecture, on practice at 15th min 

@ At the beginnig of the lesson and at 
the end 

Figure 6.5: When is attendance checked? 

When the instructors were asked for how much time did it take for checking 

attendance during Lectures, most of them (36%) said that the time is one to 

three minutes [Figure 6.6]. 20% take 3-5 minutes, and 16% take more than 5 

minutes. One of them says that students mark asta on paper. As expected, 

very big percentage (76%) of instructors say that it es only 1-2 minutes during 

Practice /Lab sections (Figure 6.7|. Another 20% replied that it takes 3-5 minutes. 

One instructor refuses checking attendance. 

@ 1-3 minutes 

@ 3-5 minutes 

® more than 5 minutes 

@ | do not check attendance on lectures. 
@0 

@ | use paper version of attendance and 
students make it by themselves by... 

@ no lecture 

@ | do not check on lecture because it. es 

Fj g.6; How much time does it take for checking attendance during Lectures? igure 6.6: 
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@ 0-2 minutes 

@ 3-5 minutes 

© more than 5 minutes 
@ Don't check 

Figure 6.7: How much time does it take for checking attendance during Prac 
tice/Lab sections? 

Finally, the instructors said that it checking attendance automatically is good 

approach This number is 76% [Figure 6.8]. Two instructors want to check man. 

ath However, 3 out of 25 think that attendance is not required. 

@ Manuaily 

® Avtomatically 
® Attendance is not required, 
@ The both automatically(lectures) and 

manually 

Figure 6.8: How do instructors want the system to be? 

According to the study, checking the atieaaiaine manually takes much Linnie: 

me that marking students takes 3 minutes every time. Twenty-five Let us ea e total 150 hours of class in a week. Together they lose 450 minutes instructors on month, this number gets 1800 minutes, which ig 30 hours. Other ey vn he did not participate on survey also must be mentioned. This costs instruc 

ne government, and automatic attendance monitoring System must be very muc , 

developed to solve this problem. ev ble 6.1 compares traditional attendance monitoring system to the proposed 
Table 0. 

here the second one is better in all comparisons. The Proposed system oe eed human interface, and it checks attendance automatically. The does not 
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, ab , 1 m0 aper I 1 ccurac UN, al " 

is high for proposed system. 

Parameters | fem Average | Resources Data |U 

nter- i 
ne © 

ne time for accu- | Friendl a 

— e checking racy 3) Secu 

5 aditional Yes More Paper, Low No nity 

ystem than 3 | computer 
Data can 

: 
minutes 

be lost 

Proposed No Automatic| Electronic | High Yes 

ystem 
record 

° Data Is stored in 

DB 

, 
i S y Ss cm 

On the other hard automatic attend { 
; ance system has sever 

. 
al types such 

biometrics QR code barcode, mag ti i C - 
Jt , enetic stripe and RFID-b tt 

) -based attendan Vy , ce SYS 

tems. These technologies 

{12 compared and discussed the most standard types of automati comatic attendan ce 

nis like barcode, biot 

and it has wide functionalities
. Data density, and resou 

. . 

Jd 
Pe T > 

ig higher than other three types in RFID. In addition REID mes does not 

syste 
netric, magnetic stripe and R 

) , FID. RFID d 7 oes not need 

control 

accuracy 

require direct cont 

Barcode and Magne 

han biometrics. 

f any | i : 

ny IoT’ system 18 very important when it con 1es to its 

tic stripe fails if there is nos s slot of communicati ication. RFID h as 

lower cost t 

Hardware part 0 

r, memory, and net 

lows using 1 
wes 

s using in more conditions. The hardwa, 
re of the cost, Powe 

work. IoT systems should be availabl 

with more functions that al 

© and usable 

m is compared to previous authors’ systems th st shat used RFID re eader and I oT 

syste 
The comparison made b a y the followin ili g usability [Tabl 

. able 6.2 

hardware platform. 

and 6.3]: 

1. How does the system transfer captured data? 

9, How the device take power? 

3 Where 1s the captured data stored? 

4. What kind of additional system is required to check the co ; ‘orrectness of d: 
- ata? 

33



Author(s) Data Data Power | Additional 

Storage | Transfer Check 

Hasanein et al. | Server Ethernet Power No 

[12] cable Supply 

Ching et al. [7] Central | n/a Power No 
_server Supply 

Ishan et al. [13] Firebase | n/a Power Check weight 
Cloud Supply | and height 

Tarun et al. [26] | Cloud n/a Power Capture image 
Supply of classroom 

Ping et al. [24] Cloud Wi-Fi 3.3 VINo 
Power 

Supply 
Guixin et al. [11]] | Ccntral | n/a Power No 

Server Supply 

Asim et al. [5] n/a n/a Power No 

Supply 
Joseph et al. [15] | Cloud Wi-Fi Power No 

Supply 

Proposed System | Central | Ethernet Power No 

Server over 

Ethernet 

Table 6.2: Comparison of RFID-based systems of previous authors by technical 

specifications 

The records and data are stored in server in [12], [7], [11], and proposed system 

that makes communication with devicc more casily than using cloud. Cloud is 

better for data safety. When it comes to transferring data in [12] and proposed 

system used Ethernet cables where data is transported safely without corruption 

and for long distance. Wireless must be able to use always. Using power supply 

makes the device on repéatedly. Hasanein et al. [12] used Ethernet cable for data 

transfer and power supply for powering the device. In this case implementing 

the device can take much more money for cabling than other authors’ systems. 

Ethernet can be used for both purposes like in proposed system. In [13] and [25] 

used technologies for additional checking that makes correctness of students’ data 

higher than other systems. 
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Author(s) Main Specifications 

Hasanein et ail. | Student’s information displayed in screen and web- 

[12] based application. 

Ching et al. [7] Student must put ID card into slot; the system is in- 

stalled in the classroom near the teacher’s table to 

watch. 

Ishan et al. [13] Non-biometric verification that uses W-H fusion func- 

tion for additional checking to control correctness of 

data. Uses MQTT protocol to send data. 

Tarun et al. [26] | Camera is also used for capturing image in classroom, 
used image comparison algorithm to count number of 

attendces. 

Ping et al. [24] Used Node MCU microcontroller for fast wireless con- 

nection. 

Guixin et al. [11] | Basic information including name, age, course name, 

venue, etc. are stored in RFIC card. 

Asim et al. [5] Display result on both University TV panels and web- 

based application. 

Joseph et al. [15] | All information is stored in additional memory for 

Proposed System Ethernet cable is used for both data transportation and 
checking whether tagged ID exist or not. 

powering. 

Table 6.3: Comparison of RFID-based systems of previous authors by commenting 

their main specifications 

In addition, IoT systems should have more functionalities to use for user’s 

aims. The proposed system compared to RFID-based attcndance monitoring sys- 

tems of previous authors according to criteria and metrics discussed in Hasanein 

et. al. 

1. 

2. 

[12]: 

Does the system contain data management? 

Does the system have functionality to track student’s location and position? 

Does the system have service to send report or notification? 

Does the system observe the achievements of students? 

Does the system provide records and data when error appeared? 

Does the system support information service for displaying the student’s 

information on the screen? 
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Table 6.4 shows comparison results according to the questions discussed above. 

The letter ‘Y’ stands for ‘Yes’ meaning the system has this functionality or metrics. 

Converscly, the letter ‘N’ stands for ‘No’ that the system has no such functionality. 

System Functionality 

Author(s) Data | Tracking | Sending} Monitor- | Mainte- | Infor- 

Man- | Stu- Re- ing nance mation 

age- dents ports Records | Records | Services 

ment 

Hasanein et | Y Y Y N Y Y 

al. [12] 
Ching et al. | Y N N Y N Y 

7 
Lam et al. | Y N N N N Y 

[13] | | 
Tarun et al. | Y N N N Y N 

[26] 
Ping et al. Y N N Y N “TN 

[24] 
Guixin et al. | Y N N N N N 

[11] 
Asim et al.| Y Y N N N Y 

5 

lon et al. | Y N Y Y Y N 

[15] 
Proposed Y N Y Y Y N 

System 

Table 6.4: Comparison of RFID-based system of previous authors by their func- 

tionalities 

All previous systems support data management. However, only [12] and [5] are 

enable to track student’s location and position using additional technology. The 

systems [12], [15], and proposed system have functionality to send notification to 

students warning about absenteeism. This feature helps the students to control 

their participation. (7], [24], [15], and proposed system monitor achievements of 

students using records and data that gives further research in their pérformances 

on lessons. [12], (26], [15], and proposed system store data in the database for 

maintaining records and data when an error occurred. [12], [7], [13], and (5] 

support ‘nformation service that displays the student’s information about course, 

time, timetable, etc. 
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7. Conclusion 

A student attendance monitoring system is designed and implemented to provide 

capabilities for tracking student attendance, informing about gaps in timetable, 

and manage the data to examine student’s performance on subjects. In addition, 

the proposed system eases work of staff where there is no need to take absence 

records using extra paper works or electronic documents. Application of IoT 

technology is achieved to support the automated attendance monitoring system 

for an academic sector using RFID technology and IoT hardware platform. Size 

of the data to be sent by network is very small that is 9 bytes per one track. 

The hardware device of the system is low-costed and uses Ethernet cable for 

both power and transferring data. In a result of comparison, it can. be said that 

Hasanein et al. [12], Joseph et al. [15], and the proposed work have most of the 

system functionality criteria. Primary goals for future directions, the first one is 

to develop student information service that will be displayed in screen, the next 

one is to use more than one RFID reader in a board, third goal is to extend to NFC 

‘ that allows using NFC tags of wearable devices and gadgets, the fourth goal 

rents ‘ne CoAP, MQTT, and RESTful web services for fast transportation of 

mre lata, and final goal is to extend the system by inserting additional mechanism the data, 

to control card replacements among different students. 
0 
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