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Abstract

Recently, applications of Internet of Things (IoT) technologies have been es-
tablished in many organizations offering low-costed, low-powered, automatic sys-
tems. In addition, IoT systems are secure, less time-consuming, and controlled
remotely. Implementing IoT technologies in managing the educational process
makes huge changes by c;rea.t.ing digital classrooms and automation systems. How-
cver, taking students’ absence report is still critical clement or issuc in the edu-
cation sector that is more paper work, which is time-consuming, requires much
workforce and efforts, and imposes inefficiency. Various automatic identification
technologies have been developed using Radio Frequency Identification (RFID).
Many research works and projects are produced to take maximum benefits of using
this technology. RFID is an automatic technology and identifies tagged objects
from an cnvironment through radio waves. RFID rcads data from RFID tag and
sends it to server or cloud using ToT hardware platforms like microcontrollers and
MiCroprocessors. The current work proposes automatic attendance monitoring
system (AMS) using IoT technologies including RFID and hardware platforms.
The objectives of the proposed system are to check attendance of students auto-
matically with human interface, inform students about gaps in attendance, and
monitoring instructors whether they come to lessons on time. Bascd on the re-
sults, the proposed AMS time-effective, economically available, and has not any
power consumption. The system is analyzed and criticized respect to other ali_
thors’ works. Future works are also discussed and identified.



Anpgarna

Kasipri yakbITTa KenTereH YibiMJapAa ap3aH, TOMeH KyaTTbl, aBTOMATTaH[bI-
phliral JKyiteaep/l yehHaThIH Bapma 3artoig, Uutepreti (IoT) TexHosornsia-
pbl YIKeH KOJJIAIBICKA Tie. CoubiMeH KaTap, 10T Texunomorusjiapsl onepaiis-
HLIL OPBIHIAY YAKBITBIH a3aHTANb], KAIIBIKTHIKTaH BacKkapbliajbl KoHe Kayilicis
scytie yebiHaapl. OKy ypaicid backapy Gapbichiniabl JoT TexHO/IOTHATAPBIH €HTi-
sy HGPIBIK CHITBIITAP MEH ABTOMATTAHABIDY Kyiiesepit Kypy apKblibl YIKCH
e3repicTep ajblll Kejeli. Ajafina, CTYJIeHTTeP/IiH cabakKa KaTbICyblH Kajarasiay
o1 zie 6istiM Gepy CeKTOPLIHAFI HPobaeMa HoHe MaNbI3Ib! 3J1eMeNTI 60BN ca-
nagiajinl. Conpaii-ak, 6y Kem yakpIT TaJall eTeTiH, KOM XXYMBIC KyNli MeH KyIIi-
sKirep;1i KaXKeT eTeTiH JKaHe THIMCI3IIKKE 9KEJIETIH Kara3/apMeH »KYMbIC 1cTey 6o-
s1piT TaGbLIA bl OPTYPJI ABTOMATTHI uIeHTUUKAIINSIIBIK TexHosoranap Pajno
Wpinikri Cotikecrenaipy (RFID) apKbuIb! ICKC aChIPBIIa/IBL. Kenreren rolibimuy-
3epTTey KYMBICTAp MeH yKofasap OChbl TEXHOJIOTHSTHB KONIAHYIbIH OapbIHIIA nafi-
JIACKHIH AJly KOJIBIH kesyeitai. RFID aBTOMATTBHI TEXHOJOTHS GOJBIN Tabblianbi
sKOHC PAJIIO TOJKBIHIAP APKBLIbI KOPIArat OpTajarhl TErTe/reH HbICAH AP
anpikraiiasl. RFID KaBPUJIATBIL TerTeri JePeKTepAl OKMIbl XoHE MHKDPOKOH-
Tpo:Iep Heece MHKPOTIPOTeccop cusikThl [oT annapaTThiK ILIaThOpMaNapbiy
nafijiaJiaia, OTBIPbII OHBI CCPBEPre HeMece Bynrka (Cloud) xibepesi. Ocbr »iy-
vbic ToT TeXHOJIOTHSIIAPBIH, COHDBIH iminge RFID >xone annmapatTsik miatdop-
Masiap/bl TIAHANAHA OTBIPII, KATHICYIILUIAPAbI ABTOMATTBI TYDAE MOHHTODHHT
skacay Kyiecin (AMS) ycbiHazp!. YChiHbUITAH XKYHeHIH MiHJETI — cTyAenTTep.-
Jin cabaKKa KAThICYbIH aBTOMATTbI TYPAE TEKCEPY, OKYIIBbLIAPTA cabakKa, KaTpi-
criaraBbIThl TypaJbl Xabapiiay XKeHe e MyFasTiMIep/liH cabakka yaKbITBIHg, Ke-
JyiH KaJarasay. HoTuskesepre cyifere oTbIPhIT, yebinbirad AMS onepanus JIBIK
yaKbIThl JKarbiail THiMII, SKOIOMUKANLIK TYPrbijall KOJDKETIMJUL XKalle eTe ay
SHEPI'HA KOJLIAHabL. ¥ CHIHBIIFAH XKyiie 6acKa aBTOPJIAPbIH KYMBICTAPBIMEH ca.-

JILICTLIPDLIIAaADLI 2Kolle cplira ajabnilaibl. Bonainaxk KYMDICTAp TAJIKDUIAIILII, allp-

KTAJAJbI.



Ana"HoTalINd

B 1tocsieiee BPEMsi BO MHOTHX OPTAHIBALIIAX, TPeJlIaralolitnX HELOPOTIE, Ma-
JJOMOIIHBIC ABTOMATITICCKHE CHCTEMBI, CO3JAHbl MPUJIOAKCHUS texnosoruit Wu-
tepuieta senieit (IoT). Kpome TOTO, CHCTEMDI [oT 6esonachbl, MeHce TPYLOGMKI
1 VIIPABISIOTCS VIAJICHHO. Bueapenne loT-texxosioruit B ynpasJjenune VUEOHbIM
HPOTECCOM BHOCHT OTPOMHBIE I3MEHeHU, co3zaBas 11iPOBLIC KJIACCH! I CHCTe-
Mbl aBToMaTH3auuu. Ten He MeHee, TosyteHe oTHeTa 00 OTCYTCTBHH CTYJCHTORB
HO-TIPEXKHENY SIBJISICTCS BAXKHBIM 37IEMEHTOM Ul npobJienioii B ceKTope 0bpa3oBa-
HIsI, KOTOPBII 1TPEJICTaBIIAET coboit Gosiblie ByMaXkHON paboThl, KOTOpast TpedbveT
MHIOI'O BpeMeHl, TpeGyeT MHOTO pa6oqefi CHJIbl M YCHJIHIT I HAJlaracT nesdbdek-
ruBHOCTL. Pa3paboTalbl Da3IniHble TEXHOI0THH aBTOMATHUYECKONH uleHTHdhuKA-
JUIH € UCTIOJIB30BAHIEM PaIHOYACTOTHO MIeHTHPHKAIIU (RFID). Muor#ue uccne-
JIOBATCITLCKHE PABOTBI 1 MPOEKTBI MPOU3BOAATC! IUIS1 TIOJIYUEHUsI MAaKCUMAJTLHOM
BLITOABI OT MCHOJIB30BAHMST ITOM TEXHOJIOIH. RFID siBiisieTcs ABTOMATHYECKO
TexHONOTHEH 1 1eHTHMUINDYET MOMEIeHHbIE 0OBbEKTBI U3 OKPYXKAouleh cpeby
¢ TTOMOITIBIO PAJHOBOJIH. RFID cunthiBaeT Aannbie ¢ RFID-MeTKYM u oTiipasssier
X Ha cepBep WM 00NaKo, HCNOJIb3Ysl ANNapaTHbIE naatdopmbl 10T, Takue kax
MITKPOKOHTPOJLJIEPBI 1 MIKDPOIPOTIECCOPBI. B Tekyiieit paboTe 1peaNaraeTest cii-
crTeMa ABTOMATHIECKOTO MOHMTOPHHIA MOCEIIACMOCTH (AMS) ¢ ucnosib3oBanMer
rexnosornit IoT, Brtotuas RFID u annapatuble miaTdopmbl. Heibio npennara-
MOl CHCTEMBI SIBIAETCs. aBTOMATHYECKas TPOBEPKa MOCEIAEMOCTH CTYAEHTOR ¢
HOMOITBIO MeIOBEUECKOro HHTepdetica, 1HGOPMUPOBaHHE CTYAEHTOB O 1IPobenax
B T10CEIIAEMOCTH W MOHUTOPMHI WHCTPYKTODOB, MPAXOAST JIM OHU HA YPOKU BO-
BPEMSL. HWcexoast U3 10Jy IeHHbIX Pe3yJIbTaTOB, npejsioxenusitt AMS sddexTunen
1o BPCMEHH, SKOHOMMYECKU JOCTYMEH W HE MMECT suepronoTpedieHns. Anay-
snpyeTest ¥ KPUTIKYETCA CHCTeMa B oTHONTEIHH PaboT APYruX aBTopos. Takyke

06CYKJAIOTCs H OTPeJeNiAI0TCA 6ymviie paboThl.
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Nomenclature

AMS Attendance Monitoring System
IoT Internct of Things

NFC Near Field Communication
PoE Power over Etllerllfzt

RFID Radio Frequiency Identification



1. Introduction

The Internet of Things (IoT) is being known as the main component of the new
technological revolution called Industry 4.0 that focuses on automation, real-time
data, interconnectivity and machine learning. Number of Internet enable devices
that are increasing |14] and they can interact each other through the network
to be informed and control the sequence of actions of users. Embedded scnsors
invisibly gather very big amount of data from the environment around us for
storing, processing and analyzing, which are used while making decisions for both
real-time and future actions. The IoT technologies use this data for controlling
their systems according to the decisions made. There are several ways of collectin g
the data by their types and purpose of use such as sensor network technology and
Radio Frequency Identification (RFID).

RFID technologies are one of the main components in IoT systems that worksy
with tag, reader and system. Between reader and tag are not needed direct coy-
nection because of radio channels. Installed RFID systems simplify and accelerate
the working procedure. It gives very good choice on monitoring people using tags
on ID cards in real time location and attendance monitoring. There are two types
of RFID tags: active and passive. Passive RFID tags are powered by the readey’s
power and no additional battery is needed in it. The applications that use passive
RFID are found in access control applications and transportation. The active
tags are powered by batteries and they can be identified in a long distance used
in port containers for monitoring cargo (30].

Implementing 0T technologies in any organization makes huge changes that
are secure, less time consuming, and controlled remotely [19]. Nowadays [oT ap-
plications are development in big projects like smart home, smart city, healthcare,
automation systems, monitoring systems, etc. |Figure 1.1] [28).

Daniele at cl. [8] resumes the three main system-level characteristics of ToT:
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Figure 1.1: Applications of The Internet of Things is everywhere

anything communicates, anything is identifiable, and anything interacts. It means
that objects should be identifiable and they must communicate and interact each
other. For this reason, sensors and actuators have the main role in IoT actiong
and they are the main components while creating [oT solution. 7

In the proposed system, an application is developed which uses RFID tecl,-
nology for identifying real-time objects using passive tag. A tag, which has 5
generated identification number, is placed in a card. The ID number is a unique
number for every student and stuff of university. The card is used in all pro-
cesses at university such as door entry and attendance monitoring system that
we are proposing. This gives access to the managing stuff to control the real-time
monitoring of people in an organization.

In current RFID systems, data about cardholders is registered and stored in
the memory of the system’s reader for the processing and computing. The datg,
is available only when controlled manually. The importance of the system of our
application is that the data is stored in the server and controlled remotely.

[oT platform does the main function in the IoT systems, known as micre.
controller and microprocessor. Microcontroller is a small, low-cost computer op
a single integrated circuit, whereas microprocessor is microcomputer that incoy.
porates the functions of a CPU (central processing unit) on integrated cireuit,,
Arduino and Raspberry Pi are the most popular IoT platforms used in educa-

7



tional process, DIY (Do It Yourself) projects, and prototype of the project and
[oT system. These two [oT platforms will be compared and discussed for their
purpose of use, and Raspberry Pi will be used when prototyping the system.

IoT systems require network for data transformation between sensors, actu-
ators, and server. Networking in IoT offers wide range of connccting types such
as Wide Arca Network (WAN), Local Area Network (LAN), Bluetooth, gateways
(Lora WAN), ctc. Networking protocols like ZigBee, MQTT, and CoAP make
connection and data transfer very easily, and they have different characteristics
for various usc of purpose. The IoT network is used for their distance and power.
For this reason, they give many choices while making connection.

Data gathcred by cmbedded scnsors arc stored for making computation. In
some systems, the computation is made in the controller, whereas in others data,
is kept in the cloud for rcal-time monitoring. Fog is a storage where it is closer
to the environment and decision is made before transportation of data to the
cloud. It is fast way of computing data and low power and traffic for sending and
receiving data to the storage. In the proposed system, the data is transferred to
central university server through the Ethernet cable.

One of the benefits of implementing IoT is controlling remotely. The user is
able to control actuators and take information from the sensors using an appli-
cation that has a connection through the network. The desktop, web, or mobile
applications allow users to make a contact with controller of the system. For our
system, web application is developed for managing the process taking data that
is stored in the server.

The system is composed of the hardware part, software part, the server, and
network for data transportation. All these parts will be discussed, the architecture

of the system will be explained, and the connections will be given in the next

sections.



2. Related Works

Application of IoT technologies in the both closed and open areas make huge
changes that increase the working process of the system and decrease human power
on making actions. Benefits of using RFID with IoT technologies are mentioned in
the introductory part. In the rest of other rescarch projects, people also discussed
how the system is good for definite reasons and how they can improve process of
using it. The most of the systems arc developed using IoT platform with RFID
reader, which makes the hardware part of the system and send data to the server
for controlling it in application part.

Kossonon at el. [9] developed IoT Dbased Smart Restaurant System using
RFID, where they used Raspberry Pi model 3B as an IoT platform, and ITEAD
PN532 NFC module for reading tags. The things such as delivery assignment
machine, order monitor, and middleware server are connected each other through
the Ethernet cable. The monitor with an application is placed on the smart table
that is connected via wireless network. The NFC module with Raspberry Pi ig
planted to the smart table and delivery assignment machine. Special plates have
passive tags and used for controlling the correctness of the delivered dishes. The
systems offer faster ordering scenery than manual ordering.

Ali and Canberk proposed Robotic Control System, where RFID reader ser-
vices for capturing data and sending to the robotic arm via web app by using
embedded computer. When Raspberry Pi gets data, it sends data to the Arduine
Uno (with Ethernet shield) connected to the robotic arm through Ethernet cable,
Computer is system is a part of a larger system and performs only peripheral
function. The Raspberry Pi is used for communication between web application
and robot controller [1].

Astriany at el. |6] offered Offline Intelligent Payment System that is com-

posed of hardware, server, and application. The hardware part is consisted of



Raspberry Pi 3 model B, MFRC522 RFID reader, and LCD Waveshare 3.5. Tha
data collected by RFID is kept in offline server which is installed in Raspberry
Pi is uploaded the cloud when bus is arrived to the station and by administrator
manually. The authors tested the system according the time, distance (between
tag and rcader), and speeial cascs of algorithm. The results show that time is less
for declined operation than successful operation. Administrator registers users
manually by generating new 1D for cvery uscr.

Evan at el. [10] built the RFID Ecosystem at University of ‘Washington.
The system includes 44 RFID rcaders, and cach of them cquipped with up to
four antennas. The readers positioned at the entrances, on the stairwells, and
throughout the corridors. The RFID rcaders run cmbedded Linux and report
data to a central server via wired and wireless Gigabit Ethernet. Several RFID-
based web applications arc developed for registering tags, controlling and viewing
data from the server, check the real-time monitoring in the building. The authors
made analyze for four weeks and took very pleasing results.

Juraj and Michal implemented IoT for their Smart Home project. The main
components of the project are Raspberry Pi 3, PN532 NFC,/RFID controller,
server side, software part, and user interface for data visualization. PN532 is able
to work with Raspberry Pi’s SPI and I2C bus. They used RFID technology for
monitoring real-time attendance at home by web user interface app [16].

Sowmiya and Sabeenian presentated Security and Monitoring System that,
uses RFID tag, embedded sensors like gas sensor, weight sensor, Raspberry Pj
module B+, and GSM module. Data read by sensors are stored in database
located in raspbian SD card, and computing is done in Operating system of the
microprocessor. When it is needed to send message, the GSM module is used for
sending SMS with information to student [20].

Norsaidah at el. [22] discussed Wireless Sensor Node (WSN) with UHF RFID
for monitoring system. Like previous discussed works, they also used Raspberry
Pi 3. In this work, author compared two types of tags: UPM DogBone and
AZ-9640. Concept of the data transfer is as follows: the tag is tagged to the
reader from where the data is send to embedded computer that is connected to
the router with a wire. Data is stored in the server, and monitored in monitoring
center using application.

RFID based Paid Parking System is a good example of using Raspberry Pj

10



as a central device where located server of the system. The server is based on
MvSQL. RFID rcader is connected to the ESP8266 microcontroller, which has
built-in Wi-Fi chip that is responsible to cstablish a connection with Raspberry
Pi [2].

In Real Time Locating System, alongside with RFID and Raspberry Pi, bio-
metrics has been used for not separating cards between students. The main
purpose of this project is to monitor student participation in lecturcs, teaching
and laboratory sections. Sending the participation information to parents also
included [25]. ‘ ‘

Hasanein at el. [12] proposed Attendance and Information System that works
with web-based application for academic scctor. In the system, Milfare RC522
and Arduino platform are used for data capturing that is sent by Ethernet to the
server. The Liquid Crystal Display (LCD) displays information about student and
his/her timetable when the student tags ID card. The authors compared theiy
system to the existing systems that works using QR code, Barcode and Magnetic
stripe. In a result, they concluded that using RFID system is much faster than
other systems. For future work, they offered to add face detection mechanism in
the attendance monitoring system to control card replacement among different
students.

Smart Classroom Roll Caller System is secure system using IoT architecture
for monitoring students’ attendance in classroom. There systems were compared:
Traditional Teacher checker, RFID Roll Call, and Smart Classroom (SCRCS).
The proposed systems is more secure than other two. The real-time data about
ID card is stored in the Computer Center Server of University. The problem of
the system is that teacher must control students while taking back ID cards from
special places for the ID cards. Another problem is what if student forgets (or
loses) his/her ID card. So, these problems must be solved [7].

Despite of many attendance monitoring systems and other similar systemg
were proposed and developed, there are still some problems to come up. All of
projects discussed above used RFID and IoT platforms. Comparing the systems
and their problems, other new systems should be developed and it require bit

more research in this field.
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3. ToT Hardware Platforms

The Internet of Things hardware platforms have a main role while creating the
scenario of IoT based systems. Every single electronic device consists controller for
making decisions, computing, and doing some actions. When it comes to drawing
systems microcontrollers:and microprocessors do some specific jobs, and associate
with other devices. Embedded sensors and actuators are connected to the IoT
platforms, and act by instructions. In the survey of IoT platforms done by Kiran
and Divneet, different kinds of hardware and software platforms were compared
and discussed for many features in terms of computing, connectivity, development,
environinents and communications standards [18]. During development of the
device, one of the main characteristic of the IoT platform is its price. Not every
proposed system can be funded. That is why we choose two well-known and low-
costed micros: Arduino and Raspberry Pi. Arduino is a cheap microcontroller
and several kinds of modules can be added to make it more powerful, whereas
Raspberry Pi 1s Linux b'ased microcomputer, Whif:h has different versions to do

certain tasks. We compare these two IoT hardware platforms for definite features

used in the proposed system later.

3.1 Arduino

Arduino offers many kinds of easy-to-use boards that used for different purposes.
The benefit of using Arduino is it has own boards and open-source software for
programming the controller. Arduino board types are composed of wide range
of official products in different categories such as entry level, enhanced features,
Internct of Things, education, and wearable. Many kinds of modules, shields,

proto shields are also included in the products list: Wi-Fi shield, Ethernet shield
ete. |3l

12



Arduino Uno board is the most used product in both Education and simple
DIY projects. The board is based on the ATmega3d28P that has 32 KB flash
memory, 2 KB RAM with 16 MHz clock memory. If has 6 analog pins for receiving
inputs from many sensors, and 14 digital pins for controlling lights, motors, and
other actnators as shown in the Figure 3.1 [17]. The size of the board is 68.6
mm to 53.4 mm, and weighs 25 grams, which is very comfortable to carry. The
operating voltage is 5V. The advantages of Arduino Uno is it is low-costed (official
US $22) and low-powered. However, it has no network connection. In order to use
network, additional shiclds and modules arc needed, which costs more expensive
than board itself.

Arduino Mega is more complex than Arduino Uno board, and designed for big
projects. It has 54 digital 1/O pins, and 16 analog inputs. The controller is based
on the ATmega2550 with 256 KB flash memory, and 8 KB RAM. The clock speed
is as same as Arduino Uno is. The size is twice bigger, and weighs 37 grams. The
hoard is recommended for 3D printers and robotics projects. Like Arduino Upg
hoard, no network connection types are included.

Ardunino Yun is retired version, but still available in internet markets. Tt ig
perfect board for network connection, and designing Internet of Thiﬁgs projects.
Arduino Yun is combine of microcontroller and microprocessor [4]. The board
supports a Linux distribution based on OpenWrt named Linino OS. Controljey
is hased on the ATmega32ud and Atheros AR9331. Unlike previous boards, it
works with network, and has built-in Wi-Fi and Ethernet support, a USB-A port.
and micro-SD card slot. Arduino Yun has also user interface application that 1etg
its users to work with the board easily. Despite many benefits of use, the board
costs expensive (about US $58), which is not available for everyone, and projects
may not cost as a board’s s price.

Arduino IDE is a software platform that allows working with Arduino hoaydg
and writing program to them [21]. One benefit of using Arduino is that it has itg
own C like Arduino Programming Language, which is easy-to-code. The hogr(
can connect to the IDE serially, and data gathered by sensors can be viewed ip
serial monitor. The IDE supports connection and uploading programming coce

to the board.

13
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Figure 3.1: Main components of Arduino Uno Board

3.2 Raspberry Pi

Raspberry Pi is a small computer that allows learning programming and working
with embedded sensors and actuators using GPIO pins. It operates like standard
PC with operating system requiring keyboard and mouse. It interfaces with many
devices and affordable for US $5-35 {23]. The latest version of Raspberry pj
supports Bluetooth, wireless connection, and Ethernet, and operating systems ]ike
Linux, Raspbian, Windows 10 IoT Core, etc. The operating system is installed
in micro-SD card. The size of Raspberry Pi board is different according to itg
versions. The biggest one is credit card sized. The Raspberry Pi works with
four distinct power modes that allows use in different projects saving power: run
mode, standby mode, shutdown mode, and dormant mode. Raspberry Pi ygeg
ARM BCM2835 processor, and RAM is 256-1024 MB. It powers from 5V by

14
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Figure 3.2: Main components of Raspberry Pi 3 model B

micro-USB. It has 26 GPIO pins that allows communication with other computing
devices using different protocols including SPI (Serial Peripheral Interface) anq
12C (Inter-Integrated Circuit) [27]. C, C++, Java, and Python are can be ygeq
to program sensors and actuator connected to the board. Raspberry Pj 3 mode]
B+ takes power over Ethernet (PoE). The main components of Raspberry pj 3
model B is shown in the Figure 3.2 [29].

3.3 Comparison of IoT Hardware Platforms

IoT devices must be low-powered, small-sized, low-costed, and fast communj-
cated. Implementation of this kind of the IoT project makes huge change in the
environment. In the Table 3.1, most often-used five IoT hardware platforms are
compared in terms of connectivity and computing. Every electronic device must
be available for everybody in terms of business. For this reason, engineers myst
mention it while creating new device. Raspberry Pi zero w is the lowest costed
one. Nevertheless, it does not support Ethernet or Bluetooth connection Ar-
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duino Yun is good in terms of connectivity. However, its price the highest in the
list of boards. Raspberry Pi 3 model B+ has the same features, and its price
is not as high as Arduino Mega and Yun. The difference between Arduino and
Raspberry Pi is on their types. The first one is microcontroller whereas the next
one is microprocessor. In some projects, using microcontroller is better than using
microcomputer. Sometimes microprocessors are used as an internal server which
is cheap and does not need internet connection.This is the main features everyone
must mention while prototyping IoT systems and creating DIY projects.

: : __‘ s » —?_“'l"*“ l';v-‘-‘;f
as omi . ARDUINO 5. Y38 _ ARDUINO

anry TR

i

es s s eSS seNERSITSIESRS
0.--...-.--,..:-_'_0.'

[ - ’ i -" .

(c) (d)

Figure 3.3: (a) Arduino Uno, (b) Arduino Yun, (6} Raspliorry Pi 26i5 )
Raspberry Pi 3 model B+ )
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Name Memory| RAM [ Clock |1/0 Network| Size Power | Prise
Speed | pins connec- (USD)
tion
Arduino 32 KB 2 KB 16 MHz | 14,6 No 68 x 53 | USB $22
Uno |Fig- mm ca-
ure 3.3(a)] ble,
rduino 256 KB | 8 KB 16 MHz | 54/16 No 101 x 53 | AC- 838
Mega mm Lo-
Arduino 35 KB | 64 MB | 16 MHz | 20/12 FEthernet, | 73 x 53 | DC $58
Yun |[Fig- | and 16 DDR2 | and 400 Wi-Fi mm adapter.
ure 3.3(b)] | MB  H . MHz . bat-
Micro- ter,
SD AREF
Raspberry | Micro- 512 MB [ 1 GHz | 26 Wi-Fi 65 x 30 | Micro- | $10
Pi zero w | SD GPIO mm USB
|Figure cable
3.1(c)
Raspberry | Micro- 1 GB 14 26 Ethernet, [ 85 x 56 | Micro- $35
Pi 318D GHz GPIO Wi-Fi, mm USB
Model Blue- cable,
B+ [Fignre tooth PoE
| 3.1(0)

Table 3.1: A comparison of Arduino and Raspberry Pi boards in terms of con-
nectivity and computing
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4. RFID Technology

Radio Frequency Identification (RFID) is an automatic technology and identifies
tagged objects from environment through radio waves. RFID system is consisted
of readers and tags. The tag is a microchip that is attached to an object to
identify the reader. The reader communicated with tag through radio waves.
The main benefit of using RFID technology is the identification process is done
automatically. RFID systems are used for real-time monitoring purpose. The
components of RFID system are as follows: tags, reader, and application system.
When object with a tag is tagged to the reader, the reader identifies ID number
of the tag, which is unique in every tag. ID number is sent to the server, or as in

most standard RFID systems, it is stored in the controller for checking whether

it is correct ID or not [Figure 4.1].

Slave «<—— — > Master
( o\\
Command ‘ . Command
«— RFID Application

Tag Reader Response

k 4 AT

Slave < — ~~. Master

y

Response

Figure 4.1: Architecture and data flow of an RFID system

A tag is a transponder (transmitter/responder), whereas reader is transceiver
(t.ransmitt,er/ receiver). There are two types of tags: active and passive. Active

tags are powered by batteries, and can communicate with other active tags. Pas-

sive tags h
energy transmitted

ave no built-in power source, and they take power from electromagnetic
from the reader during identification. Tags are made up of

coiled antenna and a microchip. Xiaolin at el. [30] classified active tags into

fve classes according 0 its functionality. Active tags can be detected from long
distance: up to 30 meters. Maximum distance for passive tag is 6 meters. The

advantage of using active tag is its long distance and highest data. However, it
) Y
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costs more expensive than passive tag (around 15-20% per tag for active, 0.1-0.2$
per tag for passive). The benefit of using passive tag is tag life does not depend
on battery, and it is more resistant to physical damage. Disadvantage of passive
tag is the read range is limited and communication depends on the antenna size
and shape [16]. Norsaidah at el. [14] tested two types of UHF RFID passive tag:
AZ-9640 and UPM DogBone for different distances. UPM DogBone is better in
terms of detection, and outperformed AZ-9640 in terms of data transfer. AZ-9640
is more compact and discreet. Both types were experimented in the monitoring
system. The tags mostly attached to the ID cards, trinkets, wearable devices, etc.
In Offline Intelligent Payment System Mifare Classic 1K card was used, which is
divided into 16 sectors protecting each sector by two different keys, called key A

and key B [6].

EPCTag Inlay Tag Button Tag

(&) |
Metal Tag GlueTag Key Tag Glass Tube Tag
W) W w— 0
6'4 /
Ly 3 g
| i r "I
EarTag CeramicTag Disc Tag Pocket Tag

Figure 4.2: RFID Passive tag types

RFID reader is responsible for communication with tags within its operation
range and send sending the tags’ data to server or presenting in application.
Attached antenna emits signals to the tag and then receive from it. Reader can
he many different sized and has many types. For example, Mifare RC522 reader
in Attendance and Information System [12], RS532 RFID reader in Security anq
Monitoring System [10], PN532 NFC/RFID Controller in Smart Home project
(16], ITEAD PN532 NFC in Smart Restaurant system [9], and MFRC522 in
Offline Intelligent Payment System:. Reader can be affixed in different positions.
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on the table, in door, in tourniquet, ete.
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Figure 4.3: RC522 RFID Reader

Data received from tag by reader is presented in an application. The data is
used directly when it is tagged in many systems. The data is also stored in server
(fog, cloud) for monitoring remotely and analytic purpose. RFID applications are
implemented in healthcare, monitoring systems, security, etc. Related systemsg

and projects are discussed in the chapter 2.
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5. Attendance Monitoring Sys-

tem

5.1 Architecture of the System

Tmplementation process of the proposed Attendance Monitoring System (AMS) is
based on criteria and metrics such as availability of used cquipment,. its cost, and
ecasy programming. The software and hardware requirements, implementation
steps arc displayed in the Figurc 5.1. The architecture of the proposed system
is designed and based on the Internet of Things technologies and reviewing pre-
vious authors’ works. To complete the presented system, softwarc and hardware
components are required. RFID tag is attached to card with unique identification
number. RFID reader is connected to Raspberry Pi zcro ecmbedded computer
that is open circuit system by pins, and Micro-USB-to-Ethernet cable and PoE
gplitter are connected ta Raspberry Pi zero board. Micro-USB-to-Ethernet ca-
ble and PoE splitter serve to interact with Server via Ethernet cable. Using
MySQL, PHP, and XAMPP Server records and data are achieved for browsing
in Web-based application that is written by front-end development. Students, in-
structors, and managing staff are able to view records and data using Web-based
application that allows making analytics, sending notifications, and monitoring

the performance of the students.

5.2 System Implementation

Steps to upload records and data are as follows: RFID reader (transponder) re-
ceives identification aumber from the tag (responder) and sends it to Raspberry Pj

sero connected be GPIO pins. Software installed in Raspbian OS checks whether
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Automated

Attendance
RFID
Reader Attendance Records
and Information
Raspberry Management
Pi zero
RTFlD Web-based
ag R
Micro-USB Application
to Ethemnet
PoE Splitter
| - |

Figure 5.1: Block diagram of the proposed system

N
RFID pi|_Ethemnet . Web
Reader | Raspberry Fi = «—

—

Figure 5.2: System architecture showing the steps of workflow

ID cxists in the DB or not. If the ID exists then uploads it to the DB located in
the server via Ethernet. Web-based application uses the records and data [Figure
5.2].

RFID reader and Raspberry Pi zero compose monitoring device of the system .
RC522 RFID reader is connected to Raspberry Pi zero board by GPIO pins and
using Serial Peripheral Interface (SPI) that is used for short-distance communi-
cation [Table 5.1]. Red led, Green led, and Buz;er are connected to the board
to notify user when a card is tagged. Hardware components for the device of the
system costs about US $16 as calculated in the Table 5.2. However, Ethernet
cable, switch, hub, etc. are also required for connection to the server.

Figure 5.3 shows connection scheme drawn by Fritzing open-source design tool,

goftware of the device is written in Python programming language in Raspbian

OS.
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Raspberry Pi zero board | RC522 RFID module

3.3V 3.3V
Ground GND
GPIO8 SDA
GPIO11 SCK
GPIO10 MOSI
GPIO9 MISO
GPIO25 RST

Table 5.1: Connection between RC522 RFID Reader and Raspberry Pi zero board

Components Cost
Raspberry Pi zero $5
RC522 RFID reader $2

PoE Splitter $5
Micro-USB to Ethernet | $4
Overall $16

Table 5.2: Overall cost of the hardware components for the device

"""""

-------------------

...................

-------------------

Raspberry Pi zero ]
L 2 i e ¥ hoard

¥y i 3
r1t >3 -
FItZing

Figure 5.3: RC522 RFID Reader, Buzzer, Red led, and Green led are connecteq
to Raspberry Pi zero board
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Hardware of the system works as follows: 1D card is tagged to the device it
reads identification number from the the card which then checked for existence
in databasc. If the identification number exists in DB then it is inscrted to the
DB table. Otherwise the device rejects the card. State diagram is shown in the

Figure 5.4. Flowchart of the softwarc to the device is shown in the Figure 5.5.

ID does
not exist

ID exists in DB -
Read Card 1D O~ lns?nr:org D

Figure 5.4: State machine diagram of the hardware of the system

Check for card tag

Is card tagged?

Does ID exist in DB?
' Insert ID to DB

Buzzer on
Green LED on
wait 0.5 secs

Figure 5.5 Flowchart diagram of the software for running hardware device

Reject Card
Red LED on
wait 0.5 secs
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MySQL database is installed in XAMPP server. The records and data are
fetched using PHP. When the software gets identification number, it uploads it
to the database table that is unique for every classroom [Figure 5.6]. Date and
time are inserted into the table automatically that uses server time.

EF pi@raspberrypi: ~

Figure 5.6: ID, Date, and Time are inserted into the MySQL database

Web-based application uses the records and data from the server for monij.
toring the process. Managing staff, instructor, and student can view the recordg
and the data. They have particular permissions for each of them. Managing
staff acts like an administrator. He/She can access all data from the databage.
Instructor can view his/her and student’s attendance rate, time table, change
student’s attendance state if necessary, and notify student. Student is able tg
view attendance rate and time table. System also includes Auto Notifier that fis
able to notify instructor and student if the absence rate gets lower than particulay
percentage. Use-case diagram for the application is given in the Figure 5.7



Attendance Monitoring System

udent's Attendance
Rate
Instructors's
\_ Altendance Rate
Student’s Time Table

instructor's Time Table
Construct/Edit Time Table

Change Student’s
Attendance State

/

Student

Managing Staff

Change Instructor's
Attendance State

A

instructor

P

Auto Notifier

Figure 5.7: Use-case diagram for the application

tten using HTML, CSS, JavaScript, and Bootstrap open-
k. Information about student including name, specialty
able, attendance, and notifications are covered in

The application is wrl
source front-end framewor
and identification number, timet
the application [Figure 5.8].
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Notifications

Name Surname Attencance percentage rate on course "loT in industry” is
getting less than 30%.

Specialty: CSS
ID: 110107009

Timetable oo - e Eﬁé_nqgnce
# Classroom  Subject Instructor Start Time Selfem W
1 F102 Embedded Systems Alan Smith 09:05 10:50 12'
2 G107 Networking In 10T George Brown 11.00 1252 L 2 |
3 F403 10T in Industry Bruce Lo 13:30 1350 1'2(—:;
Figure 5.8: User interface for the web-based application of the system
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6. Results and Discussion

The proposed system is attaining three objectives; the first one is to check
tendance of students automatically using RFID tag which they are us’inlc' "
student card, the second aim is to inform students about gaps il‘l attendan(g:’eas 3
timetable, and finally, monitoring instructors whether they come to lesson on t?rvl
or not. In the traditional method for checking attendance of students, most I'lfe
structors use papers, excel or excel-based software, or university 1)(;rt;;l. Sur\;:\_z

and Natural Sciences Faculty participated [Fig. 14]. They were asked quest
g Juestions

related to how they student absence report during lessons:

1. What kind of cquipment or system do you usc for checking attendance of
W cc o

students?

Total hours of Lectures in a week?

[N}

3. Total hours of Practice/Lab sections in a week?

4. Average number of students participated on Lectures.

Average number of students participated on Practice/Lab sections.
6. How many times do you check attendance of students?

When do you check attendance of students during lesson?

8. How much time does it take for attendance checking on Lecture?

How much time ddes 1t take for attendance checking
, ecking on P Py
o g on Practice, Lab sec-
tions!
to check attendance of students?

10. How would you like
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The most of instructors use attendance system on university portal where all
students are already registered and the system work automatically. However, the
ticking process in done manually by the instructor. About one-third use Excel
based software, whereas three of them mark students on paper. One instructor
says that he/she did not check an attendance. The reason is it takes too much
time for checking. Some of them use both paper and portal, or excel-based and

portal [Figure 6.1].

Portal
22 (88%)

8 (32%)

Excel or excel based software

Paper -3 (12%)

{ do not check.

0o - 5 10 15 20 -

Figure 6.1: How do instructors check an attendance?

According to the survey, quarter of the instructors do not have lectures. Other
instructors have 5 hours lectures in a week on average. The biggest number is 10
whereas the least is one. Average number of students in each lecture is diﬁel.em_:
[Figure 6.2]. About 35% of them have less than 40 students, 22% 40-60 students
30% 60-80 students, and 13% of them have more than 80 students. For practicei
and lab sections, the number is different, and they have much more hours of
classes. 8 hours in a week on average. Some of them have more than 20 hourg
of practice/lab sections. 16% of them have less than 10 students, 40% 10-2¢

students, and other 44% have more than 20 students [Figure 6.3].
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@ Less than 40
@ 40-60
@ 60-80
@ More than 80

Figure 6.2: Average number of students on Lectures

@ Less than 10
@ 10-20
@ More than 20

Figure 6.3: Average number of students on Practice/Lab sectiong

Most of all instructors (64%) check attendance only once during class, whereag

20% check twice [Figure 6.4].

@1

@2

@ [ do not check.

@ Every class

@ Once on practice, twice on lecture
@ Once a week

@ Every time

Figure 6.4: How many times is attendance checked?

They were asked for when they check attendance during class [Figure 6. 5],
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One-fifth of them answered that they checked at first five minutes of class, 12%
after fifth minute, 32% after tenth minute, and 16% at the end of lesson. Some
of them checked on random time, whereas one of them checked at the beginning

and at the end of class.

@ First 5 minutes

@ After 5th minute

O After 10th minute
@ Atthe end of lesson
@ Random time

@ After 15 minutes

@ At 1st 3-4minutes of each hour on
lecture, on practice at 15th min

@ At the beginnig of the lesson and at
the end

Figure 6.5: When is attendance checked?

When the instructors were asked for how much time did it take for checking
attendance during Lectures, most of them (36%) said that the time is one to
three minutes [Figure 6.6). 20% take 3-5 minutes, and 16% take more than 5
minutes. One of them says that students mark the?mselves on paper. As expected,
very big percentage (76%) of instructors say that it t:f.\kes onlj,-r 1-2 minutes during
Practice/Lab sections [Figure 6.7]. Another 20% replied that it takes 3-5 minutes.

One instructor refuses checking attendance.

@ 1-3 minutes

@ 3-5 minutes

@ more than 5 minutes

@ | do not check attendance on lectures.
@0

@ | use paper version of attendance and
students make it by themselves by...

® no lecture
@ 1 do not check on lecture because it. ..

Fi 6.6: How much time does it take for checking attendance during Lectures?
igure 6.6
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® 0-2 minutes
@ 3-5 minutes
© more than 5 minutes
@ Don't check

Figure 6.7: How much time does it take for checking attendance during Prac-

tice/Lab sections?

Finally, the instructors said that it checking attendance automatically is gooq
approach ,This number is 76% [Figure 6.8]. Two instructors want to check man.
uiﬁy However, 3 out of 25 think that attendance is not required.

@ Manuaily
@ Automatically
@ Attendance is not required.

@ The both automaticaily{lectures} and
manually

Figure 6.8: How do instructors want the system to he?

According to the study, checking the attendaflce manually takes much b

me that marking students takes 3 minutes every time. Twenty-five

Let us 35511 e total 150 hours of class in a week. Together they lose 450 minuteg

instructors lI-'fWa month, this number gets 1800 minutes, which is 30 hours. Othe,

CVG:Y v:zi:w;o did not participate on survey also must be mentioned. This costg
instruc

B ¥ government, and automatic attendance monitoring System must be
very muc .
developed to solve this problem. N

ev ble 6.1 compares traditional attendance monitoring system to the proposed
Table 0.

here the second one is better in all comparisons. The broposed system
system?' eed human interface, and it checks attendance automatically. T
does not 1
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! Lab ' ’. "t (per } l ceurac
AR a .

is high for proposed system.

Parameter—ﬂ iluman Average | Resources Data |U
nter- i o o
ot time .for accu- | Friendl o
— e checking racy ¥| Secu-
: a:}htlonal Yes More Paper, Low No nty
ystem than 3 | computer Data. can
S minutes be lost
Sro:)osed No Automatic| Electronic | High Yes
ystem record ) Data s
stored in
DB

' - S y S ,CII'

On the other hard automatic attend 1
) ance system has sever
) al types such

biometrics QR code harcode, mag ti 1 ( -
’ b , gnetic stripe and RFID-b tt
) -based attendan \Y%
) ce SYySs

tems. These technologies
|12] compared and discussed the most standard types of automati
omatic attendan
ce

ms like barcode, bior

and it has wide functionalities. Data density, and resou

. . JI e T 2

is higher than other three types in RFID. In addition RE‘?{) e dore
* does not

syste netric, magnetic stripe and R
’ ) FID. RFID d
- oes not need

control
accuracy
require direct cont

Barcode and Magne
han biometrics.
f any I 11 .
ny 1oT system 1§ VELy important when it con
1es to 1its

tic stripe fails if there is no s
S slot of communicati
ication. RFID h
as

lower cost t
Hardware part o

r, memory, and net
lows using 1 "
s using in more conditions. The hardwa

re of the

cost, powe work. IoT systems should be availabl
with more functions that al ¢ and usable
m is compared t0 previous authors’ systems th
St hat used RFID re:
eader and I
oT

syste
The comparison made b
8 y the followin ili
g usability [Tabl
A aple 62

hardware platform.
and 6.3

1. How does the system transfer captured data?

9. How the device take power?

3 Where 18 the captured data stored?

4. What kind of additional system is required t(; check the co
' orrectness of d;
s ata?
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Author(s) Data Data Power | Additional
Storage | Transfer Check
Hasanein et al. | Server Ethernet Power No
[12] cable Supply
Ching et al. [7] Central |n/a Power No
_server Supply
Ishan et al. [13] Firebase |n/a Power Check  weight
Cloud Supply | and height
Tarun et al. [26] | Cloud n/a Power Capture image
Supply of classroom
Ping et al. [24] Cloud Wi-Fi 3.3 V | No
Power
Supply
Guixin et al. [11]] | Central |n/a Power No
Server Supply
Asim et al. [5] n/a n/a Power No
Supply
Joseph et al. [15] | Cloud Wi-Fi Power No
Supply
Proposed System | Central | Ethernet Power No
Server over
Ethernet

Table 6.2: Comparison of RFID-based systems of previous authors by technical
specifications

The records and data are stored in server in [12], [7], [11], and proposed system
that makes communication with device more casily than using cloud. Cloud is
better for data safety. When it comes to transferring data in [12] and proposed
system used Ethernet cables where data is transported safely without corruption
and for long distance. Wireless must be able to use always. Using power supply
makes the device on repéatedly. Hasanein et al. [12] used Ethernet cable for data
transfer and power supply for powering the device. In this case implementing
the device can take much more money for cabling than other authors’ systems.
Ethernet can be used for both purposes like in proposed system. In [13] and [25]
used technologies for additional checking that makes correctness of students’ data,

higher than other systems.
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Author(s) Main Specifications

Hasanein et al. | Student’s information displayed in screen and web-
[12] based application.

Ching et al. 7] Student must put ID card into slot; the system is in-
stalled in the classroom near the teacher’s table to
watch.

Ishan et al. [13] Non-biometric verification that uses W-H fusion func-
tion for additional checking to control correctness of
data. Uses MQTT protocol to send data.

Tarun et al. [26] | Camera is also used for capturing image in classroom;
used image comparison algorithm to count number of
attendecs.

Ping et al. [24] Used Node MCU microcontroller for fast wircless con-
nection. :

Guixin et al. [11] | Basic information including name, age, course name,
venue, etc. are stored in RFIC card.

Asim et al. [5] Display result on both University TV panels and web-
based application.

Joseph et al. [15] | All information is stored in additional memory for
checking whether tagged ID exist or not.

Proposed System | Ethernet cable is used for both data transportation and
powering.

Table 6.3: Comparison of RFID-based systems of previous authors by commenting
their main specifications

In addition, IoT systems should have more functionalities to use for user’s
aims. The proposed system compared to RFID-based attendance monitoring sys-

tems of previous authors according to criteria and metrics discussed in Hasanein
et al. [12]:

1. Does the system contain data management?

9. Does the system have functionality to track student’s location and position?
3. Does the system have service to send report‘or notification?

4. Does the system observe the achievements of students?

5. Does the system provide records and data when error appeared?

6. Does the system support information service for displaying the student’s

information on the screen?
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Table 6.4 shows comparison results according to the questions discussed above.
The letter ‘Y’ stands for ‘Yes’ meaning the system has this functionality or metrics.
Converscly, the letter ‘N’ stands for ‘No’ that the system has no such functionality.

System Functionality

Author(s) Data | Tracking | Sending | Monitor- | Mainte- | Infor-
Man- | Stu- Re- ing nance mation
age- dents ports Records | Records | Services
ment

Hasanein et | Y Y Y N Y Y

al. [12]

Ching et al. | Y N N Y N Y

7]

{shan et al. |Y N N N N Y

[13] | " |

Tarun et al. | Y N N N Y N

[26]

Ping et al Y N N Y N IN

[24]

Guixinet al. | Y N N N N N

[11]

Asim et al.|Y Y N N N Y

5

.[]Jseph etal. |Y N Y Y Y N

[15]

Proposed Y N Y Y Y N

System _

Table 6.4: Comparison of RFID-based system of previous authors by their func-

tionalities

All previous systems support data management. However, only [12] and [5] are
enable to track student’s location and position using additional technology. The
systems [12], [15], and proposed system have functionality to send notification to
students warning about absenteeism. This feature helps the students to control
their participation. 7], (24], [15], and proposed system monitor achievements of
students using records and data that gives further research in their pérformances

on lessons. [12], [26], [15], and proposed system store data in the database for

maintaining records anq data when an error ocqurred. [12], |7], [13], and 5|

support nformation service that displays the student’s information about course,

time, timetable, etc.
36



7. Conclusion

A student attendance monitoring system is designed and implemented to provide
capabilities for tracking student attendance, informing about gaps in timetable,
and manage the data to examine student’s performance on subjects. In addition,
the proposed system eases work of staff where there is no need t(') taxke absence
records using extra paper works or electronic documents. Application of IoT
technology is achieved to support the automated attendance monitoring system
for an academic sector u§ing RFID technology and IoT hardware platform. Size
of the data to be sent by network is very small that is 9 bytes per one track.
The hardware device of the system is low-costed and .uses F,thernet ca.ble for
both power and transferring data. In a result of comparison, it can. be said that
Hasanein et al. [12], Joseph et al. [15], and the propose(.i Wo.rk have most of the
syét.em functionality criteria. Primary goals for future dlrectl(?ns, the first one is
t;) develop student information service that will be di.Splayed.ln screen, the next
one is to use more than one RFID reader in a board, third goal is to extend to NFC

, that allows using NFC tags of wearable devices and gadgets, the fourth goal
Te(xder ine CoAP, MQTT, and RESTful web services for fast transportation of
lshtolz};Znan final g,oal is to extend the system by inserting additional mechanism
the aald,

to control card replacements among different students.
0
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