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THREAT FOR QKD WITH A TRANSFER OF A MODIFIED
CONDITION

Abstract. Quantum key distribution makes it possible to generate a
secret key between authenticated users. The security of the process, it is
possible to achieve, by using the states of quantum mechanics. To date, the
quantum system is in experimental states, although several commercial projects
have already been implemented. And in particular, single-photon avalanche
photo-detectors. The technical level of devices does not yet allow creating the
ideal condition for an ultra-secure system. In this article we will present the
attack method and the protocols that are able to detect these attempts.
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kook sk

AnHoTranusi. KBaHTOBOE  pacmpeneneHue  KIOYEH  MO3BOJISAET
TEHEPUPOBATh  CEKPETHBIA  KIIOY  MEKIYy  ayTeHTU(HUIIMPOBAHHBIMU
nosib30BarelsiMu. be3zomacHocTh Tmpoliecca MOXKHO —JOCTUYb, HCIOJIb3YS
COCTOSIHMSI KBAaHTOBOM MeXaHMKH. Ha cerogHsmHuNA AeHL KBAaHTOBAs CHCTEMa
HAXOJIUTCS B SKCIIEPUMEHTAILHOM COCTOSIHUM, XOTSI HECKOJIBKO KOMMEPUYECKUX
MIPOCKTOB YK€ peanu3oBaHbl. M, B YacTHOCTH, OMHO(DOTOHHBIC JIABHHHBIC
¢oronpuemMHuku. TexHHMYECKHII YpOBEHb YCTPOMCTB IOKa HE IO3BOJSET
CO3/1aTh UJICATbHBIC YCIOBUS JJIsI CBEPX3ALUIIEHHON cCUCTEMBI. B 3TOM cTaThe
MBI TIPEJICTABUM METOJ aTaKd M MPOTOKOIIbI, KOTOPBIE MOTYT OOHAPYKHUTH ATH
MTOTIBITKH.

KawueBbie ciaoBa: BB84, BB92, doronerekTopsl, 0AHOPOTOHHBIH,
KPUNITOCHCTEMA, CBepX3amuiieHHas cucrema, QKD, ¢oroanon.

skokok

Anaatna. KBaHTTBIK KUITTEP/l YJECTIPYy TYHMHYCKAJIBIFBI pacTajFaH
naiijanaHymsiap apachlHAa KYMus KT kacaiael. [IporecTi Kayimci3miri
KBaHTTBIK MEXaHUKAHbBIH KaFIalblH KOJIZJaHa OTBIPBIN KOJ JKETKi3yre Ooasbl.
Kazipri yakpITTa KBaHTTBIK Y€ SKCHEpUMEHTANbl Kyhae, Oipak OipHere
KOMMEPIIMSIIBIK koOajap ICKe achIpbUIFaH. ATam aWTkKaHma, Oip (HOoTOHABI
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KOIlKiHI (oToanmnapaT. KypbuUFbU1apAblH TEXHUKAIBIK JEHIeHl ol Jie yabTpa
Kayirci3 JKYWeHiH MIHCI3 JKaFdaiiblH »KacayFa MYMKIHAIK Oepmeiimi. by
Makaiaga Oi3 OChl OpEeKeTTepAl aHBIKTail ajaTblH Mmadybl1 oMici MeH
XaTTaMayiap/bl YChIHAMBI3.

Tyiiin ce3nep: BB84, BB92, d¢oro-gerekropnap, O6ip ¢GoToHIBL,
KPHUIITOXYHe, ynbTpa-Kayirncis xyite, QKD, ¢poro-auozm.

Introduction

The quantum world is complex from the point of view of the laws of
ordinary mechanics, since these laws are limited in the expanses of quantum
physics. One of the main limitations of these laws is the immeasurability of
quantum states. The limitations of the laws and is the main fundamental link,
which makes quantum cryptography one of the most secure systems. There are
many ways to take advantage of quantum physics in systems. One of the most
realized uses of quantum technologies is the creation of a randomly generated
secret key for encryption. There is a vulnerability of the system, due to the
imperfection of the devices used. For example, one of the fundamental
conditions for the application of quantum technologies in cryptography is the
creation of a pure single-photon source. This difficulty will have to be solved
in the future when more advanced devices appear. Today, multi-photon devices
are used, which, as the study shows, leave unauthorized access.

The quantum key distribution protocol usually means authentication, pre-
process preparation, transfer, examination of states, handling errors
(eliminating or enhancing secrecy using the compression method), analyzing
and verifying the obtained keys. The data transmitted by the system must be
absolutely protected from third parties and, if necessary, disclose the audition.
When unauthorized access to the transmitted data occurs, the system should
detect this attempt using the ratios of valid and resulting error. In other
situations, the system is considered unprotected when unauthorized access by a
third party goes unnoticed and the key is known to it. For several years,
research has been conducted in which the capabilities of quantum cryptography
have been demonstrated [1, 2].

Currently, in quantum systems, attenuated laser radiation is used as a
source of a single-photon state (which is not purely single-photon), single-
photon avalanche photo detectors (which has dark noise), efficiency (whose
properties are not rare), communication channels (fiber optic and open space),
which are subject to loss and noise. This in turn leads to the emergence of the
possibility of a photon-splitting system attack (PNS, Photon Number Splitter
attack [7]) and an attack with measurements with a certain outcome
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(Unambiguous Measurements [8, 9]). We included these factors in the analysis
of the security of protocols [6].

Unauthorized access to a key using photo-detector blinding [10] is one
of the new threats to quantum key distribution. In this threat, a third party uses
the possibility of affecting a communication channel in which it sends a
modified (falsified) state. This allows a third party to control the counts or their
absence at the receiving side, and impose their own counting, which does not
lead to an error at the recipient (receiving side). As a result, the third party
remains unnoticed and informed about the key. This new method of threat
significantly reduces the secrecy of the system. Most of the protocols, with no
additional parameters, were potentially not resistant to this threat (BB84 [3],
SARGO04 [13], Six-State QKD [14], DPS (Differential Phase Shift) [5,15],
COW (Coherent One Way) [16], E91 [17], Decoy State QKD [18].

One way to solve this problem is to create a strictly single-photon
source, which at the present time has proved difficult to implement. Until this
difficulty is resolved, the threat will always exist. To date, the search for
solutions to these problems. From the basic solutions, it is proposed to
complicate and add additional parameters to existing protocols. The proposed
solution does not solve the problem, but only complicates access by a third
party. The methods of the third party in turn become cleverer.

The best way to create an over-secure system is to create a protocol in
which security is achieved through internally-structured methods, rather than
an improvement and addition in technical terms [11].

1. Threat with photon modification.

Below we provide information about this new threat on the host device,
while not trying to look at all this in terms of technical vision, since all this is
in the articles [10, 12, 19].

The more devices are not perfect, the some ways to use these imperfections.
One of these ways to influence the receiving side:

1. On avalanche photo-detectors, there is a difference in the sensitivity of
temporal dependencies. This allows a third party to modify (falsify) the
state and blind the devices of the receiving party.

2. Using the state of the lower threshold of intensity, in order to include
only one device, in situations where the bases of the third party and the
recipient will be the same. Otherwise, everything happens without
counting.

Basically, the possibility of third-party unauthorized access arises from the

work of semiconductors (the so-called avalanche photo-detectors InGaAs:P).
A blocking voltage is applied to the avalanche photo-diode. At the moment of
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arrival of the photon, a gate voltage pulse (typical duration of the order of
several nanoseconds and an amplitude of several volts) is applied, which opens
the photo-diode. The absorption of a photon leads to the formation of an
avalanche of carriers and a voltage pulse, which is recorded.

1. The first blinding attack is based on the following property. If the
radiation intensity is increased slightly above the quasi-single-photon mode,
this will lead to an increase in the current flowing through the photo-diode at
the time of registration. Due to the fact that a photo-diode without illumination
is not active (locked), the dynamic increase in current above a certain value
will lead to an effective decrease in the bias voltage during the action of the
strobe and to lock the diode and, accordingly, decrease, up to its absence, the
avalanche current (“no click™). Thus, the photo-diode is effectively blinded.

2. The second attack is connected with the transfer of the photo-diode
from the counting mode to the linear classical photo-detection mode, when the
current is a function of the radiation intensity (usually proportional to it). If we
further increase the radiation intensity, then after blinding the photo-diode (see
paragraph 1 above) and the absence of the registration current, starting with a
certain threshold intensity value, a signal will appear again on the photo-diode
through the photodiode a current proportional to the radiation intensity will
flow [4].
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Fig.1 a) Schematic diagram of the receiving part of the fiber optic quantum
cryptography system implementing the BB84 protocol. QC - quantum canal,
Pm - phase-modulator.

b) Photo-count statistics in two detectors for different information states.

2.1.  The use of the difference in the sensitivity.

The first protocol in quantum cryptography BB84 [3] is in any way well
suited to explain the main points of opposition to the threats to which some
protocols are exposed and their strong and weak aspects [3, 10, 12, 19].
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States in basis + from quantum channel:

10.)= = (I1)+ [0)), [1.)= = (1) 2)), (1)

and in the basis of x,

10,)= = (I1+1[0)), |L)== (I1)-1[2)), )

where |1) and |2) states localized in the time windows 1 and 2. The distance
between the localized states is equal to the difference in travel along the upper
and lower arms of the unbalanced interferometer (Fig. 1)

In the process of entering the receiving device, taking into account the
selected phase, the quantum state in basis + have the form

1
|ﬂ+>_) )
Dy
1
|1+>_) e
3)
1
|D+)_> )
D,:
1
|1+>_) e
in basis of x (value =n/2)
00— & (141 +e955) v 24 3),
L= & (14 (-1 +6959) v2 £ 3)
4)

0)— =, (—14 (=1 - ¢'0a®) v 2 4 3),
D,:
L= & (14 (1 -es?)v2+3)
If the bases on the receiving and transmitting sides of the state coincide,
corresponding to 0 in both bases, they will give readings in time window 2

(Fig. 1) only in the b, detector. Accordingly, the states corresponding to 1 in
both bases will give counts only in the D1 detector [2].
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Fig. 2. An example of temporal dependences of the sensitivity of
avalanche photo-detectors (D,, D;), gating pulse (Gate) and falsified quantum
states (Fy,F).

However, the avalanche photodiodes D, and D, have different temporal
characteristics of sensitivity (Fig. 2). The threat comes down to the following.
The third party breaks the quantum communication channel (optical fiber) and
carries out measurements similar to those on the receiving side in a randomly
chosen basis.

There are two options. Immediately, we note that the third party sends
its modified state in the basis opposite to the one in which it carried out its
measurements (see details in [12, 19]).

1) With the coincidence of the bases of the third party and the
authenticated participants. (for example, “+”). Assuming that after the
analysis, the third party received a “0”, i.e. the correct result, but the third party
does not know about it until the end of the process between the sender and the
recipient, and therefore she prepares the falsified state “1” in the opposite basis
“x”, but more localized (narrow) and slightly shifted in time so that it does not
fell into the sensitivity curve of the photo-detector D; (Fig. 2). And the third
party re-sends:

1rp0= = (11e,)- 1 22,)), (5)

After passing through the interferometer and phase modulator with the phase in
the basis + (F), the states in front of the entrance to the photo-detectors are:

82



CAY xabapwwicer. 2019/3 (50). SDU bulletin

Dor = (g (i D)[25,) +3z,)),

(6)
Dii % (l1g)- (-DI2s) +35)),

The falsified state does not fall in time in the sensitivity curve of the
photo-detector D, and will not give an erroneous reading of the detector D, in
the central time window 2 (Figure 1,2). As a result, it turns out an error-free
reading in the D, detector. It does not matter that the number of counts in the
detector D, and the ratio of the false state and the correct one decrease.

I would like to mention that the error ratio is influenced not only by
device perfection and the appearance of unauthorized access, but also due to
the loss in the channel itself, which no longer depends on the technological
component of the system.

2) If there is no coincidence of the bases of the third party and the
authenticated participants. In this case, which would not be the outcome, the
probability of a chance of getting the correct result for a third party is 50%.
Given that if a third party does not apply the correct basis for the analysis, it
will spoil not only the result, but also the state itself.

2a) suppose that the third party guessed the basis of the analysis. Then
the third party re-sends the modified state in the wrong state, which remains
unnoticed in time in the sensitivity curve of the receiving device D, (formula
6). This will not result in a readout in the D, host device. And the ratio of errors
will be in the normal range.

2b) suppose that the third party did not guess the basis. The same as in
the first case, everything repeats, except that the action remains noticed and
will be shifted in time, but does not involve the rest of D,:

1 .
|0zps)= = ([1e)-1]28,)), (7
The correct state transforms the count after the sensitivity of the D

detector falls into the curve, but this does not happen because the modified
state is shifted in time. And this leads to the fact that on D,, produces a count
and errors in D,. All this is caused by the interference of the state, which
constructively extends over the different arms of the interferometer for o,, and
is extinguished on the D state, along the upper and lower arms.

And this whole process not only allows the third party to remain
unnoticed in relation to the recipient (reducing the error to a valid one), but
also in the end to intercept real information about the registered keys, which
the recipient will not suspect.
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In the real world, of course, it is difficult to carry out this threat, but it is
quite provable and feasible. When it comes to analyzing the strength limit of
any cryptographic system, it is taken into account that the third party will have
the most advanced equipment and will have an ideal condition for
implementing unauthorized interception and access to an encrypted and secure
channel.

2.2.  Threat to key with transfer from one mode to another.

This threat consists of stages in which a third party re-sends the state of the
sender (intercepted in the quantum channel). In this case, the third party after
analyzing in a random basis and increases the intensity so as to transfer the
detector to the classic mode. This thin line between the modes is retained by
the method of insufficient intensity, which is used so as not to lose the blinding
mode [10, 12, 19], [20]).

There are moments:

1. With the coincidence of third party bases and authenticated participants.
This leads to a complete constructive interference, the reason for this is to
capture the detector full intensity, and that leads to the count in time.

2. If there is no coincidence of the bases of the third party and the
authenticated participants. In this case, the detector is transferred to the
blinding mode, the cause of which is not enough intensity in time.

The intensity with which the detector exits the blinding mode registers the
signal as a linear device, and is equal to I;;, and the intensity with which the
detector is blinded (lies in the “no click” zone) is equal to Iy, (I3, <I:z,).

The intensity of the falsified state is equal to I;;.x4. The intensity in the

side time windows (see Fig. 2) does not depend on the choice of third party
bases and authenticated participants and is equal to Igyp.s/8 (see Fig. 2 and

formulas (3) - (7)). In this case, two situations are possible:
a) The intensity of Ir;.... 1s such that in the side time windows, where the

intensity does not depend on constructive or destructive interference, it is equal
t0 Irzcxea,/8. At the same time, I¢..;.4,/8 1S Obviously less than the threshold

intensity I, at which the detector works as linear, but more than the intensity
Iy, which causes the blinding effect: I5<Itzepea = <Itp. There will be no counts
in the side time windows (Fig. 1).

b) The intensity I;,.z.a in the side time windows is equal to Ir,..4/8, less
than the threshold intensity I;;, and the intensity I; causing the blinding effect:
It crea/8 <Iyde. In this case, counts in side time windows (Fig. 1) will take
place. The detector is not blinded and works as a single-photon counting mode.
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The whole point of the threat from the third party comes down to what
she is trying to guess, but at the same time minimizes the ratio of permissible
and received errors as a result of the distribution process, if attempts to guess
will be in vain, and she will reveal herself about her presence.

3. Conclusion

Many QKD protocols as already mentioned in this article are not

protected from certain threats due to imperfections of the devices used. Such
threats, which were described above, allow unauthorized access to data, and at
the same time remain unnoticed. These vulnerabilities referring to
imperfections of the device have been proven in many research studies.
Considering that a lot of effort is being made to counter the vulnerabilities of
the received devices, with the improvement and addition of additional devices,
this is not an output for quantum cryptography. Since unauthorized access can
be implemented with improved devices and capabilities in an ideal
environment with application against the vulnerability of imperfections, which
is not acceptable for this system. Indeed, in essence, quantum cryptography,
even when used in an ideal environment and with devices that provide for all
the needs of the system, must remain unattainable for unauthorized access.
The security of the entire system can be achieved only by relying on the
protocol component itself, and not on the technical limitations of a third party.
Indeed, in our time, these restrictions remain only a temporary obstacle to
unauthorized access.
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