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Abstract

In today’s world, the subject of fake news is crucial. It discusses how social media and
traditional media spread false stories or misinformation. This effort aims to use deep
learning models to increase the accuracy of fake news classification. We investigate the
utilization of bidirectional long short-term memory (BLSTM) networks and attention
processes in conjunction with encoder-decoder design to boost accuracy.
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AbcTpakT

B coBpemennoMm mMupe Tema (helKOBBIX HOBOCTeH KpaiiHe BaxkHa. OOcCyxKjaercs, Kak
COIlMaJIbHbIE Me€Jha W TpaJlUulIUOHHBIC MeEIra PacCIIPOCTPaHAIOT JIOXKHBIE MCTOPUMN WNJIN
J1e3nH(MOPMAIIIIO. JTO yCUJIME HAITPABIEHO Ha MCIIOIb30BAHNE MOJIe el IIIyOOKOro 00y IeHmst
JIJISE TOBBIIIIEHUsT TOYHOCTH Kjiaccuukaimy hefikoBbIX HOBOCTel. MbI Hcc/ie/lyeM CriernuaibHO
UCIOJIb30BAHKE JIBYHAIIPABJIEHHBIX cereil Josroil kparkocpounoii namstu (BLSTM) u
IIPOIIECCOB BHUMAHMUs B COYETAHUU C JTU3ANHOM KOJUPOBIINUKA-IEKO/IEPa /s TTOBBIIIICHUS
TOYHOCTHU.



Anmarna

Kazipri anemie KajraH KaHAJIBIKTApP Moceseci oTe MaHbI3/Ibl. Byl Mocese d1eyMeTTiK
MeJIa MeH J9CTYPJ OyKapaJsblK akiapaT KypaJdapbIHbIH KaJFaH OKHFaIapIbl HEMECe
JKaJIFaH aKIapaTThl KaJIail TapaThlLIaThIHBI JKaIIail TaaKbLIaHaabl. OChIHIall mapaJjiap/IbiH
MaKCaThl - KaJFaH KaHAJBIKTAP/Ibl KIKTEY/IH JOJINH apTThIPy YIIH TepeH OKBITY
MOJIe/IbJIEPIH KOJIIaHy. Bi3 Mo/iIikTi apTThIpy YIIH €Ki OarbITThl y3aK KbICKa Mep3iM/ii
ka xxesiepin (BLSTM) kone 3eiiin mporectepin KOITayibl-JIeKOep Ju3aiiHbIMeH Oipre
maifjiajany/ibl apHANbI 3epTTEI XKATHIPMBbI3.
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Abbreviations

LSTM -Long Short-Term Memory

BLSTM -Bidirectional Long Short-Term Memory

DL -Deep Learning

NLP -Natural Language Processing

ED -Encoder Decoder

Att -Attention.

GloVe - Global Vectors for Word Representation
GlobalMaxPoollD - Global Max Pooling 1D

Seq2Seq - Sequence to Sequence

Tf-idf - Term Frequency-Inverse Document Frequency
CBOW - Continuous Bag of Words

Skip-gram - A type of Word2Vec model that predicts context words based on a central
word

TP - True Positive

FP - False Positive

TN - True Negative

FN - False Negative

GRU - Gated Recurrent Unit

UML - Unsupervised Machine Learning
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Chapter 1

Introduction

1.1 Introduction

An increasing number of people in our digital age are concerned about fake news, often
known as misleading or purposefully incorrect information which is presented as news to
trick the reader into believing it to be true. Anticipating whether a statement, tweet, or
news item has been purposefully produced to mislead is a good way to characterize the
challenge of spotting unreal news [1].

In addition to offering speedy news delivery compared to more conventional sources
like newspapers and television, social media makes information easy to obtain and rea-
sonably priced. Several people would rather use social media for news than traditional
media sources because of these benefits. Social media is thus gradually replacing tradi-
tional news sources. Despite social media’s benefits, it’s crucial to remember that news
content on these sites isn’t necessarily reliable [2].

The fake news ecosystem depends on fundamental psychological characteristics in peo-
ple, including a) Confirmation Bias, or an impulse to believe anything that confirms ex-
isting opinions, and b) Naive Realism, or the belief that one’s perspective is the only one
that matters and that others are wrong. In recent years, concerns about fake news have
risen globally, and these worries continue to grow as individuals use social media more
and more as their primary source of news |[3].

There has been a major increase in research dedicated to detecting false news in recent
years, resulting in a significant amount of scholarly work in this area. Traditionally, stud-
ies focused on detecting fake news have mostly concentrated on two approaches (a) the
categorization of false material within a single modality, whether text or images, and (b)
the investigation of multi-modal methods that take both textual and visual components
into account. Figure 1 in the report provides a full understanding the utilization of deep
learning [4].

Fake news can be identified using a variety of information manipulation tactics. De-
ceptive content can take numerous forms: it might be entirely made up with the objective
of misleading consumers, or it can be dishonest content that adjusts facts to solve spe-
cific issues. Furthermore, phoney news might mirror trustworthy sources while being
incorrect. Other deceptive elements of fake news content include the use of improved
parts, such as misleading headlines and visuals that do not match the actual content
or the framing of misinformation within its context alongside real aspects within a false



setting[5|.

Detecting fake news automatically involves examining the accuracy of claims in news
content, which is a contemporary and crucial issue within natural language processing.
This significance arises from the substantial societal and political influence of conventional
news outlets and social media platforms. Fake news exposure can result in disillusion-
ment, disconnection, and doubt toward certain political figures. Identifying fake news
represents a significant use case for natural language processing (NLP), with far-reaching
implications for how technology can aid in verifying the truthfulness of statements while
also enlightening the general public [6].

The encoder-decoder model, with integrated networks with bidirectional long short-
term memory (BLSTM) and an Attention mechanism, is employed to distinguish news
[7]. The encoder processes textual data, capturing context using BLSTMs, while the At-
tention mechanism helps the model focus on critical information. This paper is designed
to enhance accuracy in separating fake news from genuine news, providing an effective
approach to news seperation. In the process of recognising fake news, the encoder-decoder
model is like a smart system that reads and understands news articles. It helps decide
whether a news piece is real or fake. The "encoder" part figures out the important details
in the text, considering how different parts of the text relate to each other. Then, the
"decoder" part interprets this information to decide whether the news is true or not. By
using this model, along with BLSTM networks and an Attention mechanism, we can do a
better job of telling real news from fake news pay particular focus to the tricky language
and details often found in misleading news stories.

Fake news is a term that’s used alongside other words like misinformation, disinfor-
mation, rumor, and propaganda. These words are often used in similar ways. The key
difference, however, is why people are sharing this information. For example, a rumor is
news that might be true or false, but we’re not sure when we first hear it. We might find
out later if it’s true or not [8].

1.2 Relevance

The term "fake news" describes misleading information that is promoted as reliable news.
64% of US citizens, according to the New York Times, stated that they have always
been confused by "made-up news" [9]. The development of unclear The identification of
credible news sources from information in articles from daily access media, such as blogs
and online newspapers, has become more difficult. Consequently, there is an increased
need for computational techniques that can offer insight into the legitimacy of online
material. Following the 2016 electoral process in the United States "fake news" gained
significance. Fake news was significantly biased in favor of Donald Trump throughout the
election and was widely disseminated. Since then, the study of fake news identification
has gained popularity and is of interest to all.

We have chosen this topic as our goal since it is a socially pertinent realm of research
and because figuring out how to identify true news would enable everyone to receive
knowledge appropriately. We attempt to identify the best machine learning and deep
learning model using accessible resources (datasets, literature publications) that offer
high accuracy in predicting and classifying the given combination set of real and fake
news datasets into factual and false.



1.3 Problem Statement

In recent years, the emergence of fake news on social media and other internet platforms
has raised serious concerns. Social networking is becoming increasingly popular and the
broad use of the internet have made it easier for people to transmit incorrect informa-
tion, which has increased the spread of fake news. False information can have detrimental
effects on people or organizations, as well as cause panic and other major issues. Fake
news can also undermine the authority of news sources and erode public confidence in
the media.

Our paper’s problem statement is to evaluate efficient deep-learning models for catego-
rizing false news. The deep learning algorithms used in our approach include "Encoder-
Decoder Architectures Keras Embedding, Encoder Decoder With Pretrained Embeddings
Glove", "Encoder Decoder With Pretrained Embeddings Glove GlobalMaxPoollD() and
LSTM", "Encoder Decoder With Pretrained Embeddings Glove BLSTM", and "Encoder
Decoder With Pretrained Embeddings Glove GlobalMaxPoollD() and BLSTM".

1.4 Objectives

Our paper aims to determine whether these models can reliably distinguish between au-
thentic and fraudulent news and display positive outcomes in the former. Deep learning
techniques and approaches for natural language processing are used in tandem to achieve
this.

1.5 Research questions

Detecting fake news is a significant challenge in computer-based language analysis. The
extensive utilization of social media platforms has not only made a wealth of information
easily accessible but has also accelerated the rapid dissemination of false news stories.
Consequently, the impact of fake news is growing, sometimes even spilling over into real-
world situations, posing risks to public safety. Given the enormous volume of content
available on the internet, the automation of fake news detection becomes a vital and prac-
tical problem within the domain of the processing of natural language. It is a valuable
tool for online content providers, as it significantly reduces the human resources and time
required to identify and combat the spread of fake news, safeguarding the accuracy and
integrity of online information. Given such obstacles and the urgent need for practical
answers, the following questions explore particular techniques and their possible influence
on enhancing the detection of false information.

Question 1: How does the integration of an Encoder-Decoder architecture with Bidi-
rectional Long Short-Term Memory (BLSTM) networks and an Attention mechanism
impact the accuracy of fake news classification in comparison to conventional deep learn-
ing models?

Contribution 1: The main question we’re investigating is whether our new model,
which combines the Encoder-Decoder structure with BLSTM and Attention, is better at
spotting fake news compared to regular models. We want to see if it does a better job
and provides proof that it’s a more effective way to identify fake news. This will help



improve the methods we use to detect fake news.

Question 2: Can our method effectively handle the tricky language and context often
seen in fake news, making it better at identifying fake news with higher accuracy?

Contribution 2: Our method is effective at handling the tricky language and context in
fake news. Fake news often uses tricky language and context, which makes it hard to tell
if it’s true or fake. But our method is built to identify these evaluations, so we can find
fake news more accurately. This not only helps in the fight against false information but
also paves the way for better ways to spot fake news, making information more reliable
in our digital world. This helps us do a better job of spotting fake news with higher
accuracy.

As we’re aware, computers lack the inherent ability to comprehend human languages,
and since users predominantly communicate in human language, a specific area of artifi-
cial intelligence, referred to as Natural Language Processing (NLP), has emerged to bridge
this gap. NLP empowers machines to grasp and interpret human languages effectively.
Consequently, preprocessing the data is imperative before employing machine learning
(ML) or deep learning (DL) techniques with NLP. This involves the segmentation of the
dataset into training and testing subsets (Step 2). Following this preprocessing stage,
various deep learning models such as Bidirectional LSTM (BLSTM), Encoder-Decoder,
and Attention models are constructed using the training dataset (Step 4), and their per-
formance is evaluated using the testing dataset (Step 5). Ultimately, in Step 6, news
articles are classified as either true or false.

This study examines how to tell apart real and fake news using models like Encoder-
Decoder, BLSTM, and Attention. With so much misinformation around, we need better
ways to spot the truth. The research dives into the world of fake news identification
to find a strong solution. By using advanced Encoder-Decoder models along with smart
word representations, the study employs classification methods to achieve higher accuracy
and determine the superior model. By using classification techniques, the study aims to
enhance performance in detecting fake news and identify the most effective model for this
purpose.

Our research employs classification techniques to differentiate between genuine and
misleading content. People often try to spot fake news by saying it’s either true or fake
(binary classification). But this can be tricky because sometimes news is a mix of truth
and lies. To handle this, we use two categories. For example, class 0 and class 1. We
employ these characteristics to train models across diverse datasets. Our approach under-
went evaluation using three openly accessible datasets, and its effectiveness was validated
through the assessment of four widely employed performance metrics: accuracy, preci-
sion, recall, and F-1 score.



Chapter 2

Literature Review

2.1 Literature Review

[9] The rise of fake news detection has become critical, impacting democratic processes
and public opinion. To tackle this, various machine learning models have been devel-
oped, including the "Automatic Fake News Classification Through Self-Attention (ACT)"
framework, which leverages helpful articles to assess claim credibility. It uses self-
attention on bidirectional LSTM networks to represent articles, yielding significant per-
formance improvements in real-world datasets such as Snopes and PolitiFact. These
models rely on publicly available datasets, including Snopes and PolitiFact, where claims
are categorized as true or false, and external evidence may be retrieved to enhance con-
text. These datasets are vital for training and evaluating fake news detection models,
helping distinguish between deceptive and genuine claims in today’s digital information
landscape. The research assesses model performance using various metrics like accuracy,
AUC, precision, recall, and F1 score. Control claims are correctly identified in 492 out of
1140 cases, while 2747 out of 3201 false claims are accurately detected. Using confidence
scores can help determine whether to accept or reject system decisions and may enhance
operational efficiency. Additionally, more supporting articles for a claim improve model
accuracy, increasing from 66.67% to 85.69% for claims with sufficient supporting mate-
rial.

[10] Identifying false information on social media is crucial due to the spread of neg-
ative and dishonest content. This research introduces the AC-BLSTM model, a way to
find fake news and sort it into categories. It performs better than other models, with an
accuracy of 35.1%. Prior studies have used deep learning techniques like CNN, LSTM,
and BLSTM, which achieved accuracy between 21.5% and 44.87%. These approaches
outperformed traditional methods, and using attention mechanisms improved accuracy.
While the AC-BLSTM is a step forward, there’s more to learn in identifying fake news,
like analyzing different types of data and understanding how fake news spreads using
graph networks.

[11] This research introduces a novel approach to detecting fake news by combining
text and image features, addressing the challenge of multimedia content on social media.
The model utilizes Twitter and Weibo datasets. The Twitter dataset, comprising 14,483
labeled tweets, and the Weibo dataset, a Chinese dataset with 7,531 samples in the train-
ing set and 1,996 in the test set. These datasets enable a comprehensive evaluation of



the proposed fake news detection model. On the Twitter dataset, the model attained
an accuracy of 85%, surpassing existing models by approximately 10 points. Meanwhile,
the Weibo dataset exhibited an overall accuracy of 90%, showcasing balanced F1 scores
between fake and real classes. This work contributes to early fake news detection in the
era of multimedia social media content.

[12] The research conducted within the framework of the Fake News Challenge 1 (FNC-
1) focuses on the task of fake news identification through stance detection, classifying
headlines into "discusses," "agrees," "disagrees," or "unrelated" categories concerning a
given article. The paper leverages a combination of SVM with TF-IDF cosine similar-
ity features for related /unrelated pairing and different neural network topologies built
on Long Short Term Memory Models (LSTMs) for fine-grained classification. Notable
models include the Bag of Words (BOW) Multilayer Perceptron (MLP), LSTMs, Stance
Detection with Bidirectional Conditional Encoding, and the Bilateral Multi-Perspective
Matching Model. To tackle the issue of imbalanced classes, the study splits the problem
into two subproblems: detecting related /unrelated pairs and then classifying the related
ones as "agree," "disagree," or "discuss." The SVM demonstrates strong performance in
the first subproblem, and neural networks, particularly the Bidirectional Conditionally
Encoded LSTMs with Bidirectional Global Attention, excel in the second subproblem.
These models collectively achieved a score of .8658 on the FNC-1 challenge, outperform-
ing earlier reported results.

[13] The study introduces Word2vec weighted by TF-IDF method for document rep-
resentation and classification, and the results in Table IIT shed light on its efficacy in
comparison with the TF-IDF and Word2vec methods. The experimental phase is car-
ried out using a dataset comprising 5,581 news items, including 2,878 real news and
2,703 fake news, demonstrating the algorithm’s performance. Word2vec with TF-IDF
weighting exhibits superior performance, as evidenced by the precision, recall, and F1
scores. In particular, the algorithm achieves remarkable precision rates of 95.16% and
94.65% for real and fake news, respectively, resulting in an impressive average F1 score of
92.02%. This outperforms the traditional TF-IDF and Word2vec approaches, which yield
lower precision and F1 scores. Compared to TF-IDF, Word2vec Weighted By TF-IDF
demonstrates a significant improvement in both precision and F1 score for fake news clas-
sification, underscoring its effectiveness in identifying fake news. These results underscore
the potential of the Word2vec Weighted By TF-IDF algorithm as a valuable tool in the
realm of fake news detection, making a substantial contribution to the field of document
representation and classification.

[14] In the context of text classification, this study introduces the novel BLSTM-
2DPooling framework, which incorporates bidirectional long short-term memory net-
works (BLSTM) with 2D max pooling operations for feature extraction. Additionally,
2D convolution (BLSTM-2DCNN) is integrated to enhance feature representation. The
research’s contributions include pioneering the application of 2D convolution and 2D max
pooling in natural language processing (NLP) tasks and introducing two effective mod-
els, BLSTM-2DPooling and BLSTM-2DCNN. These models are evaluated across various
text classification tasks and datasets, demonstrating superior performance. Particularly,
BLSTM-2DCNN excels in four out of six tasks, achieving impressive test accuracies,
including 52.4% and 89.5% based on categorization tasks. Comparative analysis with
existing NLP models, such as ReNN, CNN, RNTN, and others, showcases the effective-
ness of 2D operations for sentence and document modeling. The results underscore the
potential of these approaches for advancing NLP and text classification tasks.



[15] The paper presents a systematic evaluation of the proposed Category-controlled
Encoder-Decoder (CED) model. Specifically, the PHEME dataset—a collection of Twitter
chat threads connected to significant events—is used to focus on binary classification tasks
about true and fake news. Separated into subsets for testing, validation, and training,
this dataset contains 1,123 examples of both fake and true news. The CED model exhibits
higher performance across a range of criteria when thoroughly compared against baseline
techniques. CED outperforms other well-known techniques like DT-Rank (0.562), DTC
(0.581), and GAN-ED (0.781) in terms of accuracy, achieving 0.803. With values of 0.795,
0.814, and 0.788, respectively, the Precision, Recall, and F1-score metrics highlight the
model’s effectiveness even further.

[16] The authors highlight a serious problem of false news spreading on social media
and offer Unsupervised false News Detection based on the Autoencoder (UFNDA) tech-
nique as a possible solution. Remarkably, the authors used linear SVM as the classifier
and TF-IDF as the feature extraction technique to reach a 92% accuracy rate in detecting
fake news. Comparably, a method based on a CNN model for text and images produced
a 92.2% accuracy rate for identifying fake news. A Deep Convolutional Neural Network
model reached an amazing accuracy of 98.36%, whereas the use of Bi-LSTM produced a
detection accuracy of 93.1%. In addition, the study showed that pre-trained deep learn-
ing models (BERT, XLNet, and RoBERTa) outperformed conventional machine learning
models in terms of accuracy, reaching up to 98%. These findings highlight the variety of
approaches and developments in the sector and highlight how crucial accurate detection
techniques are in the fight against the problems posed by false information on social me-
dia.

[17] This review of the literature underlines the significant impact of false news in
the age of technology and shows the transition from conventional machine learning to
deep learning methods for improved detection accuracy. The impact of false informa-
tion on significant events most particularly, the 2016 U.S. presidential election highlights
how crucial it is to address this global problem. With a particular focus on benchmark
datasets such as Fake News, Twitterl5, and Liar, the review sorts through a variety of
datasets according to their modality, labels, and size. A discussion is held regarding the
significance of appropriately dividing datasets for training, validation, and test sets, typ-
ical ratios like as 60:20:20, 70:30, and 80:20 are addressed. Some accuracy results, like
the remarkable 93.50% highlight the usefulness of models and datasets in advancing the
field of false news detection research. This comprehensive summary is an invaluable tool
for comprehending the state of the field now and guiding investigations in the future.

[18] The advancement of information and communication technology has dramatically
increased internet access, affecting the dynamics of information consumption worldwide.
However, this transition has created a crucial difficulty in the widespread propagation of
fake news, as evidenced by events such as the United States political campaign. Recogniz-
ing the potential threat posed by false news to societal stability, this work investigates the
use of deep learning approaches, such as a BERT-based architecture, to detect fake news
based only on textual content. The study uses a dataset of 20,015 labeled news items,
with a focus on attributes such as titles and contents, and defends the dataset’s selection
based on its previous successful application in similar circumstances. Additionally, the
authors use the Fake News Corpus to test and refine their algorithms. The paper dis-
cusses several neural network architectures, with a focus on a Long Short-Term Memory
(LSTM)-based model, and offers impressive results, such as an LSTM model obtaining
91% accuracy and a Convolutional model achieving 93.7%. These findings highlight the



intriguing potential of deep learning in efficiently addressing the persistent problem of
fake news on the internet.

[19] A lot of study has been conducted and published on the topic of detecting false
news in other languages in recent years. Studies and models now in circulation recom-
mend using standard machine learning algorithms for the task of identifying bogus news
in foreign languages [20]. Additionally, some writers have presented BERT models [21],
citing a 98.90% accuracy rate for FakeBert. The literature offers a wide range of deep
neural network models [22]. Some studies [23|, combine convolutional neural networks
and recurrent neural networks (RNN), achieving an accuracy of 82%. Additionally, sev-
eral studies utilizing neural learning systems to detect fake news have been published [24]
[25] underscoring the intricacy of this field.

[26] Three datasets were compared in a separate study: the LIAR datasets, the dataset
compiled from actual and fake news on the Internet, and the dataset made up of both. In
that order, the research compared several traditional machine learning models, including
SVM, LR, DT, AdaBoost (AB), Naive Bayes (NB), and KNN. It did this by employing bi-
gram, lexical, sentiment, and unigram techniques, term frequency, and inverse document
frequency (TF-IDF). Some CNN models were also used to train the model, including NN,
CNN, LSTM, BLSTM, hierarchical attention network (HAN), convolutional HAN, and
character-level CLSTM. Glove embedding and character embedding were also used. As a
consequence, the best result with an accuracy of around 0.94 was obtained by NB using
n-gram (biagram TF-IDF) features.

[27] Moreover, the research showed that the CNN model performed better than the
LIAR dataset. Nonetheless, the research [28] demonstrated that, across all datasets, the
CNN model is the second-best. With 0.60 accuracy and 0.59 F'l-score, the NB model
performed the best on the LIAR dataset. The dataset Char-level C-LSTM demonstrated
the best performance for both fake and true news, with 0.95 accuracy and 0.95 F1-score.
With the merged corpus dataset, LSTM-based models performed best, with both Bi-
LSTM and C-LSTM achieving an accuracy of 0.95 and an F1-score of 0.95.

[29] A new n-gram model was created by Ahmed et al. with a focus on fraudulent
comments and fake news to detect false information automatically. Six techniques were
used to classify machine learning, and TFIDF was used to extract features: decision tree
(DT), KNN, SVM, linear support vector machine (LSVM), and KNN two methods: LR
and stochastic gradient descent (SGD). Compared to conventional methods, the outcomes
of their experiments show great promise. 90% accuracy for LSVM is the best outcome.

[30] Various news story features, such as the source and social media posts, were given
by Reis et al. To automatically identify false news, they present a novel set of features
and evaluate the predictive abilities of KNN, NB, RF, SVM, and XGBoost (XGB). XGB
is the best model, with an accuracy of 86%.

[31] The authors describe an ensemble classification model that achieves higher accu-
racy than the state-of-the-art techniques for identifying false news. The suggested method
gathers salient characteristics from datasets including fake news, which are subsequently
recognized using an ensemble model comprising three widely used machine learning mod-
els: decision tree, random forest, and extra tree classifier. They obtained testing and
training accuracies of 44.15% and 99.8% on the Liar dataset, respectively. With the
ISOT dataset, they were also able to achieve 100% training and testing accuracy.

[32] The authors automate analysis and increase accuracy by combining ML with NLP
techniques like tokenization and TF-IDF. NumPy, Pandas, matplotlib, and Scikit-learn
are used to implement classic machine learning and neural network models. NLTK To-



kenization preprocesses data from scraped articles and Kaggle. TF-IDF for machine
learning and Word2vec for neural networks are used in training, along with CNN, LSTM,
logistic regression, naive Bayes, SVM, and random forests. Strong performance is demon-
strated by the accuracy rates of 88.87% for Logistic Regression, 85.81% for Naive Bayes,
89.18% for SVM, and 99.70% for Random Forest. These results demonstrate how well
NLP and ML may be integrated for precise and effective analysis.

[33] The urgent problem of false news propagation in the digital age is addressed in
the work "Classification of Fake News by Fine-tuning Deep Bidirectional Transformers
based Language Model" by Akshay Aggarwal et al. It’s getting harder and harder to tell
the difference between fake and real news because of how quickly information is absorbed
and distributed. Because manually verifying news stories takes a lot of time and labor,
automated computational tools are required. The authors of this study suggest using Nat-
ural Language Processing to categorize news stories as authentic or fraudulent. On the
Bidirectional Encoder Representations from Transformers (BERT) language model, they
use transfer learning for this purpose. With only limited text pre-processing, the study
shows the resilience of refined BERT models, as evidenced by its astounding accuracy of
97.021% on the NewsFN dataset.



Chapter 3

Methodology

3.1 Methodology

The theories that were applied in this work are covered in this section. The subsection
contains a list of the comprehensive connected works. This prior work focused on fake
news classification and introduced the Bidirectional Long Short-Term Memory (BLSTM)
model, among other models. Furthermore, we’ll start by giving a quick overview of the
basic idea behind Bidirectional Long Short-Term Memory (BLSTM). After that, we’ll
explain the Encoder-Decoder and Attention model.

True News/ Fake

News

Author

Classification

Input Dataset

Figure 3.1 - An outline of the approach [34]

3.1.1 Encoder Decoder with Keras Embeddings

The Keras machine learning package provides a word embedding layer that is already
constructed for neural network models. Typically, input values from a neural network
model are encoded integer values. Consequently, Keras provides the Tokenizer API to get
the input ready to feed the neural network. The adaptable layer, the Embedding layer,
employs randomly initialized weights to learn how to embed each word in the training
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dataset. [35].

The encoder and decoder are the two main parts of the design. After processing the in-
put text, the encoder extracts the most important semantic properties and encodes them
into a vector representation with a defined length. At the input layer, Keras Embeddings
transform unprocessed text inputs into dense vector representations that capture the
context-specific meaning of vocabulary terms. After that, the encoded representations
are transmitted to the decoder, which produces output sequences that match categoriza-
tion labels like "true" or "fake."

ENCODER DECODER
| am good
<G0>
[ Embedding ]
how are you ?

L L L IL | L L IL 1

Figure 3.2 - Simple encoder-decoder with Keras Embedding [36]

The layers and parameters of the architecture must be configured within the Keras
deep learning framework to use the Encoder-Decoder model with Keras Embeddings.
Keras Embeddings are utilized at the input layer to convert immediate word represen-
tations into dense vector representations. The encoder is usually composed of layers of
a recurrent neural network (RNN), such as the Gated Recurrent Unit (GRU) or Long
Short-Term Memory (LSTM), which processes the input sequence and records sequential
dependencies. Similarly, the Decoder uses the encoded representations to create output
sequences using RNN layers.

3.1.2 Encoder Decoder With Pretrained Embeddings Glove

Three situations exist in which pre-trained embeddings can be used to train an encoder-
decoder architecture to classify fake news: on the encoder side, or both the encoding and
decoding components. These embeddings, which capture semantic links discovered from
extensive text collections, provide words with their first dense vector representations.

In this case, the values of the pre-trained embeddings stay stable because they are
not modified during training. The model successfully classifies news articles as true or
false, with labels 0 and 1, respectively, by utilizing the rich semantic information included
in the pre-trained embeddings. By concentrating on tuning other model parameters for
better classification performance, our technique guarantees that the model gains from the
semantic richness of the pre-trained embeddings.
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Figure 3.3 - Word embeddings in the encoder that have been pre-trained (left). Word
embeddings that have been pre-trained in the decoder (Center). The encoder and decoder
both use pre-trained word embeddings (right). [37]

3.1.3 Encoder Decoder With Pretrained Embeddings Glove Glob-
alMaxPoollD() and LSTM

In this study, we use pretrained GloVe embeddings in our Encoder-Decoder architecture,
which incorporates GlobalMaxPoollD and LSTM layers, for the classification of fake in-
formation. Transfer learning is the use of a model was trained on a huge set of general
data to improve performance on a specific task [38].

Embedding Layer
(Pretrained GloVe
Embeddings)

Pooling L
R (GlobalMaxPoollD ——  Decoder (Dense Layer) —— Output (Classification
Layer) Result)

Input data Text Processing
(News Articles) Tokenenization

Encoder (LSTM Layer)

Figure 3.4 - With pre-trained embeddings Glove GlobalMaxPool1D() and LSTM, a simple
architecture for encoder/decoder

GloVe embeddings are trained on large text corpora to capture semantic associations
between words, and these are then utilized to initialize our model’s embedding layer.
This method allows us to apply the deep semantic understanding embedded in these em-
beddings to the specific task of categorizing news stories as true or untrue.

We still use pre-trained embeddings, which is a type of transfer learning. The Encoder
processes the input sequences through an LSTM layer to capture sequential dependen-
cies and then utilizes a GlobalMaxPoollD layer to extract the most important features.
The dimensionality reduction of the LSTM output is simplified by the GlobalMaxPool1D
layer, which maintains the most important features [39].

3.1.4 BLSTM and Attention Mechanism

Attention is a method for identifying and giving words significance the detection of false
information. The most important aspect of an actual fake news detection system is the
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terminology and words used in the news, each of which has an important meaning and
relevance. Therefore, the attention mechanism which is the idea of assigning weights
based on relevant data and location embedding must be integrated into the encoder
model.

Figure 3.5 - BLSTM architecture

The LSTM network [40], has proven to be highly effective for tasks involving sequen-
tial learning, such as named entity tagging [41] and machine translation.

In essence, text classification involves working with information in a step-by-step man-
ner. However, the feature sequences acquired simultaneously from the convolutional layer
lack sequential information. BLSTM specializes in handling sequences and can addition-
ally extract contextual information extracted from the feature sequences produced by the
convolutional layer. The purpose of BLSTM is to construct word vector representations
at the text level. Given that each word contributes differently to the context’s sentiment,
it’s common to assign varying weights to words as a solution. The attention mechanism
serves to allocate distinct weights to words, enhancing our comprehension of the over-
all sentiment in the text. Consequently, the combination of BLSTM and the attention
mechanism can enhance the efficiency of text classification.

BLSTM acquires word annotations by aggregating data from both the forward and
backward directions, effectively encompassing contextual information. Within BLSTM,
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there’s the forward LSTM, responsible for processing feature sequences from Le¢y to Leygg
in the forward direction, and the backward LSTM, which processes the sequences in re-
verse, from Lcigg to Ley. To formalize this, the outputs of BLSTM can be described as
follows:

hf =LSTM(Lc,), n € [1,100] (3.1)

I; = LSTM(Le,), n € [100,1] (3.2)

The combination of the forward hidden state f?f and the backward hidden state E
yields an annotation for a particular feature sequence Lc,. These states perform word
encoding and condense all of the information related to Le, found in the entire text.

The mechanism that controls attention is to reduce the impact of non-keywords on
text sentiment by concentrating on the characteristics of keywords. It is accomplished
using a function known as softmax in conjunction with a fully integrated layer.

A single-layer neural network is used as an underlying representation of hy to process
the word annotation u; to produce uy. The following is the mathematical equation for
Uyg:

w; = tanh(why + b) (3.3)

of this case, tanh(-) is the hyperbolic tangent function, and w and b stand for the
weight and bias of the neuron, respectively. The model calculates each word’s relevance by
comparing its similarity with a word-level context vector u? Afterward, the normalized
weight u_} for every word is obtained by utilizing the softmax function. sz can be expressed
as follows:

(3.4)

In this case, M stands for the word count in the text, and exp(-) represents the number
of words in the text, and exp(-) denotes the exponential function. The word-specific
context vector @ can be interpreted as a high-level representation of the informative
words within the text. It is initially randomized and undergoes joint learning during the
training process.

Following this, weighted aggregation of the forward word annotations, determined
by the assigned weight @, is calculated to obtain the forward context representation
F,.. F, constitutes a portion of the output from the attention mechanism, which can be
represented as:

Fo= (@}« by) (3.5)

Similar to the calculation of af, the value of a; can be determined using the backward
hidden state h,. Much like F, the reverse context representation H. is a component of
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the output produced by the attention mechanism, and this can be formulated as:

He=""(abx hb) (3.6)

3.1.5 Encoder-Decoder Model

Considering a source sentence X, denoted as (x1, z,...,x;), and a corresponding target
sentence Y, simplified as (y1,y2, - .., yr), where z; and y; belong to the same vocabulary,
and [ and [’ represent the lengths of the respective sentences. Our objective is to construct
a neural network that can capture the conditional probability p(Y'|X) and subsequently
train this model to optimize and maximize the probability.

Input Text

(News Article) Here

|

Text Preprocessing
(Tokenization)

|

Word Embeddings  ——— Encoder LSTM Encoder Hidden State

Softmax/Output Layer
(Fake/Real Prediction)

Figure 3.6 - Encoder-Decoder Model

Fully Connected Layer 1 Decoder LSTM

LSTM Encoder-Decoder model is presented in Figure 1 [42]. This model employs a
one-hot representation of words in the input sequence at the input layer, which is then
converted into a 300-dimensional domain subsequent embedding layer. The incorporation
of an embedding layer can lead to a significant improvement in performance, particularly
when dealing with a large vocabulary. The word embeddings are then passed through
two LSTM layers, resulting in a vector representation of the input sequence subsequent to
processing all the words. Finally, it decodes this vector to generate the output sequence
by passing it through two LSTM layers followed by an output embedding layer.

As an illustrative example, let us consider the input sentence "Man with high intel-
ligence" as a complex sentence and the simplified sentence "a very smart man" as the
output. We represent this pair of sentences as a pair of word indices (arbitrary indices
are used here) [43]:
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[Man, with, high, intelligence] = [A, very, smart, man]
[15,27,6, 18] = [1,2,12, 15]

Output Sequence [man smart very Al
Output Layer \ J i " l | L J
T 1 i 1
Embedding (- . — - - ) - -—
Layer P oy R e
LSTM Layer : ¥ ¥ ¥ L l?ecoder

PSRy gy Sy SRSy ., iy PR

LSTM Layer T ¥ ¥ Encoder
’ X
oo e . ey s
Embedding — - _ - -’
Layer K B K B 7T7 71‘7
Input Layer k d - | l { L - J
Input Sequence [ Man with high intelligence ]

Figure 3.7 - LSTM Encoder-Decoder Model

3.1.6 Word2vec

Word2vec is now extensively utilized in both commercial and scientific contexts. The
underlying theory is that, given the idea that a word’s meaning can be deduced from its
company, it is possible to estimate a word based on its context. Word2vec can generate
a distributed word representation using two different architectures: Skip-gram (which
attempts to forecast the context words based on a central word) and continuous bag-of-
words, or CBOW (which predicts the present word by analyzing a grouping of neighboring
context words).

Input Projection Output Input Projection Output
w(t-2) wi(t-2)
wit-1) wit-1)
SUM SUM
A
> :l wi(t) w(t) E >

al
wit+1) w(t+1)
w(t+2) wit+2)

cBOW Skip-gram

Figure 3.8 - Skip-gram and CBOW are both implemented by the Word2vec algorithm.
The fundamental notion of the two training models is that a word may be used to forecast
its context (Skip-gram) or the other way around, where a current word can be predicted

using its context (CBOW). The exercise is repeated throughout the corpus, word by word
[44].
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3.1.7 Tokenization

For data preprocessing, tokenization should be done first. When a phrase, paragraph,
sentence, or even an entire text is tokenized, it efficiently divides it into smaller com-
ponents, like a single word, prefix, or term. The term tokens refers to each subgroup.
Processing a natural language requires tokenization to first identify the words that make
up a string of letters. For NLP (text data), tokenization is therefore a necessary first step.
That’s important since a quick translation of the document’s context could be achieved
by interpreting the language’s vocabulary [45].

3.1.8 Word Embedding

Compared to real news, fake news spreads six times faster on Twitter and reaches a much
larger audience. And of all the phony news out there, false political news spreads more
quickly, widely, deeply, and farther than any other kind.

walked Turk Q
urkey ’ ’
o e & |o o
Madrid Germany
)

Ankara

Moscow Japan

. Vietnam
swimming ® ® China

.‘< Toky.:
Hanoi Beijing
Male-Female Verb Tense Country-Capital

Figure 3.9 - Semantics in a suitable embedding can be encoded via position in the vector
space. The following real embedding visualizations, for instance, illustrate geometrical
relationships that represent semantic relations such as the relationship between a nation
and its capital. Your machine learning system will have the possibility to identify patterns
in this kind of meaningful area that could aid in the learning work.

Features and phrases present in fake paperwork and publications can be utilized to
identify patterns. It is possible to distinguish fake news by looking at textual elements
such as author, context, and writing style.

Nonetheless, it must first transform the input data into a numerical representation that
the model we're creating can understand before we can apply any machine learning tech-
nique to text. This is the initial point of concern. As the number of features increases, our
model’s inaccuracy increases due to the Curse of Dimensionality and other negative con-
sequences caused by high-dimensional representations of linguistic information produced
by traditional methods such as Term frequency-inverse document frequency (TF-IDF).

Using word and phrase embeddings to obtain low-dimensional, spread representations
of the data is one approach to overcoming these issues. Words and phrases are represented
as embeddings in multidimensional spaces, where words and sentences with comparable
meanings have similar embeddings. It indicates that a vector of real numbers is used to
map each word or sentence to its corresponding word or sentence [46].
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Text categorization and neural networks require input text in a vector or matrix format
for processing. Word vectors are vector representations of text, with each word having
its vector. These word vectors are known as word embeddings. Word embeddings are
trained on a large corpus, typically language or domain-specific, to capture statistical
relationships between words in the corpus. Using publically available pre-trained word
embeddings is a more viable option than training them.

3.1.9 LSTM based on feature embedding

Specialized recurrent neural networks that can learn long-term reliance are called long
short-term memory networks. Figure 3.8 depicts its structure. In our previous re-
search, we employed a special model known as "LSTM based on feature embedding."
LSTM, which stands for Long Short-Term Memory, is a clever technique that helps com-
puters understand data sequences, like text. In this model, we skillfully embedded fea-
tures to assist the computer in recognizing patterns within the data. This process enabled
us to gain a deeper understanding and classify the news articles. We explored different
variations of this model, including Static Embeddings and Dynamic Embeddings, as well
as other models like LSTM and B-LSTM, to gauge their effectiveness in identifying fake
news.

Figure 3.10 - Data preprocessing pipeline

To do this, a model known as the Long Short-Term Memory (LSTM) model can
selectively allow information to move through the door mechanism and add or remove
data from cells. The forget gate, input gate, and output gate make up an LSTM. The
input gate determines what data should be updated to the cell state after the forget
gate determines which data should be removed from the cell state. The cell state can be
modified once these two points have been established. The output gate ultimately selects
the network’s final output [47].

The Python library Keras provided the embedding layer and dense layers that we
utilized to train the LSTM model. The embedding layer that preprocessed each word
was employed before the LSTM layer. Thus, the layers in our model are as follows: the
dense layer, the LSTM layer, and the embedding layer [48|.

3.1.10 BLSTM

The hidden vector is computed in two directions by the two LSTM layers that make up
the BLSTM model: from front to back and from rear to front. When these two layers
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are combined, the BLSTM’s output is produced. The usual feed-forward element that
other neural networks rely on is not a feature of this neural network, making it distinct.
In a BLSTM, there is no connectivity between the inner nodes. Using the contextual
information found in co-occurrence probabilities between words, the GloVe approach is
useful for assessing the surrounding context of each word. This method is akin to com-
puter vision’s transfer learning, which uses a trained model to enhance subsequent models.

Figure 3.11 - Simple BLSTM Architecture

Each layer’s inner nodes of BLSTM are not connected. By using co-occurrence prob-
abilities among words, which carry contextual information, the GloVe approach is useful
for assessing each word’s context. This method is comparable to using a pre-trained
model to enhance subsequent models in computer vision, or transfer learning. In NLP,
fine-tuning is a standard procedure when implementing a strategy on a novel job [49].

The error that can propagate backward in time and to deeper levels of a deep network
is preserved by LSTM. An obvious method for text classification and large-scale text
sequence prediction is bi-directional processing. A Bi-Directional LSTM network steps
across the input sequence simultaneously in both directions [50]. The methodology is
summarized in Table 3.1.
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3.1.11 Model Evaluation

Four metrics have been employed for the evaluation of the results. These metrics are
based on the number of True Positives (TP), False Positives (FP), True Negatives (TN),
and False Negatives (FN) in the binary classifier predictions:

Additionally, Table 3.1 provides an overview of the technique used in this thesis. It
contains text categorization methods and deep learning models.

7. Accuracy: Accuracy = 75 +§£i%\§ PN (3.7)
8. Recall: Recall = TPZ% (3.8)
9. Precision: Precision = TPT+—PFP (3.9)
10. F1 Score: F] — 2xPrecisionxRecall (3.10)

Precision+Recall
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Table 3.1 - Summary of Methodology

Model/Section

Methodology

BLSTM and Attention Mechanism

BLSTM (Bidirectional Long Short-Term
Memory) are used to construct word vector
representations at the text level. The atten-
tion mechanism assigns varying weights to
words based on relevant data and location
embedding, enhancing the efficiency of text
classification.

Encoder-Decoder Model

LSTM Encoder-Decoder model is employed
to capture conditional probability p(Y'|X) by
processing input sequences through LSTM
layers and generating output sequences.

Tokenization

Tokenization divides text into smaller com-
ponents, such as words or terms, for natural
language processing tasks.

Word Embedding

Word embeddings are used to trans-
form text data into numerical represen-
tations, overcoming high-dimensional rep-
resentations produced by traditional tech-
niques like TF-IDF'.

LSTM is based on feature embedding

LSTM model embeds features to recognize
patterns within data sequences, aiding in
classification tasks.

BLSTM

BLSTM (Bidirectional Long Short-Term
Memory) computes hidden vectors in both
directions to capture sequential dependen-
cies and contextual information. GloVe em-
beddings are utilized for context assessment.

Model Evaluation

Four metrics - Accuracy, Recall, Precision,
and F1 Score - are employed to evaluate the
performance of binary classifier predictions.

21




Chapter 4

Dataset Description

4.1 Dataset Description

In our study, we used three sets of data to explore different aspects from different reliable
news outlets identified as untrustworthy by Politifact.com, and the true news articles
were sourced from trustworthy outlets like CNN, BBC, Reuters, the New York Times,
and other reputable publications, whereas the false news articles were gathered from
online news platforms. We started using the "Fake News Dataset," which had 8019
statements. The second dataset, collected from Kaggle.com, included 20,799 articles.
The final dataset, "ISOT Fake News," contains 44898 K of confirmed articles and false
news from several trustworthy news sources, as well as those that Politifact.com has
labeled untrustworthy. The study made use of a dataset with true or false binary labels
and took into account the title, text, subject, and date that the articles were posted. The
data was preprocessed to exclude features like emotions, symbols, pictographs, maps,
flags, punctuations, HTML syntaxes, URL data, and emojis to assess the performance
of standard models. Figure 4.1 displays a chart that illustrates the quantity of false and
true news samples.

False
label

Figure 4.1 - The amount of true and false articles on news



4.1.1 Pre-processing of Data

A thorough preparation workflow was used in this study to get textual data ready for
further analysis. The raw text was first cleaned via several phases to guarantee consis-
tency and quality. Emojis, URLs, punctuation, and HTML syntax were all meticulously
eliminated using special methods that made use of regular expressions.

Tokenized Is the token 5 the token is q .
input text is a emoji? a hashtag? Stemming Tex Cleaning ‘
Preprocessed Text
Convert emoji to Convert hashtag
token to text

Figure 4.2 - Data preprocessing pipeline

Additionally, lemmatization was applied to the corpus to standardize word forms and
improve the coherence of textual representations. The processed data was then put
through TF-IDF vectorization, which is an essential step in converting the text into
numerical vectors so that quantitative analysis may be performed. Together, these pre-
processing procedures helped reduce noise and extraneous data, which made it easier to
conduct more precise and perceptive analysis throughout the study’s latter stages.

4.1.2 Data Investigation

Finding patterns and insights from both fake and real news can be accomplished by an-
alyzing and visualizing the data during the data exploration stage. We used the Python
packages Matplotlib [51] and Seaborn [52] to plot different kinds of charts.
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Figure 4.3 - Real and fake news counts by

subject.

For the real and false news samples, we first created word clouds. Every key keyword
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in the datasets was displayed in word clouds. The actual news keywords for the terms in
the title are displayed in Figure 4.3a’s word clouds, together with remarks about Trump,
the US, the Prime Minister, the State, the White House, percentage, election, stating,
plan, and China. Figure 4.4b displays the word cloud sample for fake news, which con-
sists of comments from the selections’ titles, including Trump, people, video, American,
president, country, vote, Republican, and President Obama.
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Figure 4.4 - Word clouds made up of title terms from both the false and true news samples
(a) word cloud of frequently appearing title words from authentic news samples.
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In Figure 4.5, we displayed a bar chart with numbers of different news topics. After
the dataset was cleaned, the highest counts were found in political and foreign news.
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Figure 4.5 - (b) word cloud displaying commonly appearing title words from false news
samples.

Figure 4.6a examines the characters in real and fake news content, while Figure 4.7b
investigates the words in real and fake news text. The longest character in real news is
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15000, whereas it is approximately 24000 in fake news. The longest word in text count

is around 15900, but in fake news, it is over 15000.
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Figure 4.6 - Characters in texts that include counts of fake and real news;
character counts for fake news and real news.

(b)
Words in texts
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Figure 4.7 - Words in texts that include counts of fake and real news; (b) words in texts

count for fake news and real news.

Figure 4.8 displays the average word length count for both real and fake news units.

As basic units of text analysis, unigrams contain single words that are independent
of their context. By examining the contextual relationship between adjacent keywords,
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Average word length in each text
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Figure 4.8 - The average word length in each
text

bigrams, on the other hand, provide a more nuanced perspective by representing consec-
utive pairings of words.

Using the Matplotlib [53] and Seaborn [54] Python tools, a Unigram analysis was per-
formed shown in Figure 4.9. To examine the most popular unigrams in the dataset, the
visualization was created.
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Figure 4.9 - Top Unigrams Bar Plot Figure 4.10 - Top Biagram Analysis

Additionally, word pairs adjacent to one another in the dataset were examined by
the biagram analysis. We created a graph to display the top 10 pairs that frequently
emerged like in the unigram analysis. Each pair’s frequency of appearance is displayed
on the graph by presenting the pairs on one line and the count on the other, as shown in
Figure 4.10.

4.1.3 Divide and pre-process the dataset

The datasets are read as Pandas DataFrame objects, and sci-kit-learn’s LabelEncoder is
used to encode the class labels. Next, each dataset is divided into 80-20 percent test and
training subsets. All datasets have undergone pre-processing to convert the raw texts
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into the proper format for each model, which is necessary to validate the classification
models. For this task, a Python script has been specifically written. Using the re python
package for regular expressions, texts are first cleaned of IP and URL addresses. Next,
the exam is divided into terms and sentences. After removing English stopwords, the
NLTK package is used to stem the remaining phrases.

The first Kaggle dataset includes both "Fake" and "True" news stories from 2016
to 2017. The collection contains two sorts of articles: fake and true news. This dataset
was compiled from real-world sources; the accurate articles were gathered by Reuters.com
(news website). The fake news came from several sources. Fake news items were gathered
from unreliable websites highlighted by Politifact (a fact-checking organization in the
United States) and Wikipedia.

The second dataset "ISOT Fake News" contains various articles on various themes;
however, most articles are about politics and world events. There are two CSV files in
the dataset. It included a vast collection of 44,898 articles, comprising both real and fake
news. This dataset was carefully displayed, with 21,417 articles considered truthful and
23,481 containing false information. The dataset includes the text, article title, kind,
and publication date in addition to the entire body of each article. To evaluate the
performance of traditional models utilized with pre-trained embedding models BLSTM,
along with a basic LSTM model for a neural network. More than 12,600 items from
reuters.com are contained in the first file, "True.csv." The second file, "Fake.csv," has
around 12,600 items from various sources of fake news outlets. The following details
are included in every article, the kind, date of publication, article title, and text. The
majority of the stories we collected were from 2016 to 2017, to match the false news data
gathered for kaggle.com.

Table 4.1 presents the distribution according to categories and subjects.

Table 4.1 - An analysis of the ISOT dataset

Category/Type | Number of Articles | Articles Size
Real News 21,417 -
Fake News 23,481 -
World News - 10,145
Politics News - 11,272
Government News - 1,570
Middle East - 778
US News - 783
Left News — 4,459
Politics - 6,841
News - 9,050

We conducted our tests using the third dataset, which is worldwide available in Kaggle
called the Kaggle FakeNews dataset, which contains 20800 rows x 5 columns. Additional
author-related information is included in the dataset. Politifact.com editors choose which
comments to label based on the majority of stories.
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Chapter 5

Results

5.1 Results

5.1.1 Overview of Models

The research includes five separate models: "Encoder-Decoder Architectures Keras Em-
bedding", "Encoder Decoder using pre-trained GloVe embeddings", "Encoder Decoder
With Pretrained Embeddings Glove GlobalMaxPool1D() and LSTM", "Encoder Decoder
With Pretrained Embeddings Glove BLSTM", "Encoder Decoder With Pretrained Em-
beddings Glove GlobalMaxPoollD() and BLSTM"

5.1.1.1 Model Performance Evaluation

The desired outcomes were achieved by splitting the data into an 80% training set and
a 20% testing set. Eighty percent of the data were used for training, and the remaining
twenty percent were used for testing.

5.1.1.2 Encoder-Decoder Models

When examining the accuracy, an overview of the encoder-decoder models has been
created through dataset comparison. With Glove Embeddings, the models in Dataset
1 have excellent accuracy levels and sophisticated architectures like GlobalMaxPool1D()
with LSTM or BLSTM exhibit the greatest results.

Table 5.1 - Encoder Decoder with Keras Embeddings

Dataset | Accuracy | Precision | Recall | F-score
Dataset 1 0.96 0.96 0.96 0.96
Dataset 2 0.88 0.88 0.88 0.88
Dataset 3 1.0 1.0 1.0 1.0

Figure 5.1 provides a visual comparison of encoder-decoder models for 3 datasets. With
the highest score of 0.98 for Dataset 1 and the score of 0.97 for Dataset 2, the Encoder-
Decoder with pre-trained GloVe and GlobalMaxPoollD and LSTM consistently outper-
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formed the evaluation. With scores of 1.0, every model on Dataset 3 performed flawlessly,
suggesting that this dataset was simpler to categorize. On Dataset 2, simpler models with
accuracy dropping to 0.88 and 0.77, respectively, were the Encoder-Decoder with Keras
Embeddings and pretrained GloVe.
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Figure 5.1 - Comparison of Encoder Decoder Models

In particular, models that combined LSTM with GlobalMaxPoollD() produced an
accuracy of 0.98%. The precision of the conversion from Keras embeddings to Glove
embeddings is seen in Dataset 2, where it decreases from 0.96% to 0.77%. Dataset 3
demonstrates that all models have flawless accuracy ratings, demonstrating their capacity
to capture patterns in the dataset properly. GlobalMaxPool1D() and LSTM or BLSTM
models reach an accuracy of 0.97%.

Table 5.2 - Encoder Decoder With Pretrained Embeddings Glove GlobalMaxPool1D()

and LSTM

Dataset | Accuracy | Precision | Recall | F-score
Dataset 1 0.98 0.98 0.98 0.98
Dataset 2 0.97 0.97 0.97 0.97
Dataset 3 1.0 1.0 1.0 1.0

The performance of our suggested Encoder Decoder models using Keras Embeddings
and Pretrained Embeddings is thoroughly analyzed and compared to other benchmark
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models in this section. Metrics including accuracy, precision, recall, and F-score are
considered throughout the evaluation, which is carried out across several datasets.

Table 5.3 - Encoder Decoder With Pretrained Embeddings Glove GlobalMaxPoollD()
and BLSTM

Dataset | Accuracy | Precision | Recall | F-score
Dataset 1 0.97 0.97 0.97 0.97
Dataset 2 0.97 0.97 0.97 0.97
Dataset 3 1.0 1.0 1.0 1.0

Table 5.4 - Encoder Decoder With Pretrained Embeddings Glove

Dataset | Accuracy | Precision | Recall | F-score
Dataset 1 0.97 0.97 0.97 0.97
Dataset 2 0.77 0.83 0.77 0.76
Dataset 3 1.0 1.0 1.0 1.0

Table 5.5 - Encoder Decoder With Pretrained Embeddings Glove BLSTM

Dataset | Accuracy | Precision | Recall | F-score
Dataset 1 0.91 0.92 0.91 0.91
Dataset 2 0.81 0.86 0.81 0.81
Dataset 3 1.0 1.0 1.0 1.0
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Chapter 6

Discussions

6.1 Discussions

In this field of our research, we introduce the evaluation of our models for false news
concerning the problem statement and research questions outlined in the thesis. Our
initial objective was to determine whether deep learning models, especially Encoder De-
coder models with LSTM and BLSTM and Pretrained Embedding Glove, can distinguish
between true and false news. The results showed that the models BLSTM and Attention
processes performed well in differentiating the news, showing effective classification com-
pared to other related works.

Comparing the results to other relevant works, it was clear that the BLSTM and At-
tention processes accomplished superior performance in identifying true from fake news.
It is evident from this that comprehending the nuances of language used in news items
requires making use of both forward and backward contextual information, which the
BLSTM captures.

6.1.1 Key Contributions

Investigation of advanced deep learning models, including Encoder-Decoder architectures
with BLSTM and attention mechanisms, for fake news classification.

1: GloVe embeddings that have been pretrained considerably improved the models com-
prehension of word semantic links. This was essential in recognising the small indications
that frequently set fake news apart from trustworthy sources, such sensationalist wording
or particular phrases that are more frequently used in made-up articles.

2: Evaluation of model effectiveness using widely adopted performance indicators like
accuracy, precision, recall, and the F1 score. The model’s performance was significantly
enhanced by the Attention mechanism, which assigned varying weights to words according
to their significance within the sentence. As a result, the model was able to concentrate
on more pertinent passages, which increased the accuracy of the categorization.

3: Introduction of innovative variations of deep learning models, including combina-
tions of Encoder-Decoder architectures with pre-trained GloVe embeddings, LSTM, and
BLSTM, to improve the accuracy of fake news classification. The Encoder-Decoder mod-
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els with BLSTM and Attention performed better than more conventional machine learn-
ing techniques and less complex neural network designs. This emphasises how important
deep learning techniques are for addressing difficult text categorization jobs where it’s
important to capture contextual information and sequential relationships.

6.1.2 Dataset Investigation

Three main datasets were used in this study: the ISOT Fake News dataset, the Kaggle
Fake News dataset, and an extra Kaggle dataset including news stories from 2016 to
2017. We processed and examined every dataset to ensure our classification models were
reliable and valid.

Initially, the datasets were read as Pandas DataFrame objects, and sci-kit-learn’s La-
belEncoder was used to encode the class labels. Effective data manipulation and analysis
were made possible by the datasets’ original import as Pandas DataFrame objects. Using
scikit-learn’s LabelEncoder function, class labels were encoded to help convert categorical
class labels into numerical representation, readying the data for model training.

To make it easier to evaluate the models, each dataset was split into 80—20 percent
training and testing subsets. A Python script was used to carry out extensive pre-
processing using the re-package for regular expressions. After tokenizing the texts into
terms and sentences, the software cleaned them by deleting IP and URL addresses. En-
glish stopwords were eliminated, and the NLTK software was used to apply stemming.

6.1.3 The impact on results:

The properties of these datasets had a big influence on how well our deep-learning models
worked. For example, the ISOT dataset offers a thorough testing environment for gener-
alizing models.

To improve performance with each iteration, the datasets have been tested several
times.

The effectiveness of our deep-learning models was significantly impacted by the datasets
we employed.

An extremely useful dataset was ISOT. It contained a wide range of news stories from
diverse sources covering a wide range of subjects.

This diversity enabled us to test our models under various conditions. Using these
datasets, we conducted numerous tests on our models in an effort to improve them.

Based on our understanding from analysing the datasets, we also modified the way we
handled the data and created the models.

6.1.4 Comparing the Performance of Conventional Machine Learn-
ing Algorithms

Three classical machine learning algorithms: Naive Bayes, Support Vector Machines
(SVM), and Random Forest [38] are compared to see how well our Encoder Decoder
models perform.
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6.1.4.1 Naive Bayes

We found that, in terms of accuracy, our Encoder Decoder models consistently outper-
formed Naive Bayes on all datasets. For instance, our models achieved better accuracy
levels, ranging from 88% to 100%, compared to Naive Bayes, which achieved accuracy
levels ranging from 85.81% to 89.02%. This increased accuracy shows how effective our
suggested method is.

6.1.4.2 Support Vector Machines

Comparably, our models outperform SVM on all datasets in terms of performance mea-
sures. Our models achieved equal or higher accuracies, ranging from 88% to 100%, while
SVM reached accuracy levels ranging from 89.18% to 99.70%. These outcomes highlight
the stability and effectiveness of our suggested encoder-decoder models in producing pre-
cise categorization results.

6.1.4.3 Random Forest

While Random Forest showed better accuracy overall, particularly with Dataset 3, our
models performed competitively with Datasets 1 and 2. Our models obtained similar or
higher accuracy, ranging from 88% to 100%, compared to Random Forest’s 92.88% to
99.70% accuracy levels. This shows how well our models capture complex patterns in the
data.

Table 6.1 - Results of Different Models

Model Accuracy Train (%) | Accuracy Test (%)
Naive Bayes 85.81 85.39
Support Vector Machines 89.18 89.02
Random Forest 99.70 92.88

6.1.5 Comparing Performance with Neural Network Architec-
tures

We also examined how well our models performed when compared to several neural net-
work architectures, such as the Long Short-Term Memory (LSTM), Bidirectional LSTM
(BLSTM), and Convolutional Neural Network (CNN) with GlobalMaxpooling.

Table 6.2 - Neural Networks Training Results

Model Accuracy Train (%) | Accuracy Test (%)
CNN with GlobalMaxpool 99.55 97.77
CNN with DeepNetwork 94.31 92.62
LSTM 94.10 93.59
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The accuracy of our suggested models was better than that of conventional neural
networks. The accuracy levels of the traditional designs ranged from 93.59% to 99.55%,
but our models consistently attained accuracies between 838% and 100%.

6.1.6 Comparing Other Models for the Identification of Fake
News:

6.1.6.1 BERT and LSTM

BERT and BERT + LSTM [40] performed particularly well in a recent study that used
the PolitiFact and GossipCop datasets to evaluate the models.

On PolitiFact, BERT’s accuracy was 86.25%, and on GossipCop, it was 83.00%. It
performed best on PolitiFact.

In comparison, BERT + LSTM’s accuracy was the highest of the models that were
examined; it was 88.75% on PolitiFact and 84.10% on GossipCop.

When comparing these outcomes to our models, we found that the LSTM model
and Glove GlobalMaxPool1D() produced remarkably accurate and precise answers for all
datasets, with accuracy rates of 98%, 97%, and 100% for Datasets 1, 2, and 3, respec-
tively 86.25% accuracy on PolitiFact and 83.00% accuracy on GossipCop indicate a great
performance, with PolitiFact showing exceptional strength.

Table 6.3 - Comparison of Models for PolitiFact

Model Accuracy (%) | Precision | Recall | F1 Score

BERT 86.25 0.90 0.87 0.88

BERT + LSTM 88.75 0.91 0.90 0.90
Table 6.4 - Comparison of Models for GossipCop

Model Accuracy (%) | Precision | Recall | F1 Score

BERT 83.00 0.89 0.89 0.89

BERT + LSTM 84.10 0.89 0.91 0.89

Additionally, the Glove BLSTM model showed competitive performance, with accu-
racy rates of 91%, 81%, and 100%, particularly on Dataset 3. Furthermore, across all
datasets, the Keras Embeddings model consistently produced accuracy ratings of 95%,
88%, and 100%.

These results highlight how well our suggested models perform in fake news detection
tests, indicating their potential applicability in real-world situations.

Furthermore, [41] we compare our results with those of a cited study written by Ab-
dullah Marish Ali et al. to assess how effective false news identification techniques are.
Results from the other study utilizing the ISOT dataset describe the classification accu-
racy of their model, as reported in the cited paper.

Their method consists of two stages: numerous binary classifications in the first stage,
and multi-class classification in the second step.

The model they use achieves 99.94% accuracy in the first stage for both the real and
fake news classifications, which is excellent accuracy. Furthermore, both classes’ precision
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is 99.89%, with 100% recall for fake news and 99.89% recall for real news.

The F1 score, which accounts for recall as well as precision, registers at 99.95% for
fake news and 99.94% for news that is true.

As the model moves on to the second stage of multi-class classification, it continues
to achieve 100% accuracy, precision, recall, and F1 score for the actual and fake news
classes.

For Dataset 3, on the other hand, our models regularly demonstrate perfect accuracy
on all measures. Our models specifically show outstanding recall, accuracy, precision,
and Fl-score, suggesting ideal performance in recognizing false news articles in Dataset
3.

The results mentioned below highlight the strength and effectiveness of both methods
in accurately distinguishing false information. Overall, the performance metrics between
the two sets of findings show no significant differences.

Finally, the excellent accuracy and precision attained show that our model architec-
tures and pre-processing procedures are appropriate for detecting fake news.

These results offer a strong basis for further investigation and possible practical ap-
plications in the field of classifying fake news.

Note: Encoder-Decoder with Keras Embeddings correspond to Tables in the Results
section:

37



Table 6.5 - Overview of the datasets used in this study.

Name

Source

Description

Dataset 1

Kaggle

The Kaggle dataset from 2016 to 2017 in-
cludes both "fake" and "true" news stories.
The collection covers two categories of arti-
cles: fake news and real news. The dataset
was created from real-world sources, with
genuine articles sourced from Reuters.com
(news website). Several sources reported
false information. Fake news was sourced
from untrustworthy websites, as identified by
Politifact and Wikipedia.

ISOT Fake News Dataset

Kaggle

The "ISOT Fake News" collection includes
articles on a variety of topics, with a focus
on politics and world affairs. Two csv files
in the dataset. The collection had 44,898 ar-
ticles, including both true and bogus news.
The dataset included 21,417 articles with ac-
curate information and 23,481 with incor-
rect information. The dataset contains the
text, title, kind, and publication date of each
article, as well as its whole body. This
study compares the performance of classic
models such as Static Embeddings, Dynamic
Embeddings, LSTM, BLSTM, and a simple
LSTM for neural networks. Emotions, sym-
bols, pictographs, maps, and flags were pre-
processed as features.

Fake News Dataset

Kaggle

We tested using the Kaggle FakeNews
dataset, which has 20800 rows and 5 columns
and is available worldwide. The dataset
includes additional author-related informa-
tion. Politifact.com editors select comments
to classify depending on the majority of sto-
ries.
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https://www.kaggle.com/datasets/aellatif/dataset-1/versions/1
https://www.reuters.com
https://www.kaggle.com/datasets/hruturajbabar/rue-and-fake-news/versions/1
https://www.kaggle.com/datasets/bharatmohan/fake-news
https://www.politifact.com

Table 6.6 - Performance Comparison of Different Models

Model Dataset Accuracy Train (%) | Accuracy Test (%) | Other Metrics

Naive Bayes All 85.81 85.39 -

Support Vector Machines | All 89.18 89.02 -

Random Forest All 99.70 92.88 -

CNN with GlobalMaxpool | All 99.55 97.77 -

CNN with DeepNetwork All 94.31 92.62 -

LSTM All 94.10 93.59 -

BERT PolitiFact - 86.25 Precision: 0.90, Recall: 0.87,
F1 Score: 0.88

BERT + LSTM PolitiFact - 88.75 Precision: 0.91, Recall: 0.90,
F1 Score: 0.90

BERT GossipCop - 83.00 Precision: 0.89, Recall: 0.89,
F1 Score: 0.89

BERT + LSTM GossipCop - 84.10 Precision: 0.89, Recall: 0.91,
F1 Score: 0.89

Table 6.7 - Performance Comparison of Different Models

Model Dataset Accuracy | Precision | Recall | F-score

Naive Bayes All 85.39 - - -

Support Vector Machines All 89.02 - - -

Random Forest All 92.88 - - -

CNN with GlobalMaxpool All 97.77 - - -

CNN with DeepNetwork All 92.62 - - -

LSTM All 93.59 - - -

BERT PolitiFact 86.25 0.90 0.87 0.88

BERT + LSTM PolitiFact 88.75 0.91 0.90 0.90

BERT GossipCop 83.00 0.89 0.89 0.89

BERT + LSTM GossipCop 84.10 0.89 0.91 0.89

Encoder-Decoder with Keras Embeddings Dataset 1 0.96 0.96 0.96 0.96

Encoder-Decoder with Keras Embeddings Dataset 2 0.88 0.88 0.88 0.88

Encoder-Decoder with Keras Embeddings Dataset 3 1.0 1.0 1.0 1.0

Encoder-Decoder with Pretrained Embeddings Glove Dataset 1 0.97 0.97 0.97 0.97

Encoder Decoder with Pretrained Embeddings Glove Dataset 2 0.77 0.83 0.77 0.76

Encoder-Decoder with Pretrained Embeddings Glove Dataset 3 1.0 1.0 1.0 1.0

Encoder-Decoder with Pretrained Embeddings Glove GlobalMaxPool1D() and LSTM Dataset 1 0.98 0.98 0.98 0.98

Encoder-Decoder with Pretrained Embeddings Glove GlobalMaxPool1D() and LSTM Dataset 2 0.97 0.97 0.97 0.97

Encoder-Decoder with Pretrained Embeddings Glove GlobalMaxPool1D() and LSTM Dataset 3 1.0 1.0 1.0 1.0

Encoder-Decoder with Pretrained Embeddings Glove BLSTM Dataset 1 0.91 0.92 0.91 0.91

Encoder-Decoder with Pretrained Embeddings Glove BLSTM Dataset 2 0.81 0.86 0.81 0.81

Encoder-Decoder with Pretrained Embeddings Glove BLSTM Dataset 3 1.0 1.0 1.0 1.0

Encoder-Decoder with Pretrained Embeddings Glove GlobalMaxPool1D() and BLSTM | Dataset 1 0.97 0.97 0.97 0.97

Encoder-Decoder with Pretrained Embeddings Glove GlobalMaxPool1D() and BLSTM | Dataset 2 0.97 0.97 0.97 0.97

Encoder-Decoder with Pretrained Embeddings Glove GlobalMaxPool1D() and BLSTM | Dataset 3 1.0 1.0 1.0 1.0
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Chapter 7

Conclusion

7.1 Conclusion

In this study, we examined the effectiveness of multiple advanced models, including
Encoder-Decoder, GlobalMaxPool1D, and Keras Embeddings, based on LSTM and BLSTM
architectures with pre-trained GloVe embeddings, on three benchmark datasets: ISOT
Fake News Dataset, Fake News, and Fake-News-Detection. Five significant models were
tested, each demonstrating varying levels of effectiveness. These models are Encoder-
Decoder with Keras Embeddings, Encoder-Decoder with Pretrained GloVe Embeddings,
Encoder-Decoder with Pretrained GloVe Embeddings and GlobalMaxPoollD LSTM,
Encoder-Decoder with Pretrained GloVe Embeddings BLSTM, and Encoder-Decoder
with Pretrained GloVe Embeddings and GlobalMaxPoollD BLSTM. The results high-
light the accuracy is increased when pre-trained embeddings are combined with advanced
models, particularly for challenging datasets.
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