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Abstract

In the case of quick progress in technological improvement, growing shopper
cheating, frand, the threat to private knowledge is additionally increasing daily.
ways developed earlier to confirm personal info from the crimes weren’t effective
and safe. statistics were introduced once it had been needed technology for more
practical security of personal info. recent ancient procedures like Personal identi-
fication number( PIN), keys, passwords, login ID may be forgotten, stolen, or lost.
during a biometric identification system, the user might not get any keys or trans-
fer any keys. As individuals they acknowledge one another by the physical look
and behavioral characteristics that biometric systems use natural characteristics.
like fingerprints, face recognition to differentiate between the particular user and
cheater. To progress safety in 2005, identification ways were developed govern-
ment and business sectors, however, currently it’s reached nearly all non-public
arcas like Banking, Finance, home sccurity and residential protection, healtheare,
business security, and safety, ete. Since biometric examples and templates of a
biometric system having one biometric characteristic to acknowledge and therefore
the user may be replaced and increased, the new plan of merging multiple identi-
fication technologies has referred to as multimodal bionietric recognition systems
are introduced that use two or a lot of biometric knowledge characteristics of the

person who may be known as a true user or not.



Anxpartna

TexXHOJOTISIHBIH KAPKBIHbI AAMYbI, TYTHIHYIIIIAP/BIH A TasKTBIKTAPh, aMasgKThI-
KTDIIL ocyi yKarjafbliia JKeke aKnapaTk Aerell Kayir Kyil cafibil apThil KeJ1e/1.
BypbiH KoJlaHbICTa Gojirat alicTepil 3epTTey apKblibl KbLJIMBICTAP TYPaJbl 7Ke-
Ke aKImapaTThl pacTay djiicTepi Ml JkeHe Kayimeid Gosran koK. CraTneri-
KaJlblK [lepeKTep KeKe aKnaparTTbl NPAKTHKAJLIK KOpray YIUIIH TEXHOJIONA Ka-
sKeT Gosran coH enrisiiai. A<exe colikecTeHAipy HOMIDI (PIN), kisnTTrep, naposs-
Jep, JIOTIHH CHSIKTBI COHFbI €XKeJri NpoLedypaap YMBITLUIYbI, YpJlaHybl Henece
KoraJlybl MYMKiH. BHOMETPHSUIBIK colikecTeHUipy »Kyileci ke3iHle Hailja/iaHy Uibl
emKataait KIITTepAl ajla ajMaiiibl Hemece ofapapl kibepe anmvaiiabl. Ajgangap
CUsIKThI, 0j1ap Oip-01pin ChIPTKDI Ke160Ti MCH MIHC3-KYJIBIK CPCKLICIKTCPIMCH Ta-
HILbL, 01ap OIOMETPHAJIbIK 2KYIieep Gesiriai Oip Ko/ IaHy bl MEH alasikKTbil apa-
CBIH asKLIpaTy yliin caycak izgepl, GeTTi TaHy CHAKTDBI TabUrK CHITATTaMAaJIap/b]
naigananaipl. 2005 XKbLIb! KayilCi3iKTl KaMTaMacCbi3 €Ty VIIIH YKIMET 1IeH Ou3-
HeC CeKTOPbIHIA COMKECTeHAIPY dAicTepi o3ipneni, 6ipak Kasipri kesze o OaHk,
KapaKbl, yif Kayinci3iri »KoHe yital Kopray, JeHCaysblK CaKTay, busHec Kayimeismi-
ri yKoHe T.6. cusIKThbI 6apJIbIK KOFaMJIbIK eMecC canajap/ibl KaMTBLABL. Pactay yiuin
6ip GHOMETPHSIIBIK CHIIaTTaMara He 6HOMETPUANBIK XKYHEHIH OHOMETPHSIIBIK Mbl-
casiiapbl MeH abJoHjapbHaH KeiliH, OHBI AybICTBIPYFa XKaHe Kebe#Tyre Gonapl,
aJaMHbIH OHOMETDPHAJIBIK 6imiMiHIH eKi HeMece OflaH Ja Kol CHIIaTTaMaJsIapbiH KOJI-
JaHaThIH MyJBTHMOAABbI 6UOMEeTPHSIBIK TaHy XKYHesepl Jen aTanaTbiH OipHe-
e colikecTellAlpy TeXI10JIOrHsIaphIIl 6ipiKTipyAll »Kalla XKocnapbl enrisuiai. By:

TexHOIOIUSIHbI KOJLIAHY apKblibl 013 HAKTbI KOJIAAHYLIbl HEMECE GoJIMAY bl MYM-

KiHmirid 6ine ajambI3.



AuHoTanmusd

B ciydae 6LICTPOrO mporpecca B TEXHOJIOTIIeCKOM COBepIIeHCTBOBAHNUI, PACTy-
Hero obMmaria MOKymnarteseil, MOIIEHIIMYECTBa, YTPo3a HacTILIM SUallsiM JI0M0JI-
HUTEJILHO YBEJIUYHBACTCS C Ka2K/IbIM JIHEM. Panee paspaboTaHHble C110cO0bI 110/~
TBePIKAEHHs JIHTHOH uxopMaliK O HPECTYIJIEHHAX He Ob11H 9D PEKTHBHBIMH
11 6e3onacubiMil. CTaTiicTHyecKie JaHHbIe GbIJH BBEIECHLI, KAK TOJLKO MOHAL001I-
11ach TeXHOJIOrHs! sl Gosiee MPaKTIMHOM 3aIHThI suunoft nndopmarui. [locaes-
HHe JipeBHHUE NPOLeIYPhl, TAKIE KaK NepCOHaIbHBIH HACHTHMUKALIOHHEIA HOMEp
(TTMH), ks1104u, HAPOJIH, JIOIIH, MOTYT GbITb 320bIThl, YKpaJleHbl Wil yTepsiibl. Bo
BPEMsT CHCTEMbI OHONETPHYECKON! neHTHdUKALMH MOJIL30BATE/b MOXKET HE TOJIy-
UITh KAKHC-TH00 KJTIOYI ITH 1epeaaTs HX. Kak J1104i1, OHH MPHU3HAIOT APYT Jpyra
[10 BHEIIHEMY BHAY ¥ MOBEAECHUECKIM XapaKTepPHUCTUKaM, KOTOpbIE OuoMeTpIIe-
CKIe CHCTeMBb! HCIOJIb3YIOT eCTECTBEHHBIC XapaKTePHCTUKH, TaKHe KaK OTIeYaTKH
laJibUeB, paclio3HaBaHue JULa, 4TOGbl pa3/INuaTh KOHKPETHOI'O 1I0JIb30BATeIs 1
MOILIeHHHKA. UT0OBI 0becnednThb 6esonacuocTb B 2005 roay, 6bu1n paspaboTaHsl
C110COBDBI HAeHTH(PUKAIMN B TPAaBUTEILCTBEHHOM I BII3HEC-CEKTOPaX, OJHAKO B Ha-
CTOSIIIEE BpPeMsl OH OXBATHJI NPAKTUYECKH BCE HenyBudHbIe 00J1aCTII, TaKue Kax
GAHKOBCKOe J1eJ10, (PMHAHCHI, JTOMALIHAS 6e30MacHOCTh ¥ 3AlLUTa XKWIbS, 31pa-
BooxpaHeHue, 0e3011aCHOCTD Guzneca 1 T.1. Ilocne GMOMETPHUECKUX IIPUMEPOB U
[1a6,10HBl BHOMETPUYECKOI CHCTEMbl, HMEIOLIE ofHy OHOMETPHUYECKYIO Xapak-
TepUCTHKY 14 [OATBePAKACHNS, U, CJIeJ0BATE/bHO, MOJIb30BATENL MOXKET ObITh
saMeliell 1 yBeJHyell, BBeIel HOBDLIH 11all 00 beJulIeHNsT TEXHOIOTHI MIIOXKeCTBell-
HOf MjleHTHUKALNHY, HA3BAHHBIIl MYJILTUMOAJIbHEIMU CHCTEMAMU buomeTpuye-
CKOTO PACIO3HABAHHS], KOTOPBIE JCTONB3YIOT [BE MM HECKOJIBKO XapaKTepUCTHK

6roMeTpHYeCKIX SHAHII 4esIOBeKa, KOTOPbI MOXKET ObITh U3BECTEH KaK HCTHH-

HBII1 110J1b30BATEND NN HeT.
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1. Introduction

In today’s, security is the main downside, and everyone is searching for reliable
ways to make sure safety. Previous ways that of securing our homes and things
used key and lock systems, that is kind of inefficient keys will be duplicated.
Later, the ensuring level of protection was provided by fashionable technologies
with PIN and password. Fashionable systems area unit quite effective, however,
and gain access. To attain high accuracy and depend-

they will even be hacked
ableness, identity verification technology has been introduced that uses physical or

behavioral characteristics to verify the individual. The most reason for sclecting

identity verification The technology on top of ancient identification methodology
is that traditional identification techniques area unit vulnerable security, unreli-
able and unsure. Most developed biometric systems use one biometric technology
for biometric identification and verification. These unimodal systems area unit
unable to satisfy a number of the challenges like enrollment massive population,
Later advanced identity verification technology with higher
) degree of accuracy, referred to as a multimodal biometric
t introduced. Multimodal systems area unit capable
f physical or behavioral characteristics of an indi-

high performance, etc.
performance and a higl

recognition system, area uni
of victimization two Or & lot o
vidual to put in writing, verify, and supply a call. Multimodal biometric systems
wo or a lot of identification technologies, like fingerprint systems,
I a lot of sensors and supply choices by combining re-

mization multimodal biometric systems, if one

d out identification, different systems will be

conjointly mix t
and face recognition, wit
sults from every system. Once victi

detector or the system fails to hol
o build choices. Multimodal systems are employed in varied areas,

omes for the biometric door locks to avoid stealing, hospitals to

anies and educational institutions, to form

accustomed t

for instance in b
s of patient In code comp

cipation af tervals the banks for safe and secure payment method,

register detail

positive parti

10
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1.1 Aims and Objectives

A growing range of huge companies’ entry and exit systems area unit currentl
. . : . . ) ‘ ] ‘ell ‘ }'
supported biometric. As there area unit numerous ways that of conducting bi
. o
. v Y . 1 H 1 1 - > 10-
metric verification - together with biometric authentication, fingerprints, RFID
b s

card identification - bioscience may be an advanced issuc.

Using passwords and codes for security access is pretty easy however generi
ic.

Biometric verification s

easier and additional economi

ystems not solely enhance security, however, create it’s
. ? g . S

cal to manage key functions like attending trailing
O

for payroll.
There’s simply no have to b
tric take a look at 18 activated,

e compelled to reset the passwords. Once the

bione all fingerprints, facial recognition, and bio
, -

entication area unit done - and staff area unit sensible to travel. It’
. CTts

he information and audit it consequently. As corporation

v S
row at the side of it. One major advantage of biometric
to scale. These systems area unit extremely versa

metric auth
even convenient to log t

evolve, security needs to g

t the ability
settle for extra employee’s knowledge. Managing, fitting, and

¢ verification is incredibly easy - providing technological

ginal want for intervention.

verification is tha
tile, and may simply

even analyzing biometri
rrect results with mar

and co
jectives of this research arc:

The ob

o Survey varied authentication models;

present systems and develop own authentication system that

o Analyze the
ometric identification.

uses multiple bi

1.2 The feature of the work

his project is t0 mak
face recogniti

The featurc of t o sccurc the information by using multiple
hiometric identification: on, fingerprint identification, and RFID

Arduino hardware control system. It will be low cost. Why

card reader with the
11



multiple because if there will some problems with one of the sensors to identify

the user we can use another one, also if we will use only one it is more easier to

hack it, and it will be more efficient.[2]

12



9 Literature Review

91 GQGeneral statement of the multimodal authe
n-

tication problem

The multimodal authentication task consists of several steps:

1. Get the results of the individual systems.

9 To normalize these results.

3. Perform the merger of the normalized components.

Thus, the result is obtained, which has the same form as if a unimodal autl
authenti-

cation was performed. Moreover, it ¢
of a multimodal model.[3]

The first stage is not di
ed simu

a fingerprint scann

] system.
crease the security level of authentication

’ O lltt.
(/ q

fhcult to implement, since authentication on individual
ua,

systems can be perform ltaneously. For example, you can ask the
, he user to
er and scan the retina. Further

simultaneously fix & finger ot
od within the overal

ficantly in
aracteristic of a person, but several, which cor
-

steps arc perform

This approach can signi
It uses not just one €
of faking biome

rs with greater accur
or True Positive Rate). This ' igni
) quality can signifi-

on solutions.

systems.
plicates the task

not only identify attacke
(that is, & high
lity of authenticatl

tric data. It 1s also significant that such systen
- stems
acy, but also have fewer failures for

registered uscrs
cantly improve the qua

13



2 9  Normalization Methods

The need for this part is due to the fact that when merging, usually the

a 9 -y M 1 1 c’ C |
summation (often with weights) of the results of unimodal authentication meth
ods occeurs. They are numbers that, when normalized to the [0, 1] scale, are
g [ C y X

interpreted as the probability that the user has the requested access. Thus, it is

necessary to standardize them before the merger in order to effectively carry out

the merger procedure.[4]

2.2.1 Min-Max

you to display raw estimates on the segment [0, 1]. In

This method allows
hape of the initial distribution. Min

sformation preserves the s

this casc, the tran
for the model S; they must be supplied

(S) and max (S) are the boundary values

plier of the corresponding unimodal system.[5] The formula is:

by the sup

:__j;ﬂl"i’i@’—ne 0,1].
" max(S)—m’m( , 0.1

2.2.2 Z-Score

ults in @ distribution with a mean of zero and a standard

This method res
\itial distribution are known, then this

deviation of unity. If the values of the 11
method can be used without any problems. However, if this information is not
available, then we can calculate them using the training sample, which we use to
train our model. This solution may not be optimal if outliers are present in the
ate is obtained.[6] The method is described by the

sample, since & biased esti

following expression:

_5Z mean(S)’ where mean(n) =0, std(n) = 1.
=T gd(S)
2.2.3 Tanh

. referred to s the so-called reliable statistical methods. In
scribed above, it is resistant to outliers and large dis-

t a stronger and more reliable normalization tool.[6]

contrast to the apP
Is, which makes 1

tribution tai
14



The formula is:

1 s — mean(S)
n= 5 * (tanh(OOl * std(S)

)+1)

2.2.4 Adaptive normalization

Authentication errors are caused by the fact that the true distributions and
distributions of the impostor overlap. This overlap region is described by two
characteristics: the center ¢ and the width w. The main idea of this normalization

approach is to increase the differences between these two distributions by reducing

this overlap, which will reduce the likelihood of errors.[6]

General view of all adaptive normalization methods:

nap = f(naar), where narn - Min-Max normalization result, and f display

function. There are several types of display functions for adaptive normalization,

which will be described below.

995 Two-Quadrics
It is a function whose second derivative changes sign at the point c.

1
Zanioan MMM S<C

nap =4 €
" c+ A —o)(nmm — ), nMmM>C

2.2.6 Logistic

The shape of the function graph is similar to the graph of the Two-Quadrics
e , '

function.

. s
NAD = 71 Ax e—B*nMM’
jons for A and B, the symbol dd denotes a constant, which is

he express
fn the X (often the value 0.01). It’s easy to sec that

most often chosen by

£(0) = d.

o small number

15



2.2.7 Quadric-Line-Quadric

In this case, the overlap zone remains unchanged (on the graph this can be
seen in the linear section in the center). Outside, the Two-Quadrics display func-
tion is used.|7|
( 1 w

2 ; .
C — —

2 w w
nam, (€— 5) < nyu < (c+ '2')

w w w w
(C+_2_)_|_\/(1—c——)('nMM—C——), NAM > (C-l——)
\

NAD =

2 2 2

2.3 Merge Methods

After the results of the work of individual authentication algorithms went
through the normalization process, it is necessary to combine them. There are
o number of ways to merge. The first three of the following are classic. The
latter two are more complicated due to the fact that they use the logic that some
authentication methods are more important and some less important.

Wo introduce the notation for further definitions. Let nl* - be the normalized
output of the method m(m = 1,2, ..., M) for user i(i=1,2,...,1). In this case,
M is the number of unimodal methods used in multi-modal, and I is the number

of users in the database. 8]

23.1 Simple Sum

le summation for the user of the normalized results of all authenticators.

Simp
M
m
fi = E : n;
m=1

2.3.2 Min Score

Qelects the minimum among all normalized authenticator results for this user.

: ' M
fi= man(n, ni, .. n;)

16



2.3.3 Max Score

Selects the maximum among all normalized authenticator results for this user

fi = maz(nl,nd, ..,n})

2.3.4 Matcher Weighting

This merge method is based on the use of Equal Error Rate (EER). This error
function makes an estimate of the ROC curve. We denote the EER for the m
method as e™(m =1,2,....,.M ). Then the weight for the m method is w™.

1 1

m=1 em

Wm =

Moreover, it is clear from the formula that for all m the 0 < ™ < 1 is
M = < S

true, and also that Z w™ = 1. An important point is that the higher the error

m=1

m - . . .
value €™, the lower the corresponding weight coefficient w™. Thus, more accurate

methods will contribute more to the final assessment.

The final formula is:

M
E m m
m=1

9.3.5 User Weighting

This method differs from the previous one in that we weigh the methods for

each user individually. Initially, this method of merging was more complicated
from the point of view of calculations. Later, on its basis, a scheme was proposed

that reduces the number of operations, which will be described in this section.
m

We denote the weight for the method m for user ¢ as w;".
Consider in morc detail how to calculate the required weight w;". This method
of merging takes as a basis the concept of a wolf-sheep. We designate sheep for
rs whose data can be easily faked. On the other hand, wolves denote users

use
th wolves and sheep reduce the efficiency

who easily mimic other customers. Bo

17



of the authenticati
» authenticat -0CeSS. Si
) l ation process, sice both of these groups lead
1 order to use thi e s lead to fals iti
IR — _ o false pos <
is approach for the multimodal case, it i S
; c 3, 1t 18 necessary .
ssary to in-

troduce t
luce the lambness o B
<L : OSS sy 5 . i
o 4 s metric for each pair (¢, m). It shows 1
s a sheep in the fr: - 's how mucl -
' 11 v e 1 th 1Ay 7
o o amework of the m method. When calculated e user g
a8t the , alculate
e mean and standard deviation parame ated, 1t is assumed
known. To obtain lambness, the d-prime met
> metric is

ters for i
rs for the true distribution and

(.11..;[ ].‘ ) -3 1 S ‘3
].(.) Vl (1i ill 1 2 !H Q
I \ 7 ,"3 y gll]Shabl(‘ are tll( t \,\O '.g 1 1
WY (_1\ 1-11)11 10 ;‘ ] I
CClL E\,

(4. 7 ¢ .
(ll(u.l(lt(‘(l, \\'}11('}1 ‘_j‘ll()‘\\r.;
llocl .-1‘.1 ¥ ) T
pc 1 ('L, 7]2,) thC meall alld St-alld"l,l'd
) c

true and fak /
s and fake). We denote for the user-met

; -:}‘ l .. i . oo ITJ
listribution as f; gen
denote genuine and |
» and impostor
stor, respecti
, respectively.

m
g™ for fake pul”
i,gen? r fake /u-i,mo-:'?ﬂ I'GSDE‘('ti\FGl\'

deviations of the true «

In this ¢ o
this ¢ ase, e indices gen and imp
o,
g = Hip — Hin
m__ g ’
Tip Tin
¢ n Q P AT A 1T N m
lat the smaller the value of d', the more the user is a sl

It is casy to see tl
Jves. This is due to t
listributions 1s o]‘)serv(—‘d.|8|

And finally, everything is ready

f{)l‘ S 2 l 1
SO1 23 : ] i se t
11( 1‘7() 11(. iﬂC -h.ai} ”.] hlS C'El,“ l 'a. S ['OI [N rOr
& O\’Cllﬂp @] Lhe

to calculate the weights for the user ¢

?U?i = ____.__:.l_-——-—'— * dr.”
' Zﬂf dm v
m=1" i

. for merging

with the resulting weights 1s:

The formule

M

- L 1T m
fi= E Wl % 1

m=1

of methods
authentication systems, it was show

: m
g supcrior 1n quality of work to

od even when combined with

2.4 Combination

studies of I
ion of severd
.+ the increase
this can he

1u1timod&l
] methods 1
is achiev
Ip reduce the cost of the final

[n the course of
that the usc of & combinat
unimodal systems:

tems. 1D some €ases;

top unimodal sY3
by using simple methods:
. Lt . ations where there is a constant influx of
jost suitable con
i carried out with a limited

architecture

shown 1 |

ple, ail.pol-ts), the 1l i
[f the work

exalnl
Simple Sum merging:
q labor or office), then ]

iple, &

[t was also

lew people (for

normalization and b

‘. | e best combinati
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is adaptive normalization of Quadric-Line-Quadric and merging User Weighting.
The main reason for the difference in results for the two cases is that when working
with the same users, biometric data are constantly repeated, which allows them to
be collected and accumulated into algorithms. Similar results were also obtained
in other studies. The cases described are comprehensive and describe all possible
examples of the use of authentication systems.

When solving applied problems, it is worth trying various combinations of
methods for creating multimodal systems. This is due to the fact that due to
differences in which unimodal methods are used, what equipment performs au-
thentication and how the data were collected for training a multimodal system,
the results can differ greatly from those presented in various studies. However, ag
a basic solution, it is worth trying first of all the ones described above. [6]

2.5 Facial Recognition

Facial Recognition - a practical application of the theory of pattern recognition.
the task of which is to automatically localize the face in the photograph and;
if necessary, identify the person by face. The function of identifying people in
photographs is already actively used in photo album management software.[9]

The task of identifying and recognizing faces is one of the first practical tasks
that stimulated the formation and development of the theory of recognition and

identification of objects. There are nine categories of objects that correspond to

gnostic areas and evoke visual images:
The interest in the procedures that underlie the process of recognizing and rec-

ognizing faces has always been significant, especially in connection with increasing
practical needs: security systems, verification, forensic examination, teleconfer-

ences. ete. Despite the clarity of the everyday fact that a person identifies wel]

faces of people, it’s not at all obvious how to teach computers to carry out this
procedure, including how to decode and store digital images of faces. Even less
clear are assessments of the similarity of individuals, including their integrated
processing. There are several areas of research on the problem of face recognition:

. neuropsychological models;

o nourophysiological modcls;
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e informational and procedural models;

e computer recognition models.

The problem of face recognition was considered in the early stages of computer
vision. For over 40 years, a number of companies have been actively developing
automated, and now automatic, facial recognition systems: Smith and Wesson
(ASID - Automated Suspect Identification System); ImageWare (FacelD system);
Imagis, Epic Solutions, Spillman, Miros (Trueface system); Vissage Technology
(Vissage Gallery system); Visionics (Facelt system).[10]

Face recognition technologies allow automatic search and recognition of faces

in graphic files and video stream. We have two categories to recognize human by

face:
1. Facial Verification

9. Facial Identification

2.5.1 Facial Verification

This method works by checking with other candidates whether they are same

or not. It 1s one-

or not.[11]

to-one mapping: you need to check whether this person is correct

9592 Facial Identification

method also working like previous one but not 1 to 1it’s 1 to many. It

This
pare against all image templates which stored in database to identify it.

will com

2.5.40 Facial Recognition Methods

Presently, there are four main signs of face recognition:
v s bl

1. Method of Eigenfaices;

9 Distinctive Features analysis ;

: at] : ial 1 0.
3 method of I qutomatic processing of facial images";
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4. analysis based on Neural Networks.

All these methods are characterized by the complexity of implementation also

the scope of the application.

Eigenfaces Method

It is often translated as "own face." This technology uses two-dimensional
grayscale pictures that represent the distinctive options of a face image. The
eigenface technique is usually used because of the basis for different face recogni-
tion strategies.

Combining the characteristics of one hundred-a a hundred and twenty " eigen-
face" will restore an outsized range of faces. At the time of registration, the
"eigenface" of every person is bestowed as a series of coefficients. For the ay.
thentication mode, during which the image is employed for identification. the live
example is compared with Associate in Nursing already registered example to
work out the distinction constant. The degree of distinction between the patterng
determines the very fact of identification. The eigenface technology is perfect oncea

employed in well-lit rooms, once it’s attainable to scan the face ahead.[12]

Distinctive

The "distinctive features” analysis technique is that the most generally used
identification technology. This technology is analogous to the Eigenface technique,
however is additional custom-made to dynamic the looks or facial expressiong of
an individual (smiling or displeased face). The technology of "distinctive options"
uses dozens of characteristic features of assorted areas of the face, and taking under

consideration their relative location. a personal combination of those parameters

determines the
exclusive. however dynamic enough, as a result of an individual will smile, jilting
L 1’

of his beard and hair, placed on glasses - all this will increase the complexness

of the identification procedure. Thus, as an example, once you smile, there’s
J the components of the face settled close to the mouth, that

characteristics of every individual person. The person’s face is

some displacement of

successively can cause an ana y -
ements, it's potential to unambiguously determine an individual with

logous movement of the adjacent components. Given

such displac

5 fctal 8% Since this analysis considers native areas of the
numerous 1acle

pressions.
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face, the tolerances may be up to 25° within the horizontal plane, and up to
concerning 15°within the vertical plane and need quite powerful and big-ticket

instrumentation, that consequently reduces the untold of this technique.

Neural Network

In the methodology supported the neural network, the characteristic options of
each persons - registered and verified, square measure compared for coincidence.
Neural networks use Associate in Nursing formula that establishes the correspon-
dence between the distinctive face parameters of the person being checked and
therefore the parameters of the model placed within the info, and therefore the
most potential variety of parameters is applied. because the comparison is formed,
discrepancies between the person of the person being verified and therefore the
model from the info square measure determined, then a mechanism is launched
that, exploitation acceptable weight factors, determines the degree to that the
person being checked matches the model from the info. This methodology will

inerease the standard of face identification in tough conditions.

Automatic Face Image Processing

The "automatic face image processing" technique is that the simplest tech-
nology that uses the distances and also the magnitude relation of the distances
between simply acknowledgeable points on the face, like the eyes, the top of the
so the corners of the mouth. though this technique isn’t as powerful

nose, and al
" heural network", it is used quite effectively in low lightweight

as "eigenfaces” or
conditions.[11]

2.5.4 Comparative Analysis Face Recognition Algorithms

Now ['ll show modern methods of face recognition.

Principal Component Analysis

The idea of the strategy is to represent facial pictures within the variety of

a collection (vector

(Eigenfaces). They, pel

1e most elements of the image, known as "own faces”
) of t 1

sons, have a helpful property: that the image appreciate
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every such vector incorporates a face-like form. The calculation of the most el-
ements is reduced to the calculation of the eigenvectors and eigenvalues of the
variance matrix, that is calculated from the image. The add of the principal el-
ements times corresponding eigenvectors is image reconstruction. for every face
image, its main elements area unit calculated. typically from five to two hundred
main elements area unit taken. Recognition method may be a comparison main
elements of associate unknown image with elements of all glorious pictures. It
is assumed that pictures of faces appreciate one person, grouped in clusters in
their own house. Candidates with the tiniest image area unit designated from
the information. Distance from the input (unknown) image. the strategy of own
persons needs idealised conditions for its application like uniform lighting param-
cters, neutral face expression, lack of interference like glasscs and beards. just
in case of non-compliance of those conditions, the most elements won’t mirror
interclass variations. for example, under varied lighting conditions own persons is
much not applicable, since the primary main elements principally mirror changes
in lighting, and therefore the comparison produces pictures having the same leve]
of illumination. underneath idealised conditions, accuracy recognition victimiza-
tion this methodology will reach values over 90%, that may be a excellent result.
The calculation of a collection of eigenvectors is very labor intensive. a method
is to twist pictures row and column during this kind, the image illustration is as-
sociate order of magnitude smaller size, computation and recognition is quicker,

however it’s now not potential to revive the first image.

Viola Jones Method

que is extremely effective for search objects in pictures and video

This techni
e. This detector has extraordinarily low the chance of false

sequences 11 real tim
detection of the face. the tactic works well associated detects countenance even

once observant an object underneath a slight angle, up to concerning 30°. Ac-
ecognition mistreatment this technique will reach values over 90%, that

curacy r A
perb result. At angle of inclination larger than 30°, the chance of

may be a su

detective work s0

allow a regular implemen
y angle, that greatly complicates or makes it not possible to use the

meone drops sharply. The indicated feature of the tactic doesn’t
tation to observe a person’s face, turned at associate
discretionar ' o . ,
lcorithmic rule in trendy production systems, taking into consideration their
algorithn
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growing wants.

Comparison of templates (Template Matching)

The basis of this methodology is to spotlight areas of the face within the im-
age, so compare these areas for 2 completely different pictures. every the match-
ing space will increase the live of image similarity. to match areas victimisation
straightforward algorithms like component by component comparison. The dis-
advantage of this methodology is therein it needs a great deal of resources for
cach storage sites, and for comparison. in sight of the actual fact that the best
comparison algorithmic rule, pictures ought to be shot beneath strictly estab-
lished conditions: not noticcable changes in angle, lighting, emotional expression,
etc. Recognition accuracy victimisation this methodology is concerning 80%, that

could be a sensible result.

Hopfield Neural Network

Algorithm Hopfield network learning is considerably totally different from clas-
sic learning algorithms perceptrons therein rather than in turn approaching the
required state with error calculation, all coefficients of the burden matrix ar cal-
culated one at a time formula, in one cycle, once that the network in real time
able to go. Method Limitations:

e - memorized pictures mustn’t be very similar;

e - the image mustn’t be shifted or revolved relative to its original condition

To address these shortcomings, varied modifications of the classical Hopfield ney-

ral network ar thought-about. The Hopfield network with orthogonal transforma-

tjon permits you to revive extremely correlative pictures by changing them the

initial set to the twin set vectors. Thus, a neural network is obtained, which might

store an explicit 1ange of vectors, and once applied to the input of any vector,
A1l confirm that Of the memorized ones, he's most similar. Recognition accy-

will ¢ )

racy victimisation thi

point of 100%, that 1s

automatic face recogh .
image with a collection of pictures persons from the information. System options
image wit

s methodology is over 90%, and in some cases - even on the
AN nearly wonderful result. For most fashionable systems

ition main task is that the task of examination a given face
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automatic face recogniti YRS
gy inac:fizilo? .dmm-g this case ar evaluated by deciding the possi
S e failure in recognition (errors of the primary ll" - bossE
ities for evah-latgin 12’;\1(91-1‘01‘5 of the second kind). additionally to Cerf e and
‘ : _ ‘or possibi

e gt iban aut?mtatlc face recognition system often accuqtof: Ob;»ll?ll_
erourels, ety .. C.GIO pictures caused by a mixture with advahn- 1leC live
. aplaje;‘s thegltxfiuablhty, dynamical hairstyles, etc. Considering tl-(‘(jc back-
J ' he creation of hybrid ways victimisation beneﬁtf | ll(_ 1Oll N

nts and leveling

Of.

2.5.5 Face recognition systems on the market

To date, variety of business product designed for face recogniti
oped. The algorithms employed in these product square ‘me a:zg.mtlou are devel-
fi(;;:Sa;iif}:;teliio:f: to judge that technology has blessilneg;.O mtilo tel.) a

5 ¢ subsequent systems: Visionic, Viisage and N(';' oot
. 1ros.

e Visionic's Facelt application is predicated on an area f
gorithmic prograim developed at altruist University Onea;m:e analysis al-
of Great Britain and Northern Ireland business Con.lpal e‘ nited Kingdom
into a tv anti-crime system known as Mandrake. this ze’l?tegmt(‘d PRl
criminals by video knowledge that come back from a hund‘- ;Od earches for
cameras connected in a very closed network. once a,ssociaz dind forty four

gree identity

is established, the system reports this to the safety officer. In R
J - 1N Russia, the

representative of Visionic is DanCom.

e Another leader during this space, Viisage, uses associate degree al
€ algo 1 .

| developed at the Massachusetts Institute of Technology glllthmlc

; . Dusiness

prograr
government agencies in several North American nat;i
2 10n states :
es and

firms and
variety of different countries use the Viisage system with identificati
cation card
ras,

like a driver’s license.

e metal Vision Technologies silver (Germany) offer :
ers variety of - :

merchandis
se on

the market that use face recognition technolo
) gy. These system
, ems area unit

hestowed on the Russian market by Soling.
ueFace biometric identification system uses neural networl
ses neural network tecl
ech-

@ I\/IirO-J ] : . 1— o P ry
r] 1'](] |J! (I'(j()l"@ i e SS‘S .O jts 'lf j I i

nology,
25



> ¥ -1 ! ' 3 . "
Corporation’s money withdrawal advanced and is put in in casinos and dif-

ferent recreation venues in several North American nation states

In fo‘llow, once victimisation face recognition systems as a part of customary elec-
fronic security systems, it's assumed that the person to be known is wanting
directly at the camera. Thus, the system works with a comparatively straight-
forward two-dimensional image, that considerably simplifies the algorithms anéi
reduces the intensity of the calculations. however even during this case, the pop-
ularity task continues to be not trivial, since the algorithms should take under
consideration the likelihood of fixing the amount of lighting, dynamic the expres-
sion, the presence or absence of makeup or glasses.

The responsibleness of the face recognition system abundantly depends on

many factors:

o Image quality. The likelihood of error-free operation of the system isn’ticeably
reduced if the person we have a tendency to try to spot is not wanting di

rectly at the camera or taken in poor lighting conditions.

e The connexion of the photograph recorded within the info.

e the scale of the info.

Face recognition technologies work well with customary video cameras that

t knowledge and area unit controlled by a private laptop, and need a

transmi
1 of 320x240 pixels per in. with a video stream speed of a minimum of

resolutio

3.5 frames per second. For comparison - acceptable quality for a video conference

deo stream speed of fifteen frames per second already. the next video

needs a vi
1e next resolution results in associate degree improvement within

stream speed at t!

ity of identification. once recognizing faces from an extended distance

the qual
there's a robust correlation betwee
results

The vol
exceed 10,000 1mMAgEs:

n the standard of the camera and therefore the

of identification.
e of databases victimisation customary personal computers doesn’t

[13]
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2.6 Fingerprint Verification

Fingerprints are embossed lines, the so-called papillary patterns, the structure
of which is due to the rows scallop ridges of the skin, separated by grooves
These lines form complex skin patterns (arc, loop, curl), which have the following

O

properties:

e individuality (various combination of papillary lines forming pattern draw
> aw-
ing according to their location, configuration, relative position unique in

b .

another pattern);

e rclative stability (the invariance of the external structure of the pattern

that occurs during the period of intrauterine development of a person and

persists for his whole life);
e recoverability (with superficial violation of the skin papillary lines are re-
stored as they were).

There are several fingerprint recognition algorithms. The most common is

the algorithm based on the selection of parts. Typically 30 to 40 small detajls

Each of them is characterized by its position - coordinates, type (branching, ending

or delta) and orientation.
The fingerprint standard is formed from the set of characteristics data

Physiologically, a fingerprint 1s embossed skin surface containing pores. Blood

vessels are located directly under the epidermis. Morphology The fingerprint is

closely associated with the electrical and temperature characteristics of the skin

This means that to obtain a
1etic energy in various its manifestations. Note that fingerprint scans

fingerprint image you can use not only paint, but also

electromag?
with well distinguishable p

too small, you have to use enoug
methods fingerprints, depending on the physical principles they use, are divided

into the following types:

apillary lines is not easy challenge. Since the prints are
h sophisticated methods. All existing electronic

e optical;
e capacitive;

o radio frequency;
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e pressure;
e ultrasound;

e temperature.

Next, we give an overview of cach of these specics and oxplain why Atmel was

the temperature method is selected as the most promising for the product line

FingerChip.

2.6.1 Optical method

There are currently several varicties of scanncrs designed for optical fingerprints:

1. FTIR scanners are devices that exploit the effect of disturbed total internal

roflection (Frusted Total Internal Reflection). The cffect is that when light
falls on the interface between two media, light energy divided into two parts
eflected from border, another crosses the border in the second

- oneisr
environment. The fraction of reflected energy depends on the angle falling
light flux. Starting from 2 certain value of a given angle, all light energy
flected from the interface. This phenomenon is called total internal

is re
¢ more dense optical medium (in our case finger

reflection. In case of contac
surface) with Jess dense (for example, with a prism surface) at a point full

internal reflection of a beam of light passes through this boundary. Thus

only beams of light reflected at certain points of total internal reflection, to

which there Was no papillary finger pattern applied. A special image sensor
(CMOS or CCD, depending on ¢he implementation of the scanner) is used to
capture the light image of the surface of the finger. Leading manufacturers

of such gcanners are BioLink, Digital Persona, Identix.

5 Fiber Optic Gcanners (Fiber Optic Scanners) are a fiber optic matrix in

which all the waveguides at the output are connected to the photosensors.
Sensitivity of each sensor allows you to fix the residual light, passing through

¢ the point of contact of the finger with the surface of the
e image of the entire fingerprint is formed according to the data

ach photosensor The manufacturer of fiber optic scanners is the

read from €
Elsys Consortium-
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3. Electro-Optical Scanner ‘ .
on the use of a s;;l(:; (ieztlo_OPtICaI Scanners) - the technology is b
emitting layer. When ﬁnor)e :C rO'O.PtICal polymer, which includes.a l':llséd
liglo . ¥ SuTiaee (Potenz' 11 al?phed to the scanner, heterogeneity el lt.g 1.1}
8 Vs sl T i 3 1?1 difference between the tubercles ana h Tlﬁtnc
seams, S 1 n. he glow of the layer. Thus formed fin r: L.).ws
digital form. This t“ e Se‘nsol- converts the resulting im: ‘L) 1 P

s type of scanner is manufactured by Security 1;1%(; lélto a
' st Corp.

4. Optical broachii

is zirfj;l:oa?;i Scclc:ziers (S’weep Optical Scanners) - almost. everyth;
gzl o . es, except the fact that to obtain the fi (',.)1' 1_l.ng
B just applied to the scanner, but is carried out al .
stljlp _ the reader. As you move your finger, a series ’of . NS & Uarroy
thIS‘ case, neighboring frames removed with some overl nstant photos. In
to significantly reduce the size of the used prism and tha‘p that allows you
obtain the resulting fingerprint image, apply SPCCializpdeSSOCf?:,ner itzelf. To
‘ ware. Leading

scanner manufacturer this type is Cogent Systems

Roller Scanners (Roller Style Scanners) - These devices are th
e are t
The fngerprint is captured when a finger rolls a te el
¢ Tansnar
Similar to a broach scanner, as you move fi ansparent
ngers take

its of a papillary pattern wi
with some in
lage overlay

scanners.
thin-walled roller.

snapshots of fragmel
simplest optical technology is used: there i
' Te 1S a static

source inside the transparent cylinder light, lens and imag
¢ scnsor. A
. A

ter full scrolling of a finger programmatically going to the resulting i
scanners are manufactured by Digital Personmgcllzlage
a, CASIO

When scanning, the

its imprint. Roller
Computer, ALPS Electric.
(Touchless Scanners) - in thes :

e devices the finger dpeg

6. Contactless scanners
h the surface of the scanner. A finger is j
°T 1S Just

s directly wit
e and is illuminated from below from diff
erent

not It contact
applied t0 the
sides by several
fingerprint imMage is
are manufactured by Touch
at are inherent

gcanner hol

light sources. Center hole
projected onto the CMOS camera. Scanners of this t
i £ ype

legs Sensor Technology. We note a number of
mber o

a lens is located with which the

drawbacks th in optical scanners and indicate which of t]
: hey

have already heen fixed:
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e Inability to ma -
as ¢ 1)3[ ake them compact. This problem was until
$ can be seen Ir = il recently
n from the above figures, this drawb | 1itly, but,
past. wback is a thing of the
e Optical n o il
p : Lodules are quite expensive due to the large ¥,
onen - number
ponents and complex optical system. This flaw Today it i ) Tl of com-
it is also leveled

due to a significi S
a significant reduction in the cost of image
age sensors.

e There : :
re is no effective protection against dummies

The last drawback i igu
whack is the most significant, despite the fact that
act that many mam
1_

facturers ha
: ve : .
announced the implementation of protection h
mechanisn
1S at

one or another stage of processing the scanned image

2.6.2 Capacitive Scanners

Ca])a(:'i‘ve & i t t
1T1 Sca111lels are Oday he IIIOS(; Comnlon Sen]jcondllt:tol d s
T aevices IO
Ob—

tain a fingerprint image finger. Their work is based on the effect of cl
5 ‘ it | . . » 0 C A
capacitance of the pn junction of a semiconductor in contact witl tllahglhg the
; 1 the nanpillar
ment of & semiconductor matrix. There are modPﬁdplllaLIy
1ications

crest pattern with an ele

which each semiconductor element in the matri
IX acts 1
n

late, and the finger in the role of another. By appl
: pplying a

ach sensitive an element and a protrusion-d
-depressio
n

of capacitive gcanners 11
the role of one capacitor p

finger to the sensor between €
of the papillal-y pattern forms a container, the value of which is det
etermined b
’ Yy

the digtance between the embossed surface of the finger sl e Bl
ok z . en:-l . :

ese capacities 18 converted to a fingerprint Image. The lead(lfllt_ The
ading man-

matrix of th
pe are Infineon, STMicroelectronics, Veridi
, Veridicom

¢ gcanners of this ty

ufacturers 0
tage of the capacitive me

The disadval

dummies.

thod is the same ineffective protection f
rom

2.6.3 RF—Field Scanners

RF-Field Geanners - t

ature antenna.

] and directs 1t onl the scanned S
f the matrix takes reflected from papillary signal patt
wtern. The

inlature antenna EMF depen
ds on the pr
presence or
)

liese scanners use a matrix of
elements, each of which

The radio frequency module generates a |
C oOw-

)

works as

intensity signé
sensitive clements 0
in each m

magnitude induced
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absence of a ridge near it papillary pattern. The stress matrix obtained in this
way is transformed into a digital image of a fingerprint. Since the method is based
on the physiological properties of the skin, it is difficult to fool. Imitation of a
finger. The disadvantages of the method include the need for high-quality contact
between the finger and the transmitter, which can be quite hot. A well-known

manufacturer of RF scanners is Authentec company.

2.6.4 Pressure Scanners

Pressure Scanners in their design use a matrix of piezoelectric elements that are
sensitive to pressure. When applying a finger to the scanning surface, the crested
protrusions of the papillary pattern exert pressure by a subset of the elements of
the matrix. The hollows of the skin pattern do not exert any prossure. Thus. the
totality of the voltages obtained from the piezoelectric elements is converted into

a fingerprint 1mage. This method has a number of disadvantages:

o low sensitivity;

e ineffective protection from dummies;

to damage due to excessive efforts.

anufactured by BMF.

o susceptibility

Pressure SGl]SitiVe scaniers are 1

2 6.5 Ultrasonic Scanners

Ultrasonic Scanners scal the surface of a finger with ultrasonic waves. Djs.
tances between wave Source and scallop ridges and hollows of the papillary pattern
are measured by the echo reflected from them. Received image quality tenfold

better than any other method on the biometric market. In addition, this method
is almost completely protected from dummies, because it allows in addition to the
¢ finger pattern to receive information about some other character-

papillary prin
istics (for example, about the pulse).

The main disadvantage of ultrasoun
of this type 11 | and semiconductor scanners. The leading

¢ of this t¥1

d The method is the high price of scanners
) comparison with optica

mamifacture e of scanner 18 Ultra-Scan Corporation.
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2.6.6 Thermal Scanners

Thermal S -
» canners - :
te ] anners - in such devices sensors are used, which consist of
ric elements tl . . sist of pyr
It W imis 1606 YL 45 record the temperature differen d o
age. hen a i . ’ nce and convert i
pplying a finger to the scanner,temperature of papill S
apillary protr
. ru-
n and . :
air temperature in depressions
b]

VO
ol : .
ions touching pyroelectric elements patter

a temperatur 1 i hoer i
perature map 18 built finger surface, which later converted to digital
' o digital ima
ge.

The temperatur
 temperature method has many advantages These includ
: e:

e high resistance to electrostatic discharge;

o steady work in a wide temperature range;

o cffective protection against dummies.

The disadvantages of this method include the fact that the image qui
fLI)Pe&I‘S. When applying a finger at the first moment, the temperafurqmcl1'Ckly g
is significant and the signal level, respectively, is high. After a shor: t'lﬁerence
fa second), the image disappears because the finger l:rii (SI:SS
erature equilibrium. It is this the feature was used by Atl:]_

mel

ogy, which 1s reflected in FingerChip microchj
lips.

than one tenth ©

sor come to temp
nning technol

in temperature sca
eading manufacturer of th

Today Atmel is a ] ermal scanners.

Technology

FingerChip Technology Uses Temperature Imaging Method in combinat;

with lingering scanning, which is used in optical lingering scanners disc:uslor1
Lingering the method can significantly reduce size of the sensitive -
h equal to the resulting print, and in length - only alpa‘
To get an image, you just need to drag your finger aloeW
Note that in combination with the temperattzi

9 6.7 FingerChip

above.
trix and make 1t in widt
ons of & millimeter.
he reader.
obtaining fingerprin
qmall size and low cost of the matrix, com-

fracti
a narrow strip of t
this method of

1] image lifetime.

n against dummies, &
1

ks of Atmel’s temperature scanning

ts leaves no residue after scanning

method,

due to the sma
offective protectio
are

hined with s well as reliable operation over

a wide tem

perature range, the hallmar

technology:
Atmel currently releases three Reader types:
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o AT77C102B;
o AT77C104B;

e ATT77CI105A.

heir main technical char 18t1 i S 1
[he 1aracteristics are pre ented i c C F
s Il tl] - tab[ 3 - .
. The mecer-

mm of a data reading and conversion circuit. Imprint finger is read in the vertjca)
‘ ‘ertica

movement of the finger attached to the matrix.
Clock frequency can be set programmatically up to 2 MHz, providing receivi
= eceivin
up to 1780 frames per second, which is sufficient even with fast finger movem %
. ‘emen

along the sensor. Resultant the imprint is collected from a series of frames usi
' 28 Using

software providing Atmel.
The work cycle for each frame is as follows:

1. A column of 280 + 1 pixels is selected in the matrix. Columns are selected

sequentially from left to right with a cyclic return to the beginning. Afte
g er

a reset, the output starts from the leftmost column.

9. Bach pixel in a column sends its own temperature value as analog signa] t
signal to

the line of amplifiers.

3 Two rows are selected at the same time. (even and odd). Amplified siona]s
. . & b =

they are fed to A-bit analog-to-digital converters (ADCs). The obtained

analog values can also be used as output (not shown in the diagram),

lents are stored in a shift register and sent in paralle]

4 Two 4-bit digital cquiva
llel outputs De 0-3 (even line) and Do (-3

with one byte through the para

(odd line).
eading function all three devices, model AT77S104V

addition to the inherent r

In
\al options navigation (similar to the touch screen)

and AT77S105A have additior
and emulation of @ keystroke, which a
irions Gases pmvides an opportunity to optimally choose the method of installing

vice under ¢

llows them to be controlled. The presence of

] nt.
the sensor in the de levelopme
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2.7 Radio Frequency Identification

RFID is a method of automatically identifying objects in which d
so-called transponders or RFID tags are L — i a,ta, St(?red in
Any RFID system consists of a reader (reader, reader or ifts O?Iadm gl
transponder (aka RFID tag, sometimes the term RFID tag is al Sen oga(;cor) and a,
By reading range, RFID systems canl be divided into Systerﬁs-C) U

e near identification (reading is carried out at a distance of up to 20 cm)
’ cm);

e medium range identification (from 20 cm to 5 m);

e distant identification (from 5 m to 300 m)

Most RFID tags have two parts. The first is an integrated circuit (IC) f
or stor-

ing and processing information, modulating and demodulating a radio f
requency

(RF) signal and some other functions. The second is an antenna for receivi
61V1ng and

transmitting a signal.
With the introduction of RFID ta
le, consumers who do not have readers may not al
ways

re attached to the product at the stage of product;
. i
Although during the sale, as a rule, such t -
) ags

gs in everyday life, a number of problen
"1NS

are associated. For examp

be able to detect tags that 2
and get rid of them.

and packaging,
ery fact of their presence causes CONCErn among human rig}
rignts

are destroyed, the Vv
and religious Organizations.

Already knowi RFID app
management systems, Jong-distance identification systems and payment syste |
s

g additional popularity with the development of Internet services

lications (contactless cards in access control and
an

are gainin

FID tag classification

to organize RFID tags and systems:

2.7.1 R

There are several ways

e By operating frequency

e By powel source
e By memory type

e By execution
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2.7.2 By power source

According to the type of power supply, RFID tags are divided into:
e Passive
e Active

e Semi-passive

2.7.3 By type of memory used
According to the type of memory used, RFID tags are divided into:

e RO (Read Only) - data is recorded only once, immediately at the time
of manufacture. Such tags are for identification purposes only. No new
information can be recorded in them, and it is almost impossible to fake.

e WORM (Write Once Read Many) - besides a unique identifier, such labels
contain a block of write-once memory, which can be read many times in the

future.
e RW (Eng. Read and Write) - such labels contain an identifier and & memory

block for reading / writing information. The data in them can he OVerwrit-

ten many times.

2.7.4 Benefits of RFID

e Ability to rewrite. These RFID tags can be overwritten and supplemented
many times, while the data on the barcode cannot be changed - they are

written right away when printed.
No need for line of sight. An RFID reader does not require the direct
visibility of a tag to read its data. The relative orientation of the -

and the reader often does not play a role. Tags can be read through the
packaging, which makes their hidden placement possible. To read the data,
it is enough for the tag to get into the registration zone at least for a while,
moving, including at a fairly high speed. In contrast, a barcode reader

always needs the line of sight of a barcode to read it.
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Longer reading distance. An RFID tag can be read at a much greater
distance than a barcode. Depending on the model of the tag and the reader,
the reading radius can be up to several hundred meters. At the same time,

such distances are not always required.

More data storage. An RFID tag can store significantly more information

than a barcode.

Support for reading multiple tags. Industrial readers can simultaneously
read multiple (over a thousand) RFID tags per second using the so-called
anti-collision function. A barcode reader can only scan one barcode at a

time.

Reading tag data at any location. In order to ensure automatic reading
of the barcode, the standards committees (including EAN International)
have developed rules for placing bar codes on commodity and transport
packaging. Radio frequency tags do not apply to these requirements. The

only condition is the location of the tag in the reader’s coverage area.

Resistant t0 environmental influences. There are RFID tags with increased

strength and resistance to harsh environments, and the barcode is easily
damaged (for example, moisture or pollution). In those applications where
the same object can be used an unlimited number of times (for example, in
dentification of containers or returnable containers), the radio frequency
f identification, since it does not need to

the
tag is a more acceptable means o
be placed on the outside of the package. Passive RFID tags have an almost

unlimited lifetime.

Multipurpose use. An RFID tag can be used to perform other tasks than

the data carrier function. The barcode is not programmable and is only a

means of storing data.

rity. The unique immutable identifier number assigned to the label

High secu
Juring production guarantees a high degree of protection of labels against

y. Also, the data on the tag can be encrypted. The RF tag has

forger
t data write and read operations, as well as

the ability to password protec

36



encrypt their transmission. In one tag, you can simultaneously store open

and closed data.

2.7.5 Disadvantages of RFID

The performance of the label is lost with partial mechanical damage.

The cost of the system is higher than the cost of a barcode based accounting

system.

Ease of self~manufacturing. The barcode can be printed on any printer.
Exposure to interference in the form of electromagnetic fields.

Distrust of users, the possibility of using it to collect information about
people.
The established technical base for reading barcodes significantly exceeds the

volume of RFID-based solutions.

Insufficient openness of the developed standards.
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‘3. Instruments and Technolo-
oles

The project is going to be done by using Arduino hardware and some sens
Ors

for recognizing the biometrics of humans.

31 Arduino Technologies

Figure 3.1: An Image of an Raspberry Pi 3B

Arduino is a brand of hardware and software for building automation and
an

ystems aimed at non-professional users.

I*ObOt.lCS S
ne with the Python programming language for

The software part will be do
writing programs, compiling them, and programming hardware. The hardware i
] ‘ i 1S
printed cireuit boards. The completely open system architecture

a set of mounted
lement the Arduino product line.

allows you to freely copy or comp

One of the platforms is & compu
later it will gain wider application and fame. Developed by the British company

perry Pl Foundation, led by Eben Upton. To date, more than 30 million

e been sold.

ter system for teaching computer science, but
)

Rasp
Raspberry P devices hav
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Most models of Raspberry Pi single-board computers are distributed fully
‘assembled on a four-layer printed circuit board about the size of a bank card
(models A and A +, Zero and Zero W are executed in different form factors).
' The standard package includes only the mini-computer itself. The housing, power

- supply and memory card must be ordered separately.

Technical details

The Raspberry Pi mini-computer was produced or is available in the following
versions: “A”, “A +”, “B”, “B +", “2B", “Zero”, “Zero W”, “3B”, “3B 17 « 3A 4
"and" 4B ". The first four models “A”, “A +”, “B” and “B +” are equipped with an
ARM11 processor Broadcom BCM2835 with a clock frequency of 700 MHz and
a 256 MB RAM module (“A”, “A +7) and 512 MB (“B”, “B +”) placed using the
“package-on-packageruen” technology directly on the processor. The 2B mode] is
equipped with a processor with 4 Cortex-A7 cores with a frequency of 900 MHz
and a 1 GB RAM. The Zero and Zero W models were also released on the basis of
ARM11, but with a frequency of 1 GHz, but the RAM was only 512 MB. Versions
of the mini-computer “3B”, “3B +" and “3A +” equipped, like the earlier mode]
“9B”, a 4-core Cortex-Ab3 processor (ARM v8), with a processor frequency of 1.2
GHz, “3B” and 1.4 GHz for “3B +” and “3A +”, with 1 GB of RAM for “3B” and
“3B +” and 512 MB for “3A +”. Compared to previous versions, the 4B model has
become more advanced, having received the new BCM2711 SoC with 4 cores, an
ARM Cortex-A72 processor at a frequency of 1.5 GHz. The Raspberry Pi “4B”
has become available in 3 versions with 1, 2 or 4 GB of RAM of your choice.

Model “A” is equipped with one USB 2.0 port, model “B” - two, and models
“B 4" “2B”, “3B”, “3B +”, “4B” - four, while “4B” has four two USB ports are
in USB 3.0 format. Also in the models “B”, “B +", “2B”, “3B”, “3B +" and ‘4R”
there is an Ethernet port. The Zero W, 3B, 3B +, and 4B models support Wi-
Fi and Bluetooth. In addition to the main core, BCM2835 includes a graphics
core with support for OpenGL ES 2.0, hardware acceleration and FullHD video,
and a DSP core. One of the features is the lack of a real-time clock. For the
“4B” model, VideoCore VI (OpenGL ES 3.x) is used on the graphics side and a
hardware 4Kp60 decoder for HEVC video is added. For connecting monitors at

“4B” 2 microHDMI ports (up to 4K) are available.
Video output is possible through a composite RCA connector or through a
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digital HDMI inter A—

th%ough anNg 5111;?:‘2:;}111. thle B +”, “2B” and “3B” versions, output is possibl
s ke : o jack. The root file system, kernel image and . )
:tl:rting :,v it(;n“; xi ?D, MMC H'lemory c.ard (in models A and B), in newu:;j IleS
— : microSD is used, in “3B”, “3B +”, “4B” exist the abili .e 8,
rom a USB stick or over a network, you can also use SDIO e ability to

One of the most interesting features of the Raspberry Pi isl“:;n. |

of GPIO (general purpose input / output) ports. Thanks to this = ‘:’:ttvalllabllity
ter can be used to control various devices. The model “B:’ ahalj’Sperry”
> a 20-pin

compu
n’ :can? 112 BH £ nouw 3wk
3B”, “3B +7, “3A +”, “4B” have a 40-pin

board, and the model “‘B +
GPIO connector.

< 10 IOT. Moreover, you can purchase Raspberry wit}
' i
ARMI1 is based on version 6 of ARM wh'1 1a
| , whic
x. To install operating systems, there i 1
3 > 15 a

Raspberry Pi works
sible to install Window

licensed Windows 10 IOT for $ 50.

does not support all versions of Linu

NOOBS tool.

3.1.1 Raspbian 0OS
Raspberry Pi 0S (formerly Raspbian) is 2 Debian-based operating system f;
em for

Raspberry pi. There aré qeveral versions of Raspbian, including Raspbian Stretch
and Raspbian Jessie. Since 9015, Raspbian has been officially introduced by tli
Raspberry Pi Foundation as the main operating system for Raspberry Pi sin 1. e
hoard computers. Raspbian Was created by Mike Thompson and Peter Gri N
s an independent project. The initial assembly was completed in June 2018211
tem I8 under active devel :
s used in the Raspberry Pi line of computers.
d Xwindows Environment, Lightweight) is used as th
t. It consists of a modified LXDE desktop environmemc;
o new theme and several other changes

a
opment. Raspbian is optimized for th
e

The operating 5Y°
low-end ARM processor
pIXEL (Pi [mprove

top environmen

w manager with
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main desk
and an Opeubox windo

The digtribution comes Wi
of Minecraft called

a Special yersion
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Figure 3.2: An Image of an Raspberry Pi Operating System

3.2 Fingerprint Sensor

Figure 3.3: An Image of Fingerprint Sensor

Optical fingerprint sensors are commonly used in security systems.

These sensors include a DSP chip that processes the image, performs the nec-
cssary calculations to detect the correspondence between the recorded and current
data. Inexpensive fingerprint sensors record up to 162 different fingerprints!

The sensor comes with software for Windows, which greatly facilitates its
testing. Using native software, you can even display a photo of your fingerprint

on the monitor! Well and the great thing is that there is a separate library for

Arduino, using which you can configure the sensor in less than 10 minutes. But

41



I will control it using Python programming language.

3.2.1 Fingerprint Sensor Specifications

Supply voltage: 3.6 - 6.0 V (direct current);
Working current: 120 mA,;

Maximum current: 150 mA;

Fingerprint image processing time: <1.0 second;
Window Size: 14 mm x 18 mm;

Number of simultaneously recorded files: 162 files;
Security Level (from 1 to 5);

Interface (connection): TTL serial;

Baud rate: 9600, 19200, 28300, 38400, 57600 (default 57600);
Operating temperature range: from -20 C to +50 C,;
Permissible humidity level: 40% - 85% RH;

Overall dimensions: 56 x 20 x 21.5 mm;

Weight: 20 grams.

3.2.2 Connection and use the fingerprint sensor with Rasp-

berry Pi

Once connected, download the Adafruit-Fingerprint-Sensor-Library. For those
who install additional libraries for the first time, there is a complete guide for

installing libraries for Python.
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Figure 3.4: An Image of Connection Fingerprint Sensor with Raspberry Pj

3.3 PiCamera

The 5 MP camera sensor has a lens with a fixed focus and allows you to
get pictures with a resolution of 2592x1944. Video support: 1080p 30 ;“raﬁ-le
per second (fps), 720p at 60 fps and a resolution of 640x480 at speeds up to q;
fps. Full camera support has been added to the Raspbian OS, which needs fo bo
updated. |

Before moving on, you need an Internet connection. The camera mody]
requires that the Raspian OS be updated to the latest version, because this w e
you can install the necessary drivers and tools. ¥

You need to place the introduction tape from the edge of the connection near
the Ethernet port and to the end of the Pi power connector. Hold the square.of
the tape in place and slide the tabs to lock the tape in position. n
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Figure 3.5: An Image of an Picamera

3.4 RFID Card Detector

Radio Frequency Identification (RFID) is a contactless technology for 1dentify-
ing objects using a radio frequency communication channel. Objects are identified
by a unique identifier that each electronic tag has. The reader emits electromag-
netic waves of a certain frequency. Tags send information in response - identifi-
cation number, memory data, etc.[14]

Benefits of RFID Technology:

e contactless

possibility of hidden marking

e high speed data reading

possibility of installation in hazardous environments

e impossibility of falsification

There is a wide variety of RFID tags. Labels can be active and passive (without
4 built-in energy source, powered by the current induced in the antenna by a signal
from the reader). Tags operate at different frequencies: LF (125 - 134 kHz), HF
(13.56 MHz), UHF (860 - 960 MHz). Devices that read information from tags
and write data to them are called readers (readers). In Arduino projects, the
RFID-RC522 module is often used as a reader. The module is based on the NXP
MFRC522 chip, which provides operation with HF tags (at a frequency of 13.56

MHz). Two tags are included with the RFID-RC522 module, one in the form of
a card, the other in the form of a key fob.[15]
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Figure 3.6: Ap Image of RFID Card Scanner

3.4.1 Technica] Specifications of the RC52

2 RFID Module,
® Supply Voltage: 3.3V;

e Reading range: 0 - 60 mm:;

Transmission Rate: Maximum 10MBjt £ &

Interface: SPI:

Operating frequency: 13.56MHz;

@

Power Consumption: 13-26mA;

Size: 40mm x 60mm;

3.4.2  Interfaces and Pin assignment.

The MFRC522 chip supports SPI, UART,

interface is carried ont hy setting logical leve]

The SPI interface is selected on this module,
SPI Pin Assignment:

and [20 interfaces. The choice

of
S at specific pipg of the miecrq

cirenis

o SCK — synchronization sighal;

e SDA - slave selection:

e RST - output for reset:



Figure 3.6: An Image of RFID Card Scanner

3.4.1 Technical Specifications of the RC522 RFID Module.
¢ Supply Voltage: 3.3V;
e Reading range: 0 - 60 mm;

Transmission Rate: Maximum 10MBit / s;

Interface: SPI;

Operating frequency: 13.56MHz;

e Power Consumption: 13-26mA;

e Size: 40mm x 60mm;

3.4.2 Interfaces and pin assignment.

The MFRC522 chip supports SPI, UART, and I2C interfaces. The choice of

interface is carried out by setting logical levels at specific pins of the microcircuit
The SPI interface is selected on this module.

QPI Pin Assignment:
e SCK — synchronization signal;
e SDA - slave selection;

e RST - output for reset;
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e MISO - transmission from slave to master;

MOSI - transfer from master to slave;

Vece - power supply 3.3 V;

GND is the earth;

e IRQ - interrupt output.

The RST reset signal is the signal from the digital output of the controller.
When the LOW signal arrives, the reader reboots. Also, by setting the RST to a
low level, the reader reports that it is in sleep mode; to bring the module out of

sleep mode, it is necessary to send a HIGH signal to this output.

3.4.3 Connecting the module to the Raspberry Pi board.

Consider connecting the module to the Raspberry Pi board. We will need the

following details:
e Raspberry Pi Board
e prototyping board
e RFID-RC522 module
e 13.56 MHz RFID tags

e Wires

We will connect the RFID-RC522 module to the Raspberry Pi board according

to the connection diagram in Figure.[15]
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4. Implementation

4.1 TImplementing Hardware and Software

4.1.1 Raspberry Pi

Raspberry pi is micro controller which can work instead of computer. It very
useful to make projects like this. We can connect display, it has 4 ush input,
ethernet, usb, aux, hdmi, display for camera. I'm using camera display. and sl
pins for led, buttons, leds, buzzer, fingerprint, rfid.

Y

= ._—'_‘-:i-

e :
e TR J

a——

Figure 4.1: Connections
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4.1.2 PiCamera

If you're exploitation the Raspbian distro, it’s best to put I picamera ex-
ploitation the system’s package manager: apt. this may make sure that picamera
is straightforward to stay up up to now, and simple to get rid of must you would
like to try to to therefore. it’ll conjointly create picamera on the market for all
users on the system. to put in picamera exploitation apt simply:

$ sudo apt-get update $ sudo apt-get install python-picamera, python3-picamera
To upgrade your installation once new releases Square measure created you'l]
merely use apt’s traditional upgrade procedure:

§ sudo apt-get update § sudo apt-get upgrade If you ever got to take away

your installation:
$ sudo apt-get take away python-picamera python3-picamera

4.1.3 MFRC522
A python library to read/write RFID tags via the budget MFRC522 RFID

module.
This code was printed in regard to a web log post and you’ll be able to conclude
additional concerning a way to attach your MFRC reader to a Raspberry Pj there.
Installation Until the package is on PyPi, clone this repository and run python
setup.py install within the high level directory.|16]

4.1.4 Adafruit Fingerprint

The library allows you to to speak with the r305 fingerprint module from higher
laptop (your portable computer, a raspberry pi etc), instead of the arduino thét it
had been designed for by default. The module communicates via TTL, therefore
to speak you wish a USB - TTL device connected to the module. |

It provides a category that exposes ways you'll decision to perform serial
read/write actions with the module, these ways area unit enforced in keeping
with the datasheet specification, that you'll transfer from the repo here. i

Installation pip install adafruit-fingerprint
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4.1.5 LCD 16x2 Screen with 12C

Connecting AN liquid crystal display to your Raspberry Pi can boost nearly
any project, however what if your pins area unit occupied with connections to
alternative modules? No downside, simply connect your liquid crystal display
with 12C, it solely uses 2 pins (well, four if you count the bottom and power).
There area unit one or two ways in which to use I2C to attach AN liquid crystal
display to the Raspberry Pi. the best is to urge AN liquid crystal display with
AN I2C backpack. The hardcore DIY approach is to use a typical HD44780 liquid
crystal display and connect it to the Pi via a chip referred to as the PCF8574.

The PCF8574 converts the 12C signal sent from the Pi into a parallel signal
that may be employed by the liquid crystal display. Most 12C LCDs use the
PCF8574 anyway. I'll justify a way to connect it each ways in which during a
minute.

Il additionally show you the way to program the liquid crystal display mis-
treatment Python, and supply examples for a way to print and position the text.
clear the screen, scroll text, print information from a sensing element, print the
date and time, and print the information science address of your Pi. Connecting
AN liquid crystal display with AN I2C backpack is pretty obvious. Connect the
SDA pin on the Pi to the SDA pin on the liquid crystal display, and also the SCI,
pin on the Pi to the SCL pin on the liquid crystal display. the bottom and Vece
pins will have to be compelled to be connected. Most LCDs will operate with
three.3V, however they’re meant to be run on 5V, therefore connect it to the 5V
pin of the Pi if attainable. Before we have a tendency to get into the program-
ming, we'd like create|to form|to create certain the I2C module is enabled on the
Pi and install one or two tools which will make it easier to use 12C. Now we’d
like to put in a program referred to as I2C-tools, which is able to tell U.S.A. the
[2C address of the liquid crystal display once it’s connected to the Pi. therefore
at the electronic communication, enter sudo apt-get install i2c-tools.

Next we'd like to put in SMBUS, which supplies the Python library we're
getting to use access to the I2C bus on the Pi. At the electronic communica-
tion, enter sudo apt-get install python-smbus. We'll be mistreatment Python to
program the liquid crystal display, therefore if this is often your Ist time writ-
ing/running 2 Python program, you will need to visualize out a way to Write and
Run a Python Program on the Raspberry Pi before continuing. In photo below
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the functions to get ready led screen to work.

BESS lcd_inic():

led _byte (0x33, LCD _CMD)
lcd_byte (0x32, LCD_CMD)
lcd_byte (0x08, LCD_CMD)
led_kyte (0x0C, LCD_CMD)
lcd_kyte (Ox28, LCD_cMD)
lcd byte (0x01, LCD_CMD)
sleep(E_DELAY)

def led byte(bits, mode):
bits _high = mode | (bits & 0XFO) | LCD_BACKLIGHT
bits_low = mode | ((bits << 4) & OxF0) | LCD_3ACKLIGHT

bus.write_byte(IZC_ADDR, bits_nhign)
lcd_toggle_enable(bics_high)

bus.write_byce(lzc_ADDR, bits_low)
1cd_togg1e_enable(bits_low)

(i
o]

1cd_toggle_eneb1e(bi:s):
sleep(E_DELAY)

bus.wxice_byte(Izc_ADDR, (bits | ENABLE))
sleep(E_PULSE)

bus.wxice_byte(IZC_ADDR, (bits & ~ENASLE))
sleep (E_DELRY)

o f lcd_scring(message, line):
message = message.ljust (LCD_WIDTH, " =)
lcd_bytetline, LCD_CMD)

fox i .o rance (LCD_WIDTH) :
lcd_byte(o:d(message[i]), LCD_CHR)

4.1.6 Button, LED, Buzzer

I used 4 buttons, 2 leds(one green which means user found, another red means
no access), 1 buzzer. Buttons used for only admins to add new users. To cance]

operations. Buzzer

or no.

works when buttons pressed. LED for show is user hag access



W ocgasmimeey we owouea
-7 keep():
GPIO.output (buzzer,GPIO.HIGH)

sleep(0.05)

GPIO.output (buzzer,GPIO.LOW)
foommmm End of Buzzer
fomm—————————e Cn Green LED -

-7 green_on():
GPIO.output (greenled, GPIO.HIGH)

&
___________ ——— ——————

o Cff Green LED-----—=-omommmmme e
i=f green off():
GPIO.output (greenled, GPIO.LOW)

& e
£

Fom— e Ca Red LED--
x:f red_on():
GPIO.output (redled, GPIO.HIGH)
$ommm ——
Fommm e Off Red LED-=w=-=--mcmemecan e

aef red_off():
GPIO.output (redled,GPIO.LOW)

4.2 Software Tools

4.2.1 Python Programming Language

Python is a high-level general-purpose programming language aimed at in-
creasing developer productivity and code readability. Python kernel syntax is
minimal. At the same time, the standard library includes a large amount of
useful functions.

Python supports structural, generalized, object-oriented, functional, and aspect-
oriented programming. The main architectural features are dynamic typing, auto-
matic memory management, full introspection, an exception handling mechanism,
support for multi-threaded computing, and high-level data structures. The djvi-
sion of programs into modules is supported, which, in turn, can be combined into
packages.

The reference Python implementation is the CPython interpreter, which sup-
ports most of the actively used platforms. It is distributed under the free Python
goftware Foundation License, which allows it to be used without restrictions in
any applications, including proprietary ones [13]. There is an interpreter im-
p]ementation for the JVM with the ability to compile, CLR, LLVM, and other

independent implementations. The PyPy project uses JIT compilation, which
greatly increases the speed of Python programs.
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Python is an actively developing programming language; new versions with
the addition / change of language properties are released approximately every two
and a half years. The language has not been officially standardized; CPvthon.
developed under the control of the author of the language, is the de facto standard.
At the moment, Python is third in the TIOBE ranking with an indicator of 10.9%.
Analysts note that this is the highest score of Python for all the time of his

presence in the ranking.

4.2.2 Used Libraries

I used time, sleep, RPi.GPIO, smbus, picamera, cv2, numpy, os, serial, adafruit
fingerprint, mfrc522 libraries to control sensors. Time for getting current time.
sleep for add delay, gpio to connect raspberry pi pins, picamera ro contro] camcra,,
cv?2 for opencv, os for walking thorugh computer folder for saving images, getting
them also, serial to use fingerprint serially connected, adafruit fingerprint to yse
fingerprint sensor, mfrc522 to use rfid sensor.

OpenCV

OpenCV - a library of computer vision algorithms, image processing and
general-purpose open-source algorithms. Implemented in C/C++, it is also being
developed for Python, Java, Ruby, Matlab, Lua and other languages. It cap be
freely used for academic and commercial purposes - it is distributed under the
terms of the BSD license.

To approve a common standard computer vision interface for applications
in this area. To help increase the number of such applications and create new
patterns for using PCs.

Make Intel platforms attractive to developers of such applications by addition-
ally accelerating OpenCV with Intel® Performance Libraries (Now includes IPP
(low-leVel libraries for processing signals, images, as well as media codecs) and
MKL (special version of LAPACK and FFTPack). OpenCV is able to automati-
cally detect the presence of IPP and MKL and use them to speed up processing.

In version 2.2, the library was reorganized. Instead of the universal modules
cxcore, CVaUX, highGUI and others, several compact modules with a narrower

specialization were created:



e opencv_ core is the core functionality. Includes basic structures, calculations
(mathematical functions, random number generators) and linear algebra,
DFT, DCT, input / output for XML and YAML, etc.

e opencv_imgproc - image processing (filtering, geometric transformations,

color space conversion, etc.).

e opencv_highgui - simple UI, input / output of images and videos. opencv_ml
- machine learning models (SVM, decision trees, stimulated learning, etc.).

e opencv_features2d - recognition and description of flat primitives (SURF
(Eng.) Russian, FAST and others, including a specialized framework).

e opencv_video - motion analysis and object tracking (optical flow, motion

patterns, background removal).

e opencv_objdetect - detection of objects in the image (finding faces using

the Viola-Jones algorithm, recognizing HOG people, etc.).

opencv_calib3d - camera calibration, search for stereo matching and 3D

data processing elements.

opencv_flann - library for quick search of nearest neighbors (FLANN 1.5)
and OpenCV wrapper.

opencv_ contrib - companion code not yet ready for use.
opencv_legacy is legacy code stored for backward compatibility.

opencv_ gpu - acceleration of some OpenCV functions due to CUDA, cre-
ated with the support of NVidia.

Here is the code for opencv: Firstly, to use opencv in Python we need to
install it by using command "pip3 install opencv-python" at cmd. After in python
we need to import it import "cv2 as cv".

Here in picture code of how I detected, and extracted images. We convert

the image to gray after if it detects face by using detectMultiscale function it wil]

crop it by using cv2.resize.



d=zf face_extractor (img):

gray = cv2.cvtColor (img,cv2.COLOR_BGR2GRAY)
faces = face_classifier.detectMultiScale(gray,1l.3,5)

I faces -:():

ITTAIL L InE

for(x,y,w,h) -~ faces:
cropped_face = img{y:v+h, x:x+w]

1eninn cropped face
s=: face_detector(img, size = 0.5):

gray = cv2.cvtColor (img, cv2.COLOR_BGRQGRAY)
faces = face_classifier.detectMultiScale (gray,l1.3,5)

£ faces _:():
tetars img, )
for(X,¥,W,h) - faces:

cv2.rectangle (img, (x,y),(x+w,y+h)L(0,255,255),2)

roi = img([y:y+h, X:x+w)
roi = cv2.resize(roi, (200,200))
menurn img, roi

Here code for face detecting and saving to the folder faces. This function
using when admin is going to add new user. When we are setting up the svstem
to the company we need to add the admin to our system. By the same logic 1
will add one user by some priorities. Face, finger, and RFID card to the admin.
After admin by using this functions he can add new user.

MFRC522

Here is code for using rfid sensor by using mfrc522.
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dsr readCard():
c = nn
cardReadexr = SimpleMFRC522 ()
lcd_string("Scanning foz", LCD_LINE 1)
lcd_string("card...”, LCD_LINE_2)
#print ("to cancel press ctrlic")
idl, text = cardReader.read()
1£(idl == 787545154257):

c = "admain"

M

g

c = "usex"
return e

#writing data to the »fid tag

AL writeCard():

d=1
cardWrite = SimpleMFRC522 ()
text = "MultaipleBiometricSystem”

lcd _string("place your tag", LCD_LINE_J.)
lcd_string("to write: ", LCD_LINE 2)
cardWrite.write (text)

lcd_string("Write Successful”, LCD_LINE 1)
led_sctring("iy", LCD_LINE_2) -
teevurn od

Adafruit Fingerprint
In this section i have putted images for fingerprint recognition.

Z«f fingerprint_check():

whooe= Traed
a= no C."
1t finger.read_templates() != adafruit_fingerprint.OK:
ra.se¢ RuntimeError ("Farled to read Terplates®)
aaa = get_fingerprint()
1T (aaa==Tr.u=~):
a = str(finger.finger_id)+" "+scz(int(finger.confidence‘(100/355)))
breax
= :f (int (aaa)==1%):
lcd_string("Iime is up!'”, LCQ_LINE_I)
lcd_string("", LCD_LINE_Z)
sleep(0.2)
a = "tame”
kreak
zl3el
lcd_string("Finger Nct Found!", LCD LINE 1)
lcd_string("", LCD_LINE 2) - T
sleep(0.2)
a = II:I :‘ll

SLinoa

z+f fingerprint_enroll(count):
count = count/3 + 1
~ finger.read_templates() != adafruic_fingerprint.OK:
rai== RuntimeErxor ("Failed te read templaces”n)
a=1
enroll finger (int(count))
coa

In first picture i will check existing fingerprints. From the template i wil]
get the all data and then compare it with users fingerprint. After it gives the
confidence. Percentage works like from 0-255. I will convert it to from 0 to 100
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by formula. x*100/255 gives me percentage out 100.
Also I have here enroll function which used to add new fingerprint. By using
enroll _fingerprint function we can add it to database of sensor.

7 fingerprint_delete():

a =9

-t finger.read_templates() != adafruit_fingerprint.OK:
rarss RuntimefZrror("Tailed to rsad t2mplates”)

£ finger.delete_model (get_num()) == adafruit_fingerprint.OK:
a=1
lcd_string("Dzleced”, LCD_LINE_l)
lcd_string("", LCD_LINE_2)
nzak
a=20
lcd_string("Fa:zled To Pelete", LCD_LINE_l)
led_string("", LCD_LINE_2)

Jetarn a
IS finge:print_en:pty ():

~Z finger.read templates() != adafruit_fingerprinc.OX:
ra:se RuntimeExrox(“"Faxzied to read temgplates")
led_string ("DelecTing'”, LCD_LINE_I)
lcd_scring("", LCD_LINE 2)
Tar i :n range(128):
1% finger.delete_model(:) == adafruit_fingerprint.OX:
a=1
a=290
lcd string("Faxied To Delece”, LCQ_LINE_l)
lcd_sctring("", LCD_LINE_ 2)

Fingerprint delete functions deletes the users from database. Admin needs to
give the location of the fingerprint which going to delete.
We can store 128 fingerprint in sensor. Fingerprint empty functions deletes

all data from sensor database.

<1 get_fingerprint():
timeout = time.time () + 10
nenrGet a finger print image, tamplate :t, and ses if 1t matcohas nnn
icd_string("Wartang for", LCD_LINE_1)
lcd_string("finger mage...", LCD_LINZ_Z)
wnile finger.get_image() != adafruit_fingerprint.OX:
end time = time.time()
2f((end_time > timeout)):
mev.ns 18
rass
lcd_string("Terplating..."”, LCD_LiINE 1)
lcd_string("", LCD LINE_2)
sleep(0.2)
.7 finger.image 2 _tz(l) != adafruit_fingerprint.OKX:
rerayn Falsas
lcd_string("Searching...”, LCD_LINE 1)
lcd_string("", LCD_LINE_2)
.¢ finger.finger_ fast_search() != adafruic_fingezpzint_ox;
reTarn Yalsse

nurn Toas
Got Fingerprint Detail gets details about fingers from database.
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d=f get_fingerprint_detail():
"reGet a finger rrint image, template 1t, and ges Lf it mas
This time, print out &ach error instzad of just revurning on
lcd_string("Getting Image...", LCD_LINE_1)
lcd_string("", LCD_LINE_2)
i = finger.get_image()
12 i1 == adafruit_fingerprint.OX:
lcd_string(”Image Taken", LCD_LINE 1)
lcd_string("", LCD_LINE_2)
~f i == adatruic_fingerprin:.NOFINGER:
lcd_string(“Ho fingex", LCD_LINE_ 1)
lcd_string(“detected”, LCD_LINE_2)
zl.f 1 == adafruit_fingerprint.IHAGEFAIL:
lcd_string("Image Error", LCD_LINE_1)
lcd_string("", LCD_LINE_2) -
lcd_sctring("Cther Erroz", LCD_LINE 1)
lcd_string("", LCD_LINE_2) -

lcd_strinq("?enplating...", LCD_LINE_1)

lcd_snring("", LCD_LINE_2)

i= finger.image_z_tz(l)

i i == adaf:uic_fingerprint.ox:
lcd_string("Templated!", LCD_LINE_ 1)
lcd_string("", LCD_LINE_2)

EPS-14

1f 3 == adafruit_fingerprint.IMAGEMESS:
lcd_string(”Image tee”, LCD_LINE 1)
lcd_string("messy”, LCD_LINE_2)
wlif A == adafruic_fingerprint.FEATUREFAIL:
lcd_string(“Couldn't identif"”, LCD_LINE_1)
lcq_scring("y features”, LCD_LINE_2)
1t i oem adafruic_fingerprint.INVALIDIMAGE:

lcd_string("Image invalid"”, LCD_LINE_1l)
icd_string("", LCD_LINE_2)

lcd_string("OChe: Exrrcr”, LCD_LINE_l)
lcd_scring("", LCD_LINE_z)

revurn Falow®

Every time it will show the message in lcd screen about what happening, For
example: Storing... message when it’s storing data to database.

: lcd_snring("Searchlng", LCD_LINE 1)
! lcd_string("", LCD_LINE_2)
j i = finger.finger_fast_search()
# pylint: disable=no-else-return
, # This block needs to be refactored when it can be tested.
:f i == adafruic_fingerprint.OX:
1cd_string("Fcund Fzngerrrinc®, LCD_LINE_1)
lcd_sctring(™”, LCD_LINE 2)

UL d

e Ve

; 1t 1 == adafruit_fingerprint.NOTFOUND:
f lcd string("No matech found”, LCD LINE 1)
i lcd_string("", LCD_LINE_2) -

e

lcd_sc:ing("cthe: Erxar", LCD_LINE 1)
lcd_string("", LCD_LINE_2)

NS

4 rrlamrs ds gallamreomomantiostarawmanto
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T enroll_finger(locacion): —
annTake g 2 fingaer -magss and template it, then
;. r fingerimg :.. zange(l, 3):
1 f fingerimg == 1l:
lcd_string("Place Fanger®, LCD_LINE 1)
lcd_stxing(mcn sensor...", LCD_LINE 2)

in 'LesaTIontnne

elrel
1cd_string("Elace same Finger”, LCD LINE 1)
lcd_sctring(":z again...", LCD LINE 2)

i= finger.gec_image()

.7 4 == adafruit_fingerprint.OX:
1cd_scxing(":mage Taken", LCD_LINE 1)
lcd_string("", LCD LINE 2) -

L4 == adafzuit_fingerprint.NOFINGER:
1cd_scr1ng("...", LCD_LINE_1)

1cd_strang("", LCD_LINE 2)
i 1 == adefruic_finqerprint.IMAGEFAIL:

lcd_string(":maqe Error", LCD_LINE 1)

led_string("", LCD_LINE_ 2) -

lcd_scring("O:he: Erxcrz”, LCD_LINE_ 1)
led_string("", LCD LINE 2)

sLarn Taloe

1cd_scrinq("?emplat1ng...", LCD_LiINE_1)

1cd_scring("", LCD_LINE_2)
i-= finger.image_z_cz(fingerimq)

Tn the pictures below and one is above code for enrolling the new fingerprint

database. There square measure 2 separate stages concerned in employing a svstem

like this. 1st you've got to travel through a method referred to as enrollment

wherever the system learns concerning all the individuals it’ll have to be compelled
ge every day. throughout enrollment, every person’s fingerprints

to acknowled
alyzed, so keep during a coded kind on a secure info

square measure scanned, an
y it takes but a 0.5 second to store somebody’s prints and also the system

usuall
nety nine p.c of typical users (the failure rate is higher for manyaj

works for over ni
staff than for workplace workers).
Once enrollment is complete, the system is prepared to use—and this can be

the second stage, referred to as verification. Anyone WHO needs to achieve access
d place their finger on a scanner. The scanner takes their fingerprint, checks

shoul
oIl the prints within the info keep throughout enrollment, and decides

it against

whether or not the p
s will verify and match up to forty,000 prints per second!

erson is entitled to achieve access or not. subtle fingerpring

system
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i == adafruit_fingerprint.OX:
lcd_string("Tenplacted”, LCD_LINE 1)
lcd_string (""", LCD_LINE_2)
EP=
+f i == adafruit_fingerprint.IMAGEMESS:
lcd_s:rinq("lmage too Messy®, LCD_LINE 1)
lcd_string("", LCD_LINE_2) -
<211 i == adafruic_fingerprint.FEATUREFAIL:
led_string{"Cculdn't identif™, LCD_LINE_1)
lcd_scring("y features”, LCD_LINE 2) -
~.1¢ i == adafruit_fingerprint.INVALIDIMAGE:
1cd_string("1mage invalad”, LCD_LINE 1)
lcd_string("", LCD_LINE_2) -

led_string(“Cther Err:r", LCD_LINE 1)
lcd string("", LCD_LINE 2) -

- ¢ fingerimg == 1l:
lcd_string("Removs Finger”, LCD_LINE_ 1)
lcd_string("", LCD_LINE_2) -
sleep(l)
wnmole i !'= adafruit_fingerprint.NOFINGER:
i = finger.get_image()

lcd_string("treac;ng model...”, LCD LINE_ 1)

led _string("", LCD_LINE_2) -

i= !inqer.create_model()

1 i == adafruic_fingerprint.OK:
lcd_strinq("t:ea:ed", LCD_LINE_l)
lcd_scring("", LCD_LINE_Z)

.f i == adafruit_fingerprint.ENROLLMISMATCH:
lcd_string("Princs did net ", LCD_LINE 1)
lcd_scxing("macch", LCD_LINE_2) -
1cd_string("ccher Error"”, LCD_LINE_ 1)
1cd_string("", LCQ_LINE_Q)

TaaFT

icd string ("Storing model to”, LCD_LINE_1)
1cd:scring(scrﬁloqatiog}+"location", LCD LINE_2)

i =hfingex.stoze_model(1ocation)

.f i == adafruit_fingerprint.OX:
lcd_string("Sco:ed", LCD_LINE_l)
ied string (""", LCD_LINE_2)

- Trus

.t i == adafruit_fingerprint.BADLOCATION:
lcd_scring("sad stcrage”", LCD LINE 1)
lcd_string("lccac:cn", LCD_LIEE 2)_

sLuf 1 o== adarrui:_fingezprin:.FLASEERR:

1cd_s:ring("?lash sterage”, LCD_LINE_ 1)
lcd_string("ex:cr", LCD_LINE_2)
1cd_s:ring("Cther Error", LCD_LINE_l)
lcd string("", LCD _LINE 2)

ety FPalie

SMBus

smbus2 18 (yet another) pure Python implementation of the python-smbus

package.

[t was designed from the bottom up with 2 goals in mind:
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It ought to be a drop-in replacement of smbus. The syntax shall be constant

Use the inherent i2c structs and unions to a bigger extent than alternative 11-.

Python implementations like pysmbus will. By doing thus, it'll be a lot of féainii

complete and easier to increase. Currently supported options are: |
Get i2¢ capabilities (IZC__FUNCS) read _byte

write _byte

read byte_data

write_byte_data

read _word _data

write_word _data

read__i?c__block,data

write__iZC_block_data

write__quick

process,call

read__block_data

write_block__data

block__process_call

i2c_rdwr - combined W
on Python a pair of.7 however works with none modifications in Python three.X
e.

rite/read transactions with recurrent begin It is developed
e

t00.
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5 Future Work

Based on the above brief description of biometrics, multibiometric, bi
, biomet-

sic data templates and their protection, as well as the implementation of mul
multi-

biometric. Remote authentication system i
d should cover a broad area.

t is advisable to realize that the need

for development in the topics mentione
The list below includes some areas to be developed:

Creating error-free algorithms, protocols, and databases.

Extraction Extracting functions, updating templates, recognizing, pre-p
, Pre-processing

data, and scheme exact match for multibiometric.
Perfect and stable cryptosystems for multi-biometric and multi-biometr
ric re-

mote authentication systems.
Cloud solutions are made widely available and include other biometr;
1cs tem-

plates.
The development of new te

Unattainable the creation of pu
Fectiveness and reliability of multibiometric indicators i
s in

chnologies for data capture.
blicly available databases for multibiometric

Assessment of the e
various fields everyday life.
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6. Conclusion

In this digital era, most existing biometric systems use data from one biologi-
cal operate verification and identification. The captured sample is because of the
vulnerability of the biometric sensing element to noisy or unhealthy knowledge
biometric functions may become pretend and it’ll be potential to reject the Regis-
tered User incorrectly and incorrectly settle for the pretend user. within the case of
a fingerprint recognition system, scanners might not acknowledge dirty or batt]e.
scarred fingers conjointly underdeveloped fingerprint combos within the cage of
young kids and light fingerprint combos within the case of the older. Where, as
within the case of a biometric authentication system, sensors might not he able
to discover identical twins, whose look are nearly similar. Also, within the case
of voice recognition systems, someone will imitate the voice of another person
and gain access to their personal data. all told of the on top of cases because
of associate incorrect call from the scanning devices offers unauthorizeq access
and results in dishonorable activity. to beat these issues, a biometric system with
a merger of 2 or additional biological characteristics and sensors referred to as
multi-biometric systems are used. the most advantage of victimization multi-
modal biometric recognition there’s associate enhanced accuracy of verification.
Thus, North American nation|the utilization|the employment of multi-biometric
recognition systems helps us in characteristic and additional exactly, as compared
with the utilization of one biometric recognition system. I learned regarding to-
tally different biometric recognition systems to use the mandatory multimoda]
methodology statistics for good homes to own safe and reliable access to our

Lomes. 1 will do that multimodal statistics are additional reliable and correct
compared to unimodal biometric recognition systems.
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