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PROJECT-BASED CURRICULUM FOR INTERNET OF THINGS
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Abstract. Nowadays, the applications of the Internet of Things (IoT) are
getting popular and the number of internet connecting devices are increasing
very fast. Many IoT courses are being taught in educational universities.
However, the curriculum of the courses does not answer to the requirements of
the industry and market, and students have not enough knowledge if they are
getting the course online, where there is no offline lab work. Project based
curriculum for online IoT courses is developed and grades of the student projects
are compared with the knowledge of the students before project implementation.
The comparison results are promising and future works are discussed.
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gk

Annarna. Kazipri TaHIa 3aTTap/IbIH ITHTepHeTI (IoT)
KOCBIMIIIATTapbIHBIH KOJJIAHBITY asichl KeHelole koHe IIHTepHeTKe KOCBUIATBIH
KYPBUIFBITTAPIBIH CaHBI 6Te Te3 ecyae. butim 6epy MekemenepiHae kentereH [oT
KypCTapbl OKBITBIIFAHBIMEH, KypCTapIblH OKY JKOCIaphl ©HIIpIC MeH HaphIK
TaJanTapbiHa skayanm Oepmeiimi. Aj erep CTYIeHTTep KYpPCTHI JKelieH ThIC,
3epPTXaHAIBIK KYMBIC KOK jKepJle ajfaH jKarjailjla Talamka cail KeaMmeilTiHi
anbik. IlutepaktiBri [0T KypcTapbiHa apHaiIfaH »K00adelK OKY JKOCHaphl
KYPBUIZBI JXKoHe CTyJeHTTep[IH OpBIHIaFaH KoOalapelHBIH Oarazapsl MeH
KODaHBI ICKe acelpap auAbIHAA aJbIHFAH cayalHamMa  HoTIDKelepl
calbIcThIpbIIaabl. CalmbICTBIPY HOTIDKedepl ©Te JKAKChl JKoHe Ooramak
JKYMBICTAp TaIKbLIaHAIBI.

Tyitin cesaep: 3artapusia Huteprerti (IoT), 611iMm Gepy, OKy Kocmapsl,
KYPCTBIK X00a, OHIAIH-KypC.

FAdck

AnHoTanus. B HacTtosmee Bpems npunoxenns Iureprera pemeii (IoT)
CTAHOBSTCS MOMYJISPHBIMH, I KOJHYECTBO YCTPOIICTB, MOAKTIOYAIOIINXCA K
ITuTepHeTy, oueHb ObICTpO pacTeT. MHorue Kypcsl IoT npenogaioTcs B yueGHBIX
3aBEICHIIAX. O,E[HaKO YT-IEE-)HEUI IoporpaMmMma KypCOB He OTBeHacT Tpe6OBaHII$IM
OTpAaciIH H PIHKA, H Y CTYI€HTOB HeZIOCTAaTOYHO 3HAHHII, €CJII OHH IMPOXOIAT KypC
OHTailH, Tae HeT nabopaTopHOoil paboTel. YueOHas mporpaMMa Ha OCHOBe
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NPOEKTOB Ul OHIAilH-KypcoB IoT paspabGaTeiBaeTcs, n OLEHKH CTyJIeHYeCKHX
IPOeKTOB CPABHHBAIOTCSA CO 3HAHHAMH CTYIEHTOB [0 pealH3alllH IIPOeKTa.
Pe3ynpTaThl CpaBHeHHsA SBIAIOTCA MHOTOOOEIIAIOINNMH, H O00CYXKIAHTCH
Oyaymine paboTel.

Karwuesple ciaoBa: Iluteprer semeil (IoT), obpasomanue, yueOHBII
IJIaH, pa3paboTKa NpoeKTa, OHIAIH-KypC.

Introduction

The acronym IoT is one of the most often talked areas in the
technological revolution so-called Industry 4.0 that is based on cyber physical
systems. During the last decade, in the 2010s, universities started to include
courses on the Internet of Things in their curriculum. First IoT course in the
Computer Science department of Suleyman Demirel University (Almaty,
Kazakhstan) was conducted in the 2018 fall semester as IoT in Industry for
master’s degree students. The topics covered in the curriculum of the course
were related to the devices, networking, application, intermediary devices, fog
and cloud computing, data analysis, etc. that are also found in the curriculum of
the European and Asian universities [1], [2], [3]. When it comes to the practice
and laboratory experiments, building IoT devices and systems is always arguable
because of abundance of hardware tools and platforms and either minority or
unavailability of online software and platforms for education. Some universities
have collected hardware tools and devices in order to increase students’
performance and to make them able to build their own IoT devices. In spite of
this, the industry 1s asking for new tools and skills that are developing very
quickly. Another problem is the global epidemic called COVID-19. Many
educational institutes have changed to education from distance learning. It 1s still
a very big challenge to mostly engineering specialties in university and colleges.
They need to build laboratories for every student at home which is very
expensive or develop online tools and platforms that are minority and do not
cover everything. The course IoT in Industry was taught using available and free
online development tools that allow students to build complete IoT systems. In
this course we used the project based learning method. During the course,
students learned the steps of creating successful IoT systems in industry and
practiced their knowledge by making projects in various platforms that are either
online or hardware they have. In order to learn how the course projects help them
to improve their knowledge, we took a survey before starting the project. The
project topic and tools and platform were for their choice. After students finish
their projects we compare them with survey results.

The paper is organized as follows. Methods used by previous authors and
this course are discussed in section 2. Section 3 discusses the results. Finally, in
section 4 the work is concluded.
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Methods

Aim of the project based learning approach is to develop student’s
knowledge and skills on some topics through making a project, solving
challenges, and finding possibilities for real world problems. Since the IoT is a
new opportunity to the organizations, manufactures, industries, etc., it allows
students to think in a different way and develop their imagination and creativity
in the world of information technologies. Many project based courses were
developed for offline laboratories. For example, Nykyri et al [4] developed a
curriculum with laboratory work in a break room of Finnish University based on
Café IoT, where data collected from a coffee maker is used in the project. For
the project development students create all parts of the project including sensor
connection, network, edge computing, user interface, etc. Similar work was done
by Bistak et al [1], where students develop RC-car projects using IoT sensors,
actuators and microprocessors at the end of the course. The author concludes
that it would be better to give the project in the earlier stages of the course.
However, he says that students should have knowledge about some definite
topics from the curriculum. This gap can be filled by the curriculum developed
by Koo [3]. Assigning reading every week and industrial projects in between
would give significant impact for their final works, such survey papers. Another
work was proposed by Silvis-Cividjian [5] for systems engineering approach
with laboratory works with pervasive computing and software testing. The
ALIOT project by Kharchenko et al [6] is being tested in several European
countries. The project includes a model and the analysis of requirements of
modern IoT infrastructure that covers IoT curriculum for Industry and Human
applications. In the project every detailed topic of IoT is included for different
degrees in education. All approaches discussed above were successful according
to the course evaluation by students” survey results. However, all of them were
developed for offline classes and anything was not discussed about online
courses.

Since the course IoT in Industry is conducted online, laboratory works
must be prepared with online tools and platforms which can change hardware or
cheap IoT hardware kit must be collected, so everyone can allow it to
themselves. The curriculum of the course is combined from three parts: devices
and networking, security, and project. In order to develop IoT devices, it is not
enough to have knowledge from only one field like digital design, electronics,
data analysis, etc. IoT is a combination of many subjects. So, one third topics of
lectures are related to project development, where students learn steps of a
successful IoT project that fits overall IoT system development and
implementation. Lab works for each related topic were conducted using online
platforms like Tinkercad from Autodesk [7], Arduino Create [8], and desktop
application Packet Tracer [9]. Tinkercad allows electronics education.
Instructors can plan their lessons and see students” works directly from the
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platform. Very good only platform for designing and testing device parts of the
project. Arduino Create from Arduino let users create ‘things’ and connect them
to Arduino Cloud. The platform is very cheap and allows us to connect more
than 200 students for one institution. Also desktop applications are available for
creating devices and systems. Proteus [10] is used in electronics. Packet Tracer
was developed by Cisco Networking Academy for networking courses and free
for education. In the latest versions it includes tools for IoT systems. Creating
devices with microcontroller, sensors and actuators, connecting them through
various types of networking, including wireless connection, controlling the
device remotely or automated are all covered in the application. During the
course, detailed information and practice is done using the platforms described
above.

Results

Students were given free topics for the course individual project. Their
task was to develop a project that fits the overall IoT system. The projects done
by students were in the topics: smart home, green house. access control, security,
etc. Three projects out of eleven included only perception layer (device), other
eight projects included all three parts from IoT architecture layer. As a platform,
four students used Tinkercad, six students used Packet Tracer, and one student
used an Arduino board (hardware). More than half of the students gave very
good performance on their projects. The results of other students were between
50 and 80 out of 100. The reason is that they did not complete all requirements.
One student did not develop a project.

The results of the project were very good compared to the survey results
that were taken before project development. In the survey eleven students were
asked how much they knew the topics that would be covered in the project. The
results are out of five and less promising as shown on Table 1. Because it shows
only three as median, 3.3 in average. The score of almost all topics are three.
When they were asked whether offline lab is necessary, the average score was
3.8 (median: 4). Students think the course project is important for learning the
course materials better (median: 4). However, some students thought it was not
significant (minimum score: 2). Now we know that the course project is
important. Because the students got better results after project implementation
on certain topics. The comparison results say course projects can increase
students’ knowledge.

Table 1. Survey was taken before the course project development

Variable Mean Median | Min Max
Knowledge in device part 3.6 3 2 5
Knowledge in networking | 3.5 4 2 5
Knowledge 1n application 3 3 1 5
Knowledge in IoT security | 2.9 3 1

Overall topics 33 3 | 5
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Can you apply IoT 1in|3.3 3 2 5
industry

Significance of the course | 3.8 4 2 5
project

How much the course| 3.8 R 1 5
materials were useful?

Is a physical lab necessary? | 3.8 4 2 5

Conclusion

The project based curriculum for IoT courses that is taught online is
implemented and tested. Survey was taken before the project development, in
order to learn students’ knowledge. Students used online and desktop tools and
platforms which are free for their projects. After project completion, the grades
of the projects and the survey results were compared. The comparison results
show that project implementation positively impacts on students’ knowledge.
However, the number of participants on survey and project implementation was
very low. We can get another result if more people participate in the process. For
future work, more detailed curriculum like ALIOT project [6] should be
implemented for both online and offline courses considering industry
requirements and the Kazakhstani market. Cheap hardware platforms must be
collected that would be available for everyone, which increases students’
performance on topics.
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