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Abstract. The web keeps expanding and attacks continue to go up 
against the web. This paper draws on scanning the private university websites 
for The Open Web Application Security Project (OWASP) and web attack 
mitigation solutions. Methods for vulnerability scanning as well as mechanisms 
for developing web protection will be studied. This study is the framework for 

future work that will end with the advancement of web scanning and security in 
order to suggest better innovations. 
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*okk 

Ammatma. JKeml KeHeIolH JKaTFacThIpyla JKoHE JKelire KapChl 
madyslIIap Ja sKaqFacyna. byl Makama yHIBEPCHTETTepIiH JKeke BeO- 
cailTTapbIH amIBIK BeO-KOCBHIMINATAPIBIH Kayinci3airi sxobacktHa (OWASP) 
JKoHe  BeO-IMaOyBUINapIbl — JKeHUINeTy — IIeINiMIepiHe  HeTi3JeNreH. 
OcanusIKTapIbl CKaHepley aicTepi, COHIaii-ak BeG-KOpFayusl a3ipiey 
TeTiKTepi 3epieneHeTiH Gonaxsl. Byl 3epTTey eH KaKChl HHHOBALIIIAPIBI 
YCBIHY YIIIH BeO-CKaHepieyl oHe KayilCI3MIKTI JTaMBITyMeH asKTalaThblH 
GomanIax KyMBIC YIIIH HeTi3 O0JIBIT TaObIIa bl 

Tyiiin ce3nep: Ocamibik, ckaHeprey, Kopray. OWASP, Be6-mabysr. 

Hokk 

Amnnoranus. Cers MPOAOIKaeT pacIIHNPATHCA, H aTaKH MPOJI0IKaKT 

HATH TIPOTHB CeTH. Ta CTaTbsd OCHOBAaHAa Ha CKaHHPOBaHHN Bel-caliToB 

YaCTHBIX YHIBEPCHTETOB UIA TPOEKTa Oe30MacHOCTH OTKPHITHIX Bel- 
nprnoxkennit (OWASP) 1 penreHnit Mo cMArdeHino Beb-atak. byayT m3ydeHsr
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MeTOIB! CKAaHHPOBAHMSA YA3BIIMOCTell, a Takke MeXaHI3MBI pa3paboTKH Bel- 
3aIIHTBL. DTO HCCIIeI0BaHMe ABIATCA OCHOBOII U1 Oyaymeit paGoTsl, KoTopas 
3aBePIINTCA  Pa3BHTHEM BeO-CKAHIPOBAHIA 1  0e30IaCHOCTH, UTOOBI 
TPeUIOKITE JIYUIIlie HHHOBALIIIL 

KiaoueBsble ciaoBa: VsazsumocTs, CkaHnpoane, 3ammra, OWASP, 

Beb-araka. 

Introduction 
OWASP is a not-for-profit organization dedicated to strengthening the 

security of applications. It achieves this objective by providing data, including 
clear lists of common vulnerabilities, and services to help inform developers 
about the possible security problems that may exist in their code, such as testing 
tools and intentionally insecure applications. One of the best-known and 
commonly used cybersecurity tools in nature is the OWASP Top Ten List of 
web application vulnerabilities.[1] This list is intended to outline the 
vulnerabilities within their applications that web application developers should 
be most aware of. 

The main purpose of this work is to scan private university websites for 
OWASP vulnerabilities and prevent hacking attacks. Nowadays, security and 
privacy of data is playing a big role, as in universities too. If the data is not secure 
enough or the system is not strong enough it can cause a crash of infrastructure. 

The topic of web protection or OWASP vulnerabilities has been the 
subject of several recent studies. One of them is to use blockchain technology to 

prevent OWASP top ten attacks. Blockchain primarily lacks guidance and tools 
for blockchain-specific security. Blockchain technology, however, is not unlike 
conventional IT infrastructure, and the blockchain is therefore subject to many 
of the vulnerabilities that occur in other environments. Of the ten vulnerabilities 
listed in the current version of the Top Ten List of OWASP, only one does not 
map blockchain well because the XML format of blockchain is not used.[2] 

Another article was published in November 2020 to learn more about 
OWASP vulnerabilities. It says about hundreds of works on methods of server- 
side web security, and many of them suggest improved models of protection. 
Current Web Application Firewalls (WAFs) only have basic security laws, 
which do not take developments in the field into account.[3] Between the testing 
items and the WAF methods. there is a significant difference. 

For scanning and testing the websites it needs some tools. And the 
comparison was made between these tools and applications. The findings of 
comparative assessment of the scanners indicated that scanners work differently 
in various categories. Therefore, in scanning web vulnerabilities, no scanner can 
be called an all-rounder. However, combining the performances of these two 
scanners in both benchmarks, we concluded that ZAP performed better than 

Arachni in SQLI XSS and CMDI categories. In the LDAP group, Arachni, on 
the other hand, performed much better [4].
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Methods and Materials 
The Linux Kali operating system was used in order to launch 

vulnerability scanning tools. Since it is a free OS and has over 600 instruments 
for penetration testing and security analytics, Kali Linux is used by hackers. Kali 
follows an open-source model and on Git all the code is available and tweaking 

permitted. Kali has multi-language support that makes it possible for users to 
function in their native language. Kali Linux is fully customizable all the way 
down to the kernel according to its convenience. 

To identify any vulnerabilities from the website OWASP ZAP 2.9.0 was 
used. In order to detect these threats, OWASP Zed Attack Proxy gives you the 
power. And it’s open-source, so you are free to use it. It helps you find the 
security vulnerabilities in your application. 

For better scanning of vulnerabilities, it was used in an application named 
Legion 0.3.6. Legion is an open source, easy-to-use, super-extensible and semi- 
automated network penetration testing tool that aids in discovery, 
reconnaissance and exploitation of information systems. It has some features like 
automatic recon and scanning with NMAP, whataweb, nikto, Vulners, Hydra, 

SMBenum, dirbuster, sslyzer, webslayer and more (with almost 100 auto- 
scheduled scripts). 

Data and Results 
Automated scan attacks the given url and shows where the webpage is 

the most vulnerable.When the process ends analyzing the website, information 
about any vulnerabilities will be shown in Alerts. Here are some results from 

scanning SDU websites. 

<) Automated Scan Q 

This screen alows you to launch an automated scan aganst an application - ust enter 15 URL below and press ‘Attack 
Please be aware thatyou shoukd ony attack applicatins that you have been specficaly been gen permission to test. 

URLto attac Ppsiisdu eduia o) @ seec.. | 
Use tradtional spider. @ 

Usesanspder () weh (Freloxbeadess 3) 

« (s 

adtional spiderto discoverthe content Progress: 

Figure 1. Automated Scan 

As it is described in the figure 1, Alerts are specified by different flag 
colors. Red, yellow and blue by the level of risk respectively. By new scanning 
there were detected two medium types of alerts.
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Directory Browsing 
URL: http://sdu.edu. kz/wp-content/uploads/ 
Risk: # Medium 
Confidence: Medium 
Parameter: 

Attack: Parent Directory 
Evidence: 
CWE ID: 548 

WASC ID: 48 

Source: Active (0 - Directory Browsing) 

Figure 2. Parent Directory Detection 

The first one is a parent directory attack on a website. By this attack 
hackers can see or view the directory listing. Directory listing may reveal hidden 
scripts, include files, backup source files, etc. which can be accessed to read 
sensitive information. If the system is vulnerable to bypassing directories, an 
attacker can use this vulnerability to exit the root directory and access other parts 
of the file system. This allows the attacker to view files with limited access, 
which can provide the attacker with additional information that is necessary for 
further hacking of the system. Depending on how access to the Website is 
configured, the attacker will execute commands, posing as a user associated with 
the “website”. Therefore, it all depends on what access the site user has in the 

system [5]. 
There are two ways of preventing this attack. First of all, ensure you have 

installed the latest version of your web server software, and sure that all patches 
have been applied. Secondly, effectively filter any user input. Ideally remove 
everything but the known good data and filter metacharacters from the user 
input. This will ensure that only what should be entered in the field will be 
submitted to the server. 

X-Frame-Options Header Not Set 
URL: https://sdu.edu.kz 

Risk: o Medium 
Confidence: Medium 

Parameter: X-Frame-Options 
Attack: 
Evidence: 

CWE ID: 16 

\WASC ID: 15| 

Source: Passive (10020 - X-Frame-Options Header) 

Figure 3. Clickjacking 

The second one is a “clickjacking” attack with X-Frame-Options 
parameter. Clickjacking is an attack that tricks a user into clicking a webpage 
element which is invisible or disguised as another element. This can cause users 
to unwittingly download malware, visit malicious web pages, provide
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credentials or sensitive information, transfer money, or purchase products 
online. And some solutions can be: to use “Sameorigin” or use “Deny-Allow- 
From” to allow specific websites to frame in a web page. Sameorigin allows 
opening a page inside a frame only if the parent document has the same source. 
Deny-Allow-From allows the page to be opened inside the frame only if the 

parent document is located on the domain specified in the header. 
Discussion 
By this point all the necessary preparations have been made. Now as long 

as website weaknesses are found by Legion, but it was found 2 medium level 
vulnerabilities by OWASP ZAP. And solutions were researched and suggested. 
The same type of scanning was made to other university websites. They are 
namely: for the SDU portal which is “my.sdu.edu.kz” and “pms.sdu.edu.kz”, it 
is the same vulnerability, Cross-site scripting(XSS). XSS is a web security 
vulnerability that allows an attacker to compromise the interactions that users 
have with a vulnerable application. First of all for the future work it is to analyze 
this vulnerability and find a solution. 

Conclusion 

This study provides a detailed survey of current techniques in the web 
application vulnerability research field. There were two vulnerabilities detected. 
First, a parent directory attack on a website. By this attack hackers can see or 
view the directory listing. Directory listing may reveal hidden scripts, include 
files, backup source files, etc. Second, “clickjacking” is a way to trick users into 
clicking on a victim site without understanding what is going on. It is dangerous 

if important actions can be performed on a click. This type of attack is quite 
dangerous, because when developing interfaces, we do not assume that a hacker 
can click on behalf of a user. Therefore, vulnerabilities can be found in 
completely unexpected places. To protect against this attack, we recommend 
using X-Frame-Options: Sameorigin on pages or even entire sites that are not 
intended to be viewed in a frame. 

There were outlined a number of unanswered questions that still need to 
be answered. The security of university data is very important in terms of 
education. That is why this research is aimed to be clearly completed. 
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