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Abstract

The rapid growth of digital communication has led to an increase in unwanted
spam messages, which pose a significant challenge for users. While numerous
machine learning techniques have been employed to combat spam in widely spoken
languages, there is a lack of research on spam detection in less common languages,
such as Kazakh. In this study, we propose a hybrid machine learning model for
identifying spam messages in the Kazakh language. Our approach combines the
strengths of different machine learning techniques to enhance the accuracy and
efficiency of spam detection.

To evaluate the performance of our hybrid model, we manually collected a
dataset of Kazakh language messages, which were labeled as spam or non-spam.
The results demonstrate that our hybrid approach surpasses traditional machine
learning methods in terms of accuracy, precision, recall, and F1-score. This model
not only improves the efficiency of spam filtering but also enhances the user experi-
ence for Kazakh-speaking individuals and promotes the development of language-
specific spam detection techniques for other underrepresented languages.
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Аңдатпа

Цифрлық байланыстың қарқынды өсуi спам хабарламалардың көбеюiне
әкелдi, бұл пайдаланушылар үшiн айтарлықтай қиындық тудырады. Кең та-
ралған тiлдерде спаммен күресу үшiн машиналық оқытудың көптеген әдiстерi
қолданылғанымен, қазақ тiлi сияқты аз таралған тiлдерде спамды анықтау
бойынша зерттеулер жеткiлiксiз. Бұл зерттеуде бiз қазақ тiлiндегi спам ха-
барламаларды анықтауға арналған гибридтi машиналық оқыту үлгiсiн ұсы-
намыз. Бiздiң әдiс спамды анықтаудың дәлдiгi мен тиiмдiлiгiн арттыру үшiн
әртүрлi машиналық оқыту әдiстерiнiң күштi жақтарын бiрiктiредi.

Гибридтi үлгiмiздiң өнiмдiлiгiн бағалау үшiн бiз спам немесе спам емес деп
белгiленген қазақ тiлiндегi хабарламалардың деректер жинағын жинадық.
Нәтижелер бiздiң гибридтi тәсiлiмiздiң дәлдiк, толықтық және F1 ұпайлары
бойынша дәстүрлi машиналық оқыту әдiстерiнен асып түсетiнiн көрсетедi.
Бұл модель спамды фильтрлеудiң тиiмдiлiгiн арттырып қана қоймайды, со-
нымен қатар қазақ тiлдi адамдар үшiн пайдаланушы тәжiрибесiн жақсарта-
ды және басқа да аз таралған тiлдердегi спамды анықтау әдiстерiн дамытуға
ықпал етедi.
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Аннотация

Быстрый рост цифровых коммуникаций привел к увеличению количества
нежелательных спам-сообщений, которые создают серьезную проблему для
пользователей. Хотя для борьбы со спамом на широко распространенных
языках используются многочисленные методы машинного обучения, иссле-
дования по обнаружению спама на менее распространенных языках, таких
как казахский, отсутствуют. В этом исследовании мы предлагаем модель ги-
бридного машинного обучения для выявления спам-сообщений на казахском
языке. Наш подход сочетает в себе сильные стороны различных методов ма-
шинного обучения для повышения точности и эффективности обнаружения
спама.

Чтобы оценить эффективность нашей гибридной модели, мы вручную со-
брали набор данных сообщений на казахском языке, которые были помечены
как спам или не спам. Результаты показывают, что наш гибридный подход
превосходит традиционные методы машинного обучения с точки зрения точ-
ности, полноты и оценки F1. Эта модель не только повышает эффективность
фильтрации спама, но также улучшает взаимодействие с пользователем для
казахскоязычных пользователей и способствует развитию языковых методов
обнаружения спама для других недостаточно представленных языков.
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Abbreviations

ML Machine Learning

URL Uniform Resource Locator

MNB Multinomial Naive Bayes

KNN K-Nearst Neighbor

SVM Support Vector Machine

DT Decision Tree

RFC Random Forest Classifier

LR Logistic Regression

NLP Natural Language Processing
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Chapter 1

Introduction

1.1 Background and Motivation

The Internet is progressively becoming an essential component of our daily
routines. Its usage is predicted to keep expanding. However, parallel to the
Internet’s growth, there has been a significant surge in the volume of unwanted
spam messages over recent years. These unsolicited messages can originate from
anywhere in the world, as long as there is Internet access. It is noteworthy that
despite the advancements in anti-spam solutions and technologies, the quantity
of spam messages continues to escalate at an alarming rate [1].

The significant rise in spam volume over the past year has generated consid-
erable interest among researchers to combat this issue. Numerous researchers
are currently engaged in developing new filters that aim to prevent spam from
reaching its intended recipients. These filters operate at either the server or client
level, employing various techniques to block unwanted messages. Machine learn-
ing (ML) algorithms have demonstrated success in text categorization, leading
researchers to explore their application in spam filtering. There are several cat-
egories of spam filtering methods, including Content Based, List Based, Rule
Based, Case Base, and Adaptive approaches [2].

Spam messages in Kazakh language, like spam messages in any other language,
can have various characteristics. Here are some common characteristics often
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found in spam messages:

Unwanted Content: Spam messages typically contain unsolicited and irrelevant
content. They might promote products, services, or websites that the recipient
did not request or express interest in.

Mass Distribution: Spam messages are usually sent in bulk to a large number
of recipients simultaneously. They are not personalized and often lack specific
details that would indicate a targeted message.

Deceptive Subject Lines: Spam messages often use deceptive subject lines to
grab the recipient’s attention or trick them into opening the message. They
might use all caps, excessive punctuation, or misleading information to entice the
recipient.

Poor Grammar and Spelling: Spam messages often contain grammatical er-
rors, misspellings, and awkward sentence structures. This is because many spam
messages are generated automatically or by non-native speakers.

Phishing Attempts: Some spam messages may attempt to deceive recipients
into disclosing sensitive data, like login credentials, financial information, or gov-
ernment identification numbers. These messages often mimic legitimate organi-
zations or websites and urge the recipient to click on a link or provide sensitive
information.

URL Shorteners: Spam messages often include shortened URLs or redirect
links. These are used to conceal the actual destination of the link and may lead
to malicious websites or phishing pages.

There is a significant research lack when it comes to the Kazakh language,
despite the fact that there is plenty of literature on identifying spam messages
in widely used languages like English. There are currently insufficient utilities
and materials available to efficiently identify spam messages written in Kazakh.
This gap offers a number of research opportunities, including investigating ways
to recognize and filter out spam messages specifically in Kazakh and resolving the
particular difficulties involved in working in this field. Several of these difficulties
include:
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Insufficiently labeled datasets: One of the main challenges is that there aren’t
enough collections of spam and non-spam messages in Kazakh that have been
properly labeled. This makes it hard to teach and test machine learning models
for identifying spam. The initial and crucial step to solve this problem is to create
datasets that have accurate labels.

Distinctive language characteristics: The way Kazakh language works might
be different from other languages, and the methods used to extract important
features for detecting spam messages may not work well for Kazakh. Finding
new ways to extract language-specific features for Kazakh could be an important
research challenge to tackle.

Exploring alternative machine learning techniques to detect spam in the Kazakh
language could present a promising research opportunity. This involves creating
and testing different approaches to effectively identify and filter out spam messages
in Kazakh.

Spam comes in many different forms and keeps changing all the time. That’s
why it’s really important to keep coming up with new ways to detect and combat
it. Evaluating the effectiveness of existing spam identification methods highlights
the importance of developing hybrid approaches that offer enhanced accuracy.
Furthermore, the absence of spam detection systems specific to the Kazakh lan-
guage further emphasizes the necessity for a proposed system that can identify
unsolicited messages.

1.2 Aims and Objectives

The primary aim of this project is to develop a hybrid machine learning model
for identifying spam messages in the Kazakh language, while ensuring a low false
positive rate and a low false negative rate. This means that non-spam messages
should never be classified as spam - should have a low false positive rate. This
is the ratio of the number of normal messages mistakenly recognized as spam to
the amount of all normal messages. Spam messages should never be classified as
non-spam - should have a low false negative rate. This is the ratio of the number
of missed spam to the total spam volume. To achieve this, we will collect and
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process a large dataset of Kazakh language messages to train and test the model.
We will evaluate and compare the model’s performance using various metrics.
The end result will be a user-friendly interface that can be easily integrated into
any applications and can handle large volumes of messages.

The overall objectives of this research project can be summarized as follows:

1. to build a corpus of Kazakh language spam messages

2. to thoroughly examine and experiment with various machine learning mod-
els, with the aim of finding the most appropriate ones for constructing a
hybrid system that detects spam in the Kazakh language

3. to offer a practical and productive resolution to tackle the issue of unwanted
spam messages specifically in the Kazakh language

By recommending a combination of machine learning models that can success-
fully identify spam messages in the Kazakh language, we aim to improve the
knowledge of current literature.

1.3 Thesis Outline

The thesis was divided into the following chapters:

Chapter 2: Literature Review. This chapter offers a thorough analysis of the
existing literature on spam detection, machine learning models, and methods used
in the field.

Chapter 3: Methodology. Subsection: Dataset. The collection, preparation,
and construction of the corpus of spam messages in Kazakh was covered in this
subsection. Subsection: Data Preprocessing. This subsection describes the pro-
cesses used to clean, remove stop words, special characters, digits, and links from
the dataset. Subsection: Feature Extraction, Data Split: Test and Train Division,
Training Phase. The methods used for feature extraction, spitting the data, and
the training phase of the models were covered in this subsection.

Chapter 4: Results for Non-hybrid and Hybrid Models, User Interface. The
findings and results from experiments utilizing non-hybrid and hybrid spam de-
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tection models were presented in this chapter. It also describes the user interface
created for the suggested solution.

Chapter 5: Discussion and Conclusion. The key findings were summarized in
the last chapter, along with its major contributions, limitations, and potential
directions for future research.
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Chapter 2

Literature review

In the literature review section of this work, we thoroughly examine the current
research on ML-based methods for filtering spam. The review covers a range of
algorithms and techniques proposed in previous studies. We carefully assess the
advantages and drawbacks of each approach. In our work, we will leverage the
classifiers evaluated in this section to create a hybrid spam filtering algorithm.
Our aim is to merge the positive aspects of multiple classifiers while mitigating
their limitations, resulting in an innovative approach to spam detection.

2.1 Naive Bayes Filtering Method

The technique of Naive Bayes spam filtering involves the application of Bayes’
theorem. In the training phase, the filter computes and remembers the impor-
tance of each word found in the text. Later, when a message is received, it is
categorized as either "spam" or "non-spam" based on whether the importance of
its words exceeds a predetermined limit. The formula 2.1.1 below illustrates how
the likelihood of a message containing a particular spam word is calculated:

P (sp|w) = P (sp) ∗ P (w|sp)
P (sp) ∗ P (w|sp) + P (nsp) ∗ P (w|nsp)

(2.1.1)

When a particular word is detected, the likelihood of a message being consid-
ered spam is expressed as P(sp/w). P(sp) quantifies the likelihood of a message
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being classified as spam, whereas P(w/sp) denotes the probability of a specific
word occurring in a spam message. P(nsp) signifies the general probability of a
message being categorized as non-spam, while P(w/nsp) indicates the likelihood
of encountering a particular word in a non-spam message [3].

When it comes to spam detection in the Kazakh language, the Multinomial
Naive Bayes (MNB) algorithm can be employed. It is a Naive Bayes classifier
variant that works especially well for text classification applications. The method
determines the probability of occurrence for each feature in spam and non-spam
messages during the training phase. It estimates the likelihood of a specific fea-
ture appearing in a spam message and the likelihood of the same feature occurring
in a non-spam message [4]. The availability of a comprehensive and well anno-
tated training dataset in Kazakh is crucial to MNB’s performance. This dataset
should include a diverse range of spam and non-spam messages representative of
the language’s characteristics. Once the MNB model is trained, it can be used
to classify incoming messages as spam or non-spam with a high degree of accu-
racy. By assigning a probability score to each classification, it enables users to
set an appropriate threshold for filtering out unwanted spam messages. In gen-
eral, although Naive Bayes is a popular and efficient approach for filtering out
spam messages, it does have its limitations. The "naive" in its name stems from
the assumption that the features utilized for classification are mutually exclusive
of one another. However, in real-world datasets, this assumption might not be
applicable to particular features, which can result in less accurate classification
outcomes.

2.2 Support vector machine

The Support Vector Machine (SVM) algorithm is commonly employed to cat-
egorize messages as either spam or non-spam (binary classes), although it can
also be adjusted for handling multiple classes. It operates by identifying the
most suitable boundary, known as a hyperplane, to distinguish between positive
and negative instances. By evaluating this boundary, the algorithm determines
whether a new message is categorized as spam or non-spam [5]. The classification
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accuracy can be improved by maximizing the margin between hyperplanes. The
margin refers to the space between the hyperplane and the closest data points
belonging to each category. By maximizing this margin, SVMs aim to achieve
better generalization and reduce the risk of overfitting. This property makes
SVMs particularly useful when the training data is limited or when there is a
class imbalance, such as in spam filtering where the number of spam messages is
usually much smaller than non-spam messages. Once the SVM model is trained,
it can be used to classify new, unseen messages as either spam or non-spam based
on their feature representations. By assigning a label to each message, SVM en-
ables effective spam filtering in the Kazakh language. Many research studies have
demonstrated the efficiency of SVM in spam classification, achieving an accuracy
rate of 96% [6]. Nevertheless, training SVM can be computationally demanding,
dependent on the selection of the kernel function, susceptible to overfitting, and
need the calibration of hyperparameters.

2.3 K-nearest neighbor

K-nearest neighbor (KNN) spam detection is an approach used to identify spam
messages. The KNN algorithm analyzes the characteristics of a new message and
compares them to the features of known spam and non-spam messages. By con-
sidering the classifications of the KNN, the algorithm assigns the new message
to the class (spam or non-spam) that is most prevalent among its closest neigh-
bors. In the context of spam filtering, this means that messages exhibiting similar
characteristics to known spam messages are also likely to be spam. The primary
factor used to identify similar samples is the distance measure. Typically, the Eu-
clidean distance is employed to determine how close the samples are to each other.
When a new message without a label is received, the KNN algorithm assesses its
similarity to the labeled training examples by calculating the Euclidean distance.
To compute the distance between two features, xi and xj, and find neighboring
samples, a vector feature < a1 (x), a2 (x), ..., an (x) > is defined [7]. This distance
calculation is carried out using Equation 2.3.1 below:
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d(xi, xj) =

√√√√ n∑
r=1

(ar(xi)− ar(xj))2 (2.3.1)

The figure 2.1 provides a visual representation of the relative positions of the
neighboring data points, indicating their proximity to the new message. Among
its nearby data points, there are three neighbors that belong to the "Not Spam"
category, and four neighbors that fall into the "Spam" category. In this case,
the algorithm would classify the new message as spam since the majority of its
neighbors are in the "Spam" category. This decision-making process demonstrates
how the KNN algorithm is simple and effective in classification tasks.

Figure 2.1: K-nearest neighbor

One significant difficulty with this algorithm is its higher computational bur-
den when compared to other machine learning methods [8]. Finding the nearest
neighbors involves evaluating the item being categorized against each item in the
dataset, which demands a substantial amount of linear operations corresponding
to the dataset’s size. Furthermore, the performance of the KNN algorithm heav-
ily depends on the choice of the parameter k. Selecting an optimal value for k is
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crucial as choosing a small value may result in overfitting, causing to heightened
sensitivity of the model to irrelevant data points and outliers, while choosing a
large value may cause underfitting, leading to oversimplified classification bound-
aries by the model and fails to capture the intricacies of the data. One way to
determine the optimal value of k is through cross-validation, where the dataset
is divided into training and validation sets. The algorithm is trained with dif-
ferent values of k, and the performance is evaluated on the validation set using
appropriate metrics such as accuracy, precision, recall, or F1 score. The value
of k that yields the best performance is then selected as the optimal parameter
[9]. Overall, while the KNN algorithm has its limitations, it remains a valuable
tool in machine learning, particularly for tasks such as classification, where the
interpretability and adaptability of the model are important factors.

2.4 Decision Tree

A Decision Tree (DT) is a type of organized tree structure employed in the iden-
tification of spam messages. This DT uses many features and patterns inside the
message content to analyze them in a manner similar to humans thought process
to make an informed judgment. It looks at things like the existence of ambigu-
ous terms, the overuse of capital letters, the frequency with which exclamation
points or questions are used, and the sheer volume of hyperlinks. By traversing
the branches of this decision tre, it can accurately classify incoming messages as
spam or non-spam, thereby helping us filter out unwanted and potentially harmful
content. The visual representation depicted in Figure 2.2 showcases a DT model.
In this model, each node represents a decision that relies on the value of a spe-
cific feature, while the branches illustrate the different potential results of that
decision. To identify whether a text message is spam or not, the DT approach
utilizes input words (F), their frequencies (V), and labels (C). The features taken
into account throughout the decision-making process are represented by the input
words (F). These words related frequencies (V) inform us how frequently they ap-
pear in the message. A message’s classification as spam or not is indicated by the
labels (C). By analyzing these inputs, the DT algorithm can accurately classify
text messages based on their likelihood of being spam.
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Figure 2.2: Decision Tree

When building a tree based on pre-determined attribute values, the process
involves dividing the original set into multiple smaller subsets. This division is
done repeatedly on each subset, following a recursive approach known as recursive
partitioning. The recursion continues until the subset at a particular node shares
a similar value with the target variable.

Determining the ideal size of the final tree presents a significant difficulties
when employing DT. Alongside this challenge, the learning process also entails
addressing other issues, such as selecting the most suitable attribute for dividing
the data, determining when to halt the learning process, choosing an appropriate
pruning technique to reduce the tree’s size, and evaluating the accuracy of the
resulting tree [10]. Therefore, it’s really important to adjust the settings of the
tree, as this could negatively impact on the model’s overall performance.

2.5 Random Forest Classifier

Random Forest Classifier (RFC) is an ensemble learning technique utilized for
classification and regression tasks. In the context of spam detection, Random
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Forest operates by constructing an ensemble of decision trees based on randomly
selected subsets of features and training data. Each decision tree independently
classifies incoming messages as spam or non-spam based on various features and
their thresholds. During the classification process, the Random Forest utilizes the
predictions made by each decision tree, and the ultimate classification is deter-
mined by selecting the option that receives the most votes from all the trees [11].
One of the advantages of using the Random Forest technique is its ability to select
features and take into account numerous subsets of features, rather than solely
focusing on a small set of features that effectively distinguish the training data.
This ensemble approach helps improve the accuracy and robustness of the spam
detection system, as the combined decision of multiple trees can better handle
variations and complexities in the data.

The study [12] successfully classified spam messages by employing various ma-
chine learning methods. The researchers implemented ten different classifiers on
a benchmark dataset to determine the most effective classifier. They employed a
10-fold cross-validation technique to assess accuracy. The findings revealed that
the RFC achieved an accuracy of approximately 95.45%, outperforming the other
classifiers utilized in the study.

Random Forest’s main drawbacks for spam detection include its lack of inter-
pretability, making it challenging to understand the decision-making process, and
its potential for overfitting if the model is too complex or the number of trees is
excessive relative to the training data size.

2.6 Logistic Regression

Logistic regression (LR) is a popular algorithm for spam detection due to its
simplicity and effectiveness in binary classification tasks. It models the rela-
tionship between the input features (such as content, sender information, and
metadata) and the probability of a message being classified as spam [13].

In this particular study [14], the researchers investigate methods to minimize
the logistic loss function in the context of spam filtering. They conduct a perfor-
mance analysis of various techniques with the aim of determining whether a given
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message is classified as spam or not. The paper emphasizes the effectiveness of
LR as one of the top techniques for distinguishing between spam and non-spam
messages.

One advantage of LR is its interpretability. The algorithm estimates the co-
efficients for each input feature, allowing us to understand the impact of each
feature on the likelihood of an email being spam. This can provide insights into
the important factors contributing to spam detection. LR also handles sparse data
well, which is common in spam detection scenarios. It can handle a large number
of features and works efficiently even when dealing with high-dimensional data.
However, LR has some limitations. One major drawback is its assumption of a
linear relationship between the input features and the output. This means that if
the relationship is non-linear, LR may not capture complex patterns effectively.
Another challenge with LR is handling imbalanced datasets, where the number of
spam messages is significantly lower than non-spam messages. Since LR focuses
on maximizing overall accuracy, which can sometimes lead to a preference for the
larger class and make it challenging to accurately predict the smaller class.
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Chapter 3

Methodology

In the upcoming sections, we introduce techniques and approaches that encom-
pass tasks such as reading and preparing the data, creating a bag of words and
labels (feature extraction), splitting the data, creating and fitting (training) the
model, and making predictions, which is illustrated the workflow architecture in
the figure 3.1 below.

Figure 3.1: Workflow Architecture
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3.1 Dataset

Our work stands out or is distinct in that we assembled the dataset through
manual procedures, which adds a special element or originality to our research.
To ensure a comprehensive and diverse dataset, a wide range of sources were
considered, including emails, SMS messages, and websites. By manually gathering
the dataset, we had complete authority over the quality and precision of the data,
thereby enhancing the dependability and credibility of our findings. Although
the process of manual collection was laborious and time-intensive, ensuring the
accuracy and trustworthiness of the data utilized in our research was of utmost
importance. The dataset consists of 2000 entries and 2 categories, where each
message is categorized as either non-spam (0) or spam (1). Among the 2000
messages, 400 are identified as spam and 1600 as not spam. Considering the
scarcity of spam messages in real-world scenarios, having 400 spam messages,
which make up 20% of the dataset, is deemed satisfactory for the specific issue
being addressed [15]. In the figure below 3.2, you can see an example of a dataset
with 10 rows, which is used for illustrative purposes.

Figure 3.2: Dataset

3.2 Data Preprocessing

In machine learning, preparing the dataset is important as it involves converting
it into a format that can be easily understood by computers. Our code includes
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various techniques for preprocessing the data, which aim to enhance its quality
and make it better suited for machine learning models.

Python’s string punctuation is a predefined set of characters stored in the
string module [16]. It includes all punctuation marks as a string. This feature is
used to strip punctuation from a given sentence. The process of removing punc-
tuation involves iterating over each character in the sentence and checking if it
belongs to the string punctuation set. If it doesn’t, the character is considered
relevant and is retained in the modified text. Through the exclusion of punctu-
ation, the model can concentrate on the meaningful words in the text instead of
the distracting punctuation marks.

Stopwords are words that are very common and don’t carry much important
information. In Kazakh language, the word "Shylau" (Шылау) falls into this
category, as depicted in Figure 3.3. These words don’t have a significant meaning
on their own and don’t function as independent parts of a sentence. Removing
stopwords has the potential to enhance performance by reducing the number of
tokens to only those that are significant. Consequently, this could lead to an
improvement in classification accuracy. Deciding when to eliminate stopwords
does not follow a strict rule. However, if our goal involves tasks like Language
Classification, Spam Filtering, or anything related to text classification, it would
be advisable to remove stopwords.

Figure 3.3: Kazakh Stopword Lists
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Lemmatization is a process of stripping words of their inflectional endings
to reveal their base form. In our work, we utilized the kaz-nlp tool to perform
morphological processing tasks, such as lemmatization. This set of tools offers a
variety of capabilities that handle different Natural Language Processing (NLP)
challenges. When it comes to lemmatization, the initial step involves splitting
sentences into individual tokens, or words, which are then subjected to the "tag-
sentence" method provided by the kaz-nlp tool [17]. This approach carries out the
required analysis to recognize and separate the lemmas from the tokens, producing
a standardized representation of the underlying meaning of the words. Figure 3.4
below illustrates lemmatization in Kazakh.

Figure 3.4: Lemmatization in Kazakh

We combined the aforementioned methods with various other preprocessing
techniques, including converting to lowercase, tokenization, and removing links
and numbers, into a single preprocess-text function. This function can be
used as a pipeline to preprocess Kazakh datasets effectively.

The provided code performs preprocessing on a Kazakh dataset, as shown in the
Appendix A. It starts by importing the essential modules and libraries, including
string, pandas, and numpy. Additionally, it imports specific modules from the kaz-
nlp library for tokenization, morphology analysis, and tagging. The code defines
a function called "preprocess_text" that takes a message as input. Within this
function, the message is converted to lowercase and several regular expressions
are used to remove various elements from the text. HTTP links, bitly links,
and www links are eliminated. Digits and punctuations are also removed. The
text is then split into a list of words, and stop words are filtered out. Next, the
code utilizes the loaded tagger to analyze each word in the message. It retrieves
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the lemma (base form) of each word by extracting it from the tag, specifically
targeting words with the "_R" tag. The lemmatized words are then concatenated
to form the preprocessed text.

By applying the pipeline to every individual value within the dataset, we obtain
preprocessed data as depicted in the Figure 3.5 below.

Figure 3.5: Preprocessed Kazakh Dataset

3.3 Feature extraction

In our research, we employ the Term Frequency Inverse Document Frequency
(TF-IDF) approach on preprocessed data to assess the importance of individual
words in a text. TF-IDF consists of two components: the initial component is
known as TF, and the subsequent component is referred to as IDF. TF determines
how often a word appears in a document [18]. The value is obtained by dividing
the number of times a specific word appears in a document by the total number
of words in that document, as shown in Equation 3.3.1:

TF (t) =
Number of times a specific word t appears in a document

Total number of words in the document
(3.3.1)

IDF measures the importance of a word. The IDF value is computed by taking
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the logarithm of the ratio between the total number of documents in a collection
and the number of documents that contain the specific word, as illustrated in
Equation 3.3.2:

IDF (t) = log_e(
Total number of documents

Number of documents with word t in it
) (3.3.2)

In order for machine learning algorithms to handle and evaluate the textual
data efficiently, we must first convert it into a numerical representation using
TF-IDF. This allows us to find important patterns and insights within the text.

3.4 Data Split: Test and Train Division

In the subsequent step of the process, we divide the data into two parts: the
training set and the testing set. The purpose behind this division is to train the
model using the training set, and then evaluate its performance on the separate
test set. The code snippet presented in Appendix B illustrates the dataset splitting
process utilizing the train_test_split method [19].

The dataset was divided using the following parameters:

• x: Represents the features for the model.

• y: Corresponds to the labels indicating whether a message is spam or not.

• test_size: Specifies the proportion of the dataset to allocate for the test set.
In this case, 30% (0.3) of the data was set aside for testing.

• random_state: Sets the random seed to ensure reproducibility. The value
of 10 was used here.

After the dataset was split, the code prints the number of rows in the test set
and the train set. The test set contains 600 rows, while the train set consists of
1400 rows. Additionally, each row in both sets has 400 columns, representing the
features or attributes of the messages.

This division allows us to train the model on a majority of the data (70%) and
assess its performance on the remaining unseen data (30%). It helps evaluate how
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well the model generalizes to new, unseen messages and gives us insights into its
effectiveness in detecting spam in the Kazakh language.

3.5 Training Phase

Once the data is prepared and the necessary packages are imported, we proceed
to train various classifiers using the training set. During this phase, the model
learns from the labeled data to identify patterns and characteristics that distin-
guish spam messages from non-spam messages. We explore a range of algorithms,
including SVM, KNN, MNB, DT, RFC, and LR. These classifiers have different
approaches and strengths, which enable us to thoroughly evaluate how well they
perform for our particular task. In order to achieve our research aims, we intend
to employ these classifiers and algorithms to extract valuable insights from our
data and make accurate predictions. Moreover, these algorithms come with read-
ily accessible Python libraries, making it easier to apply and integrate them into
our project. In Python, we can utilize the scikit-learn library [20], which provides
a wide range of tools and algorithms for various tasks, including spam classifica-
tion. To train machine learning algorithms, we need to create an instance of the
chosen algorithm by initializing its parameters. We can modify the algorithm’s
parameters and set up its behavior at this phase. Afterward, we need to use the
training data to train the algorithm. This involves providing the algorithm with
the input features (x_train) and the target labels (y_train). The algorithm will
learn from the training data to find patterns and relationships in the data.

During the training phase, it is important to ensure that the dataset is di-
verse and representative of the different types of spam messages that may be en-
countered. By effectively training ML models for spam detection in the Kazakh
language, we can create system that can accurately identify and filter out spam
messages, improving the user experience and protecting against potential security
risks.
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Chapter 4

Results

4.1 Non-hybrid Machine Learning Models Results

The effectiveness of individual, non-hybrid algorithms is evaluated in this sec-
tion using metrics including accuracy, precision, recall, and F1-score. These met-
rics give important information about the efficiency and dependability of the
standalone algorithms. Accuracy 4.1.1 measures the overall correctness of the
spam detection system by calculating the ratio of correctly classified spam and
non-spam messages to the total number of messages. It is a general indicator of
the system’s effectiveness in correctly identifying spam and non-spam messages.

Accuracy =
TP + TN

TP + FP + TN + FN
(4.1.1)

Precision 4.1.2 is a metric that quantifies the proportion of correctly classi-
fied spam messages among all the messages predicted as spam. It evaluates the
system’s ability to accurately label messages as spam, minimizing false positives.

Precision =
TP

TP + FP
(4.1.2)

Recall 4.1.3 represents the proportion of actual spam messages correctly iden-
tified by the system. It assesses the system’s ability to capture all spam messages
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and avoid false negatives.

Recall =
TP

TP + FN
(4.1.3)

The F1-score is a balanced measure that combines precision and recall into a
single metric. The equation 4.1.4 for the F1-score is presented below:

Precision =
TP

TP + FP
(4.1.4)

The implementation of Non-hybrid ML models is presented in Appendix C.
The following table 4.1 presents the outcome of the evaluation measures for each
classification technique applied to the test dataset:

Accuracy Precision Recall F1-Score
SVM 0.985000 0.973451 0.948276 0.960699
KNN 0.983333 0.956897 0.956897 0.956897
MNB 0.981667 0.972973 0.931034 0.951542
RFC 0.976667 0.947368 0.931034 0.939130
LR 0.948333 0.967033 0.758621 0.850242
DT 0.946667 0.956522 0.758621 0.846154

Table 4.1: Result metrics for non-hybrid models

Looking at the metrics we obtained, we can draw the following conclusions:
SVM achieved the highest accuracy and a reasonably high f1-score, indicating a
balanced performance in terms of precision and recall. LR and DT showed high
precision but relatively low recall, indicating their ability to avoid false positives
but potential difficulty in identifying all spam messages. DT exhibited lower re-
call and f1-score compared to other ML models, suggesting its lower performance.
Overall, based on these metrics, SVM and KNN demonstrated the most effec-
tive performance in identifying spam messages. In the figure 4.1 below, we can
observe the confusion matrix for SVM, which demonstrates the superior perfor-
mance compared to other algorithms. It provides a comprehensive overview of
how well the model performed in classifying messages as either spam or not spam.

In this particular case, the confusion matrix reveals the following results:

• True Positives (Spam): The model correctly identified 108 messages as
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spam.

• False Negatives (Spam): However, the model incorrectly labeled 8 messages
as not spam when they were actually spam.

• False Positives (Not Spam): Conversely, the model mistakenly classified 6
messages as spam when they were actually not spam.

• True Negatives (Not Spam): The model accurately recognized 478 messages
as not spam.

Figure 4.1: Confusion Matrix for SVM

By studying the confusion matrix, we gain valuable insights into the strengths
and weaknesses of the SVM model in effectively classifying messages as spam or
not spam in the Kazakh language.

4.2 Hybrid Machine Learning Models Results

Non-hybrid models like SVM and KNN are straightforward, quick, and conve-
nient to understand and apply, rendering them appropriate for less complex tasks.
However, these models rely solely on a single ML algorithm, which limits their
performance to the capabilities of that specific algorithm. On the other hand, a
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hybrid ML model for spam detection combines multiple ML algorithms to gener-
ate predictions. The benefit of a hybrid model lies in its ability to leverage the
strengths of different algorithms, leading to enhanced overall performance. For
instance, one algorithm might excel in precision but lack in recall, while another
algorithm could demonstrate the opposite behavior. By integrating these algo-
rithms, a hybrid model can strike a balance between precision and recall, which
yields improved performance outcomes. The hybrid ML model we are working on
combines the strengths of multiple algorithms, allowing us to tap into their col-
lective power. This approach enhances our ability to make accurate predictions in
spam detection. In our work, we combine different algorithms using the Voting-
Classifier technique. Specifically, we utilize SVM, MNB, RFC, KNN, DT, and LR
to build a reliable spam detection model. In this method, predictions from vari-
ous classifiers are combined using either hard or soft voting. In the case of hard
voting (Figure 4.2), the final prediction is based on the majority decision of the
classifiers. For instance, if SVM and KNN classify a message as spam while RFC
classifies it as non-spam, the majority vote would classify the message as spam
since two out of the three classifiers identified it as such. The simplicity of hard
voting makes it straightforward to implement and interpret, making it a practical
choice in scenarios where a clear decision is needed from the base classifiers.

Figure 4.2: Hard Voting Classifier Architecture
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In situations where the count of votes for each class is equivalent and there is
an even number of classifiers in the ensemble, determining the majority vote can
be challenging. To address this ambiguity, the VotingClassifier method employs a
technique known as soft voting. Instead of making binary predictions (0 or 1), each
classifier assigns probability scores to each class label (spam or non-spam). Let’s
consider an example where we have two classifiers, SVM and KNN. In this case,
each classifier assigns probability scores to the two classes: spam and non-spam.
In the figure 4.3 below, you can see a visual representation of their probability
scores. The class label with the highest probability score is then selected as the
final prediction. This approach avoids the need for tie-breaking strategies used in
hard voting, such as random selection or weighted voting schemes [21].

Figure 4.3: Soft Voting Classifier Architecture

The implementation of Hybrid ML models is presented in Appendix D. Outlined
in the subsequent table 4.2 are the performance measures for the hybrid models:
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Accuracy Precision Recall F1-Score
SVM + KNN 0.986667 0.982143 0.948276 0.964912
MNB + RFC 0.985000 0.965217 0.956897 0.961039
SVM + LR 0.983333 0.964912 0.948276 0.956522
RFC + KNN 0.983333 0.973214 0.939655 0.956140
MNB + KNN 0.981667 0.972973 0.931034 0.951542
SVM + MNB 0.980000 0.948276 0.948276 0.948276
SVM + RFC 0.980000 0.948276 0.948276 0.948276
MNB + LR 0.978333 0.981308 0.905172 0.941704
RFC + LR 0.965000 0.979798 0.836207 0.902326
SVM + DT 0.961667 0.951456 0.844828 0.894977
KNN + LR 0.958333 0.978947 0.801724 0.881517
MNB + DT 0.951667 0.957895 0.784483 0.862559
RFC + DT 0.950000 0.967391 0.767241 0.855769
KNN + DT 0.948333 0.977528 0.750000 0.848780
DT + LR 0.948333 0.956989 0.767241 0.851675

Table 4.2: Result metrics for hybrid models

From the obtained outcomes, it is evident that the hybrid model "SVM +
KNN" displayed superior performance across various metrics. This particular
hybrid model attained an accuracy level of 0.986667, indicating that it accurately
classified 98.67% of the spam messages. With a precision of 0.982143, the model
demonstrated a low rate of misclassifying non-spam messages as spam. Moreover,
it achieved a recall of 0.948276, correctly identifying 94.83% of the actual spam
messages. The F1-score, which takes into account both precision and recall, also
yielded a value of 0.964912 for this hybrid model. This hybrid model "SVM +
KNN" offers distinct advantages over using SVM alone, and we can understand
these benefits by examining the confusion matrix, as depicted in Figure 4.4:

• True Positives (Spam): The hybrid model correctly classified 110 messages
as spam.

• False Negatives (Spam): The hybrid model mistakenly labeled 6 messages
as not spam when they were actually spam.

• False Positives (Not Spam): The hybrid model incorrectly classified 2 mes-
sages as spam when they were actually not spam.
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• True Negatives (Not Spam): The hybrid model accurately recognized 482
messages as not spam.

Figure 4.4: Confusion Matrix for Hybrid ML (SVM + KNN) model

The hybrid ML model, which combines SVM and KNN for spam detection in
the Kazakh language, offers the following advantages over using SVM alone:

• Improved Accuracy: By combining the strengths of SVM and KNN, the
hybrid model achieves higher accuracy in distinguishing between spam and
not spam messages compared to stand-alone SVM. This is evident from
the increased number of true positives and true negatives in the confusion
matrix.

• Reduced False Negatives: With the hybrid model, there are fewer instances
where spam messages are wrongly labeled as not spam. It does a better
job at recognizing spam, so there are fewer mistakes in identifying them.
This is essential in preventing spam messages from reaching the user and
improving the overall satisfaction of the user.
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• Effective Handling of False Positives: The hybrid model also demonstrates
efficiency in minimizing false positives, which means fewer legitimate mes-
sages are incorrectly classified as spam. This reduces the chance of missing
crucial information by making sure that critical non-spam messages are not
inadvertently filtered out.

The findings indicate that hybrid model perform better at spam identification
than traditional non-hybrid techniques, leading to improved spam detection ca-
pabilities and a more trustworthy filtering system.

4.3 User Interface

During this research, a user interface was developed for a spam detection sys-
tem in the Kazakh language. By categorizing incoming messages as spam or not,
this web application gives users a simple way to interact with the system. The
user interface was developed using Python. This adaptability makes it simple to
integrate with many systems, which enhances the interface’s overall functionality.
The user interface has a text area for users to enter their messages. To start the
prediction process, users can click the "Болжау" button, which means "Predict"
in Kazakh. To accomplish this, it goes through a sequence of processes. First,
the input message is preprocessed to transform it into a suitable format for anal-
ysis. Then, the preprocessed text is vectorized using the TF-IDF technique. The
vectorized input is then passed into a trained model for prediction. Behind the
scenes, the algorithm responsible for making these predictions is a combination of
SVM and KNN, which consistently produced the best accurate outcomes in our
evaluations. Based on the prediction result, the code displays a corresponding
header indicating whether the message is classified as spam or not. If the result is
1, indicating a spam message, the header is displayed in red with the label "Спам
(Spam)", as presented in Figure 4.5.
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Figure 4.5: User Interface: Spam indication

Conversely, if the result is not 1, indicating a non-spam message, the header is
displayed in blue with the label "Спам емес(Not spam)", as shown in Figure 4.6.

Figure 4.6: User Interface: Not Spam indication
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With its intuitive design and effective functionality, this user interface empowers
users to easily identify spam, thereby significantly improving the overall messaging
experience in Kazakh.
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Chapter 5

Discussion and Conclusion

The findings indicate that SVM and KNN exhibited strong performance in com-
parison to other models such as RFC, LR, MNB, and DT across all metrics. By
combining SVM and KNN, their performance was further enhanced, highlighting
the effectiveness of combining standalone well-performing models. It can be in-
ferred that the hybrid model is more appropriate for this particular problem and
dataset under examination, as it yields superior outcomes compared to employ-
ing a single model. Furthermore, an user interface has been developed, which is
capable of classifying incoming messages as spam or non-spam. This interface
allows users to input messages and obtain real-time classification results, provid-
ing a convenient solution for spam detection. Moving forward, there are plans to
increase the size of the dataset, which is anticipated to have a positive impact on
its performance. As part of our future work, we will focus on continual improve-
ment and optimization of the hybrid ML model for spam detection. By doing so,
we aim to create a spam detection solution that is not only highly effective and
efficient but also in its ability to remain agile in responding to novel and emerg-
ing spamming techniques. Enhancing the processing of the Kazakh language has
broader implications, not limited to its specific research context, but also extends
to other languages facing similar difficulties. In summary, there exists consider-
able opportunity for future endeavors to advance the processing of the Kazakh
language.
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Appendix A

Data Preprocessing Pipeline
for Kazakh lanuguage

1 import numpy as np

2 import pandas as pd

3 import string

4 import os

5 import re

6 from kaznlp.tokenization.tokhmm import TokenizerHMM

7 from kaznlp.morphology.analyzers import AnalyzerDD

8 from kaznlp.morphology.taggers import TaggerHMM

9

10 analyzer = AnalyzerDD ()

11 analyzer.load_model(os.path.join(’kaznlp ’, ’morphology ’,’mdl’))

12 mdl = os.path.join(’kaznlp ’, ’tokenization ’, ’tokhmm.mdl’)

13

14 tagger = TaggerHMM(lyzer=analyzer)

15 tagger.load_model(os.path.join(’kaznlp ’, ’morphology ’,’mdl’))

16

17 def preprocess_text(message):

18 #to lowercase

19 message = message.lower ()

20 # remove http links

21 message = re.sub(r’http\S+’, ’’, message)

22 # remove bitly links

23 message = re.sub(r’bit.ly/\S+’, ’’, message)

24 # remove www links

25 message = re.sub(r’www\S+’, ’’, message)

26 # remove digits

27 message = re.sub(r’\d+’, ’’, message)

36



28 #remove punctuations

29 message = re.sub(r’[^\w\s]’, ’’, message)

30 list_of_words = message.split()

31 # remove stop words

32 message = [t for t in list_of_words if t not in stop_words]

33

34 texts = ’’

35 for i, a in enumerate(tagger.tag_sentence(message)):

36 lemma_reg = re.search(’(.+?)_R’, a)

37 if lemma_reg:

38 lemmatized_words = lemma_reg.group (1)

39 texts += lemmatized_words + " "

40

41 return texts
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Appendix B

The dataset splitting

1 from sklearn.feature_extraction.text import TfidfVectorizer

2 from sklearn.model_selection import train_test_split

3

4 tfidf = TfidfVectorizer(max_features =400)

5 x = tfidf.fit_transform(df[’preprocessed_text ’]).toarray ()

6 y = df[’spam’]. values

7

8 x_train , x_test , y_train , y_test = train_test_split(x, y, test_size =0.3,

random_state =10)

9

10 print(’rows in test set: ’ + str(x_test.shape))

11 print(’rows in train set: ’ + str(x_train.shape))
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Appendix C

Implementation of
Non-Hybrid ML models

1 from sklearn.naive_bayes import MultinomialNB

2 from sklearn.svm import SVC

3 from sklearn.tree import DecisionTreeClassifier

4 from sklearn.ensemble import RandomForestClassifier

5 from sklearn.neighbors import KNeighborsClassifier

6 from sklearn.linear_model import LogisticRegression

7 from sklearn.metrics import accuracy_score , confusion_matrix ,

precision_score , recall_score , f1_score

8

9 mnb = MultinomialNB ()

10 svm = SVC(kernel=’sigmoid ’, gamma =1.0, probability=True)

11 dt = DecisionTreeClassifier(max_depth =5)

12 rfc = RandomForestClassifier(n_estimators =50, random_state =10)

13 knn = KNeighborsClassifier(n_neighbors =20)

14 lr = LogisticRegression(solver=’liblinear ’, penalty=’l1’)

15

16 def train_clsf(clsf , x_train , y_train , x_test , y_test):

17 clsf.fit(x_train , y_train)

18 y_pred = clsf.predict(x_test)

19 accuracy = accuracy_score(y_test , y_pred)

20 precision = precision_score(y_test , y_pred)

21 rec = recall_score(y_test , y_pred)

22 f1 = f1_score(y_test , y_pred)

23 return accuracy ,precision ,rec ,f1

24

25 clsfs = {

26 ’MNB’: mnb ,

39



27 ’SVM’ : svm ,

28 ’DT’: dt,

29 ’RFC’: rfc ,

30 ’KNN’ : knn ,

31 ’LR’: lr,

32 }

33

34 acc_score = []

35 prec_score = []

36 rec_score = []

37 f1_score = []

38

39 for name ,clsf in clsfs.items ():

40 acc ,precision ,rec ,f1 = train_clsf(clsf , x_train , y_train , x_test , y_test

)

41 print(name)

42 print("Accuracy:", acc)

43 print("Precision:", precision)

44 print("Recall:", rec)

45 print("F1 -Score:", f1)

46 acc_score.append(acc)

47 prec_score.append(precision)

48 rec_score.append(rec)

49 f1_score.append(f1)
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Appendix D

Implementation of Hybrid
ML models

1 from sklearn.ensemble import VotingClassifier

2

3 svm_knn=VotingClassifier(estimators =[(’SVM’,svm) ,(’KNN’,knn)],voting=’soft’)

4 svm_mnb=VotingClassifier(estimators =[(’SVM’,svm) ,(’MNB’,mnb)],voting=’soft’)

5 svm_dt=VotingClassifier(estimators =[(’SVM’,svm) ,(’DT’,dt)],voting=’soft’)

6 svm_rfc=VotingClassifier(estimators =[(’SVM’,svm) ,(’RFC’,rfc)],voting=’soft’)

7 svm_lr=VotingClassifier(estimators =[(’SVM’,svm) ,(’LR’,lr)],voting=’soft’)

8 mnb_knn=VotingClassifier(estimators =[(’MNB’,mnb) ,(’KNN’,knn)],voting=’soft’)

9 mnb_lr=VotingClassifier(estimators =[(’MNB’,mnb) ,(’LR’,lr)],voting=’soft’)

10 mnb_dt = VotingClassifier(estimators =[(’MNB’,mnb) ,(’DT’,dt)],voting=’soft’)

11 mnb_rfc=VotingClassifier(estimators =[(’MNB’,mnb) ,(’RFC’,rfc)],voting=’soft’)

12 rfc_lr=VotingClassifier(estimators =[(’RFC’,rfc) ,(’LR’,lr)],voting=’soft’)

13 rfc_dt=VotingClassifier(estimators =[(’RFC’,rfc) ,(’DT’,dt)],voting=’soft’)

14 rfc_knn=VotingClassifier(estimators =[(’RFC’,rfc) ,(’KNN’,knn)],voting=’soft’)

15 knn_lr=VotingClassifier(estimators =[(’KNN’,knn) ,(’LR’,lr)],voting=’soft’)

16 knn_dt=VotingClassifier(estimators =[(’KNN’,knn) ,(’DT’,dt)],voting=’soft’)

17 dt_lr = VotingClassifier(estimators =[(’DT’, dt),(’LR’, lr)],voting=’soft’)

18

19 def train_clsf(clsf , x_train , y_train , x_test , y_test):

20 clsf.fit(x_train , y_train)

21 y_pred = clsf.predict(x_test)

22 accuracy = accuracy_score(y_test , y_pred)

23 precision = precision_score(y_test , y_pred)

24 rec = recall_score(y_test , y_pred)

25 f1 = f1_score(y_test , y_pred)

26 return accuracy ,precision ,rec ,f1

27
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28 clsfs = {

29 ’SVM + KNN’: svm_knn ,

30 ’SVM + MNB’: svm_mnb ,

31 ’SVM + RFC’: svm_rfc ,

32 ’SVM + DT’: svm_dt ,

33 ’SVM + LR’: svm_lr ,

34 ’MNB + KNN’: mnb_knn ,

35 ’MNB + DT’: mnb_dt ,

36 ’MNB + RFC’: mnb_rfc ,

37 ’MNB + LR’: mnb_lr ,

38 ’RFC + DT’: rfc_dt ,

39 ’RFC + KNN’: rfc_knn ,

40 ’RFC + LR’: rfc_lr ,

41 ’KNN + DT’: knn_dt ,

42 ’KNN + LR’: knn_lr ,

43 ’DT + LR’: dt_lr ,

44 }

45

46 acc_score = []

47 prec_score = []

48 rec_score = []

49 f1_score = []

50

51 for name ,clsf in clsfs.items ():

52 acc ,precision ,rec ,f1 = train_clsf(clsf , x_train , y_train , x_test , y_test

)

53 print(name)

54 print("Accuracy:", acc)

55 print("Precision:", precision)

56 print("Recall:", rec)

57 print("F1 -Score:", f1)

58 acc_score.append(acc)

59 prec_score.append(precision)

60 rec_score.append(rec)

61 f1_score.append(f1)
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