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Abstract

In today’s digital age, the need for robust data security and backup systems
has become increasingly critical, especially in the face of rising cyber threats such
as ransomware attacks. Traditional backup systems have shown vulnerabilities
in safeguarding crucial data, prompting a search for innovative solutions to en-
hance data integrity and protection. This research presents a groundbreaking
approach to address the challenges in data security and backup systems by lever-
aging blockchain technology. Blockchain technology, renowned for its decentral-
ized and immutable nature, offers a secure and transparent platform for storing
and safeguarding data. By harnessing the programmable and decentralized fea-
tures of blockchain, this thesis proposes a novel blockchain-based configuration
files backup system. The system aims to ensure the confidentiality and integrity of
data backups in network environments, paving the way for enhanced network se-
curity measures. The research questions aim to explore how blockchain technology
can be utilized to enhance the security of configuration files backup systems, the
advantages of implementing a blockchain-based backup system over traditional
methods, the impact of blockchain technology on cybersecurity innovation and
data protection mechanisms, and how blockchain technology can contribute to the
expansion of information security and improve overall data resilience in network
environments. The methodology section delves into the fundamentals of blockchain
technology, explaining different types of blockchain networks, consensus protocols,
proof of work, and asymmetric encryption. The proposed system includes a de-
tailed system architecture, data storage mechanisms, and blockchain algorithms
for securing data and configuration files. Through experimentation and evaluation
of the proposed system, the effectiveness of protecting data against vulnerabilities
in real-world scenarios, including ransomware attacks, integration of blockchain,
and evaluation of performance are analyzed. This thesis aims to make significant
contributions to the field of information security by showcasing the transforma-
tive capabilities of blockchain technology in enhancing data security innovation,
fostering data resilience in network environments, and advancing network security
practices in the digital era.
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Аңдатпа

Бүгiнгi цифрлық ғасырда сенiмдi деректер қауiпсiздiгi мен сақтық көшiрме
жүйелерiне деген қажеттiлiк, әсiресе төлемдiк бағдарламалық жасақтама ша-
буылдары сияқты өсiп келе жатқан киберқауiптер жағдайында өте маңызды
болып отыр. Дәстүрлi сақтық көшiрме жүйелерi маңызды деректердi қорға-
уда осалдықтарды көрсеттi, бұл деректер тұтастығы мен қорғауды жақсар-
ту үшiн инновациялық шешiмдердi iздеуге шақырды. Бұл зерттеу блокчейн
технологиясын қолдану арқылы деректер қауiпсiздiгi мен сақтық көшiрме
жүйелерiндегi қиындықтарды шешудiң жаңашыл әдiсiн ұсынады. Орталы-
қтандырылмаған және өзгермейтiн табиғатымен танымал блокчейн техноло-
гиясы деректердi сақтау және қорғау үшiн қауiпсiз және мөлдiр платформа-
ны ұсынады. Блокчейннiң бағдарламаланатын және орталықтандырылмаған
мүмкiндiктерiн пайдалана отырып, бұл диссертация блокчейнге негiзделген
жаңа конфигурация файлдарының сақтық көшiрмесiн жасау жүйесiн ұсына-
ды. Жүйе желiлiк орталардағы деректердiң сақтық көшiрмелерiнiң құпиялы-
лығы мен тұтастығын қамтамасыз етуге, желiлiк қауiпсiздiк шараларын жақ-
сартуға жол ашуға бағытталған. Зерттеу сұрақтары блокчейн технологиясын
конфигурация файлдарының сақтық көшiрме жүйелерiнiң қауiпсiздiгiн арт-
тыру үшiн қалай пайдалануға болатынын, блокчейн негiзiндегi сақтық көшiр-
ме жүйесiн енгiзудiң дәстүрлi әдiстерге қарағанда артықшылықтарын, блок-
чейн технологиясының киберқауiпсiздiк инновацияларына және деректердi
қорғау механизмдерiне әсерiн зерттеуге бағытталған. blockchain технология-
сы ақпараттық қауiпсiздiктi кеңейтуге және желiлiк орталардағы жалпы де-
ректер тұрақтылығын жақсартуға қалай үлес қоса алады. Әдiстеме бөлiмi
блокчейн технологиясының негiздерiн зерттейдi, блокчейн желiлерiнiң әртүр-
лi түрлерiн, консенсус хаттамаларын, жұмыс дәлелiн және асимметриялық
шифрлауды түсiндiредi. Ұсынылған жүйе егжей-тегжейлi жүйе архитекту-
расын, деректердi сақтау механизмдерiн және деректер мен конфигурация
файлдарын қорғауға арналған блокчейн алгоритмдерiн қамтиды. Ұсынылған
жүйенi эксперимент және бағалау арқылы нақты әлемдегi сценарийлердегi
осалдықтардан деректердi қорғаудың тиiмдiлiгi, соның iшiнде төлемдiк бағ-
дарламалық қамтамасыз ету шабуылдары, блокчейн интеграциясы және өнiм-
дiлiктi бағалау талданады. Бұл диссертация деректер қауiпсiздiгiнiң иннова-
циясын арттыруда, желiлiк орталарда деректердiң тұрақтылығын арттыруда
және цифрлық дәуiрде желiлiк қауiпсiздiк тәжiрибесiн iлгерiлетуде блокчейн
технологиясының трансформациялық мүмкiндiктерiн көрсету арқылы ақпа-
раттық қауiпсiздiк саласына елеулi үлес қосуға бағытталған.
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Аннотация

В современную цифровую эпоху необходимость в надежных системах защи-
ты данных и резервного копирования становится все более острой, особенно
перед лицом растущих киберугроз, таких как атаки ransomware. Традици-
онные системы резервного копирования показали свою уязвимость в защите
важнейших данных, что побудило искать инновационные решения для по-
вышения целостности и защиты данных. В данном исследовании представ-
лен новаторский подход к решению проблем безопасности данных и систем
резервного копирования с помощью технологии блокчейн. Технология блок-
чейн, известная своей децентрализованной и неизменяемой природой, предла-
гает безопасную и прозрачную платформу для хранения и защиты данных.
Используя программируемые и децентрализованные возможности блокчейна,
в данной диссертации предлагается новая система резервного копирования
конфигурационных файлов на основе блокчейна. Система призвана обеспе-
чить конфиденциальность и целостность резервных копий данных в сетевых
средах, прокладывая путь к усилению мер сетевой безопасности. Вопросы ис-
следования направлены на изучение того, как технология блокчейн может
быть использована для повышения безопасности систем резервного копирова-
ния конфигурационных файлов, преимуществ внедрения системы резервного
копирования на основе блокчейна по сравнению с традиционными метода-
ми, влияния технологии блокчейн на инновации в области кибербезопасно-
сти и механизмы защиты данных, а также того, как технология блокчейн
может способствовать расширению информационной безопасности и повыше-
нию общей устойчивости данных в сетевых средах. В методологическом раз-
деле рассматриваются основы технологии блокчейн, объясняются различные
типы блокчейн-сетей, протоколы консенсуса, доказательство работы и асим-
метричное шифрование. Предлагаемая система включает в себя подробную
архитектуру системы, механизмы хранения данных и алгоритмы блокчейна
для защиты данных и конфигурационных файлов. В ходе экспериментов и
оценки предложенной системы анализируется эффективность защиты данных
от уязвимостей в реальных сценариях, включая атаки ransomware, интегра-
ция блокчейна и оценка производительности. Данная диссертация призвана
внести значительный вклад в область информационной безопасности, проде-
монстрировав трансформационные возможности технологии блокчейн в повы-
шении инновационности защиты данных, повышении устойчивости данных в
сетевых средах и развитии практики сетевой безопасности в цифровую эпоху.
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Chapter 1

Background and motivations

1.1 Introduction
In today’s rapidly evolving technological landscape, the proliferation of cyber

threats has elevated network security to a critical priority for organizations world-
wide [1]. As businesses continue to explore innovative methods to fortify their
defenses, the potential of blockchain technology has emerged as a focal point of
interest. Known for its decentralized and immutable nature [2], blockchain tech-
nology holds the promise of revolutionizing network security by providing a secure
and transparent platform for storing and safeguarding data.

Networks play a pivotal role in both our daily lives and the business sphere,
making them susceptible targets for cyber threats. Hackers exploit vulnerabili-
ties within networks to gain unauthorized access and pilfer sensitive information,
with a particular focus on personal data such as login credentials, passwords, and
configuration files. The security of data backups, especially in light of escalating
ransomware attacks [3], poses a significant challenge for organizations striving to
protect their network infrastructure [4].

The emergence of ransomware as a potent form of malware has underscored
the critical need for robust data protection mechanisms in the face of malicious
cyber activities [5]. Traditional backup systems have proven inadequate in thwart-
ing sophisticated ransomware attacks [6], highlighting the urgency for innovative
solutions to secure backup files and uphold data integrity. The prevalence of
ransomware incidents targeting high-profile organizations, such as the Colonial
Pipeline cyberattack [7], emphasizes the pervasive threat posed by cybercriminals
exploiting vulnerabilities in network security.

This dissertation aims to address the pressing challenges of data security and
backup systems by proposing a novel approach centered on blockchain technol-
ogy. By harnessing the decentralized and programmable features of blockchain,
this study sets out to develop a cutting-edge solution that ensures the confiden-
tiality and integrity of data backups in network environments. The adoption of
blockchain technology holds the potential to catalyze advancements in cybersecu-
rity innovation and bolster information security practices across diverse industries.

Through the development of a blockchain-based security system for storing
backup configuration files of network devices, this research seeks to pave the way
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for enhanced network security measures. The objectives of this study include cre-
ating an Enterprise Network prototype for testing purposes, designing a blockchain
algorithm to secure data and configuration files, and implementing and testing the
algorithm to fortify data against vulnerabilities.

By leveraging the transformative capabilities of blockchain technology, this dis-
sertation endeavors to contribute to the expansion of information security, foster
data resilience in network environments, and propel the evolution of network se-
curity practices in the digital age.

1.2 Problem Statement
In the realm of network security, the secure storage of data and configuration

files stands out as a critical challenge amidst the ever-evolving landscape of cyber
threats, particularly the escalating prevalence of ransomware attacks [3]. Cyber-
criminals target configuration files containing vital network setup information,
posing a significant risk of unauthorized access and data theft for organizations.
Conventional backup systems have demonstrated vulnerabilities in safeguarding
against sophisticated ransomware attacks, underscoring the imperative for inno-
vative solutions to protect backup files and uphold data integrity [6]. The prolif-
eration of ransomware, characterized by its encryption of user files and extortion
demands for decryption [8], has emerged as a grave threat to both individual users
and enterprises alike. The inherent financial motivations driving ransomware at-
tackers to encrypt and store files containing sensitive user data necessitate robust
data protection measures to mitigate the impact of cyber incidents [9]. The reliance
on backups as a means of data recovery in the aftermath of ransomware attacks is
undermined by attackers’ capabilities to target and compromise backup systems
[4, 10, 11], rendering conventional backup solutions inadequate in combating so-
phisticated cyber threats [6]. According to the Fortinet 2023 Global Ransomware
Report, 66% of enterprises were targeted by ransomware attacks, with half becom-
ing victims [12]. Moreover, according to Veeam’s 2023 Ransomware Trends Report,
more than 93% of attackers use backups during attacks, with 75% of such attempts
being successful [13]. Backup systems are not completely immune to ransomware
assaults. Notable ransomware incidents targeting critical infrastructure, such as
the Colonial Pipeline cyberattack [7], have brought to light the pervasive vulner-
abilities within network security frameworks and underscored the urgent need for
resilient data protection mechanisms. The persistent threat of ransomware, exem-
plified by high-profile attacks like WannaCry [14] and Ryuk [15, 16], continues to
pose formidable challenges to information security and data resilience in network
environments.

Table 1.1 encapsulates details of these incidents, including the name of the
attack, the year it occurred, the entities affected, estimated financial losses, as
well as the current status of each attack [17, 18].

2



Table 1.1 – Summary of Notable Ransomware Attacks

Attack
Name

Year Entities Affected Approximate
Losses

Current Status

TeslaCrypt 2015 Windows XP,
Vista, 7, and 8

$500/individual Inactive

WannaCry 2017 Microsoft Windows
users

$4 billion Decryption avail-
able

NotPetya 2017 Businesses and
Public Offices in
Ukraine, Germany,
and France

$10 billion Decryption avail-
able

SamSam 2018 Windows servers $6 million Active
Sodinokibi 2019 JBS and Kaseya or-

ganizations
$200 million Decryption avail-

able
Attack on
Travelex

2019 Pulse Secure VPN
servers

$2.3 million Mitigated by pay-
ing the ransom

Colonial
Pipeline
Attack

2021 Colonial Pipeline $4.4 million Mitigated by pay-
ing the ransom

Attack on
the Costa
Rican
Govern-
ment

2022 30 Costa Rican
Government Of-
fices

$30 million per
day of the at-
tack

Active

Attack on
Swissport

2022 Swissport Unknown Ransomware re-
moved. 1.6 TB
data stolen.

Attack on
Impressa

2022 Portuguese Media
Company Impressa

Unknown Mitigated

As illustrated in Table 1.1, cyber attacks have evolved over time, targeting a
range of systems from individual computers to widespread corporate networks.
The TeslaCrypt ransomware primarily affected personal computers running older
versions of Windows and is now considered inactive. In contrast, the WannaCry
and NotPetya attacks of 2017 caused widespread damage to Microsoft Windows
users and businesses respectively, with financial repercussions estimated in the bil-
lions. Fortunately, decryption solutions have become available for these attacks,
mitigating their long-term impact. The table also highlights ongoing threats, such
as the SamSam ransomware, which continues to target Windows servers. Fur-
thermore, high-profile cases like the attacks on Travelex and the Colonial Pipeline
demonstrate the willingness of affected entities to pay ransoms to restore opera-
tions, despite the broader implications for cybersecurity. Recent attacks on na-
tional infrastructure and public services, such as those experienced by the Costa
Rican Government, underscore the growing trend of cybercriminals targeting es-
sential public sector operations, resulting in significant daily financial losses. The

3



data breach at Swissport and the mitigation of the attack on Portuguese media
company Impressa highlight the diverse outcomes of cyber attacks, where response
strategies range from ransom payment to the successful removal of ransomware,
though often with substantial data loss. In summary, the landscape of cyber
threats remains dynamic, with attackers continually adapting their strategies to
exploit new vulnerabilities. This necessitates ongoing vigilance and investment in
cybersecurity measures to protect against future attacks. Addressing the shortcom-
ings of existing security systems, this dissertation seeks to investigate the utiliza-
tion of blockchain technology as a transformative solution to enhance the security
of configuration files backup systems. By examining the advantages of implement-
ing a blockchain-based backup system over traditional methods, this study aims to
illuminate the potential impact of blockchain technology on cybersecurity innova-
tion and data protection mechanisms. Through the exploration of blockchain’s role
in expanding information security and enhancing overall data resilience in network
environments, this research endeavors to contribute to the ongoing advancement
of network security practices in the digital era.

1.3 Research Questions
1. How can blockchain technology be utilized to enhance the security of config-

uration files backup systems?
2. What are the key advantages of implementing a blockchain-based backup

system over traditional methods?
3. How can blockchain technology contribute to the expansion of information

security and improve data backup in network environments?

1.4 Relevance of Research and Novelty

1.4.1 Relevance of Research

In today’s digital age, data security and backup solutions are crucial in pro-
tecting sensitive information from an increasing variety of cyber attacks. Despite
technological developments, enterprises still face persistent issues in guaranteeing
the security and confidentiality of their data backups. This study is extremely
relevant since it addresses these continuing issues by investigating the potential of
blockchain technology to change data protection systems. Using blockchain’s pro-
grammable and decentralized capabilities, this study intends to develop a cutting-
edge solution that can improve the security and resilience of data backup systems
in the face of growing cyber threats. The findings of this study are likely to
provide useful insights and practical consequences for organizations looking to im-
prove their information security procedures and reduce the risks associated with
data breaches.
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1.4.2 Novelty

The novelty of this research lies in its exploration of the innovative application
of blockchain technology in the realm of network security and data backup systems.
While blockchain technology has received a lot of attention for its usage in cryp-
tocurrency transactions, its potential for improving data security procedures is
still underexplored. This study adds to the growing topic of blockchain-based cy-
bersecurity solutions by looking into how blockchain technology can be integrated
into data backup systems. The proposed solution provides a fresh viewpoint on
how enterprises might use blockchain to maintain the integrity and confidentiality
of data backups, paving the door for improved information security policies and
resilience to cyber threats. This study’s novel character is expected to expedite ad-
vances in data protection techniques and drive additional research at the interface
of blockchain technology and cybersecurity.

1.5 Aims and Objectives
This study aims to develop a blockchain-based security system for storing backup

configuration files of network devices. Based on the challenges of network security
highlighted in the document, it is proposed to implement a system for storing and
protecting backup configuration files data based on blockchain technology. The
following objectives were set for developing such a system:

• To create a Enterprise Network prototype for testing purposes.
• To develop the structure of the blockchain algorithm for the protection and

security of data and configuration files of the network.
• To implement and test the algorithm for protecting data against vulnerabil-

ities.
This study suggests the use of Blockchain technology to safeguard and store data,

providing a new perspective on internet cybersecurity technology by leveraging
programmable mechanisms, distributed systems, and decentralized structures of
the Blockchain. The adoption of blockchain technology is expected to significantly
advance data security innovation and enhance information security practices.

1.6 Thesis outline
The following chapters of this master’s thesis on "Blockchain based configuration

files backup system" provide a structured and thorough overview of the research:
Introduction:
• Overview of the rapidly evolving technological landscape and the importance

of network security.
• Rationale for the research on blockchain technology for data security and

backup systems.
• Research questions, relevance of research, aims, and objectives.
Literature Review
• Review of traditional backup systems and their vulnerabilities to ransomware

attacks.
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• Exploration of blockchain-based data storage systems, including IPFS and
decentralized storage solutions.

• Examination of blockchain-based security mechanisms and their potential in
enhancing network security.

Methodology
• Explanation of blockchain technology and its role in ensuring data integrity

and security.
• Description of different types of blockchain networks and their characteris-

tics.
• Implementation of blockchain in data backup and recovery systems.
Proposed System
• Development of a blockchain-based security system for storing backup con-

figuration files of network devices.
• Design of the system architecture and data storage mechanisms.
• Integration of blockchain algorithms for securing data and configuration files.
Experiment and Results
• Evaluation of the proposed system through various scenarios, including ran-

somware attacks to traditional backup systems and blockchain-based backup
systems.

• Assessment of performance and effectiveness in protecting data against vul-
nerabilities.

Conclusions and Future Work
• Summary of key findings and conclusions drawn from the research.
• Identification of future research directions and potential enhancements for

the proposed blockchain-based backup system.
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Chapter 2

Literature review

Given the rapid evolution of cyber-attacks in current technological landscape,
security of networks is a top priority. Blockchain technology could be a feasible
option as businesses explore for new methods to strengthen their defenses. This
section’s research builds on previous studies and contributions to illustrate how
blockchain technology improves network security. This section includes a thor-
ough review of relevant literature in the fields of backup security and blockchain
technology. The selected studies and research articles cover a wide range of is-
sues, including data backup strategies, decentralized storage systems, and novel
blockchain-based approaches to ransomware protection. The purpose of examin-
ing these contributions was to better understand the growing landscape of data
security and to investigate new techniques that use blockchain technology. These
assessments collectively add to our understanding of blockchain’s critical role in
improving data integrity, security, and resilience in the face of increasing threats.

2.1 Traditional Backup Systems
Ransomware is a growing threat in business and government because it causes

instant financial harm or the loss of critical data. There is a mechanism to identify
and block ransomware in advance, yet advanced malware can still strike without
being detected. Another option is to backup the original data. However, ran-
somware can take control of existing backup solutions and destroy backup copies.
In 2018, Donghyun Min et al. [10] proposed Amoeba, an SSD system that pro-
vides automated backup. Amoeba, in particular, is equipped with a hardware
accelerator capable of rapidly detecting page infection by ransomware attacks, as
well as a fine-grained backup control system to reduce space overhead for original
data backup. For evaluation, the Microsoft SSD simulator was updated to include
Amoeba and analyzed using realistic block-level traces acquired while running the
actual malware. According to the author’s research, Amoeba has little overhead
and surpasses the state-of-the-art SSD, FlashGuard, which allows for data backup
within the device. Moreover, in 2022 [19] was presented AMOEBA, a device-level
backup method that does not need any additional storage. AMOEBA is equipped
with a hardware processor that allows it to run content-based ransomware de-
tection algorithms at high speeds, as well as a fine-grained backup management
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system that reduces storage overhead for data backup. The authors’ assessments
of real ransomware workloads reveal that AMOEBA offers high ransomware de-
tection precision with low performance overhead.

In 2018 [20], a safe container-based backup technique was presented to with-
stand destructive ransomware attacks. The technique performs the backup in a
highly limited local docker container, and only the container has access to both
source and backup data stored in local and distant storage. That is, the host is
only permitted to view the source data, while the container is only permitted to
complete the backup procedure without any additional connections. As a result,
any other processes on the host are unable to access the backup data saved in the
container or remotely. Thus, even if the host and container are entirely destroyed,
the data can still be restored from distant storage. The authors built a prototype
system and demonstrated that it can back up data with excellent usability while
also storing it securely.

Vaclav Oujezsky et al. [21] proposed a solution to address the issue of system
data backups, which is a hot topic given the potential of cyber attacks. The
project described in this paper intends to investigate, create, and develop a semi-
intelligent malware protection system to safeguard backup data from cyber-attacks
that include ransomware and malware. The emphasis was on artificial intelligence,
automation, and support for the majority of backup and archiving applications,
as well as full-agnostic solutions that included a malware protection system. The
developed approach allows for both the active prediction of information infections
and the detection of contaminated data on previously backed-up systems.

Jianping Zhang and Hongmin Li [22] created a security-enhanced data backup
and recovery system to meet the demanding security standards of the military,
national defense, and other key industries. The system uses existing backup and
recovery technologies, such as digital certificate authentication, role-based access
control, business model-driven process management, and operation log-based au-
diting, to assure the authenticity of data backup, operators, and recovery processes.
This comprehensive approach effectively protects data confidentiality by prohibit-
ing unauthorized operators from backing up data to illicit locations and restoring
data to unauthorized target machines.

The report by Almountassir Bellah Balhasan et al. [23] sheds light on the in-
formation security architecture put in place by the Information Security Unit at
Al Wahda Bank in Libya. The exam focuses on two key areas: software secu-
rity and information/data security. In terms of software security, the study dives
into the policies and tools that regulate two crucial aspects: the software devel-
opment process for all applications in the bank’s ecosystem, and the safeguards
in place to protect devices from malware attacks. The research focuses on five
key components of information and data security: classification, storage, backup,
transmission, and disposal of information and data assets. Each of these areas is
critical to ensuring the integrity, confidentiality, and availability of sensitive data
throughout the bank’s activities. The subsequent review of the study’s informa-
tion security system reveals three prominent areas that require further inquiry. To
begin, the challenges associated with monitoring third-party software development
are enormous, possibly exposing the bank to external threats. Second, differences
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between established policies and their actual implementation call into doubt the
effectiveness of security measures in practice. Finally, the retention time of ’un-
wanted’ information and data emerges as a source of controversy, emphasizing
the necessity for clearer data disposal norms. By integrating the study’s findings,
researchers obtain significant insights into the challenges of sustaining strong in-
formation security frameworks within financial institutions, opening the path for
future research and security practice improvements.

Table 2.1 – Traditional Backup Systems

Paper Au-
thors

Key Contribution Methodology/Approach

Min et al. [10,
19]

Amoeba and
AMOEBA: SSD
systems with auto-
mated backup and
ransomware detection

Equipped with hardware accelerators
for ransomware detection, fine-grained
backup control, evaluation using Mi-
crosoft SSD simulator with realistic
block-level traces

Jin et al. [20] Safe container-based
backup technique
to withstand ran-
somware attacks

Backup performed in a highly limited
local docker container, secure storage
of backup data

Oujezsky et al.
[21]

Semi-intelligent mal-
ware protection sys-
tem for safeguarding
backup data

Focus on artificial intelligence and au-
tomation, active prediction of informa-
tion infections, detection of contami-
nated data

Zhang and Li
[22]

Security-enhanced
data backup and
recovery system for
military and key
industries

Use of digital certificate authentica-
tion, role-based access control, business
model-driven process management, op-
eration log-based auditing

Balhasan et al.
[23]

Information security
architecture at Al
Wahda Bank in Libya

Examination of software security and
information/data security, focus on
classification, storage, backup, trans-
mission, and disposal of information
and data assets

Table 2.1 summarizes major scientific contributions in data backup and ran-
somware protection. Ransomware poses a huge danger to organizations and gov-
ernments, prompting experts to investigate alternative strategies and systems for
protecting sensitive data. The table includes noteworthy publications that pro-
pose automated backup solutions with ransomware detection mechanisms, safe
container-based backup strategies, and semi-intelligent malware security systems.
Each row in the table describes the authors’ contributions, which include hardware
accelerators for ransomware detection, safe storage approaches, and sophisticated
security mechanisms for data backup and recovery. By reviewing these research ini-
tiatives, this study hopes to shed light on the changing environment of traditional
backup systems and their role in mitigating the dangers posed by ransomware and

9



other cyber attacks.

2.2 Blockchain-Based Data Storage System
Wuqiang Shen et al. [24] present a novel technique to improving network server

security using blockchain technology. The strategy entails building a data security
storage alliance with several data acquisition base stations and optimizing the data
storage procedure. The storage federation module securely stores collected data
by compressing features and removing unnecessary data. The experimental results
show promising outcomes, with a peak data storage integrity of 87.5%, minimal
CPU utilization at 4.8%, and consistently low system congestion rates below 5%.
These findings support the method’s effectiveness by proving its capacity to assure
secure and efficient data storage.

The Interplanetary File System (IPFS) has emerged as a pioneering approach
for decentralizing web infrastructure and increasing its speed and efficiency. IPFS
orchestrates a network of networked computing devices to allow for seamless in-
formation exchange, leveraging established technologies such as BitTorrent and
Git. Since its introduction in 2016, IPFS has gained considerable awareness and
adoption among a diverse range of user groups, including both individual users
and large-scale enterprise enterprises. One of IPFS’ most significant advantages is
its distributed architecture, which allows users to share files and data internation-
ally, breaking the traditional limits of centralized file storage and retrieval systems.
IPFS, which is particularly well-suited to handle huge files that require significant
bandwidth for transmission, has sparked interest for its potential to revolution-
ize Internet data transfer protocols. IPFS’ versatility is further demonstrated by
its interoperability with other protocols like as FTP and HTTP, which allows for
simple incorporation into existing network infrastructures. Despite its various ad-
vantages, there are still worries about IPFS’s security and access control measures.
One of the most pressing concerns is the lack of traceability surrounding file ac-
cess, which raises concerns about the integrity and confidentiality of data kept
within the IPFS ecosystem. In response to these difficulties, Emmanuel Nyaletey
et al. [25] presented novel techniques to strengthening IPFS with additional se-
curity measures, with a particular emphasis on blockchain technology. Blockchain
technology, known for its decentralization and immutability, offers a compelling al-
ternative for increasing the integrity of data saved and sent via IPFS. By adopting
a novel approach known as BlockIPFS, researchers want to create a transparent
audit trail for tracing all activity associated with a specific file, solving concerns
about data integrity and authorship protection. Their research aims to highlight
IPFS’s strengths and limits through a thorough assessment of existing literature
and technology, as well as to propose a promising way to mitigate its inherent se-
curity flaws. BlockIPFS, by combining blockchain technology with IPFS, provides
a strong framework for securing the integrity and accountability of data transfers
in decentralized file-sharing contexts.

An IPFS-based blockchain storage architecture was presented by Randhir Ku-
mar and Rakesh Tripathi [26] to address the issue of storing transactions in a
block. In the proposed storage technique, the blockchain’s blocks are generated by
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hashing the returned IPFS hash of each transaction that miners save to the IPFS
distributed file system storage. It has been proposed to use content-addressed
(IPFS hash) storage to protect transaction access to a specified block. The au-
thors applied their method to a transaction that included blockchain hash storage
and IPFS picture storage. Miners save transactions to IPFS, lowering block size
using the generated IPFS hashes. The paper suggests a content-addressed storage
method for protected transaction access in a block of data. The approach is im-
plemented with Anaconda Python, Python Ask, and IPFS, resulting in a succinct
and creative solution to blockchain storage concerns.

Md. Nasim Uddin et al. [27] present a complete plan for addressing secure file-
sharing concerns by leveraging Blockchain and IPFS. The design stresses critical
security principles like as authentication, confidentiality, integrity, and availabil-
ity. Key system elements, including content owners, content users, Blockchain,
and IPFS, work together to provide secure file sharing. To further security, the
design uses encryption, smart contracts, and cryptographic authentication using
Metamask. The Oyente vulnerability analysis tool guarantees robust protection
against Smart contract vulnerabilities, with a focus on secure coding practices.
In terms of cost, the system demonstrates cost-effectiveness, with little gas usage
thanks to IPFS integration and the storing of file hashes in Blockchain. The paper
also provides new features like as signature-based authentication, cryptographi-
cal authentication with Metamask, and advanced encryption algorithms like AES.
These advances help to achieve the paper’s goal of improving security and usability
in file sharing systems.

Jia Kan and Kyeong Soo Kim [28] introduced the MTFS, a pioneering secure
private file storage system. It employs a novel "Group Path" mechanism in which
each node’s hex hash string ID is compared throughout the network to identify
linked nodes. For secure file uploading, the system uses PRE, an asymmetric en-
cryption method. When users upload files, they are encrypted using a public key,
resulting in both a cipher text and a supplementary ’capsule’ file. This architec-
ture generates objects using a Merkle tree, which allows for efficient handling of
both small and big data. Additionally, MTFS is based on blockchain technology,
which ensures data integrity and security. File exchanges, for example, are sim-
ilar to sending an email, and they use PRE to ease procedures while preserving
file content. The system also prioritizes data replication and periodic verifica-
tion to prevent data loss and fraudulent node activity. MTFS provides a novel
solution for high-performance, blockchain-based private file storage. An advance
proxy re-encryption method was used by authors to ensure safe file exchanges with
permission. In addition to being utilized for personal file storage and sharing, the
proposed MTFS can also be employed in business when contract-making processes,
such as insurance, call for mutual trust in file uploading and downloads.

Ismail A. et al. [29] demonstrate the interoperability of blockchain technology
and decentralized file systems. While acknowledging the benefits of blockchain’s
dependability and openness, it tackles the difficulty of keeping vast amounts of
data on-chain. The focus is on decentralized file systems that enable efficient data
storage and retrieval for blockchain applications. The study compares the prices
and latency performance of nine systems, emphasizing the importance of strik-
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ing a balance between efficiency and decentralization. Overall, it delivers concise
insights about enhancing data storage using blockchain. Authors [29] evaluate
the performance of various DFS solutions, focusing on IPFS, Swarm, Storj DCS,
and Sia. Notably, IPFS is known for its reliability and strong community sup-
port, despite latency issues that might vary depending on node bandwidth and
DHT operations. Swarm outperforms IPFS on private networks in terms of per-
formance and resource usage. Storj DCS touted excellent availability and quick
speeds, however, users experienced performance issues. Sia’s promised speeds were
not routinely met during tests. Furthermore, in 2023, Jyotsna Anthal et al. [30]
investigate the disruptive potential of integrating blockchain technology and the
Interplanetary File System (IPFS) to enable secure and decentralized file shar-
ing. It criticizes centrally hosted servers for their privacy and security issues with
file sharing. The examination includes specific use examples, such as File Coin,
which uses IPFS and blockchain to create a storage marketplace. The article ac-
knowledges problems such as scalability and regulatory issues, but emphasizes the
transformative implications of this technology on digital content delivery. It com-
pares various decentralized storage options (such as Sia, Storj, and MaidSafe) to
IPFS and blockchain-based file sharing. The study [30] expands its scope to con-
sider potential effects on industries such as media, entertainment, and healthcare.
Finally, it presents a thorough grasp of the subject, arguing that blockchain and
IPFS show promise for the future of secure and efficient file sharing, addressing
long-standing issues in the industry.

Ashwini S. et al. [31] address the critical topic of securely and efficiently stor-
ing medical images in the healthcare business, taking into account the sensitive
nature of patient data and the growing threat of cyberattacks. The authors offer a
new framework that combines blockchain technology and the InterPlanetary File
System (IPFS) to create a safe and decentralized storage solution. In the pro-
posed paradigm, each medical image is allocated a unique cryptographic hash and
saved on IPFS, which enables content-addressable storage, assuring data integrity
and preventing manipulation. The Ethereum blockchain is used to record trans-
action details, enabling for off-chain storage of medical photos without regard for
blockchain size. This combination provides a compelling answer to the security
and scalability concerns associated with medical picture storage. The experimen-
tal prototype demonstrates the approach’s practicality, with a focus on content-
addressing to improve security. The suggested system shows great potential for
protecting sensitive healthcare data while allowing for rapid access and retrieval,
constituting an important step toward securing data privacy and integrity in the
healthcare arena.

Kai-Wei Lin and Yu-Chi Chen [32] present a file verification mechanism based
on Verkle trees that improves information security by allowing users to check
downloaded files without requiring third-party participation. The system protects
files and detects tampering by utilizing the Inter-Planetary File System (IPFS) and
blockchain. Verkle trees, which are noted for their efficient proof size, are used for
strong file verification. The study covers the growing worry about malware assaults
using various file formats, highlighting the Verkle tree’s advantage in reducing proof
size. The proposed solution involves uploading original files to IPFS and assigning
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them hash values stored on the blockchain. Verifiers compare hash values from
decompressed files to the Verkle tree generated from blockchain data. In the event
of a discrepancy in verification, users can obtain the correct file from the blockchain
via IPFS. This solution improves information security by providing users with a
reliable way to validate downloaded files while exhibiting the efficiency of Verkle
trees in comparison to Merkle trees.

In 2023, Rupsingh Mathwale and Ramarao Ramisetty [33] introduced a blockchain-
based inter-organizational safe file-sharing system, which provides a solid method
for securely exchanging files across a dispersed coalition of businesses. Using Hy-
perledger Fabric, an enterprise-grade blockchain framework, for network setup and
smart contract development, as well as the InterPlanetary File System (IPFS) for
distributed storage of files, the suggested system addresses the pressing need for
secure and efficient file sharing in inter-organizational contexts. The workflow
provided in the paper combines identity management and file-sharing protocols
to provide a comprehensive framework for protecting the confidentiality, integrity,
and availability of shared data inside the consortium. Using blockchain technology,
the system makes transactions visible and auditable, reducing the risk of illegal
access or tampering. The use of Hyperledger Fabric and IPFS demonstrates the
authors’ dedication to leverage cutting-edge technology to address the issues of
secure file sharing across organizational boundaries. Hyperledger Fabric’s permis-
sioned blockchain design provides granular access control and scalability, making
it ideal for consortium situations where participants trust one another. In the
meantime, IPFS’s decentralized storage architecture improves data resilience and
availability, making files available even during network disruptions or node fail-
ures. The suggested approach has great potential for improving collaboration and
data interchange among businesses while ensuring strong security and data in-
tegrity. However, additional research is needed to assess the system’s scalability,
performance, and interoperability in real-world deployments across a variety of
sectors and use cases. Furthermore, concerns for regulatory compliance and gover-
nance frameworks may be required to secure the system’s adoption and long-term
viability in inter-organizational situations.

Pearl Alisha Lobo and V Sarasvathi [34] introduced a novel technique for im-
proving the security of patients’ medical data kept digitally in the present cen-
tralized architecture. The study identifies problems with illegal access to sensitive
information, such as patients’ personal information and medical records. To over-
come these issues, the researchers propose a distributed file system based on the
Interplanetary File System (IPFS) and blockchain technology. The solution entails
keeping the hash value of medical reports in the blockchain, thereby lowering their
size, while the real files are saved in IPFS as hash values. This framework protects
patient privacy while allowing authorized users, such as doctors and patients, con-
venient and safe access to information. The research concludes that the suggested
system manages medical data with availability, integrity, and consistency.
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Table 2.2 – Analytical Evaluation of Research Papers

Paper Au-
thors

Key Contribution Methodology/Approach

Shen et al. [24] Improving network server
security using blockchain
technology

Data security storage alliance
with data acquisition base sta-
tions, storage federation module

Kumar and Tri-
pathi [26]

IPFS-based blockchain stor-
age architecture

Generating blockchain blocks by
hashing IPFS hashes of transac-
tions, content-addressed storage

Uddin et al. [27] Secure file-sharing using
Blockchain and IPFS

Authentication, encryption,
smart contracts, cryptographic
authentication with Metamask

Kan and Kim
[28]

MTFS for secure private file
storage

"Group Path" mechanism, PRE
encryption, Merkle tree-based ar-
chitecture

Ismail et al. [29] Interoperability of
blockchain technology
and decentralized file sys-
tems

Performance evaluation of DFS
solutions, emphasis on efficiency
and decentralization

Anthal et al.
[30]

Integrating blockchain tech-
nology and IPFS for secure
and decentralized file shar-
ing

Critique of centrally hosted
servers, comparison of decentral-
ized storage options

Ashwini et al.
[31]

Secure and decentralized
storage of medical images
using blockchain and IPFS

Unique cryptographic hash for
each medical image, Ethereum
blockchain for transaction record-
ing

Lin and Chen
[32]

File verification mechanism
using Verkle trees, IPFS,
and blockchain

Strong file verification, efficient
proof size with Verkle trees

Lobo and Saras-
vathi [34]

Distributed file system for
secure storage of patients’
medical data using IPFS
and blockchain

Hash value storage in blockchain,
real files saved in IPFS

Thomas Renner et al. [35] recently introduced Endolith, a groundbreaking
auditing platform that automatically verifies file integrity and tracks file history,
removing the need for third-party intermediaries. Endolith uses a smart contract-
based blockchain infrastructure to enable tamper-proof storage of annotated files
and change-related metadata, such as file hashes. This novel approach allows
Endolith to demonstrate whether a file, which has been stored for a long time,
has been unauthorizedly altered, and if so, to trace the timing and responsible
party for the changes. Endolith’s implementation is built on Ethereum, a popular
blockchain technology known for its programming ability and smart contract ca-
pabilities, as well as the Hadoop Distributed File System (HDFS), which is noted
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for its scalability and fault tolerance. Endolith provides a comprehensive solution
for data integrity and transparent auditing processes by continuously monitoring
annotated files and storing information on blockchain. Renner et al.’s [35] exami-
nation of a public blockchain network highlights Endolith’s efficiency, particularly
for files that are rarely modified but frequently accessed—a prevalent feature of
data archives. This validation illustrates Endolith’s practical usefulness in real-
world circumstances where data integrity and traceability are critical. Endolith’s
significance extends beyond its immediate application, as it adds to the broader
discussion about blockchain-based solutions for data integrity and auditing. En-
dolith demonstrates the potential of blockchain technology to transform traditional
approaches to data management and verification by utilizing decentralized, im-
mutable ledgers and smart contracts. Despite its promise, more research is needed
to determine Endolith’s scalability and usefulness across a wide range of use cases
and environments. Furthermore, investigations into potential security concerns
and efficiency enhancements may improve Endolith’s uptake and effectiveness in
real-world deployments.

Table 2.2 provides a comparative analysis of the reviewed research publications
connected to IPFS/MTFS and data storage, highlighting each paper’s features and
contributions to the security of data and blockchain technology.
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2.3 Blockchain-Based Security
O. S. Abuomar and R. Y. Gross [36] offer a theoretical yet viable solution for

protecting digital evidence from ransomware assaults. The suggested method com-
bines RAID 10 (1+0) technology for data stripping and mirroring, BitTorrent for
network evidence distribution, and blockchain algorithms for authenticity certifi-
cation. Key features of the proposed system:

• Digital evidence is securely kept utilizing RAID 10 technology, which pro-
vides data redundancy and protection against disk failures.

• All evidence is hashed with SHA-256 within a blockchain, ensuring great
data integrity. Any changes to the evidence will be discovered owing to hash
differences.

• BitTorrent technology is used to distribute evidence throughout a peer-to-
peer network, eliminating the need for centralized servers while also improv-
ing security.

• The system’s design is intended to prevent data loss in the case of a ran-
somware attack. Even if some of the evidence is compromised, the system
can be reconstructed using mirrored nodes.

• The mechanism assures authenticity by hashing the headers of each block on
the blockchain. This makes audits easier and helps identify any evidence.

While the theoretical concept appears promising, it also emphasizes the need
for additional research and testing. The combination of RAID 10 with blockchain
and BitTorrent is novel and has potential applications beyond securing digital
evidence, such as in the medical profession to preserve patient information and in
other government sectors to ensure data integrity and secrecy.

Wei Cai and Jian Qu [37] in their thesis focus on blockchain-based network
information security, examine the overall state of the information security system
based on the distributed and clustered characteristics of the blockchain. Due to its
non-tamperable and high credibility properties, the network security mechanism
built on the foundation of blockchain to safeguard connected data and information
can be utilized as a potent tool to enhance the security of data and information
in cyberspace.

In 2020 Ke Yang et al. [38] offer a security protection solution based on
blockchain technology from the perspectives of identity authentication, data pro-
tection, and security operation and maintenance, and provide a technical idea for
enhancing the network security protection capability of the energy industry.

Saha Reno et al. [39] announced a new solution for safe forensic information
storage in 2021, based on the Inter-Planetary File solution (IPFS) and a private
Hyperledger blockchain. Their method allows for the detection of unauthorized
entry or data modification by intruders, providing strong security safeguards for
forensic applications. The hybrid technique presented by the authors is a sub-
stantial improvement over traditional public blockchain systems like Bitcoin and
Ethereum, particularly in terms of transaction processing time. Their technology
outperforms standard public blockchains in terms of transaction processing speed,
with an average of 11.99 seconds, increasing operational efficiency and responsive-
ness. Furthermore, Reno et al.’s [39] method allows for the storage of heavyweight
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features, which is not possible with current blockchain frameworks. This feature
broadens the range of applications for blockchain technology, particularly in sec-
tors that need the storing of vast or complex datasets. The authors developed
a strong platform for safe forensic information storage by integrating IPFS’s de-
centralized and resilient properties with the permissive and efficient features of
a Hyperledger-based private blockchain. This technique not only overcomes the
difficulties of data integrity and tamper resistance, but it also provides better
performance and scalability than traditional blockchain solutions. The authors
emphasize the ability of hybrid blockchain architectures to overcome the limits of
traditional systems and open up new opportunities for data management and se-
curity. However, more research is needed to assess the scalability, interoperability,
and security implications of this technique in many real-world contexts. Further-
more, ongoing breakthroughs in blockchain technology and forensic sciences may
create chances for future system capability and functional enhancements.

Noor Thamer and Raaid Alubady [40] proposed a revolutionary solution meant
to protect healthcare patient records against Ransomware assaults by exploiting
blockchain technology’s extensive security capabilities. This system addresses both
external and internal risks by utilizing smart contract algorithms, resulting in a
multi-layered protection mechanism. The results show a significant reduction in
transaction costs while also increasing the anticipated time necessary for attackers
to penetrate the system. Although these findings are encouraging, there are various
areas for additional research. First, transferring from a theoretical foundation
to practical execution remains difficult. The system’s scalability, performance in
real-world scenarios, and compatibility with existing healthcare infrastructure all
require more investigation. Furthermore, a more comprehensive security evaluation
is required to certify the system’s resilience to a larger spectrum of cyber attacks.
The study focuses mostly on Ransomware attacks, although healthcare systems
confront a wide range of other security threats, including botnets, rootkits, and
Distributed Denial of Service (DDoS). Future work could improve the system’s
ability to prevent these threats and provide comprehensive protection for sensitive
patient data.

The Blockchain-Enabled Security Framework Against Ransomware Attacks in
Smart Healthcare (BSFR-SH) [41] is a complete framework for protecting smart
healthcare systems from ransomware attacks. It consists of five essential steps, be-
ginning with the development of secure healthcare data backups using blockchain
technology. During this phase, data is saved as encrypted transactions to ensure its
integrity and security. The following phase includes data collecting, signature gen-
eration, and feature development for ransomware detection using machine learning
approaches. Various methods, including as random forest, logistic regression, de-
cision tree, and k-nearest neighbors, are used to detect ransomware patterns and
behaviors. If ransomware is discovered, the framework begins a mitigation pro-
cess that includes isolating the compromised system, deleting the ransomware,
and, if required, negotiating a secure payment to the attacker for data recovery.
Blockchain technology is utilized in data recovery to ensure that encrypted back-
ups are safely retrieved and delivered to the damaged system. The framework’s
security analysis confirms its resistance to numerous threats, while practical ap-
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plication demonstrates its effectiveness. Future work could focus on improving
functionality and accuracy while retaining security, thereby strengthening smart
healthcare systems against ransomware threats.

Table 2.3 – Summary of Research Papers on Blockchain-Based Security

Paper Au-
thors

Key Contribution Methodology/Approach

Abuomar and
Gross [36]

Theoretical solution for
protecting digital evidence
from ransomware assaults

Combination of RAID 10 technol-
ogy, BitTorrent, and blockchain
algorithms

Cai and Qu [37] Focus on blockchain-based
network information secu-
rity

Examination of blockchain’s char-
acteristics for enhancing network
security

Yang et al. [38] Security protection solution
for the energy industry
based on blockchain tech-
nology

Identity authentication, data pro-
tection, security operation, and
maintenance

Reno et al. [39] Solution for safe forensic
information storage using
IPFS and a private Hyper-
ledger blockchain

Integration of IPFS and Hyper-
ledger for secure storage and ef-
ficient transaction processing

Thamer and
Alubady [40]

Proposal for protecting
healthcare patient records
against ransomware as-
saults using blockchain
technology

Utilization of smart contract al-
gorithms for multi-layered protec-
tion

BSFR-SH [41] Framework for protecting
smart healthcare systems
from ransomware attacks
using blockchain technology

Development of secure healthcare
data backups, ransomware detec-
tion using machine learning, and
blockchain-based data recovery

Arifudin et al.
[42]

Validation of data authen-
ticity using blockchain and
IPFS combined with a vote
system

Combining blockchain, IPFS, and
voting mechanisms for transpar-
ent and democratic verification

In recent years, experts have begun to notice the possibilities of blockchain
and IPFS. In 2023, Akhmad Rizal Arifudin et al. [42] developed a revolution-
ary way for validating data authenticity by combining these technologies with a
vote system. The authors attempted to address the development of hoaxes and
disinformation in the digital age, which poses a serious challenge to society, af-
fecting areas such as politics, public health, and social cohesion. Their approach
assures information security and integrity while providing transparent and demo-
cratic verification mechanisms. The inclusion of a voting system adds a layer of
validation, allowing users to collectively assess the authenticity of data and pre-
vent the inclusion of inaccurate or deceptive material. This participatory approach
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adheres to democratic and transparent ideals, allowing people to make contribu-
tions to the verification procedure while also creating trust in the dataset. While
earlier research has looked into numerous techniques to combating misinforma-
tion, the suggested system is a one-of-a-kind combination of blockchain, IPFS,
and voting mechanisms designed to meet the specific issues of protecting datasets
from hoaxes. By leveraging the benefits of these technologies, researchers hope
to establish a solid framework for preserving trustworthy information sources in
an age of digital misinformation. The authors’ methodologies and algorithms are
remarkably similar to those offered for countering ransomware assaults. However,
more study is needed to assess the usefulness and scalability of this strategy in
real-world scenarios and across disciplines.

Table 2.3 provides a full summary of the important contributions and method-
ologies/approaches covered in the evaluated literature, allowing for a thorough
examination of the research landscape around data storage systems and their se-
curity mechanisms. Each row in the table corresponds to a research article written
by specialists in the area, explaining their individual contributions to the improve-
ment of blockchain-based data storage security. The ’Key Contribution’ column
highlights the key focus or innovation offered by each publication, which might
range from novel techniques for preserving digital evidence from ransomware at-
tacks to frameworks created expressly for securing healthcare patient records. On
the other hand, the ’Methodology/Approach’ column gives information about the
techniques or approaches used by the authors to handle the highlighted issues
and achieve their goals. These techniques include leveraging blockchain technol-
ogy, using machine learning algorithms to detect ransomware, and incorporating
decentralized storage solutions such as IPFS. By summarizing the important find-
ings of each paper in a systematic manner, the table provides a clear and succinct
summary of the many tactics and advances suggested in blockchain based security.
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2.4 Blockchain-Based Backup System
An important challenge in disaster recovery systems, particularly in multi-cloud

setups, was addressed in 2022 [43]. The authors stress the vulnerabilities associ-
ated with centralized storage, stating that a storage server compromise can pose
considerable data security threats. To reduce these risks, they suggest a distributed
and decentralized storage approach based on blockchain technology to ensure data
integrity and security. The main components of this proposed solution are:

• Data backup is dispersed among multiple cloud storage nodes, lowering the
chance of data loss in the event of a security compromise.

• Blockchain technology is used to build an immutable and transparent ledger
for tracking data access and assuring its integrity. Smart contracts, cryp-
tography, and consensus procedures all play an important part in sustaining
confidence.

• Data is saved redundantly across numerous storage nodes to ensure data
availability even in the event of a failure.

• The system includes a rigorous security auditing procedure that monitors
user identities, rights, and data integrity.

However, Bin Liu et al. [43] recognize the difficulty of establishing real-time
data backup and recovery, especially for applications that require low latency.
This constraint emphasizes the need for additional research and development to
meet the demands of real-time catastrophe recovery in essential applications.

Jinqian Chen et al. [44] suggest a blockchain-based data recovery solution.
Power Internet of Things data nodes use edge data processing servers to encrypt
important data and backup those files to the blockchain system. Real-time data
node integrity detection is performed by the data processing server. On the basis
of the test findings, this system’s data backup and recovery speeds are faster than
the conventional plan by 15.3% and 19.8%, respectively.

SK Mouleeswaran et al. [45] in their study provide a novel architecture for
transparent, authenticated online storage that eliminates data duplication from
file security and raises the legitimacy of blockchain technology. The usage of
double hazing and symmetrical encryption are two distinct methods for achieving
data deduplication secrecy that are covered in their article.

In 2018 [46] was suggested a system that has a graphical user interface and
allows system administrators to make backup copies of specific data, that were
preserved utilizing the blockchain approach in an encrypted fashion and the prior
key can be used by system administrators to verify the validity of files.

Ransomware Protection (RAP) strategy based on blockchain was presented in
2022 by Weilun Lao et al. [6] RAP uses an improved all-or-nothing transform
(AONT) and provides a secure channel for setup, uploading backups, and data
recovery. Authors launch RAP on an Ethereum-based consortium blockchain and
assess its functionality. As a result, each RAP phase runs in less than 1 millisecond,
read/write delays for typical data sizes excluded. The authors’ key contribution is
the development of a novel RAP system model. This model employs a consortium
blockchain for access control, guaranteeing that only trustworthy users gain access.
The inclusion of permitted gateways is an important element that improves secu-
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rity against DDoS attacks. The authors go on to describe a specific RAP scheme
that combines a pseudorandom function (PRF) with an optimized all-or-nothing
transform (AONT) for data encoding, providing greater efficiency than typical
AONT. Notably, the system’s practical implementation on the Ethereum platform
yielded amazing results, with data recovery times estimated in milliseconds. This
paper presents a viable blockchain-based method for ransomware defense that pri-
oritizes security and efficiency.

Table 2.4 – Summary of Research Papers on Blockchain-Based Backup Systems

Paper Au-
thors

Key Contribution Methodology/Approach

Liu et al. [43] Proposal for a distributed
and decentralized stor-
age approach based on
blockchain technology for
disaster recovery

Utilization of blockchain for im-
mutable ledger, data redundancy
across multiple nodes, and rigor-
ous security auditing

Chen et al. [44] Blockchain-based data re-
covery solution for Power
Internet of Things data
nodes

Encryption of important data,
backup to blockchain system, and
real-time data node integrity de-
tection

Mouleeswaran et
al. [45]

Novel architecture for
transparent, authenti-
cated online storage using
blockchain

Use of double hashing and sym-
metric encryption for data dedu-
plication secrecy

Aleidi et al. [46] System with graphical user
interface for blockchain-
based backup of specific
data

Encryption of data and verifica-
tion using prior key

Lao et al. [6] Ransomware Protection
(RAP) strategy based on
blockchain with improved
all-or-nothing transform
(AONT)

Implementation on Ethereum-
based consortium blockchain, se-
cure channel for setup, uploading
backups, and data recovery

Sokolov et al.
[47]

Framework for decentral-
ized regulation of restore
strategies and evaluation
criteria for backup service
providers

Decentralized backup algorithm,
encryption of files, distribution
among different nodes, and evalu-
ation of backup service providers

In 2022 [47] was provided a method for enhancing the effectiveness of backup
restoration procedures using blockchain technologies. Strahil Sokolov et al. [47]
proposed a framework for decentralized regulation of restore strategies, along with
an overview of current cloud providers and backup strategies. They present a de-
centralized backup algorithm and evaluation criteria for backup service providers,
highlighting the need of a strong data backup strategy in protecting against the
numerous hazards outlined. The paper emphasizes the importance of choosing
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the correct backup service provider and the requirement for a well-structured data
backup strategy. It identifies potential risks, such as cyberattacks and natural
catastrophes, and proposes criteria for selecting service providers, such as budget
considerations and employee training. Furthermore, the study provides a decen-
tralized backup mechanism that encrypts files and distributes them among differ-
ent nodes. The strategy appears to be a promising way to secure and distribute
data efficiently. The paper’s [47] usability and evaluation of proposed techniques
indicate that the use of blockchain in the backup process enhances the reliability
of decentralized storage.

Blockchain technology has received a lot of interest for its potential uses in
assuring data integrity, security, and resilience in disaster recovery and backup
systems. Table 2.4 summarizes research papers that investigate various approaches
and methodologies for implementing blockchain in backup systems.

This chapter tried to consider the evolving landscape of data security and re-
silience by exploring the role of blockchain technology in traditional backup sys-
tems, blockchain-based data storage systems, and blockchain-based security mech-
anisms. Through an in-depth review of literature, various research contributions
were analyzed, highlighting innovative approaches and methodologies to enhance
network security and data integrity. By examining the key contributions and
methodologies presented in the literature, this chapter has shed light on the po-
tential of blockchain technology to improve data backup, storage, and security
systems. From safeguarding digital evidence against ransomware assaults to en-
hancing the efficiency of backup restoration procedures, blockchain technology has
demonstrated its versatility and effectiveness in addressing critical challenges in
data security. As organizations continue to face evolving cyber threats, integrat-
ing blockchain technology into backup and security systems can provide a robust
layer of protection against data breaches and unauthorized access. The findings
presented in this chapter lay the foundation for further research and exploration
in leveraging blockchain technology to enhance data security practices in various
sectors. Moving forward, continued research and innovation in blockchain-based
solutions will be crucial in mitigating the risks posed by cyber threats and ensuring
the integrity, confidentiality, and availability of sensitive data in an increasingly
digitized world.
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Chapter 3

Methodology

3.1 Concepts of Blockchain technology
This research proposes a new approach to protect and store data based on

Blockchain technology. Blockchains are well recognized for their critical function in
cryptocurrency structures in storing a safe and independent record of transactions,
but they may also be used to make data unchangeable in any business. This system
recognizes users as the owner of their data without transferring and storing it in a
centralized server [48], which is frequently exposed to cyberattacks. Blockchain is
a network of hashed blocks that store data, unlike traditional database structures
[49].

Figure 3.1 – The blockchain’s fundamental concept

The primary distinction between a traditional database and a distributed ledger,
such as a blockchain, is how the data is organized and accessible. The blockchain
contains transaction information in a block of data. When it is filled, the data
is processed through a hashing algorithm, which produces a hexadecimal number
known as the hash. Figure 3.1 illustrates that each block stores both information
and the hash of the previous block. The initial block is known as the genesis since
it contains no information regarding the hash of the previous block. The data is
saved in a block then hashed, and the resulting hash is added to the following
block’s data; the hash used as a salt changes each time. The hash is then placed
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into the next block header and encrypted alongside the rest of the block’s data.
This results in a chained sequence of blocks.

A blockchain is a distributed database that distributes records across numerous
network nodes, providing data redundancy and security. If one node attempts
to modify a record, the decentralized nature of the other nodes precludes such
changes. This distributed configuration prohibits any single node from altering
the stored data. Because of this distribution and the crypto verification process,
once data is recorded, such as digital currency transactions, it becomes irreversible.
Aside from transactions, blockchains can hold a variety of data kinds, such as
legal agreements, state IDs, and company inventory records [50]. In blockchain
technology, since following blocks won’t accept this information if the block’s hash
changes, it is not possible to change the data in a block.

3.1.1 Blockchain Network Types

There are various sorts of blockchain networks, which differ in terms of accessi-
bility, governance, and participants [51, 52]:

• Public Blockchain Networks: These are public networks, similar to Bitcoin,
in which anybody can join, take part, and validate transactions. They do,
however, have drawbacks like as high processing requirements, restricted
privacy, and possible security issues, making them less suitable for some
corporate applications.

• Private Blockchain Networks: Private blockchains, in contrast with public
blockchains, are decentralized but regulated by a single entity. This orga-
nization decides that is eligible to join the network, validates transactions,
and keeps the ledger up to date. Private blockchains, which operate behind
company firewalls or on-premises, can improve trust among participants in
specific use cases.

• Permissioned Blockchain Networks: Permissioned networks, a subclass of
private blockchains, add another level of access restriction. Permissioned
models can exist even within public blockchains, defining that are eligible
to participate along with what transactions they are able to perform. Ac-
cess is often granted through an invitation or through specified permissions,
allowing for more controlled and secure operations.

• Consortium Blockchains: This strategy entails numerous entities working to-
gether to maintain a blockchain. Instead of a single institution administering
the system, a group of already chose organizations share authority. Consor-
tium blockchains are useful when all parties require permissioned access and
shared responsibility, which makes them appropriate for collaborative corpo-
rate situations.

3.1.2 Blockchain Consensus Protocols

Consensus protocols, which promote agreement among network members on the
present state of the distributed ledger, maintain the security and dependability of
a blockchain network. These algorithms are critical for creating trust and main-
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taining the blockchain’s integrity. Here are several popular consensus algorithms
[52]:

• Proof of Work (PoW): Used by Bitcoin, PoW forces miners to use computer
power to solve complicated mathematical challenges. The miner who solves
the riddle first validates and adds the next block to the blockchain receives
a reward. While successful, PoW uses a significant amount of energy due to
its processing requirements.

• Practical Byzantine Fault Tolerance (PBFT): PBFT is a consensus mech-
anism used in distributed systems to achieve agreement even when some
nodes are broken or hostile. It reaches consensus through the way nodes
communicate in numerous rounds, with transactions verified in two stages.

• Proof of Stake (PoS): Popularized by Ethereum’s transition, PoS incentivizes
its validators to verify blocks based on their network stake rather than pro-
cessing capacity. Validators stake coins, and those chosen to confirm and add
blocks are rewarded proportionally, boosting network security and efficiency.

• Delegated Proof Of Stake (DPoS): In DPoS, users delegate voting power
to selected delegates who confirm transactions and build blocks. Delegates
are elected on the basis of their reputation and efficiency, and they share
block rewards with other voters in order to encourage active involvement
and delegation.

• Proof of Burn (PoB): In PoB, validators "burn" or transfer coins to unspend-
able accounts to demonstrate their dedication to the network. Validators are
then chosen to construct blocks based on the number of coins burned, align-
ing incentives while avoiding the computational waste related to PoW.

• Proof of Capacity: Validators assign hard disk space to solve cryptographic
problems in this proof of capacity. The more storage the validator devotes,
the more likely it is that they will be selected to add the following block,
increasing efficiency and accessibility.

• Proof of Elapsed Time (PoET): PoET is a permissioned blockchain-specific
consensus algorithm. Those wait for a random amount of time, demon-
strating their delayed time to the network. To ensure fairness and prevent
monopolization, the validation device with the least amount of time is chosen
to add the following block.

Algorithms for consensus serve a critical role in blockchain networks by ensuring
participant agreement, security, and trust. Each algorithm provides distinct ways
for validating transactions and maintaining network integrity, hence catering to a
wide range of blockchain contexts and requirements.
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3.2 Proof of Work
Proof-of-Work (PoW) is a fundamental consensus mechanism in the blockchain

system that encourages miners to verify network transactions with computational
efforts [52]. Miners increase their chances of receiving rewards in this system by
contributing more processing power. Notably, PoW accounts for around 60% of all
bitcoin market capitalization. The PoW consensus mechanism’s primary purpose
is to ensure the safety and reliability of every transaction within the distributed
ledger network.

3.2.1 The Nodes

A network of decentralized computers known as nodes is critical in the Proof-of-
Work blockchain technology. These nodes are responsible for two things: accepting
batches of transactions from other nodes and validating or suggesting additional
blocks of transactions to the network. These nodes, known as miners, invest com-
putational power in exchange for the blockchain network’s inherent coinage. In
Proof-of-Work, the term "work" refers to the computational power that nodes sup-
ply to authenticate a new transaction block. The SHA-256 cryptographic hashing
algorithm represents this computational effort, distinguishing this consensus pro-
cess from others. An algorithmic technique called as difficulty adjustment recali-
brates every 2,016 blocks, or nearly two weeks, to ensure consistent block validation
time of 10 minutes [53]. Individual miners entering or leaving the network have
no direct effect on the difficulty adjustment. Miners are rewarded when they find
a hash that is less than the network-defined threshold. When a miner discovers a
valid block hash, he or she distributes it to peers for quick validation and inclusion
into their own blockchain records. This rigorous authentication process reduces
the danger of fraudulent acts such as trying to double-spend digital funds.

3.2.2 The Reward

The remuneration granted to miners after completing the proof-of-work proce-
dure is governed by a specified regulation. According to the most recent data
[54], miners consistently earn a reward of 6.25 BTC for each validated block, in
addition to all transaction fees. This reward structure acts as a motivator, encour-
aging miners to participate in the proof-of-work mechanism honestly, given that
any kind of fraud would result in a waste of resources. It is worth noting, however,
that this incentive is halved roughly every 210,000 blocks, which corresponds to a
four-year period. The halving cycle is a reduction technique that gradually reduces
the block payment by half. Concerns have been raised that if the market value of
Bitcoin doesn’t keep on climb at the same rate, miners’ incentives may dwindle.
Nonetheless, a self-adjusting mechanism kicks in: as miners leave owing to lower
profitability, the system’s difficulty level decreases, reducing the operational costs
connected with Bitcoin mining.
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3.2.3 Mining and Proof-of-Work (PoW) Relationship

Mining and Proof-of-Work (PoW) are ideas that are inextricably linked inside
the blockchain ecosystem. PoW specifies the particular approach miners must
follow in order to demonstrate to their peers that they have completed the required
calculations by generating a hash that matches the block’s goal criteria [55]. At
the same time, mining stresses the act of adding a new block to the ledger and
receiving the associated coin rewards. The processing of transactions made with
Bitcoin can be used to better understand the interaction between PoW and mining.
Every transaction initiated by a user on the Bitcoin network congregates in a
communal pool known as the memory pool, or mempool. Miners explore this
mempool, selectively selecting transactions to include in the next Bitcoin block
that they hope to confirm. Nonetheless, the validation process for a candidate
block is demanding. Miners must perform computational operations in order to
generate a hash that falls below the barrier set by Bitcoin’s PoW method. The
first miner to reach this milestone distributes the confirmed block to other miners,
allowing for a smooth verification and inclusion process into the larger blockchain
ledger. Finally, the victorious miner receives all the block rewards and the relevant
transaction fees, indicating the insertion of a genuine block to the Bitcoin network.
As a result, the Bitcoin blockchain’s stature rises, signaling the start of a new
mining search for subsequent blocks.
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3.3 Asymmetric Encryption
To secure data communications, asymmetric encryption, often known as public-

key cryptography, uses a dual-key method. This system includes a public key that
can be distributed and a corresponding private key that is kept safe by its holder
[56]. When using asymmetric encryption, the sender uses the recipient’s public
key to encrypt data, while the recipient uses their private key to decode it [57].
This cryptographic approach has several advantages over symmetrical encryption,
which uses a single key for both encryption and decryption. A fundamental advan-
tage of asymmetric encryption is the elimination of the need to share secret keys,
which can be time-consuming, especially in multi-party communications. Further-
more, asymmetric encryption makes it easier to generate digital signatures, which
strengthens data authenticity verification processes. Asymmetric encryption is
useful in securing online interactions, including email secrecy, online purchasing,
and financial transactions. Furthermore, it is critical in verifying digital documents
and messages via the use of digital signatures. Asymmetric encryption techniques
of note include RSA, Diffie-Hellman, and Elliptic Curve Cryptography (ECC),
which jointly enable a wide range of secure digital communication modalities [58].

3.3.1 Advantages of Asymmetric Encryption

Asymmetric encryption, often known as cryptography with a public key, is a
type of cryptography that employs two distinct keys to both encrypt and decrypt
data. Here are some of the benefits of asymmetric encryption.

• Increased Security: Unlike symmetric encryption, which utilizes a single key
for both encryption and decryption, asymmetric encryption employs sepa-
rate keys for these operations. The recipient keeps the private key, making
intercepting and decrypting the data far more difficult for potential attackers.

• Authentication: Asymmetric encryption makes sender authentication easier.
The sender’s identity can be verified by encrypting a message with their
private key, which can only be decrypted by their corresponding public key.
The successful decryption confirms that the communication was sent by the
legitimate sender who possesses the private key.

• Non-repudiation: This cryptographic method ensures non-repudiation, which
means that senders cannot deny sending a message or change its content. Be-
cause messages encrypted using the sender’s private key require their public
key to decrypt, recipients may determine the message’s origin and integrity.

• Key Distribution: Asymmetric encryption simplifies the difficulties of safe
key distribution, which is required in symmetric encryption methods. While
symmetric encryption requires the secure sharing of a single key between
parties, asymmetrical encryption, on the other hand, permits public key
dissemination while keeping the recipient’s private key secret.

• Asymmetric encryption’s applicability spectrum spans a wide range of in-
dustries, including safe electronic correspondence, online banking, and e-
commerce activities. Furthermore, it supports SSL/TLS connections, which
are critical for securing internet traffic.
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In summary, the numerous benefits of asymmetric encryption include increased
security, robust authentication procedures, non-repudiation assurances, stream-
lined key distribution processes, and broad applicability. These benefits, taken
together, cement its position as the dominant cryptographic technology for pro-
tecting sensitive data across diverse digital domains.

This Methodology chapter attempted to study and clarify the core principles of
blockchain technology, including its possible uses and the many types of blockchain
networks and consensus algorithms. This chapter sought to provide a full grasp
of blockchain technology by digging into its complexities, such as its decentralized
nature and cryptographic hashing algorithms. Furthermore, the chapter delves
into the Proof of Work (PoW) consensus process, a key component of blockchain
security, explaining its role in confirming transactions and compensating miners.
The conversation focused on the relationship between mining and PoW, empha-
sizing the computing efforts required to generate valid blocks inside the blockchain
network. Moreover, the chapter examined asymmetric encryption, a critical cryp-
tographic technique used to safeguard data communications in blockchain net-
works and beyond. By discussing the benefits of asymmetric encryption, such as
enhanced security, authentication, and non-repudiation, the chapter highlighted
its vital role in preserving the integrity and secrecy of digital transactions.

In conclusion, this Methodology chapter provides a thorough understanding of
the fundamental principles that drive blockchain technology, consensus processes,
and cryptography techniques. By clarifying these concepts, this study lays the
framework for future investigation and implementation of blockchain-based solu-
tions to satisfy the research objectives mentioned in this paper.
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Chapter 4

Proposed System

The suggested solution uses a private blockchain network to maintain the con-
fidentiality and integrity of server and network configuration backup files. This
section describes the architecture, encryption technologies, consensus process, and
data retrieval process used in the system.

4.1 System Architecture
The proposed system architecture aims to introduce a revolutionary method for

preserving and ensuring the confidentiality of backup configurations from servers
and network devices by integrating a tailor-made blockchain network.

Figure 4.1 – Proposed Algorithm: Blockchain-based configuration file backup sys-
tem
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This particular network is graphically represented in figure 4.1, which depicts
the intricate design and procedural flow of our suggested model. By embedding the
backup files within a blockchain, it aspires to create an indelible and immutable
record that significantly bolsters the security and fidelity of data.

At the foundation of envisioned architecture lies an unwavering commitment
to securing data. It planned to encapsulate backup configurations from essential
servers and network systems within a blockchain ledger designed to be alteration-
proof. This ledger is envisioned to serve as a fortified repository, creating an
enduring record that resists unauthorized changes, thus maintaining the integrity
of the data within.

Proposed system’s security is anchored by a cutting-edge asymmetric encryp-
tion scheme. This scheme generates cryptographic keys, with the public key being
distributed for encrypting backup files and the private key remaining safeguarded
for decryption. This approach to encryption is designed to ensure that data re-
mains unintelligible to unauthorized entities, even in the event of interception
during transmission.

The internal structure of blockchain is a pivotal component of the proposed
system, as detailed in figure 4.2.

Figure 4.2 – Block structure in the blockchain

Each block is meticulously engineered to house:
• The header, which acts as a vessel for metadata integrity, comprising el-

ements such as the block’s identifier, a timestamp of creation, the nonce
which is central to the mining process, the Merkle root summarizing the
transactions, and the previous block’s hash which secures the blockchain’s
lineage.
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• The body, which functions as the vault for transactions. These transactions
are not monetary exchanges but are the lifeblood of our system—the en-
crypted backup configuration files. Within each transaction, several critical
fields are included:

– Encrypted Data: This is the essence of the transaction, representing the
configuration information in an encrypted state for secure transmission
and storage.

– Public Key: Serving multiple functions, the public key is employed both
as the tool for encryption and as the identifier for the entity submitting
the data to the blockchain.

– Additional Information: This supporting information is vital for track-
ing the backup to its origin, pinpointing the specific network device that
generated the data.

The blockchain’s integrity and the authenticity of its transactions are reinforced
by the implementation of a sophisticated Proof of Work (PoW) consensus proto-
col. This protocol is esteemed for its security assurance, mandating an intensive
computational task to be concluded before a new block is appended to the chain.
Beyond securing the network, it also promotes the distribution of control and
safeguards against a plethora of cyber threats, including advanced ransomware
onslaughts.

Nodes within the network each possess a synchronized version of the blockchain,
which encompasses the encrypted backups. This distributed nature is designed to
ensure that the integrity and accessibility of the data prevail, even if parts of the
network are compromised.

The restoration process within the envisioned system is crafted with user expe-
rience in mind. Should there be a need to revert to a previous configuration or to
recover from an incident, the encrypted data can be retrieved from the blockchain
and decrypted with the private key. This process, which restores the data to a
functional configuration format, is secure and ensures network administrators can
expediently recover from disruptions, upholding business operations and reducing
downtime.

The proposed system offers a robust solution to the challenges of safeguard-
ing configuration backups. By combining the unalterable nature of blockchain
technology with state-of-the-art encryption methods, was created a resilient struc-
ture for storing sensitive information. This strategic amalgamation of technologies
presents a proactive approach to defending critical infrastructure from the dy-
namic realm of cyber threats. It ensures that network administrators maintain
high operational integrity and swiftly recover from disturbances, rendering it an
indispensable element of any organization’s security strategy.
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Chapter 5

Experiment and Results

This section presents a thorough experimental investigation into the newly pro-
posed framework. This system leverages a bespoke private blockchain network to
enhance the security and durability of network configuration backups for corporate
infrastructures. The experiments were carefully designed and executed to evaluate
the efficacy and practical applicability of the blockchain solution in resisting cy-
ber threats, with a particular focus on mitigating the risks posed by ransomware
attacks that jeopardize network stability and business continuity.

5.1 Experimental Cyber Range
For research purposes, a cyber testing ground with an emulation of a corpo-

rate test network was used. The experimental platform was an intricate network
consisting of Cisco devices, chosen for their ubiquity in business settings.

Figure 5.1 – Corporate test network

The network was composed of an ASA 5505 firewall, a Router 2111, Catalyst
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3560 and 2960 switches, a CAP 3702 access point, and a WLC 2500 wireless
LAN controller. Figure 5.1 illustrates this setup, which was designed to emulate
a comprehensive corporate network, complete with essential networking features
vital for an enterprise’s day-to-day functions.

It introduces a range of networking protocols and services to mimic actual
network conditions within the testbed. This included Inter-VLAN routing for
cross-VLAN communications, FHRP protocols to ensure router redundancy and
network reliability, default routing for traffic directed to unknown destinations,
WLAN services for wireless needs, and AAA protocols to secure and manage user
access and activity.

Figure 5.2 – Backup files on the TFTP server

A TFTP server was integrated to facilitate realistic backup scenarios, holding
the configuration files for all devices within the network. This is essential for
the swift restoration of network operations, as can be seen in figure 5.2, which
demonstrates the process of storing backup configuration files on the TFTP server.
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5.2 Ransomware - Proof of Concept (PoC)
During the experimental part of this study, a controlled environment was cre-

ated to imitate a ransomware assault while inflicting no actual harm to real-world
systems. This simulation was based on the Ransomware-Proof of Concept (PoC)
open-source project. This project is well-documented and freely available for teach-
ing purposes, and it gives a practical foundation for understanding the mechanics
of a ransomware assault. All trials were carried out on isolated workstations to
avoid the potential of unintended ransomware propagation or the leakage of sim-
ulated malicious activities to external systems.

The ransomware simulation begins with the Ransomware-PoC malware. The
PoC was designed to start an encryption process with an AES key created in-
ternally by the malware. The encryption target was a local file, and the path
was hardcoded within the PoC for the experiment’s purposes. This file served
as a placeholder for the victim’s information. After encrypting the local file, the
ransomware encrypts the generated AES key using an embedded RSA public key,
which is also hardcoded in the PoC. This asymmetric encryption method assured
that the AES key could only be decrypted using the accompanying RSA private
key, which in this case was safely held on the attacker’s command and control (C2)
server (Figure 5.3).

Figure 5.3 – The result of an attack on the file

Following the encryption procedure, the ransomware simulates sending the en-
crypted AES key to the C2 server. This conduct imitated the traditional behavior
of ransomware, in which the attacker must get the encryption key in order to
perform a decryption service after the ransom is paid. After successfully encrypt-
ing the target file and transmitting the encrypted AES key, the Ransomware-PoC
presented a ransom notice to the victim. This note alerted the simulated victim
about the encryption and provided payment methods for regaining access to the
encrypted file. To test the decryption procedure, the experiment imitated the
victim paying the ransom. During this simulation, the C2 server sent the victim
a decryptor and the RSA private key. This permitted the successful decryption
of the AES key, resulting in the restoration of the encrypted file to its original
condition as shown in figure 5.4
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Figure 5.4 – Decryption of files

Throughout the trial, all activities were rigidly limited to the controlled envi-
ronment. No actual ransom was paid, and no real data was jeopardized during
the scenario. The major goal of the experiment was to learn without engaging in
unethical behavior or inflicting harm. The results of these tests are intended to
add significantly to the body of knowledge about ransomware attacks and to serve
as a foundation for future study into the creation of security measures to avoid
and minimize the impacts of such harmful actions.
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5.3 Ransomware Attack to the Traditional Backup
System

The analysis of the conventional backup system’s vulnerabilities involved sim-
ulating a ransomware attack within a normally functioning network. The TFTP
server, which served as the backup configuration repository, was compromised and
the configuration files were encrypted.

Figure 5.5 – The result of an attack on the TFTP backup server

This scenario is depicted in figure 5.5, showing the backup files as encrypted and
highlighting the inherent weakness of traditional backup systems to cyber threats.

Figure 5.6 – Ransomware attack to backup server

Figure 5.6 further illustrates the consequences of the attack, emphasizing the
encrypted state of the backup files and the vulnerability of standard backup strate-
gies.
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5.4 Integration of Blockchain to the Network
Following the ransomware attack on the traditional backup system, it was inte-

grated a private blockchain into the corporate network. This integration aimed to
leverage the blockchain’s decentralized nature to safeguard backup configuration
data.

Figure 5.7 – Blockchain network nodes

As shown in figure 5.7, was added three blockchain nodes to the network, each
hosted on separate servers with distinct IP addresses. This setup ensures network
resilience by allowing network devices to retrieve backups from unaffected nodes
in case one is compromised.
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5.5 Ransomware Attack to the Blockchain-Based
Backup System

It was rigorously tested the durability of the blockchain-integrated backup sys-
tem by launching ransomware attacks on individual blockchain nodes. The blockchain’s
redundancy ensured that such attacks did not obliterate the backup configuration
files. Figure 5.8 exhibits how the backups were preserved, allowing affected devices
to recover using data from any intact node.

Figure 5.8 – Ransomware attack on Blockchain-based backup system

The experimental findings provide clear evidence of the superiority of the blockchain-
based backup system over traditional methods in terms of security and robustness.

When the conventional backup system faced a ransomware attack, it led to
the complete encryption of the backup files on the TFTP server, rendering them
useless for recovery and exposing the network to extended downtime and potential
operational failure.

Conversely, the blockchain-based backup system proved to be remarkably re-
silient against the same cyber threat. The distributed storage of backup data across
various nodes meant that even if some were compromised, the backup information
remained reachable. This resilience is intrinsic to the blockchain’s architecture,
which naturally incorporates redundancy across multiple sites, forestalling a total
collapse from an attack on individual nodes.

The blockchain’s distributed ledger technology ensures ongoing data availability
and negates single points of failure. Each node functions independently, and the
compromise of one due to ransomware doesn’t equate to the loss of vital backup
data. Hence, network operations can be restored quickly, curtailing the impact on
business activities and maintaining operational integrity. Moreover, experiments
underscore the urgent need to implement advanced security protocols in network
architecture, particularly given the growing complexity of cyber threats. It is
apparent that networks require backup systems that are not just secure, but also
resilient against these evolving threats.
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5.6 Evaluation of Performance
The performance of the proposed system was rigorously evaluated to ensure

its efficiency and effectiveness. The system was developed using Python and in-
tegrated with the React framework to create an interactive and responsive user
experience. For the purpose of this evaluation, a benchmark test was conducted on
a PC equipped with an Intel(R) Core(TM) i5-10400 CPU operating at 2.90GHz,
complemented by 8.00 GB of RAM.

The methodology involved executing each of the five key functions of the system
100 times to obtain a reliable average execution time. These times were metic-
ulously recorded and are presented in Table 5.1. The test utilized a lightweight
evaluation file, merely 4KB in size, to minimize any extraneous variables impacting
the assessment. It is important to note that certain functions, such as encryption
and file upload, as well as file decoding and downloading, were performed concur-
rently. Consequently, the execution time for these functions was shared, thereby
optimizing the overall performance.

Table 5.1 – Average execution time of each function

Proposed Algorithm/Function Execution time (sec.)
Public & private key generation 0.04645305395
Encryption 0.009359333515File Upload
Adding transaction 0.009866755009
Mining 0.004110248089
Decode file 0.04418283701Download

The performance evaluation was not limited to execution times alone. It also
included a comparative analysis with existing blockchain backup solutions, as de-
tailed in Table 5.2. The proposed blockchain-based configuration backup system
demonstrated superior performance across several metrics. Specifically, when com-
pared to BlockIPFS, our file uploading process, inclusive of the encryption routine,
was 21,854 times faster. Similarly, our file loading operation outpaced the com-
petition by a factor of 1,3127, while also accounting for the time taken by the
decoding process.

Table 5.2 – Comparison of the functions of blockchain-based file backup systems

Algorithm/Function This Work [25] [42] [35] [39] [33]
Encryption 0.009s 0.59sFile Upload

0.05s 42s 12sAdding transaction 0.01s 18.55s 0.013sMining 0.004s
Decode file 0.044sDownload 0.06s 0.9s
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In the context of countering Indonesian hoax news datasets, the proposed sys-
tem leveraged blockchain, IPFS, and a voting mechanism to expedite file uploads
by 62.93 times, and to accelerate the addition of transactions and mining by 1,327
times compared to the baseline.

When benchmarked against a conventional blockchain-based platform for data
storage in the cloud, our system’s transaction, mining, and file decoding processes
were approximately 2,000 times quicker. This remarkable speed is also a function
of our system’s ability to encrypt files, a feature not present in the traditional
cloud storage system.

Moreover, the system’s efficiency in processing transactions and mining via
IPFS and a Private Blockchain was found to be 513.79 times faster than the
alternative solutions. Even when compared to blockchain-based digital diploma
verification and distribution schemes, which do not involve decoding, our method
processed transactions 35.88 times more swiftly.

In summary, the performance evaluation of the system demonstrated not only
its robustness and speed but also its ability to significantly outperform existing
solutions in various key operations. These findings underscore the potential of the
proposed system to revolutionize the efficiency of blockchain-based data handling
processes.
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Chapter 6

Conclusion and future works

6.1 Conclusion
The relentless surge of cyberattacks, particularly those involving ransomware,

has made it clear that traditional security measures are no longer sufficient in
isolating and safeguarding our digital ecosystems. The research presented herein
heralds a groundbreaking development in the form of a blockchain-centric backup
mechanism tailored for computer networks. The empirical evidence gathered from
a carefully orchestrated simulation utilizing a network of Cisco devices, alongside
a TFTP server designated for backup operations, stands as a robust testament to
the potential of this innovative approach in bolstering network security.

By incorporating the principles of blockchain technology, characterized by dis-
tributed processing and an immutable record-keeping system, the proposed solu-
tion has demonstrated a superior capability in the secure management and restora-
tion of configuration files. This triumph in technological advancement is partic-
ularly poignant in the context of ransomware deflection, offering a level of data
protection that was previously unattainable.

A key observation arising from this investigation is the system’s proficiency in
the seamless and protected dissemination of backup data throughout the network’s
nodes. This feature alone bears significant strategic value, offering a blueprint for
how organizations might evolve their strategies for data replication and emergency
recovery. The swift recovery of unaltered backups from secure nodes in the after-
math of a cyber incursion does not merely reduce the threat of data compromise; it
also curtails operational interruptions and the associated economic repercussions
that could debilitate an organization.

Furthermore, the sterling performance of the blockchain-inspired system in con-
trolled testing scenarios illuminates its potential adaptability across various ver-
ticals. As industries around the world are inexorably tethered to sophisticated
network systems for their day-to-day functions, the demand for versatile and de-
pendable backup solutions is omnipresent. This system’s flexibility to integrate
with different network configurations and its scalability suggests that it could
emerge as a fundamental safeguard, poised to secure vital electronic assets across
diverse sectors including, but not limited to, healthcare, finance, governance, and
academia.
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To encapsulate, the empirical validation of this blockchain-based backup system
within a simulated network setting is an affirmation of the transformative power
of forward-thinking security solutions in the digital age. As we navigate an epoch
increasingly defined by digital interactions and service delivery, the imperative for
dynamic and resilient protective mechanisms is undeniably critical. The insights
derived from this study not only underscore the efficacy of the system at hand but
also illuminate the pathway for ongoing investigative efforts aimed at the cultiva-
tion of increasingly sophisticated and enduring cybersecurity infrastructures. It
is through such unwavering dedication to advancing security paradigms that we
can aspire to safeguard the structural integrity and dependability of our digitally
interconnected society.

6.2 Future works
The promising results of this study lay the groundwork for a plethora of future

research endeavors. An essential avenue for exploration involves adapting the
blockchain-based backup system to cater to the unique security needs of critical
sectors such as banking and diverse cloud service models like Software as a Service
(SaaS), Infrastructure as a Service (IaaS), and Platform as a Service (PaaS). This
expansion of the system’s applicability promises to enhance data security across a
broader spectrum of industry domains.

Delving into alternative consensus algorithms represents another pivotal area
for future investigations, as different mechanisms may offer distinct advantages in
terms of security, speed, and scalability. Exploring novel consensus protocols and
evaluating their impact on the system’s performance could lead to refinements that
boost overall efficiency and resilience in the face of evolving cyber threats.

Integration with established public blockchain networks like Ethereum presents
an exciting opportunity to bolster the system’s security posture and enhance its
transparency. Leveraging the capabilities of public blockchains can facilitate in-
teroperability, data integrity, and decentralization, further fortifying the system’s
resilience against sophisticated attacks.

Conducting real-world assessments will be vital for future research, facilitating
a comprehensive evaluation of the system’s performance metrics and practical
implications across varied operational environments. This empirical validation
in diverse real-world settings will provide invaluable insights into the system’s
scalability, adaptability, and effectiveness in mitigating cyber risks in practical
scenarios.

Furthermore, exploring the behavioral and psychological dimensions of network
security, particularly how the incorporation of blockchain technology influences
user behavior and organizational security culture, could yield valuable insights into
optimizing the system’s usability and effectiveness within human-operated envi-
ronments. Understanding the human factors at play in cybersecurity can inform
the design of user-centric security measures and enhance overall system resilience.

In summation, this research not only signifies a significant leap forward in net-
work security but also heralds a new era of innovation and resilience in the face
of evolving cyber threats. The road ahead teems with opportunities for further
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advancements, empowering us to fortify our defenses and safeguard the integrity
of our network-dependent society through continuous research and innovation in
blockchain-based security solutions.
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