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Part I

Shannon Information Theory

CHAPTER 1

Entropy, Relative Entropy and Mutual
Information

This chapter introduces most of the basic definitions required for

the subsequent development of the theory. It is irresistible to play with
.the'u‘ relationships and interpretations, taking faith in their later util-
ity. After defining entropy and mutual information, we establish chain
rules, the non-negativity of mutual information, the data processing in-
equality. The concept of information is too broad to be captured com-
pletely by a single definition. However, for any probability distribution,
we define a quantity called the entropy, which has many properties that
agree with the intuitive notion of what a measure of information should
be. This notion is extended to define mutual information, which is a
measure of the amount of information one random variable contains
about another. Entropy then becomes the self-information of a rap-
dom variable. Mutual information is a special case of a more genel'&l
quantity called relative entropy, which is a measure of the distance
between two probability distributions. All these quantities are closely
related and share a number of simple properties. We derive some of
these properties in this chapter. In later chapters, we show how these
qQuantities arise as natural answers to a number of questions in commu-
Nication, statistics, complexity. That will be the ultimate test of the
value of these definitions.
_ ENTROPY. We will first introduce the concept of entropy; which
is a measure of uncertainty of a random variable. Let X be a discrete
random variable with alphabet X’ and probability mass function p(z) =
Pr{X = z},z € X. We denote the probability mass function by p(%)
rather than py(z) for convenience. Thus, p(z) and ply) refer to two
different random variables, and are in fact different probability mass
functions, px(z) and py (y) respectively.

DEFINITION 1.1. The entropy H(X) of a discrete random variable
X is defined by
(1) H(X)=-)_p(z)logp(z)

z€X
3

b



4 1. ENTROPY, RELATIVE ENTROPY AND MUTUAL INFORMATION

We also write H(p) for the above quantity. The log is to the base
nd ent i

by the random variable X, but only on the probabilities. We shall

denote expectation by E. Thus if X ~ p(z), then the expected value
of the random variable g(X) is written

(2) Epg(X) =" g(z)p(z)
TEX
or more simply as E,(X) when the probability mass function is under-
stood from the context. We shall take a peculiar interest in the eerily
self-referential expectation of 9(X) under p(z) when 9(X) = log A~
Remark: The entropy of X can also be interpreted as the expected

value of log R175’ where X is drawn according to probability-mass func-
tion p(z). Thus

3) H(X) = Bylog o ’

This definition of entropy is related to the definition of entropy in
: !iher{nodynamics; some of the connections will be explored later. It is
possz})le to derive the definition of entropy axiomatically by defining

of natural questions such ag ” What is the average length of the shortest
description of the random variable, 77

First, we derive some immediate
consequences of the definition.

LEmMMa 1.1, H(Xx)>o,
PROOF. 0 < p(z) < 1 implies log 55 >0 o
Lemwma 1.2, Hy(X) = (Iog,,a)Ha(X).
PROOF. log, p = log, alog, P.

3 y RMATION 5
1. ENTROPY, RELATIVE ENTROPY AND MUTUAL INFO!

the base of
The second property of entropy enables ; S ;}? zhzggfiom one base
the logarithm in the definition. Entropy Cfalllt ?‘agtzrg
to another by multiplying by the appropriate '

EXAMPLE 1.1. Let

1 with probability p,
“ X' =910 with probability 1 — p.
Then y
() - H(X)=—plogp—(1—-p)log(l -p) = H(p)

the function
In particular, H(X) =1 bit when p= 1/2 The graph of

: he basic
H(P) is shown in Figure 1. The figure 1llpstra;efh§0£;;r?li;;tion and
properties of entropy. It is a concave function o se when p=0or 1,
equals 0 when p = 0 or 1. This makes sense, becatu inty. Similarly, the
the variable is not random and 1;here1 is no um:sr acor);'espon ds to the
uncertainty is maximum when p = 3, which also

maximum value of the entropy.

EXAMPLE 1.2. Let

with probability 1/2,
with probability 1/4,
with probability 1/8,
with probability 1/8.

(6) X=

0 o0

The entropy of X is ”

> 11 1, 1 11 1 This
M HX) = ~510g§ 1 logz 8 58 .8 h8 mirlliimum num-
Suppose we wish to determine the value of X :vltrl: ii ”els X = a7 This
ber of binary questions. An efficient first ques ]t‘;le first question is no,
splits the pr'obability in half. If the answer ;»f” Th‘e third question can
then the second question can be "Is X = b7 of binary questions
be "Is X = ¢?” The resulting expected nux.n‘?e‘”um expected number
required is 1.75. This turns out to be t%‘e miflr:alue of X. Later we
of binary questions required to determine tbéf ary questions required
show that the minimum expected number of binary

1.
to determine X lies between H(X) and H (X)+

We
AL ENTROPY:
JOINT ENTROPY AND CONDITION iable in the previous

; m var ‘
have defined the entropy of a single rando air of random variables.
section. We now extend, the definition to a P because (X,Y) can be
There is nothing really new in this deﬁmt(;(:)r;l ol
considered to be a single vector-valued ran
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FIGURE 1. H (p) versus p.

DEFINITIQN 1.2. The joint entropy H(X,Y) of a pair of discrete
random variables (X,Y) with a joint distribution p(z, y) is defined as

(8) HX,Y) =33 b(a, ) logp(s, ),
TEX yey

which can algo be expressed ag

9)

H(X,Y)= —FElogp(X,Y).
We also define the conditional entropy of a random variable given
another as the expected valye of

the entropies of the conditional dis-
tributions, averaged over the conditioning random variable,

RMATION 7
1. ENTROPY, RELATIVE ENTROPY AND MUTUAL INFO!

DEFINITION 1.3. If (X,Y) ~ p(z,), then the conditional entropy
H(Y|X) is defined as

(10) H(Y|X) =) _p(@)H(Y|X =2)
TEX
(1) = -3 p(z) ¥ plylz) log p(ylz)
zeX yey
(12) —_ - Z Zp(l‘, y) lng(ylz)
TEX yEY
(13 - = Byfo) logp(Y|X)-

.. conditional
The naturalness of the definition of joint entrzgyazna(}r of random

entropy is exhibited by the fact that the ePtfror;){ entropy of the other.

variables is the entropy of one plus the condition

This is proved in the following theorem.

THEOREM 1.3. (Chain rule):

(14) H(X,Y)=H(X)+ H{Y|X).

" Proor. S )

) = - plz,y)log !
(15) H(X,Y) 22 |
= p(z,y) log p(z)p(yl=
N gg (ylz)
- p(z,y)logplylz
(1 = —gg) p(z, y) log p(z) zeZXyeZy -

(18) = > p(x) log p(z)p(ylz) — %%P(z, y) logply
(19) < ) = H(X) + H(Y|X).

Equivalently, we can write "
(20) logp(X,Y) = logp(X) +logp(Y]

ion to obtain the
and take the expectation of both sides of the equation ]
theorem.

. H Y‘—Xy Z) *
CoRroLLARY 14. H(X, Y—2) = H(X Z).+ (the theorem. 0O
PROOF. The proof follows along the same lines as

et otion:
E 1.3. Let (X Y) have the following joint distributi
XAMPLE 1.3. ,
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X\Y|1 2 3 4

1 | T T I
2 |1 F¥F
s [F1¥w
1P161616
4 |£ 00 0

The marginal distribution of X s (33,3, %) and the marginal dis-
tribution of ¥ is (1, 1, + 1), and hence H(X) = 7/4bits and H(Y) = 2
bits. Also, :

4
HXIY) =3 (¥ =)H(X|Y = 1) =

i=1
11111 1. .1 11
TG et Gy
1111 1
H(Z’ T z) +7H(1,0,0,0) =
1. 7 1 7 1 1 .
—ZXZ+ZXZ+ZX2+ZXO—11/8bItS
Similatly H(Y|X) = 13/8 bits and H(X, ) = 27/8 bits.
Remark: Note that F Y1X) # HX[Y). However, H(X) -
H(X|Y)=H Y)-H(Y|X), a property that we shall exploit later.

RELATIONSHIP BETWEEN ENTROPY AND MUTUAL
INFORMATION. We ¢

an rewrite the definition of mutual informa-
tion I(X,Y) as

1
9’

4
I(X,Y) = ¥ plz, ) log 2&9)__

- p()p(y)
- plzly) _
Jgp(x, y) log ) =
=2 9(,v) ogp(a) + 3 p(a, ) log p(zly) =
Y %y
~ 2 _p(z,y) logp(z) - (=3 _p(z,y) log p(ziy)) =

Ty E2]

H(X) - H(X]Y).

Thus the mutual information I(X, Y)

tainty of X due to the knowledge of
that

is the reduction in the uncer-
Y. By symmetry, it also follows

1(X,Y) = H(Y) - H(y|X).

1. ENTROPY, RELATIVE ENTROPY AND MUTUAL INFORMATION ¢
Thus X says as much about Y as Y says about X. Since H(X,Y) =
H(X)+ H(Y|X), we have

I(X,Y) = H(X)+ HY) - H(X,Y).
Finally, we note that

I6,X)= HX) - HX|X)=HX). .
Thus the mutual information of a random variable m;h tltzgltf;;;v -
entropy of the random variable. Thi§ is the reason ;c] 8e results; we
sometimes referred to as self-information. Collecting thes
have the following theorem.

THEOREM 1.5. (Mutual information and entropy):
I(X,Y) = H(X) - HXIY),

1(X,Y) = H(Y) - HY|X),
I(X,Y)=H(X)+H{Y) - HX)Y)
I(X,Y)=I1(¥,X),

I(X,X) = H(X).

~

HX[Y) | Hxy) HOX

_/

H(X)

information.
Fi1GuRE 2. Relationship between entropy and mutual

- X|Y),H(Y|X)
The relationship between H(X), H (_Y): H (Xf"y) ’rﬁI(z)_ I Notice that

2nd I(X, ) is expressed in & Venn diagram ( tll%: intersection of the

the mutual information I(X,Y) cor}'ess{0ﬂ§1,5 to the

information in X with the information in Y.
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EXAMPLE 1.4. For the joint distribution of example 1.3, it is e

‘to calculate the mutual information f (X,Y) = HX)-H (X1Y) =
H(Y) - H(Y|X) = 0.375 bits,

Properties of inform

ation measures. Remember next fact of
mathematical analysis:

lnz<z-1, Inz=z-1er=1.

THEOREM 1.6. (Non-n

egativity of mutual information): For any
two random variables X )Y,

Ix,v)>o0

with equality if and only if X and Y are tndependent.

Proor.
—I(X,Y) = H(X|Y) - H(X) =
= D_7(z5) ogp(aly) + 3" p(x) log p(z) =
Xy X

- p(z)
;p(x, v)log oy S

<loge) p(z,y) L% - 1] =
=loge [ p(e)p(y) - >z, =o.
0

X) < log|X|, where |¥ | denotes the number of
of X, with eguality if and only if X has a uniform

THEOREM 1.7. H(
elements in the range
distribution over X.

Proor.
H(X - log ) =
== 2_P(@)logp(a) ~ log |¥| S p(z) =
X

TEX

= 1
logezezxp(x) In &I <

<loge [Z DIFI - Zp(x)] =0.

J N 11
1. ENTROPY, RELATIVE ENTROPY AND MUTUAL INFORMATIO!

THEOREM 1.8. (Conditioning reduces entropy):
H(X|Y) < H(X)
with equality if and only if X and Y are independent.
Proor. 0 < I(X,Y) = H(X) - H(X|Y). G

: iable

Intuitively, the theorem says that knowing anothe}r]'.ra:ll:it::; ‘;?;t:)n

Y can only reduce the uncertainty in X. Note t,hat:t t! l:ha.n O Jos than

the average. Specifically, H(X|Y = y) may be greal erz WHEXIY =

or equal to H(X), but on the average H(X[Y) = y";’l ‘dence might

) £ H(X). For example, in a court case,.specxﬁc new ees e tainty
increase uncertainty, but on the average evidence decreas

EXAMPLE 1.5. Let (X,Y) have the following joint distribution:

X\Y|1 2

1 10 Ti-‘

2 |3 3 . — 1) = 0 bits and
Then H(X) = H(3,1) = 0.544 bits, H(X]Y = 1)

3 Y = 1) +
H(X]Y = 2) = 1 bit. We calculate H (XIY)t =in4';: (ifil::,creasezi if
TH(XIY = 2) = 0.25 bits. Thus the uncertainty ! but uncertainty
Y =2 is observed and decreased if Y = 1 is observed,
decreases on the average.

. N, €9
'HEOREM 1.9. (Independence bound on entropy): Let X1, X2 "
be drawn according to p(z, Tz, ..., Zn). Then

H(Xy, Xgy 0 Xa) < H(X,)
i=1

with equality if and only if the X; are independent.

PROOF. By the chain rule for entropies,

g
H(Xy, Xa, ..., Xp) < ZH(X;IX.‘H, vy Xn) S
i=1
<Y H(X)
i=1

j theorem. We
where the inequality follows directly from the pfr;-znous e all i
have equality if and only if X; is independent of Xi_1, .- a
i.e., if and only if the X;’s are independent.

PROBLEMS FOR CHAPTER
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PROBLEM 1.1, Coin flips. A fair coin is flipped until the first head
occurs. Let X denote the numper of flips required.

{a) Find the entropy H(X) in bits. The following ezpressions may

be useful:
(e o] r (=] r
no_ n _ -
: ’gr _l—r’gm. (1-r)2
(b) A random variable X is drayn according to this distribution. If'ind
an “efficient” sequence of yes-no questions of the form, "Is X contained

in the set 597 Compare H(X) to the ezpected number of questions
required to determine X.

.PROBLEM 1.2. Entropy of functions. Let X be e random variable
taking on a finite number of values. What is the (general) inequality
relationship of H(X )and H(Y ) if

(a) Y =22
()Y =cog X?

PROBLEM 1.3. Minimum entropy. What is the minimum value of
Np, . . ., p, ¢ = H(p) as p renges over the set of n-dimensional
probability vectors? Find all p’s which achieve this minimum.

PROBLEM 1.4. Zerg conditional entropy. Show that fHY|X)=
0, thenY is g Junction of X ) b.e., for all x with (z) > 0, there is only
one possible value of y with p(z,y) > 0.

ProBrLEM 1.5. Infinite entropy. This problem shows that the en-
tropy of a discrete rendom variable can be infinite. Let A = E;“;, n—]o:?;q
(1t is easy to show that A is finite.) Show that the integer-

valued ran-
- dom variable X defined by Pr(X = n) = TE}L".)“ forn =23,... has
H(X) = o0,

PRroBLEM 1.6. Average entropy. ILet H (» =
p)log,(I - p) be the binary entropy Sfunetion.
(o) Evaluate H (¢/4) using the fact that log, 3 = 1.585. Hint: Con-

sider en ezperiment with four egually likely outcomes, one of which is
more interesting than the others.

(b) Caleulate the average entropy H(p)
chosen uniformly in the range 0 < p <1,
(c) (Optz'onal) Caleulate the average entropy H (p1, D2,p3) where

D1, D2, p3) s a uniformly distributed probability vector. Generalize to
dimension n,

—plog,p — (1 -

when the probability p s

.PROBLEM L.7. Coin weighing. Suppose one has n coins, among
which there ™May or may not be gne counterfeit coin. If there is a

ATION 13
1. ENTROPY, RELATIVE ENTROPY.AND MUTUAL INFORM.
' | 1 ] ther coins.
counterfeit coin, it may be either heavier or lighter than the o
'

X be weighed by a balance. . —
The( zj z;"“‘3‘12‘:1”51zoupper bound on the number of coins n so that g

i lare it to be
ings will find the counterfeit coin (if any) and correctly decla

; e iahi = 3 weighings
he‘“} 3;)"( oDrzi_[l;fi!f:uli; What is the coin weighing strategy for k = 3 weg
and 12 coins? A

con-
PROBLEM 1.8. Drawing with and withqut replahc.ef;:::te-n{:gp;:"dm%
tains r red, w white, and b black balls. Which has ‘%hout replasement?
ing k> 2 balls from the urn with replacement or wi ety
Se‘(i it_up and show why. (There is both a hard way a
simple way to do this.)

. ic if for all
PROBLEM 1.9. A metric. A function p(z,y) is @ metric v
T, Y, ’
* p(z,y) >0
° p(z,y) = p(y, ) _
* p(z,y) = 0 if and only Zf;T' =y
4 ° p(zl :U) + p(y: Z) 2 P(x, z . the rst’
(a) Show that p(X,Y) = H(X|Y) + H (ylﬁ ;“fﬁ;s i mef:e is
second and fourth properties above. If we 3"'yh third property is also
a one-to-one function mapping X to Y, then the
satisfied, and p(X Y) is a metric.
(b) Verify that’ p(X,Y) can also be expressed as

p(X,Y) = H(X) + HY) - 2H(X.Y)
= H(X,Y) - I(X,Y)
= 2H(X,Y) - H(X) - H(Y) _
PROBLEM 1.10. Erample of joint entropy. Let p(,y) be given by

X\Y |0 1
0 - 4
1|81

Find

(a) H(X), H(Y).

(b) H(X|Y), H(Y1X).
(¢) H(X,Y).

(d) H(Y) - H(Y|X).
(e) 1{X,Y).

. o i ough (e).
(f) Draw a Venn diagram for the quantities in (a) throug
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PROBLEM 1.11. Entropy of a sum. Let X and Y be random vari-

ables that take on valyes 21,22y oy Tr and Yy, Yo, ..., Ys respectively. Let
Z=X4Y.

(a) Show that H(Z|X) = H(Y|X). Argue that if X,Y are inde-
pendent, then H(Y) < H (2) and H(X) < H(Z). Thus the addition of
independent random variables adds uncertainty.

(5) Give an ezxample (of necessarily dependent random variables) in
which H(X) > H(Z) and H(Y)> H(Z). '

(c) Under what conditions does H (Z2) = H(X)+ H(Y)?

PROBLEM 1.12, Entropy of a disjoint mizture. Let X1 and X, be
discrete random variables drawn according to probability mass functions
P1(+) and py(-) over the respective alphabets X, = {1, 2, ..., m} and X =

{1,2,...,n} . Let
X = X1 with probability , o
X,  with probability |1 - a.
(a) Find H(X) in terms of H(X) and H(X,) and a.
(b) Mozimize over o to show that 2HX) < 28(X) 4 9H(Xa) gpg
interpret using the notion that 279(X) ;s the effective alphabet size.

PROBLEM 1.13. Mazimum entropy. Find the probability mass Junc-
tion p(z) that mazimizes the entropy H(X) of a non-negative integer-
valued random variable X subject to the constraint

EX = an(n) =A g

n=0

Jor a fized value A > 0, Bualuate this mazimum H (X).

CHAPTER 2
" Data Compression

We now put c‘ont.ent in the definition of & ntropy .by esgz:‘i}:;%
the fandamenta) limit for the compression of lnfor_ma,'tlon'to the most
Pression can be achieved by assigning short descm?tmllls er descrip-
frequent outcomes of the data source and necessaf.llyMogfe code, the
bions to the legs frequent, outcomes. For example, &nt %ﬁm (;hap-
Most frequent symbol is represented by.a single Of' random vari-
Yer we find the shortest average description length of de and then
able. We first define the notion of an i.n smnmneoll; zothe exponen-
Prove the important Kraft inequality, which asserts ¢ aobabilil:y mass
tiated codeword length assignments must look like a Pi d description
function, Simple calculus then shows that the expec ihe fost, main
length ust be greater than or equal to. the enmp}? t the expected
Tesult. Then Shannon’s simple construction shows & ?1 for repeated
description length can achieve this bound a.'symptotlcal Y easure of ef-

*Scriptions. This establishes the entropy as a natt;{a Inrocedure for
Icient description length. The famous Huffman co lni}; is provided.
ding minimym expected description length “Slgf]{nel , optimal and
Finally, we show that Huffman codes are competitive }; (s)g.mple of a

at it requires roughly H fair coin flips to generate the data com-
Tandom variable having entropy H. Thus the entrol?y > ndom number
Pression limit ag well s the number of bits needed in ra al from many
8e0eration, And codes achieving H turn out to be optim
Points of vigp

EXAMPLES OF CODES.

Dermirion 2.1. A source code C for a random. va]nabli ﬁri‘f,g:
mapping from X, the range of X, to D*, the set of finite r;lngtc odoword
°f symbols from a D-ary alphabet. Let C(z) denote the
“Orresponding to ¢ and let l(z) denote the length of C(z).

. for X
For example, C(Red) =-00, C( Blue) = 11 is a source code for
= {Red, Blue} with alphabet D = {0, 1}.

de C(z)
Dervition 2.2, The expected length L(C) of 2 5”_0“1"’9(:;’ s gi\Een
°' & random variable X with probability mass function p

15
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by
L(C) =} p(@)i(a),

A

where I(x) is the length of the codeword associated with .

Without loss of generality, we can assume that the D-ary alphabet
isD={0,1,...D-1}.
Some examples of codes follow.

ExAMPLE 2.1. Let X be a random variable with the following dis-
tribution and codeword assignment:

Pr(X =1)=1/2, codeword C{1) =0

Pr(X = 2)=1/4, codeword C'(2) = 10

Pr{X = 3)=1/8, codeword C{3) = 110

Pr(X = 4)=1/8, codeword C(4) = 111.

The entropy H(X) of X is 1.75 bits, and the expected length
L{C) = EUX) of this code is also 1.75 bits. Here we have a code
that has the same average length as the entropy. We note that any
sequence of bils can be uniquely decoded into a sequence of symbals of
X. For example, the bit string 0110111100110 is decoded as 134213.

ExampLE 2.2, Consider another simple example of a code for a
random variable:

Pr(X = 1)=1/3, codeword Cll)y=0

Pr(X = 2) =1/3, codeword C(2) = 10

Pr(X = 3) = 1/3, codeword C(3) = 11.

Just as in the previous case, the code is uniquely decodable. How-

ever, in this‘case the entropy is log 3 = 1.58 bits, while the average
length of the encoding is 1.66 bits, Here BlI(X) > H(X),

EXAMPLE 2.3. (Morse code): The Morse code is a reasonably effi-
cient code for the English alphabet using an alphabet of four symbols:
a dot, a dash, a letter space and a word space. Short sequences repre-
sent frequent letters {e.g., a single dot represents E) and long sequences
represent infrequent letters (e.g., Q is represented by "dash, dash, dot,
dash”). This is not the optimal representation for the alphabet in four
symbols - in fact, many possible codewords are not utilized because the
codewords for letters do not contain spaces excepl for a letter space at
the end of every codeword and no space can follow another space. Ty
is an interesting problem to calculate the number of sequences that
can be constructed under these constraints. The problem was solved
by Shannon in his original 1948 paper. The problem is also related to

2. DATA COMPRESSION . 17

; iti . Let
We now define increasingly more stringent conditions on codes
T ’
1" denote (Z1, 22, ..., 2,,).

DEFINITION 2.3. A code is said to be non-singular if every element

of the range of maps into a different string in D7, L.e.,
z; # z; = C(z:) # C(z;)

singularity suffices for an unambiguous description lOf a i’;lg%e
A. But we usually wish to send a sequence of va'ules ml;oi
Lo Cases, we can ensure decodability by addmg a specia Sgicient
(a €OMIna”) between any two codewords. But this is an me_d .
U8 of the special symbol; we can do better by developing the i ea.tv
se!f—puucluating or instantaneous codes. Motivated by the necessity

W i S
ft 11 . quences of 5)’1!1'3015 X, we define the extension of a code a
0 ows:

Non-
value of
Ln sych

DEEmimio 9.4, The extension C* of a code C is the ma-ppigg from
%@ length strings of & 1o finite length strings of D, defined by

C(.‘B}IQ....’EH) = C{I:l)C(.’ﬂg)...C(.‘En),

i respondin
(2)...C(z,) indicates concatenation of the corresp g

fini

where Cla)o
codewardy,

ooy MPLE 2.4, T O(g,) = 00 and Clzs) = 11, then Claiz) =

DE[:

i5 nop NITION 2.5, A code is called uniquely decodable if its extension
S H{}n_s &

ingulay,
In othey
has g
have o,
the corre

i i de
words, any encoded string in a un.lquely decoda.b]f:3 iﬁa
Ue possible source string producing it. However, on e ig;
POk at the entire string to determine even the first sym
Sbonding source string,

Drp . * an instantaneous
code i TII“”’”ON 2.6. A code is called a prefix code or an ins

codeword g a prefix of any other codeword.
fnhﬁn instantaneous code can be decoded without r:_eference to L'l.le
able . Codewordg since the end of a codeword is immediately reCOEg‘Ld
ag 3;0 ®1iCe, for an instantaneous code, the symbol ; can be de_tzo \;e
Nee 35 we come to the end of the codeword correspt‘nl(_hng to it. v
2Ot Wait 10 geq the codewords that come later. An mstantan:: +
& n 2 uence
Codg : S“-lf-punctuatmg" code; we can look down the seq

8 ; ithout
Ioc)kinym ol and add the commas to separate the codewords wit

5)1‘()cillfga{tblalm Symbols. For example; the bina Wrﬁ%‘?g;‘;:}l[—)}%gﬂz T
ceding for magnetic recording, where long strings of (s are prohibited. © by the code of Fxample 2.1 is parsed as {)75;.2 Sn’ﬂ'w; ' aan Demirel

W
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Non-singular, but Uniquely :
X |Singular | not Uniquely | decodable but not | Instantaneous
decodable instantaneous

1 0 0 10 0

2 0 010 00 10

3 0 01 11 110 -

4 0 10 110 111

TABLE 1. Classes ot codes

illustrate the differences between the various kinds of codes, consider
the following examples of codeword assignments C(z) to z € X in Ta-
ble 1. For the non-singular code, the code string 010 has three possible
source sequences: 2 or 14 or 31, and hence the code is not uniquely
decodable. The uniquely decodable code is not prefix free and is hence
not instantaneous. To see that it is uniquely decodable, take any code
string and start from the beginning. If the first two bits are 00 or 10,
they can be decoded immediately. If the first two bits are 11, then we
must look at the following bits. If the next bit is a 1, then the first
gource symbol is a 3. If the length of the string of 0’s immediately
following the 11 is odd, then the first codeword must be 110 and the
first source symbol must be 4; if the length of the string of 0’s is even,
then the first source symbol is a 3.

By repeating this argument, we can see that this code is uniquely
decodable. Sardinas and Patterson have devised a finite test for unique
decodability, which involves forming sets of possible sufkes to the code-
words and systematically eliminating them. The fact that the last code
in Table 1 is instantaneous is obvious since no codeword is a prefix of
any nther. We wish to construct instantaneous codes of minimum ex-
pected length to describe a given source. It is clear that we cannot
assign short codewords to all source symbols and still be prefix free.
The set of codeword lengths possible for instantaneous codes is limited

by the following inequality:

THEOREM 2.1. (Kraft inequality): For any instantaneous code (pre-
fiz code) over an alphabet of size D, the codeword lengths by, 1o, .., lm
must satisfy the inequality

Y ph<l
i
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Co ;
" nversely, given a set of codeword lengths that satisfy this inequality,

ere exi .
€ eZists an instantaneous code with these word lengths.

Letlzgg?,;nCEHSlder a D-ary tree in which each node has D children.
For example ct; S of the tree replresent the symbols of the codeword.
possible \,/al e D branches arising from the root node represent the
codeword ¢ values of the first symbol of the codeword. Then each
18 represented by a leaf on the tree. The path from the root

traces
tree § out, the‘ symbols of the codeword. A binary example of such a
8 shown in Figure 1

<///
// \\\
~
\0
0 ~
\

110

111

F .
T IGURE 1. Code tree for the Kraft inequality.
is ae Prefix ¢
word el}cestor 0

Imj
lengty, of nates

nodeg o
des

1

ondition on the codewords implies that no codeword
f.t"‘y other codeword on the tree. Hence, each code-
oL its descendants as possible codewords. Let lmu’ be the
the trengesl‘ codeword of the set of codewords. Consider all
“ndantg of ¢ at level l,,,. Some of them are codewords, some are

D‘max-t(: codewords, and some are neither. A codeword at level
MUSt be g of escendants at level lygy. Each of these descendant seis
tess ¢ n oJ Int. Also, the total number of nodes in these sets must be
¢ have ' €qual to Dimar. Hence, summing over all the codewords,

Z Dlnmx—‘{ < D‘mux
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S ph<l,

which is the Kraft inequality. Conversely, given any set of codeword
lengths Iy, 1y, ..., b, which satisfy the Kraft inequality, we can always
construct a tree like the one in Figure 1. Label the first node (lexi-
cographically) of depth /;, as codeword 1, and remove its descendants
from the tree. Then label the first remaining node of depth l,, as ¢ode-
word 2, etc. Proceeding this way, we construct a prefix code with the
specified Uy, ly, ..., Ip,. o

or

OPTIMAL CODES. In the previous section, we proved that any
codeword set that satisfies the prefix condition has to satisfy the Kraft,
inequality and that the Kraft inequality is a sufficient condition for
the existence of a codeword set with the specified set of codeword
lengths. We now consider the problem of finding the prefix code with
the minimum expected length. From the results of the previous section,
this is equivalent to finding the set of lengths U},13, ..., I, satisfying
the Kraft inequality and whose expected length L = S pil; is less
than the expected length of any other prefix code. This is a standard

optimization problem:
Minimize L = Y pyl;
over all integers Iy, {y, ..., I, satisfying
Y Dh<g
A i
A simple analysis by calculus suggests the form of the minimizing 2.
We neglect, the integer constraint on ! and assume equality in the

constraint. Hence, we can write the constrained minimization using
Lagrange multipliers as the minimization of

J =3 pidi+ A (Z D""‘) :
Differentiating with respect to l;, we obtain
aJ

3 =p;~ AD™"InD.
Setting the derivative to 0, we obtain
D= P
AlnD
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gubsl;ituting this in the constraint to find A, we find A = 1/InD and
ence

s p=D -,
Yielding optimal code lengths
(21) [: = —logp ps-
;I‘his }r:on-integer choice of codeword lengths yields expected codeword
engt,

Lt = Zp‘.[’.' = - Zp,- logp pi = Hp(X).

But since the l; must be integers, we will not always be able to sct the
codeword lengths as in (21). Instead, we should choose a set of code-
word lengthg li "close” to the optimal set. Rather than demonstrate
by Calculus that I} = —logyp; is a global minimum, we will verify
Optimality directly in the proof of the following theorem. -

THEORRY 99, The ezpected length L of any instantaneous D-ary
code for o random varigble X is greater than or equal to the entropy
Ho(x ), e
: A L > Hp(X)
wilh equality if ong only if D = p;.

PRoor, w

, an write the difference between the expected length
and the entropy

as
1
~L+ Hp(X) ==Y pili+y_pilogy o
=Y plogy D7 =S pilogppi =
9~ o=k
= Zlklog% < ZP:‘ [-p._ - 1] =

=Y oh-1<0.
DEF]N’]’

Tespect TION 2.7. A probability distribution is called D-adic with
.0 P each of the probabilities is equal to D™ for some n.

Lt s
of X S e Bave equality in the theorem if and only if the distribution
inding .~ 241 The preceding proof also indicates a procedure for

fing; - ) !
the diitarLOpt’mal code: find the D-adic distribution that is closest to
8

O

lenggp, Tioution of X T distribution provides the set of codeword
€ Progg oifls" uct the code by ghoosing the first available node asle

- How © th? Kraft inequality. We then have an optimal code for
ever, this Procedure is not easy, since the search for the closest
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D-adic distribution is not obvious. In the next section,
suboptimal procedure (Shannon-Fano coding). We de
procedure (Huffman coding) for actually finding the o

we give a good
scribe a simple
ptimal code.

BOUNDS ON THE OPTIMAL CODELENGTH. We now
demonstrate a code that achieves an expected description length L
within 1 bit of the lower bound, that is,

HX)<L<H(X)+1.
Recall the setup of the last section: we wish to minimize I, = Sopil;
subject to the constraint that b, ..., 1, are integers and S Dh<,
We proved that the optimal codeword

lengths can be found by finding
the D-adic probability distributiop closest to the distribution of X.

The choice of word lengths I, = - logp; yields L = H. Since log, 4

. ; L p;
may not equal an integer, we round it up to give integer word length
assignments,

1
These lengths satisfy the Kraft inequality since
S pfesn ] o DR =Yg o,
This choice of codeword lengths satisfies
1 1
logp — <l < log, = +1.
23] i i :3,) P
Multiplying by 'p; and summing over i, we obtain
(22) Hp(X) < L < Hp(X) +1.

Since the optimal code can onl

¥ be better than this code, we have the
following theorem:

THEOREM 2.3. Let 3,13, ..., I3, be the optimal codeword lengths for o
saurce distribution p and o D-ary alphabet, and let 1* be the associated
ezpected length of the optimal code (L* =Y pil;). Then

Hy(X)<I' <« Hp(X) +1.

FROOF. Let [; = [-- logp, -p;)
ity and from (22) we have

Ho(X) SL=%"pi; < Hp(z) +1.
But since L*, the expected
L=¥ pili, and since *

- Then [; satisfies the Kraft inequal-

length of the optimal code, is less than
-2 Hp we have the theorem. O

23
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ich i most 1

In the preceding theorem, there is an overhgad wtruc\l;V :}scztl o

bit, due to the fact that logp 5- is not a.}ways an mtegi . Aafocaro

the overhead per symbol by spreading it out over ma ga e of 1

this in mind, let us consider a system in which we sen i

Symbols from X. The symbols are assumed to be draw:l . .b.°] ceordine

to p(z). We can consider these n symbols to be a supz fz:éth et inpt

alphabet X", Define L, to be the expected codewordeword  per b’
symbol, j.e., if {(z1, Zg, ..., Zn) is the length of the co

With (2|, 1y, ..., 7,)), then

1 X,).
=-Fl(X ,X2 ey AN
Ln = : Zp(];hx?a--':zﬂ)l(xl’xm'n’xn) nE ( ! ’

= '
We can now apply the bounds derived above to the code:

H(Xy, Xy, ..., X,) < BU(X1, Xz, Xn) < H(X;,th...,‘Xn).+ 1.
Since x 1, X2, ..., Xp, are i.i.d. (independent identical distributions),
H(X1, X3,y Xn) = 3 H(Xi) = nH{X).
Dividing by n, we obtain l
H(X)< L. < H(X)+ =

Hence by using large block lengths we can achieve
length per symbol arbitrarily close to the entropy.
following theorem:

i minimu
THEOREM 2.4, (Shannon source coding theorem) The

an expected code-
Thus we have the

m €2I-

' pecled codeword length per symbol satisfies

, Xoy o Xn) | 1
H(leX%--wXﬂ) < L;. < _Ig_(_&__:_._—...—-~+ n,
N of en-

n e
Thi o . he definition
Thig theorem provides another justification for ¢ red to

. | equi
¥IODY rate iy is the expected number of bits per symbol req
describe the process.

refix

HUFFMAN CODES. An optimal (shortest expeicli,lep(.l1 ;e;gf(v’lg&m
¢ for a given distribution can be constructed by at; o ode for the
Covered by Huffman. We will prove that a'nyh?;ha.n the code con-
"€ alphabet, cannot have a lower expected. ]engt. that the binary
Tcted by (e algorithm. We prove by induction that there are
Huﬂ‘man code is optimal. It is important to l‘ememper o odewords
Y Optimal codes: inverting all the bits or exch:a\nngnhge Huffman pro-
e e same length will give another optimal code. he optimality of
Cedyre constructs one such optimal code. TO prove ¢ ticular optimal

Man codes, we first prove some properties of a par

cod
dis
Say
st
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code. Without loss of generality, we will assume that the probability
masses are ordered, so that P1 2 p2-++ > pn. Recall that a code is
optimal if 3" p.l; is minimal.

LEMMA 2.5. For any distribution, there ezists an optimal instanta-

neous code (with minimum, ezpected length) that satisfies the following
properties:

1. Ifp; > pi, then i<l

2. The two longest codewords have the same length.

3. The two longest codewords differ only in the last bit and corre-
spond to the two least likely symbols.

PROOF. The proof amounts to swapping,
ing. Consider dn optimal code Cm:

I p; > pi, then l; £ lt. Here we swap codewords. Consider cy,
with the codewords j and k of Cm, interchanged. Then

L(Ch) ~ L(Cm) = Yo~ > i
= Pil + pily — pjly ~ pyl
= (p; — pe) (b ~ 1))

But p; ~ py > 0, and since Ch, is optimal, L) - L(C,) > 0. Hence
Wwe must have [, — {; > 0. Thus Crm, itself satisfieg property 1.

The two longest codewords are of the same Length. Here we trim
the codewords. If the two longest codewords are not of the same length,
then one can delete the last bit of the longer one, preserving the prefix

trimming and rearrang-

) Summarizing, we have shown that if Pi 2 py--+ > Dy, then there
éXists an optimal code with h <l < lm-1 < I, and codewords
C(X,n-1) and C(Xm) that differ only in the last bit, O

25
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. i e satisfying

Thus we have shown that there exists an qptlm;l :;cllfch to codes
the properties of the lemma. We can now restrict o

that satisfy these properties.

i a
Fora code C,,, satislying the properties of the Ien-“:al;e o
a "merged” code C\n._1 for m — 1 symbols as follows:

i wo least
prefix of the two longest codewords (corre.spondu;fi bti(])it;h; ':_1 el
likely symbols), and allot it to a symbol with pro
All the other codewords remain the same.

The expected length of the code Cr, is

L(Cm) =Y pili

we now define

m-—2 ’
= ZPJ: + Pl + 1) + Pl +1)
i=1
m-1 :
- Zp,l: +Pm~1 +pm
=1

= L(Cp-1) + Pm-1 + Pm- expected
Thus the expected length of the code Crm dlfferSf féom tJl*%}y:spmitli-
length of Cim-1 by a fixed amount indt{penden: ?’n in?n;il'z;iﬂg L(Crn1)-
Mizing the expected length L(Crm) is equivalent o._1 symbols and prob-
US we have reduced the problem to one with m in look for a code
2bility magge (1, P2, -r Pra=2: Pt + Pm)- WE a;;iaelse m — 1 symbols
Which Satisfies the properties of Lem{na 2:5 for timal code for m — 2
10 then redyce the problem to ﬁnd.n.lg the op obtained by merging
Symbols witp, the appropriate probablllty. masses ed list. Proceeding
< ™o lowest probabilities on the previous mer;gn bols. for which the
IS way, we finally reduce the problern to two sy bols and 1 for the
Solution jg glyyious i.e., allot 0 for one of the Symr stage in the re-
Other. Since we have maintained optimality at eve ya] Thus we have

ducﬁ"n, the code constructed for m symbols is optimal.

Proved tpe following theorem for binary alphabets.

] i . * 45 the Huﬁ B
THEOREM 2.6, Huffman coding is optzmaf, Ze}, (zé ,?’ 18
"% code and C is any other code, then L(C") < habet, the
. a
Although we have proved the theorem for a lletlillszY{ l?flfIr)nan cc;ding
2190f can be extended to establishing optimality 0

. 1d remark
algorithm for a D-ary alphabet as well. Inc1den§a]l)}:, ‘:eitS]ZZZIesces the
thay, Uffman coding is a "greedy” algorithm in tha

that this
O gy S ot e el v
loc Optimality ensures a global optimality 0
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ARITHMETIC CODING. From the discussion of the previous
sections, it is apparent that using a codeword length of log p%) for the
codeword corresponding to r is nearly optimal in that it has an ex-
pected length within 1 bit of the entropy. The optimal codes are Huff-
man codes, and these can be constructed by the procedure described
in previous section. For small source alphabets, though, we have effi-
cient coding only if we use long blocks of source symbols. For example,
if the source is binary, and we code each symbol Separately, we must
use 1 bit per symbol irrespective of the entropy of the source. If we
use long blocks, we can achieve an expected length per symbol close
to the entropy rate of the source. It i therefore desirable to have an
efficient coding procedure that works for long blocks of source symbols.
Huffman coding is not ideal for this Situation, since it. is a bottom-up
procedure that requires the calculation of the probabilities of all source
sequences of a particular block length and the construction of the cor-
responding complete code tree. We are then limited to using that block

efficiently calculate the Probability mass function p(z") and the cumu-
lative distribution function F(z™) for the source sequence z*. We can
use a number in the interval (F (z") - p(z"), F(z")] as the code for z".
For example, expressing F(z") to an accuracy of [—logp(z™)] will give
us a code for the source. It follows that the codeword corresponding to
any sequence lies within the step in the cumulative distribution func-
tion corresponding to that sequence. So the codewords for different
sequences of léngth n are different. However, the procedure does not
guarantee that, the set of codewords is prefix-free. We can construct a
prefix-free set by using F(z) rounded off to [~ logp(z™)] + 1 bits. In
the algorithm described below, we will keep track of both F(z") and
p(z") in the course of the algorithm, so we car calculate F(z) easily
at any stage. We now describe a simplified version of the arithmetic
coding algorithm 10 illustrate some of the important ideas. We assume
thal we have a fixed block length n that is known to both the encoder
and the decoder. With a small loss of generality, we will assume that
the source alphabet is binary. We assume that we have a simple proce-
dure to calculate Pz, 3, ..., z,) for any string z;, o, ..., £,. We will use
the natural lexicographic order on strings, so that a string z is greater
than a string y if Zi = 1,y; = 0 for the first ; such that z; # ;. Equiv-
alently, z > y if 22 > 2iU27 ie., if the corresponding binary

numbers satisfy 0.z > 0.y. We can arrange the strings as the leaves

27
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FIGURE 2. Tree of strings for arithmetic coding

ds to one
of a tree of depth n, where each level of the t}r?e gozrrzspé)l:]e ordering
it. Such a tree is illustrated in Figure 2. fnt !Shtgofg; on the same
¥ >y corresponds to the fact that z is to the rig ™ for all y™ < z"
level of ¢ tree. It appears that we ne ed to find ply we might suspect
And use that, to calculate F(z). Looking at the fre}i; leaves to the left
thay we need to calculate the probabilities of a.l phe. the sum of the
of 2" 6 fing F(2™). The sum of these probabﬂltlzs t]ST 2,0 be a
Probabjlitjeg of all the subtrees to the left of z° "t f;’) f tg;?su !;ree s
Subtreg starting with x,,...5-10. The probability

P(Tezs. 2y _10) = Z p(T1T2--Th1 0Yk 41 Yn)
Yi41+Yn
= p(:z:lz;g...a:k_IO)
#0d hence can be calculated easily.
erefore we can rewrite F(z") as
Fa")= ) p(y")
<zt
- x>
T:T is to the left of "
= Z p(z122...Tk-10)-
k:z)p=0 .
Thus We can calculate F(z") quickly from p(z").

:(9) in Fi 2, then
FXAMPLE 2.5. 1t X, X, ..., Xy-are Bernoulli(6) in F ’g“:)’]m)
I X, _ !
PO1110) = p(73) + p(Te) +p(Ts) = p(00) + p(010) +7
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=(1-0)2+6(1-6)? +6%1 - 0)>.
Note that these terms can be calculated recursively. For example,
°(1-9)* = (0*(1 - 0)%)0(1 - ).

To encode the next bit of the source sequence, we need only calcu-
late p(z'z,,,) and update F(z'z;;,) using the above scheme. Encoding
can therefore be done sequentially, by looking at the bits as they come
in. To decode the Séquence, we use the same procedure to calculate
the cumulative distribution function and check whether it exceeds the
value corresponding to the codeword. We then use the tree in Figure
2 as a decision tree. At the top node, we check to see if the received
codeword F'(z™) is greater than P(0). If it is, then the subtree starting
with 0 is to the left of z” and hence Zy = 1. Continuing this process
down the tree, we can decode the bits in sequence. "Thus we can com-

above procedure depends on a mode] for which we can easily compute
p(z"). Two examples of such models are j.i.d. sources, where

P(=") = [I p(z)

and Markov sources, where

p(™) = p(a1) [] pleil-).
=2

In both cases, we can easily calculate p(z"zn4,) from p(z™). Note that
it is not essential that the probabilities used in the encoding be equal
to the true distribution of the source. In some cases, such as in image
compression, it i3 difficult to describe a "true” distribution for the
source. Even then, it ig possible to apply the above arithmetic coding
procedure. The procedyre will be efficient only if the model distribution
is close to the empirical distribution of the sou rce. A more sophisticated

ork with an arbitrary
tion. Another example is the Lempel-Ziv code. The
foregoing discussion of arithmetic coding has avoided discussion of the
difficult implementation issues of computational accuracy, buffer sizes,
elc. An introduction to some of these issues can be found in the tutorial
introduction to arithmetic coding.
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information
Arithmetic coding else. Again we assume we] l?;/:slzfr‘: nanoy
on the relative frequencies of letters. As all c§lcub8 ;‘r  tions with 2
We probably wish to replace the actual frequencies oy
POWer of 2 in the denominator. Let us use frequencies

N =

1
3 =1 - 0.00L
=0'11pb=pc=1—6'=0‘00]1:pd 8

o idea 18 the following: Start from the unit interval [?-,;) %})]e r?;lfth,
orter g assigned a subinterval, closed to the left and opent the right,
i length i proportional to the frequency of the let ercase e
zgat those Subintervals partition the unit interval. In our

b'“ErVng '
- iiiil:igrval Jength [ | representative
Ay =70, 0.1) 0.1 (lJ
A®) = [0.1,0.1011) | 0.0011 1
A(c/i(t [0.1011, 0.111) oot u
= [0.111,1 0.0 45 for
1 Recall 1yt [we‘use zhe duadic system. For examp{)em(i-:r :;]ﬂsnwhose
le/n2 . Subdivided the unit interval [0, 1) mtolfotgzuright olumn we
notighs ®qual the probabilities of the letters. In e xample,

3 Tepresentative for each of those subintervals.

Here
representative 11 in the A(c) row really stands for 0.11 € :chcs)l.lort a5
the bitsmng describin ‘the representative has been chosqn the same
Dossibe Yext. we assgign intervals to pairs of letters usmﬁ A(a) and
Dnnciple. The intervals A(aa),A(ab)’A(ac)’A(ad) p'a'rtltlol tters: the
1the leg of the subintervals correspond to the ac.ld%mona‘l) (leal ea'siest
o eons S8ty (A(a)) = 1(A(e)) xpi  In practice it s probably
to co; 0,2)) ( s

int of each subinterval
e oniing e e T’he leftden:iig ]:; it?s predecessor. The
right . nding to pairs equals the right endp

"dpoint is obtained by adding the length:
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r_ interval length [ | representative
Aaa) = [0, 0.01) 0.01 0
A(ab) = [0.01, 0.01011) 0.00011 01
A(ac) = [0.01011, 0.0111) 0.00011 011
A(ad) = [0.0111, 0.1) 0.0001 0111
“A(ba) = [0.1,0.10011) 0.00011 T
A(bb) = [0.10011, 0.10100001) | 0.00001001 101

A(be) = [0.10100001, 0.1010101) | 0.00001001 | 10101
A(bd) = [0.1010101, 0.1011) " | 0.0000011 | 101011
Afca) = [0.1011, 0.11001) 0.00011 i1
A(cb) = [0.11001, 0.11010001) | 0.00001001 1101
A(cc) = [0.11010001, 0.1101101) | 0.00001001 | 11011
Aled) = [01101101,0.111) "4 0.0000011 | 110111

A(da) = [0.111, 0.1111) 0.0001 1
A(db) = [0.1111, 0.1111011) | 0.0000011 1111
A(de) = [0.1111011,0.111111) | 0.0000011 11111

A(dd) = [0.111111, 0.1) 0.000001 111111

It is clear how this continues: intervals A(aaa), A(aabd), A(aac), A (aad)

partition A(aa) and the relative lengths correspond to the letter fre-
quencies. In other words, if we magnify the interval A(aa) such that
it becomes the unit interval, then the subdivision defined by A(aaa),-

A(aab), A(aac), A(aad) corresponds exactly to the original subdivision
of the unit interval. This is the general principle.

» on a smaller scale. In each in-
terval we choose a short representative. Here is how compression (en-

coding) works:- imagine we wish to compress a long document (signal
z = (z1,...,zy)) consisting of N letters. The compressed document has
two parts:the number N and the representative of interval A(z). For
example, the message bc is encoded ag (2, 10101). The decompresser
looks up which of the intervals corresponding to pairs has 10101 as its
representative. As this is interval A(bc) the decompression Yields the
correct result bc. Observe that the most probable signal aq of length

2 corresponds to the longest interval A(aa) and to the shortest repre-
sentative 0.

Lempel-Ziv compression. We know that Huffman compression
is optimal if only short range effects are taken into account. If we be-
lieve that the entropy of the English language is essentially determined
by sequences of 4 letters, then the best thing to do is to use Huffman
compression based on signals of length 4. However, we saw that this is
not justified. Shannon’s experiments and arguments revealed that the

3
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1y Y'O‘
4 X

9 5

FiGURE 3. Our tree

entropy per letter goes down a lot of we takg long r ar'llget ef:::f_schug:
°ount. In practical terms this means that it is not futile (:1ing would
Methodg Which tap this source of redundancy. Huﬂfnwa]c?t We can-
nheoretically still be best but it is of course hopeless in reali y;1‘here are

-1 manage the gtatistics of all sequences of 100 letters, say. use long-
271 Such sequences after all. Two successful attempts toe] iy
effects for data compression have been found by Lemp

s : let
*art with an easy example illustrating the principle of LZ78
the text be

range

aabbababaabaa .
’F.ncoding Proceeds letter by letter, building up a tree where thee‘::;t:::
are Numbereq 0,1, 2 . . . and the edges (eac_h edge corl?e root of
i ices) ape ind’exéd ,by letters. Starting point is always to an edge
€ tree, Which is numbered 0. The first text letter a leads ? the text
§tarting at the root with endpoint 1. The second letter a ol hat is
gty €S the principle: starting from the root it is checkedh‘.”h can
the longegt section o?te:xt; starting from our second letter, W aﬁ The
© reaq fOllowing the edge,s. In our thea is fqund and that is all.
Part of the compressed text we obtain so far is:

0,015 © ke

i The decoder (the uncompress algorithm) reads this a?llaol;vﬁ:: by .

)l? : string, corresponding to index 0 (the root), 0'1 vertex 1 is

. €0 reaq the lai;els of edges, starting from the root, unti hew edge

o?lch » followed by b. The gives aab so far and leads t‘?;tex 2, and

labche Tee, starting from vertex'l, ending at the new ch labelled
Ellecl b, 0 far our memory, the tree consists of a bran
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a from 0 to 1 and a branch labelled b connecting 1 and 2. Now the
fourth letter b needs to be encoded. As there is no edge labelled b

the next encoding pair is (0,5). The next step is the first success of
compression: we want to encode gba... and we find a path, from the
root to vertex 2, with labels gb. This means we encode the segment
aba as as (2,a) and construct a new vertex 4, joined to 2 by an edge
labelled a. The principle should be clear by now: the next section is ba,
encoded as (3, ), which leads to vertex 5 in the usual manner. Finally
we encode the last segment abag as (4,a). By now the tree looks as in
Figure 3. The compressed text is (0,a)(1, b)(0, b)(2,a)(3,a)(4,a) and
it should be clear how decompressing works. The original text has 13
letters, the compression has 6 letters and 6 numbers, This is of course
only a toy example. It seems that LZ78 works better than Huffman on
ordinary English text. Haykin mentions a compression rate of about
55% for LZ78, whereas Huffman apparently compresses by about 43%.
There are many practical issues which we do not want to discuss, One
concern is with the size of the memory. The tree grows with the text,
What happens when it gets too large? We may flush it and start from
the beginning, or we may freeze at a certain point. LZ77 is a variant
which needs much less memory. We illustrate the principle with an
example. The text is

She sells sea shells by the seashore

The idea is the following: instead of building up a large memory we
use only the section of the text in & window of fixed size. Assume we
have reachet_i the point where

ells by the seashore

needs to be codes and the window extends all the way to the beginning
of our text. At this point the encoder will search for the longest section

text is then the pair (11, 5). When decompressing this is interpreted
as: go 11 to the left and read the segment, of length 5 starting there,

Problems

PROBLEM 2.1. Consider o source that produces the 4 lettersa,b, e d.
In this and the Jollowing problems we use the following ezample string
produced by the source; ’

aadda — abach — abcaa—agedh — abacc - gaghdh - - aacce —
adeba

33
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Compute H(0.5,0.2,0.2,0.1). ,
PROBLEM 2.2. Find the Huffman code for probabilities 0.5, 0.2,

0.2, 0.1 ang the average word length.

; m

ProsLem 2.3, Use the Huffman code from the preceding proble

to compress the ezample string. o
PROBLEM 2.4, Determine the relative Jrequencies of pairs in the

e 16
€Tample string, find the corresponding Huffman code b.a.sed on thos
Probabilities and wse this to compress the ezample string.

ProBLEM 95, Compress the ezample string using adaptive Huff-
" ¢oding (based on letters).

_Propypy 2.6. Consider a source p’roducing the lettgr(.)e 2a, (?,2 0’0%60.1),
rl):th relative ffequencies 0-3; 02, 02) 02) 0.1. FindH(Os, B !
e H

Uman code and the average wordlength.

ma

pROBLE‘M 2.7. Encode the source text

2Pchaceadd ' -
Prodyceq by the source above, using adaptive Huffman encoding

PROBLEMS FOR CHAPTER

Prosy gy 2.8. Slackness in the Kraft inequality. An m.stm:‘t:lf;:;
Code hoq word lengths Iy, Iy, ..., Im, which satisfy the strict ineg

m
Y D«
i=1 .
t
€ code alphabet is D = {0,1,2,...,D -- 1}. S‘how thattt:ee?ecfﬂ:d
?;fitrurily long sequences of code symbols in D* which canno
® %equenceg of codewords.

Propygy, 2.9. Huffman coding. Consider the random variable

Z7
[ e} Ty I3 T4 Ty Ts )
X= (0.59 0.26 0.12 0.04 0.04 0.03 0.02

“ ;Zind @ binary Hyffman code for X. . '
) Ping the ezpected codelength for this encoding.

(¢) Ping G ternary Huffman code for X.

P . NGT Huﬁ‘man
Code +OBLEN 2.10. More Huffman codes. Find the bina le). irouc

that 1, ¢ source with, probailities (1/3,1/5,1/5,2/15, o 1B/, 1/5,15).

 code ig qlg, optimal for the source with probabilities
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PROBLEM 2.11. Bad codes. Which of these codes cannot be Huff-
man codes for any probability assignment? .

(a) {0, 10,11}.

(5) {0e,01, 10,110}.

(c) {01,10}.

PROBLEM 2.12. Huffman code. Find the (a) binary and (b) ternory
Huffman codes for the random variable X with probabilities

(123 435 6
PE\rmwaw
(c) Calculate L = Y pil; in each case.
PROBLEM 2.13. Classes of codes. Consider the code {0, 01}

(a) Is it instantaneous?

(b) Is it uniquely decodable?
(c) Is it nonsingular?

‘ put

CHAPTER 3

Channel Capacity

What do we mean when we say that A commun'gCates w1t.'h B?tV\{e
ean that the physical acts of A have induced a desired physical sfa e
2 B. “This transfer of information is a physical process and there oﬁe
S Subject, g the uncontrollable ambient noise and imperfections o.f l;he
Physica] Signalling process itself. The communication is successf-ul if the
Teceiver B anq the transmitter A agree on what was sent. In this chap-
er we fing the maximum number of distinguishable signals for n u§:§

& communicagion chapnel. This number grows eﬁponentlally wi ;
™y and the exponent is known as the channel capacity. The.channe
capacity theorem is the central and most famous success of mform{\-
tion theory. The mathematical analog of a physical signalling system 13
shown i Fig. 1. Source symbols from some finite alphabet are mappet
10to some sequence of channel symbols, which then produces the 01\11 -
Dut‘ Sequence of the channel. The output sequence is random but'.t 3:
:d’s“ibution that depends on the input sequence. From thel ouf};he

eq‘l?nce’ We attempt to recover the transmitted message. Each o e
Possible input sequences induces a probability distribution on the out;0
e “Quenceg, Since two different input sequences may give lisefew
Sect; e Outpyt, sequence, the inputs are confusable. In th’(’% Ilebset o
in 1008, we wi) show that we can choose a” non-con.fusable su oty
likI:llt Sequences so that with high probabili.ty, there is onl%V ortf; . Ehen
Tec, Y I0put thet, coyld have caused the particular output. .el, oba-

nstruct the input sequences at the output with negligib evlv)fidely
Spaceqn 10T By mapping the source into the appropriate message
withe\(/ier nput sequences to the channel, we can transmit a
Y low probability of error and .
constmctptheaézﬁ?é message at the output. The maximum rate

S can be done is called the capacity of the channel.

SiSti?lEFINITION 3.1. We define a discrete channel to be & Sys{;%?b?ﬁ?y

trﬂnsjt-o a1 input alphabet X and output alphabet Y and a pro e

outp o0 magrix p(y|z) that expresses the probability of obsel:v ﬁgel is
* Symo) Y given that we send the symbol z. The chan

35
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w Xn Y" W
Encoder f——. Channel Decoder
Message o(y|z) R sg}leglggge

FIGURE 1. A communication system.,

said to be memoryless if the probability distribution of the output de-
pends only on the input ay that time and is conditionally independent
of previous channel inputs or outputs.

DEFINITION 3.2. We define the "information” channe] capacity of
a discrete memoryless channel as

(23) C =max/(X,Y),
p(z)
where the maximum is taken over al] possible input distributions ().

We shall soon give an operatjona] definition of channe] capacity as
the highest rate in bitg per channel i

ity. There is a duality between

compressed vergion possible, whereas during data t'ransm’msion, we add
redundancy in a controlled fashion to combat errors in the channel, In

the last section of this chapter, we show that a general communication

system can be broken into two parts and that the problems of data

compression and data transmission can be considered separately.

CHAPTER 4

Examples of channel capacity

el whose

Noiselesg Binary Channel. Suppose we havet a';hh;n:hmel is
the binary input is reproduced exactly at the outpu d bit is received
Hustrateq ip Figure 1. In this case, any trammlt"f:;ed per use of the
Without erpoy. Hence, 1 error-free bit can be transrrlll te the information
Channel, ang the capacity is 1 bit. We can also calcula o
Capacity .

C = ma.xI(X, Y) =1 blt,

Which jg achieved by using p(z) = (3, 3)-

0 —— 0

1

1
Ficure 1. Noiseless binary channel.

. . This channel

Noigy Channe] with Nonoverlapping outfp :111? two inputs, a8

1S two Possible outputs corresponding to each}f noisy, but really is
Dustrateq in Figure 2. The channel appears to be )

. sequence
2? % Even though the output of the channel is il:: 2?12;:? :ndqhence
ev:r};,e Input, the input can be determined from The capacity of

thig " "*BSMitted bit can be recovered without error;lso calculate the
“Banne] ig g1g0 1 bit per transmission. We can

100 capacity .
C = maxI(X,Y) =1 bit,

hich is achieved by using p(z) = 33

i metric
ch Binary Symmetric Channel. Consider 1?1:?3 ?;n:fgisﬁ han-
ne?lil:el (BSC), which is shown in Figure 3.  robabilty p.

ted wit.
. Whi ; Is are complemen . it captures
Thig ; zhsfgif;‘zu;zﬁbgf a channel with errors; a}:‘;r‘:of oicurS,
Mogt, of the complexity of the general problem. When

37
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3
1
4
FiGure 2. Noisy Channel with Nonoverlapping Out-
puts. .

a 0 is received as'a 1 an
where the errors b,

F{GURE 3. Binary Symmetric Channel.
We bound the mutua) information by
I(X,Y)=H() - H(Y|X)
=HY) - 3 p@)H(Y|X = 4)

=H(Y) =" p(z)H(p)
= H(Y) - H(p)
where the last inequality fol]ov;s bec

 the . ause Y is a binary random variable,
Equality is achieved when the input distribution is uniform. Hence the

39
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. . jith parameter p
Information capacity of a binary symmetric channel with p
18

C =1- H(p) bits.
mMMETRIC CHANNELS. The capac'it}f of the binary sym
Metric channel js C' = 1 — H(p) bits per i
OW consider the channel with transmission m
0.3 02 0.5
(29) =[05 03 0.2
plyle) 2 05 03

he con-
Here th entry in the zth row and the yth column d?:::;it In this
ditiongy Probability p(y|z) that y is received w hen a; ; are permuta-
thange, o) the rows of the probability transition maclmnel ig said to
1005 of eaeh other and so are the columns. Sl'}d]]? nnel is one of the
foe “Ymmetric. Another example of a symmetric char '

m

Y =X+Z( modc) 9,-+,c—1}, and
Where 2 has some distribution on the integers 0, il’ nt of X. In both
X has tpe same alphabet as Z, and Z is independe for the capacity
these cases, we can easily find an explicit expression trix, we have
of the channe}, Letting r be a row of the transition matrix,

I(X,Y) = H(Y) - H(Y|X)

= H(Y) - H(r) .
< log|Y| - H(r) 2 = &
. < o v
WIﬂ.l ®Quality if the output distribution is uniform. But p( )
Aehieves uniform distribution on Y, as seen from 1 1
1 = C— = 5
PW) =3 plylelr(z) = 2oPWIe) = o7 = ]
X bability
Where ¢ is the :im of the entries in one column of the pro

U8 the channel in (24) has capacity ,
C =max I(X,Y) = log3 — H(0.5,0.3,0.2),
p(z)

. si-
e Is achieved 1 niform distribution on the ‘.npurt' t:f hztgglfas—
tf““ Matriy of t‘li y a uetric channel defined above is douhai' tho zows
:'ic' n e compui:z'ir:nmof the capacity, we used the fa(l::l:n sums were
o X% Der Mutations of one another and that all the co eneralization of
t‘l?ual' OHSidering these properties, we can define a g
e Concepy, of a symmetric channel as follows:
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DEFINITION 4.1. A channel is said to be symmetric if the rows of
the channel transition matrix p(y|z) are

and the columns are permutations of eac

permutation of every other row
are equal.

For example, the channel with transition matrix

= 1

is weakly symmetric but not symmetric.
Symmetric channels carries over to weakly
We have the following theorem for weakly

The above derivation for
Symmetric channels as well.
Ssymmetric channels:
THEOREM 4.1. For o weakly symmetric channel,

C=log|y| - H ( row of transition matrix),

and this is achieved by ¢ uniform distribution on the input alphabet.

PROPERTIES OF CHANNEL CAPACITY. 1. C 2 0, since
I(X,Y) > 0.

2. C <log|X| since C=maxI(X,Y) < max H(X) = log | X|

3. C < log|Y| for the same reason.

4. I(X;Y) is a continuous function of p(z).

5. I(X,Y) is a concave function of p(z).

Since I(X,Y)
local maximum is a global maximum. From

can be used include the
following: .
l. Constrained maximization using calculus and the Kuhn-Tucker
conditions.
2. The Frank-

Properties like
of this form.

THE CHANNEL CODING

THEOREM. We shall now give
the complete statement of Sh

annon’s second theorem:

41
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elow ca-
THEOREM 4.2. (The channel coding theorem)’t A]l{l ?té's, l;here ez-
Pacity C' are achicvable. Specifically, for every ra erobability of error
sts a sequence of (2"%,n) codes with TR cudes with A = 0
A . Conversely, any sequence of (2"F,n) ¢
must haye R <cC.

eorem, not
Random coding is the method of proof for the ::c(l):;til:l the proof
the method of signalling. Codes are selected &sz the existence of a
erely to symmetrize the mathematics and to s hows that there exist
800d deterministic code. Although the theorem s £ error for long block
800d codes witp, exponentially small probabﬂﬂfy Othe best codes. If we
lengthS, it does not provide a way of constructmlfme a code at random
U5ed the scheme suggested by the proof and genet;ructed is likely to be
ith the appropriate distribution, the cod'e conssome structure in the
good for long block lengths. However, vx‘nthout, heme of table lookup
&, it is very difficult to decode (the simple s?;he theorem does not
Tequires ap exponentially large table). Hen(:;hannon’s original paper
Provide 5 Practical coding scheme. Ever since 1 to develop structured
on informgtjo, theory, researchers have mef they have developed
€odos thqt are easy to encode and decode. So far, bep the asymptotic
Many codes with interesting and useful structures,

Tateg of these co des are not yet near capacity.

PROBLEMS FOR CHAPTER

ication channel
o ot munication C
L Pre : ut. One is given a com
Wil Processing the outp!

s = Ml ) '
“’ Tansition probabilities P(ylz) and channel cap?i;gﬁfg Yy :x;((y)‘
elpfy] Statistician preprocesses the output bycit .
" T2ims that thig will strictly improve the capacity
Show thay he is wrong.

i ease the capac-
ity? nder what conditions does he not strictly decr

‘ independent,
2 Maximyp likelihood decoding. A source produces Indep
*qually

t a rate of one
alphabet (a1, a2) 2
Ymbey Probable symbols from an alp

3 over a bl—
every 3 seconds. These symbols are t;ar;:!g:z‘éeiy encodi!}g
the YMmetric channel which is used once eac as 111. If in

Uree symbol a; as 000 and the source Symll)()]uctb;ut, any of th.e
e T®Sponding 3 :second interval of the cha,nn(:i eg' otherwise, az i8
decoq %S 000,001,010,100 is received, a1 is dec‘t’) bility.
. ot ; <3 be the channel crossover pro . the interval corre-
& For each Pgssible received 3-bit sequenci ul;i]ity that a1, came
0 “ding ¢, a given source letter, find the proba
" of the Source given that received sequence.

(X:Y).
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(b) Using part (a), show that the above decoding rule minimizes
the probability of an incorrect decision.

(c) Find the probability of an incorrect decision (using part (a) is
not the easy way here).

(d) If the source is slowed down to produce one letter every 2n + 1
seconds, a;, being encoded by 2n + 1 O’s and a, being encoded by
2n+1 1’s. What decision rule minimizes the probability of error at the
decoder? Find the probability of error as n — oo. ’

3. An additive noise channel, Find the channel capacity of the
following discrete memoryless channel: ¥ = X + Z, where Pr(Z =
0)=Pr(Z=aq) = 3- The alphabet for g is X = {0,1}. Assume that
Z is independent of X. Observe that the channel capacity depends on
the value of a.

5. Channel capacity. Consider the discrete memoryless channel
Y =X+ Z( mod 11), where

2-(1 1))
33 3
and X € {0, 1,...,10}. Assume that Z is independent of X
(a) Find the capacity.
(b) What is the maximizing p*(x)?
9. The Z channel. The Z channel has binary input and output
alphabets and transition probabilities p(y|z) given by the following

matrix:
1
a=(} 9) svei
P 2 2

Find the célpacity of the

3 : Z channel and the maximizing input proba-
bility distribution.

Part 11

Coding theory
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is encoded
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Covereq.

e

A messag
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ith errof'°°rrelc%nzferging as assgage re-

ture in concerned w noisy channe the original mgetect‘iom
and sent through a decoded and th first error- A rep-
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DEFINT o) 5.1. A co

03 Message,

. 0s and
€.
is a binary (i. habet
t is a alp!

is {00000, 11111} I length 5. hfi‘ “ve have 2
Eg t.hf: above Coge ;Same length) c? g elements. ”I;,he alpha.befll ;S
1s) bloey (ie. all words ny set Fg o . Usually usual rules.
bere jg !> but could be 3 3 called fernaty +) with the of n copies

-ary coqq | the case ¢ = 3.thmetic (+: jan product I
a ﬁeld, %0 that we can do s::at of the Cartes 1 a5 00,
Code of length 7 is a su encode 1s
of &, /, S, E can behe number of le

ssages N, W, it to make the Ty

EXAMPLE 5.1. Four e add a check b} 101, E : 110. NOT?).
0,10, 1, respectivelyvNI\’OS"oo’ W 0111’; fo}rected (WHY
E\r/ren, 8o t}éatdw: h:w; (WHY?)’ but no
€ Or cap, € detecte

: 01101 S :
00 W : ow?
P N 00008 g
cat the messal;iecorrected- w
mlﬁ)ngpLE 5'2i\rN0w ;?,ﬁ)gle error can
11011, Now a

4 ec—
ordS ( Vi
n two w
ing distance betwee
n
NITION 5.2, The Hamm

iffer.
hey di

) ") where t
laces (‘coordinates’)
2 g the number of pla

~9.
EXaMprg 5 5 d(0111,1110)

Dggy
tr)rs’) in

. etric.)
istance is ¢ M
1. (The Hamming distan
ROPOSITIG N 5.1. 0T =y
5 424) 2 0, iy equality iff T =Y 4 d?)
2 d z, y) = d(y, :1;) for all z,y z) > (l(l':y
3. (the triangle inequality) d(z,
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46 5. ERROR-CORRECTING CODES.

PROOF. The triangle inequality follows from the fact that we can
change z to z by first changing z to y and then cha.uging_ ytoz. [

This enables us to formalize neares
the nearest codeword

(Examples as above.)
Reasonable assumptions,

1i Each symbol is equally likely to be in error (with probability
P<3) )

2. Each error symbol ig equally likely (with probability p/(g — 1))
This defines a g-ary symmetric chanpel,

EXAMPLE 54. C = {00, 111}. Suppose 000 is sent. It is decoded
wrongly if and. only if it is received as 111, 110, 101, or 011. Now
Prob(111) = p® and Prob(110) = p?(1 - p) etc, so the word error
probability is p® + 3p%(1 — p) = 3p® ~ 2p3,

t neighbour decoding-decode as
(in the Hamming distance) to the received vector.

CHAPTER 6

{ Code parameters.

- i between
. The crucial parameter for a code C is the m:mrgalzdl;ti;fi‘fe gf this is
stinet, codewords) d(C) = min{d(z,¥)iz,¥ € k of which codeword
g€, We can make many errors before we lose track o
e came from

errors.
ThEorpy 6.1, 1. Ifd(C) > s+1, then C cansdetect s
2 Ifd(C) > 21 + 1, then C can correct ¢ errors.

. ; ing < t er-

Proor. 1¢ w is a codeword, and z is obt mnedﬂ?gr I::lézll(éw%rd with
ors ip W, 30 that d('w,:t) < t, suppose W is ano ) < o which is a
W0,Z) < ¢ Then d(w, wo) < d(w,z) + d(z,w0) < 0
cOntradiction,

: 14(C), so
thi Now d(C) » g4 1iff 5 < d(C), and d(C) 2 2t + 1 E< 3 )
S Can be rewritten:

ith -1 errors,
CoRoLLsgy 6.2. If d(C) = d, then C con eztiqz% detect d-1 e
°7 commeey [452 ] errors, but not both! (WHY NOT®

’ Ct?de Parameters,
Minima) distance d = d(C)
Lengt, n
Alphabet ie q '
Umber of ¢ M=|C
Then @ is C:S:r c;rc‘l]s_ (n, 11/[, d)-code (or an (7;?04;
“Tstood, Different parameter values are require
ucre‘iSe d for better error-corr/ec.ting o
Orease n. or g for higher cost/time u
Ncreage pg t,oqsend a,ggreat,er variet.y.of mes;a'gne:re
bag ¢.-° INCreasing d or M is a good thing, and i

baCEXAMPLE 6.1. Around 1970, the Mariner e.xp:
a h.k from Mars, The messages sent we}‘e subjec
eac;:l&ry (32, 64, 16) code was used., This can ctz)rrrdS
) word of length 32. But only has 64 codew

d)-code if g 18
different jobs:

asing n OF ¢ 18 2

ditions sent pif:tures
to a lot of noise, SO
ect up to 7 errors in
(out of a possible
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The Main Coding Theory Problem is to optimise the parameters
9,7, M,d (i.e. maximise d and M » and minimise n and ¢). Usually
we fix ¢,n and ¢ by considering the hardware and the channel, and
maximise M. Denote the maximum possible value of M for given g, n
and d by A,(n,d).

EXAMPLE 6.2. Ag(n,1) = ¢n

PRroor. 4(C) =
Tr...Zn,T; € Fy,

EXAMPLE 6.3. Ag(n,n) =¢

1 is no restriction, so C' can contain all words
O

PROOF. The g-ary repetition code has parameters g — (n, M, d)
with M = g and ¢ = n, 80 Ag(n,n) > q. Conversely, if M > q
then two distinct codewords agree in the first place (by the pigeonhole
principle) so the distance between them is af most n — 1, contradicting

=n. D

Equivalence of codes.

The following changes make no ’esgential’

1. Re-ordering the Places (in all codewords at once)

2. Relabelling the symbols in any one place

Two codes which can be transformed into each other by a combi-
nation of these Operations are called equival

ent.
EXAMPLE 6.4, By moving the second, third and fourth coordinates
to the third, fourth and second places

respectively, we see that the code
{00000, 01101, 10110, 11011} is equi

valent to the code {00000, 00111,
11010, 11101}.. By

| Swapping the symbols 0 and 1 in the first, third and
fourth places, we see that both theg

e codes are equivalent to the code
{10110, 10001, 01100, 01011 .
LEMMA 6.3, Ar
word 00 . . . ¢.

PROOF. Chonse 2, 7, .. *%n € C, and in the i-th place relabel g,
as 0 (and 0 ag ).

O

EXAMPLE 6.5, A2(5,3) = 4,

PROOF. We try to construct a binary (5, M, 3)-code with M > 4.
Wlog 00000 ¢ C. We cannot haye two words each with four or five 1s
). Therefore we must have at
. Wlog these are 11100 and 00111.
from all of these is 11011, O
Proved more: there is (

difference to a code:

Y code C is equivalent to a code containing the zero

up to equivalence) a unique

. Vel‘sa

CHAPTER 7

\/Binary codes.

or vectors) of length

’E;t F, = {o, 1}, so Fp is the set of words ( zpand ¥y =

iven T = T1Z2.
n, F’? = {xlzg...x,,|z,- =0 or 1} Gi
Yy, “Un define

T+y=(n Y1, T2+ Yz s Tat Yn)

Uy = (xlylyx'ly?, P ,fl'nyn)A
where arithmetic is done modulo 2.

. B ist
DEFiNtTION 7.1. The weight w(z) of = __t;,a:z "
of 15 i the list z,, z,,...,z, of its coordinates.

LEMma 71 d(z,y) =w(z+y) |

he number

d the places
Proop The places where z and y differ are exactly
Where o, t+yhasal. (y) — w(zNY)
Ly 1A 7.2. For binary codes d{z, y) = w(z) +w

=1landy =0, 0r vice

Proor, g counts the places where i so counts the placeDs

1
. all of these, and al
Where Now w(z) + w(y) counts

Ti =y = |, twice.

. codes.
COnstruction. "Overall parity check’ for b{nifilxz ... Zq0 of 1e'ngth
2(z) is even, extend © = 2152+ - Tn wazz 1. Note that all Weleihitﬁ
5 il w(g) dtoZ=1122.--Tnl- 1 distanc
:.tllxt ¢ new(ac?)&z (::2 ’e?rﬁ;enHence by the above lemma, al
® 2ew code are even. M.d
c THEOREM 7.3. Ifd is odd and C 135 a 2 ;i'e(n’ )
7"337‘uction gives a2 — (n+1,M,d+ 1)-eoce.

is an even
PROQ[." The minimum distance of the new code i
Veen d and ¢ + 1.

)-cOde, then this

number
0
bet

-code, with
M, d + 1)-code,
" lf apart, and choose &

The con i . 2= (
Ids: if D is 2
d ogq verse also holds rdinate from all words

Coopq:. C200se two words in D at distance d(;;
in ;) Mate where they differ. Remove this ¢
0 8et a2 — (n, M, d)-code.
49



50 7. BINARY CODES.
COROLLARY 7.4. Ax(n,d) = Ap(n+1,d + 1) if d is odd.

EXAMPLE 7.1. The 2 — (5,4, 3) — code {00000, 01101, 10110, 11011}
gives rise to the 2—(6,4, 4)-code {00000, 011011, 101 101, 110110}. Also,
since A3(5,3) = 4 we have A,(6,4) = 4.

points at distance < ¢ from any other codeword. (WHY NO:I‘?) {n
ordinary geometry, the set of points at distance < ¢ from a point c is
called the sphere of radius ¢ and centre ¢. We use the same name here.

DerinrTION 7.2, Siley={ve Fld(e,v) < ¢}.
How many points are in S,(c)? Well, to get a point at distance ¢

. n
from ¢ we have to change i of its coordinates: there are ( ; | Ways to

choose the 3 coordinates t
given coordinate to any on

Thus there are 7; (g -

o change, and for each one, we change the
e of the other ¢ — 1 elements of the alphabet.

1) words at distance ; from c. So the total
number of vectors in Si(c) is

t

2. ('Z) (g - 1)

i=0
Therefore, if C has pf codewords, and the s
on codewords do not overlap, then there are

w3 (M a1y

i=0

pheres of radius ¢ centred

vectors in the union of af] these spheres. BUT
altogether, so

THEOREM 7.5. M Z§=O (’:) (@-1) < g

Restating this, since d(C) > 2t + 1, we have

there are only ¢™ vectors

THEOREM 7.6, If there is g q—(n,M,2%+ 1)-code, then

BT e

7. BINARY CODES.

R ing bound. For
This important inequality is called the sphere-packing

inary codes it simplifies to i

M< = (;n_)’

H.kingv
This bound is not always very good. R°“g:1elyt§£ theres
'S reasonable, If ¢ s large, then in some sense t

don’t, fit, it the space very well.

ift < jnit
are big and

ie t=1)
.t s e 3 (ie i
ExampLg 7.0, Binary codes with minimum distanc (
give 7

M <L - .
-1 +n b ]nd~

Ifn= 3, this gives M <2, and {000‘, 111} me(t;tsstlge)_cgée.

o=y then M < 3, but there is no 2 — (4,9, isno 2—(5,5,3)-
n= 5’ then M <—5’but, as we have seen, here

(27, 16, 3)-(;0(1‘3

Code,

ists:
M= 6, then M < 9. In fact, no such code exists

Ifn< 7, then M < 16. We shall construct a 2 —
later, -



CHAPTER 8

Perfect codes.

Ifaq—
89~ (n, M, d) code C satisfies

n

q
n ,
N s (7) -0
en C ;
18 called perfect. Perfect codes are very rare.

Exa
Perfect, MPLE 8.1. Binary repetition codes of odd length n = 2t + 1 are

M=

¢ ={00...0,11...1}
51(00...0) = {v e Fylw(v) < t}
Thug gn ; St(11...1) = {v € FPlw(z) 2t +1}
2 18 the disjoint union of the two spheres.
an ?APLE 8.2. A code with only one word.is perfect-
Y Messagog!
EXA
bug CanIinLE 8.3. A code consisting of all words (C = ) is perfect-
I Ot detect any errors!
ho
balan%;dg to construct a nontrivial perfect co
"arie(,ieS) w?Ck design (or (b,v,7, ks \)-design): a s
k ith a collection of b blocks, such that each blo

. Pointg
in gy, 5 €ach poing i | e pair O
*actly A blocks, s in exactly r blocks, and every p

MPLE 8.4, § = {0,1,2,3,4,5,6} with blocks {0, 1,35 {L 2

Ex
A but cannot

Send

de we first define a
et S of v points (or
ck is a set of
f points is

4} {2

12,3 =

rea’din ’ 0}’ {3' 4’ 6}: {4$ 5 0}1 {5’ 6’ l}v {6» 07 2} (18 {n’ n+1’n+3

I« o8 odulg 7.)" We have v = 7,b = 7,k = 8 and c}lleck tl};:;
also calie

A = o

e Bang oy L. So this is a (7, 7, 3, 3, 1)-design. This is a0 "

Plang of p ane or projective plane of order 2. [In general, 8 prQ}eCMV@
order nisa (n2 +n+1,n* +n+ln+lnt 1,1)-design ]

Tom th:
Hay in this example we construct a perfect code (actually 2 small
& code). Label 7 coordinates 0,1, -6 and take
ay = 1101000
53



54 8. PERFECT CODES.
az = 0110100

a7 = 1010001
corresponding to the 7 blocks, and their complements

by = 0010111

b, = 0101110

0 = 0000000
_ = 1111111
So M =16,n =7 anqg if we can show that d = 3 (i.e. ¢ =1), then
20 27

t (n) 1+7
=0 i
50 this code is perfect,.
To prove d = 3, Clearly d(0,z) = w(z) > 3 for all z € C, and
d(1,z) > 3, and d(ai,b;) = 7. For the other cases use
d(z,y) = w(z) + w(y) ~ 2u(zny)
Now ) = I implies w(e;Nay) =1, so
d(a,',aj)=3+3—2=4
0 w(a; N bj) = 2 (complement inside q;), and
: doi,b;) =3+4-92.9-3
$0 w(by, b;) = 2(complement, inside b;), and
Albi,b) =44 4-9.9-4
More about balanced block designs.

1. Count the number of pairg consisting of a block and 3 point in
the block, in two ways.

(a) There are § blocks, each with % points, so the number of these
pairs is bk,

(b) There are y points, each
of these pairs ig yp. Therefore bk
2. Count the number of confi

contained in r blocks, so the number
= ur.

55
8. PERFECT CODES.

i ints. Each pair
(b) There are v points, so v(v - 1)/2 pmrz Zf(fi 1)A/2 of these
of points ig contained in A blocks, so there alr) ), and substituting in
oo dgurations. Therefore bk(k — 1) = v(v — nercfore (k ~ 1) =
= YT we obtain vr(k — 1) = v(v - 1), and
(w-1)a.

. d M.

COROLLARY 8.1. I is sufficient to specify v, k “1") nd b=vr/k=
— a -

Proop. For we can calculate r = (v— DA/ (k =

Y - M kh - 1y, be calculated from

Notation. Since the parameters b and 7 can

-design.
"% 204\, & (b,v, 7, k, A)- design s often called & (v, K, X)



CHAPTER 9

Special types of designs.

SYH}rfr\zt;i.;) (and therefore r = k) the design is called symr}'letric. Any
Order , ("2 +n + 1,n 4 1,1)-design is called a projective plane of
3, 1)-desi or example the design constructed above is a symmetric (7,
Generﬁi’:o. is a projective plane of order 2.
ave g 9 _ ation. If every set of ¢ points is in exa
haye I°°1<ed(z;;ka’ };\)" design. This generalises the cas
i T ove.
) Finite flelds. ~

{

ctly X blocks, we
e t = 2 which we

. Exa
MPLE 9.1, Integers modulo p, for p prime. E-g P = 2

+10 1 _3(__01
oflo 1 0 0
1 1

o Ho\x

h]
called the Galojs field of order 4, denoted

57



58 9. SPECIAL TYPES OF DESIGNS.
In fact

THEOREM 9.1. Every finite field has prime-power order p™ (p prime,
n>0).

THEOREM 9.2. For every such prime-power p°, there is a unique
field of order p®, called the Galois field, denoted GF(p™).

EXAMPLE 9.2, GF(11) = Z;,, the integers modulo 11.

2101234567809 X
a"|—164392875X
To construct inverses for such small fields, use trial and error. For large
fields, use Euclid’s algorithm: If g GF(p), with 0 < a < p, then p

and a are coprime, so Euclid's algorithm finds integers £ and y such
that

1=ged(a,p) = az +py
S0 az = 1( mod p), so z is the inverse of in GF(p).

al0123456789X
0T 495335941

We can solve some quadratic equations using square roots in GF(i1):

Vi=+4l=1lor X

V3=50r6

- V2 does not exist in GF(11)
rThe ISBN code.

International Standard Book Numberisa length 10 code over GF (11)’
with minimum distance 2, Each book has a number a;a5a;...a9 assigned
to it, and then a check-digit ax is calculated by

ax =gy +2a2+3a3+-.-+9a9( mod 11)
Therefore

1+ 202 +3a3 + - + gy + Xax =0( mod 11)
E.g. ISBN 0-387-96617-X can be checked:
0+2-3+3-8+4-7+5-9+6-6+7~6+8.1+9-7+X~X§

0+6+2-+641 +3+9+8+8+1=0( mod 11).
THEOREM 9.3. The ISBN code detects single errors

59
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Proor. It @104s...ax is the correct ISBN, and a; is changed to k,
then we calculate the checkformula: ' o mod N
G+2a,+. . H(i-1)a—1-+i(g—a; + k) 4+ -+ Xax = z(—a';+ !
Now ; # 0( mod 11) and & —a; # 0( mod 1]11), sromzr(lil;s (:,),een 2
zgfde; 1) because GF(11) is a field. Therefore the e ¢

. what i(k — 6)
Notice thay, the error cannot be corrected: we kr;m;’ and o1
€OmMES to, but we cannot solve for the two unknowns,

4 rs (i.e.
THEOREM 9.4, The ISBN code detects transpo:;t)wn errors. (
€170rs when 1o digits are transposed, or interchanged).

\ we Ca']'

PROOF. If a; and g, are swapped in the ISBI\_GZQZ;“Z), oot
SUlate the check formuls as ay - 2az + 0t k(?;od 1;). Now j # k(
Na, T8itag) 4.t Xay = (k—j)(aa"a")( —ap £ 0,50

. and a;
)a-l’lda";éa, modll),s‘)"_]gﬁeodn ’ tected. O
(& ‘J')(a,- _ ak; + O(k(mod 11), and the error has been de

N it
' instate an illegible digi
Hoah?e 18BN code can also be used to reinstate |



CHAPTER 10

Linear codes.

Vﬂctor Spaces over finite fields obey the same rules as vectors spaces
Over R or ¢

wi V(na ‘I) = GF(Q)" = {(zh ey xﬂ)lx € GF(Q)}
ith OPerations of addition

] (3-'1, e za) 4 (yh” CUn) = (zy+ 1, Tn + ¥n)
0d scalar muliiplication

/\'(3?1 e g;'.)=(/\.’l,'1,“',/\xn)
Al v oh
]nthe vector space axioms that you already know are Sa"‘“’ef 'V\ilﬁt
th 20) is finite, so we can ask how many vectors are in v(r.q)’ ’

1ti:;ei: € ¢ choices for z;, and g choices for z, - *+ » making q';gb {)/S(S’,llb:;)

is ap all. Other veetor space concepts we nced: a subspace 1t li’ca'

tion yvllon-empty subset closed under addition and scalar ml/l\ plie 0
. YeCtors uy y, ... vy, are linearly independent if w1+ + At =

impl;
. ¢ that all )\, = (. The set
{Al'lll + -+ /\kvkl’\f € GF(Q)}

?l. lineay combinations of vy, -, i6 the subspace spanned by

. lin-
X DU If Uyt -, U Span a subspace C, anfj vl, - ,”’é‘; ; t;lhle
Ty "dependent, set, of vectors, then it is a basis for .

Nsion of C. Since

Ofa_

-
Car]

C={\v+-+ Axte}

i d the
istj Te ¢ choices for each A, we havg g* vectors in f’, an y
et beeayge Uy, , Vg is A linearly independent set.

The “AMPLE 10,1, 17(3,2) = {000,001,010,011, 100, 101, 110,11}
norinsubset {000, 001, 110, 111} is a subspace of dimension .ctors
8ag § the zerg vector, we have 7 vectors and 7 subspaces of gl‘;e 001
10 .0 ‘abe"i"g the 7 vectors modulo 7 in the order 111, 110, O;ld tc;
the ’1,110’ 100 shows that, the 2-dimensional subspaces corresr;!a ve an
a]cernogks {0,1,3},.-.,{6,0,2} of the Fano plane. Thus we

Ative description of the projective plane of order 2.

ang ¢
are 4 €re g
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62 10. LINEAR CODES.

Remark: it is a fact that this is the only projective plane of or(.ier
2. Can you prove this? For larger fields, we can make a projective
plane of order ¢ from V/(3,q), by taking the 1-dimensional subspaces
as points and the 2-dimensional subspaces as blocks (sometimes called
lines).

Linear codes.

A linear code is any subspace (not subset!) of V(n,q). If C £
V(n, q) has dimension k, we call C a linear [n, k, d]-code, where d =
d(C) is the minimal distance of C.

NOTE: square brackets! Since C has ¢* vectors in it, it is 2
(n,¢*,d)-code. So every linear [n, k, dj-code over F, is a (n,¢*,d)-
code, but not conversely. As before d is the minimal distance

d = d(C) = min{d(z,y)|z,y € C,z #y}
but the linearity makes it much easier to calculate d. Define the weight
w(z) of a vector & = (zy,-+- ,z,) to be the number of non-zero coor-
dinates z;. We know that
d(z,y) = w(z - y),
since the coordinates z; # y; iff z; — ¥i # 0, and we deduce
THEOREM 10.1. If C is a linear code, then d(C) = w(C), where
w(C) = min{w(z)lz € C,z # 0}
is the minimum weight of C.
PROOF. There are two words 7,y € C with
d(C) = dlz,y) = d{z - y,0) = w(z - y) > w(C).
Conversely, there is a word z € ¢ with
w(C) = w(z) = d(z,0) > d(C).
d
Advantages of linear codes.

1. Can be defined by a basis of k words, rather than a list of all ¢*
words.

2. Easier to calculate d(C): just check |C| weights instead of
[CI(IC| - 1)/2 distances.

3. Easier to encode and decode, using linear algebra (see later).

Disadvantages of linear codes. .

1. Can only be defined over alphabets of prime-power order. Bl;é
we can overcome this by using a subset of the code (as in the ISB!
code).

63
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ample there is a binary (8,f
But the extra efﬁ(.:lency o
d usually outweighed by

2. May only get weaker codes. For ex
20, 3)-code, but if linear, only (8, 16, 3)-
these non-linear codes is relatively small, an
the extra complications.



CHAPTER 11

A . .
generator matrix for a linear code.

DEer

! IN - .

Matrix wi ITION 11.1. A gencrator matrix for a linear code C is any
10se rows form a basis of C.

Exam
PLE 11.1. C = {000,011,101,110} has 2 g

(o 11
G“<101)

nerator matrix

aSWellas
110
It m GZ‘(l 0 1)
form, Eg es sense (o choose a generator matrix which is in echelon
G~ (110 110 (101
IF we enq 2 (101'*011 AURS
he form (1| A) we 53Y this is

Up with a generator matrix of t

' stan

o2 stang::g form. BUT not all linear codes have & generator matrix

orm, it . form. WHY NOT? To get a generator matrix in standard

the Codle tdy be necessary to permute some columas, which will change
* 10 an equivalent code.

EIXAMPLE 1.9,
1110 N 1011
by s 0011 0110
by Tow oﬁpplng columns 2 and 4, but cannot be put int
|quise‘"&tions alone.
Two 1ialen°e of linear codes.
Othey 1. M€Ar codes are equivalent if one can be obtained from the

i p);ra co’_nbination of
Permy: Muting the coordinates in all cod

o standard form

ewords simultaneously (ie

in :

e mui.the columns of a generator»matnx). _ ‘

g c()lumnlplylng any particular coordinates by scalars (i-e- multiply-
s of a generator matrix by scalars)

odes is more

ote
I R .
Sstricy that this definition of equivalence for linear ¢

1ve
than that for arbitrary codes.
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66 11. A GENERATOR MATRIX FOR A LINEAR CODE.
EXAMPLE 11.3. Over GF(5)
0123 2130 4 31 0)
Gl:(l 0 4 1)"(4 0 1 1)"(3 02 2
are generator matrices for equivalent codes.

We always work with a linear code C by specifying a generator
matrix G. Suppose C has dimension k, and rows of G are the vectors

T, 7. Then C contains the ¢* vectors
ATy + Aorg + oo Ay
corresponding to message vectors (Ms Az, -+, Ak). The encoded vectof
k 71
2= [ 1] =6
=1 Tk

where ) is the message vector and G is the generator matrix. If G i
in standard form (Ie]A) then the encoded vector is (Ao Agyeee)

EXAMPLE 11.4. Qver GF(2)

1000101

c=10100111

o010 110

000101 1

Message (), A2, A3, Aq) is encoded as

1000101
0100111
Aidadary) 0010110
000101 1

= (A, /\2-)\3»)\4,1\1 + A2+ Az, Mg - A3+ A, A+ Ao + M)

which consists of the message followed by three check bits. Similarly, if

a message (z), 29, -, 1,) is sent, we know it should satisfy the equd”
tions

ity + 23 = x4
T2+ 23+ 34 = 74

T1+ T+ 3y = 24
50 these equations can be used to check the received vector.
Decoding.

67
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11. A GENERATOR MATRIX FOR A LINEAR C

(1 011
G={o101

in the first
over GF(2), so that ¢ = {0000,1011,0101, 1110}. An error

i.e. an element

Place gives one of the vectors 1000, 0011, 110; ’ (1);33 ’ggves 0100, 1111,

of the coset 1000 + C. An error in the second p 0010, 1001, 0111 or

Lor 1010. An crror in the third place glvctSC itself ) account for

1160, These four cosets (including the zero cose .ves 0001, 1010, 0100
the 16 vectors. An error in the fourth place g1

or 1111, a coset we have already seen.

EXAMPLE 11.5.



CHAPTER 12
Slepian standard array.

II:eq‘lired background on cosets.
FFINITION 12.1. If C £ V(n,q) , the coset a+C={a+z

Lg
EMMA 12.1. Ifbea+Othenb+C=a+C

of birz?fm' Ifb ¢ a+C, then b= a+x forsome € C. Every t

Sluce f of the form b-+y, for some y € C, s0b+y = atz+y €atC

I+Cig ofy € C. Hence b+ C C a+ C. Similarly, every element of

~zeq the form g  z with z € C, 80 a+2 = b—Z+2 € b-+C, since
C. Hence a + C C b+ C, and therefore a+ C=b+C.

T
I.Hf;:REM 12.2. If C < V(n,q) has dimension k, then
. eu,;:y vector is in some coset of C o
8. any'z coset has g~ vectors, and so there are q
Pr, wo cosets are disjoint
.'(IZOF'I'UeerC’ -
“te. hﬁre are g* values of z € C giving rise to q* elements a + 7 €
3 ese are distinct because if a +z =0 +Y then z = V-
me(a+c)ﬂ(b+0)thena+C=o;+C:b+C. O

4 XAM )
PLE 12.1. (Continued from above)
Coset leaders:

|z € C}

element

k cosets

cos§°1‘})e C: 0000 1011 0101 1110
“Cogey g0+ G loo0 001 1101 0110
Congg 0 +C: 0100 1111 OO 1010
Gi +C oot 100 OLL 00 e

Vo Ven g .

3 TC (so :ny received vector v, we find the cosct lead . .

w“POr fn ¢ ;II'C =4 (), and decode as v—e € C. 1 this gxample.-d :d
ro“gly. ast coordinate results in the received vector being deco

Su
a ch . ]
0 ¢y o1 ATay is called a Slepian standard array, after D. Slepiatl,

x"e Constructed as follows: 0

Pick g ygpper carting with 0000

b Pick 5 rds across the top, starting Wi -

Ut it 4, o & Vector not already in the table, of minimum weight, and
h codeword in turn.

e
lirst, column, Then add it to eac
69



12.

Symmetric channe], S if ght 4 is pi(1 - t;l:—?mbability that the
if there are Q; coset lzadelzsasiuming @ binary
of weight ¢, then

P f
corr(C) = Qz‘pi(l -p)" -
. ExampLE 12,2 {conti o |
X - {continued fromg above) Her
eap =1y =3, =
) =9,

Preore(C) =
) (1—p)4+3p(1~p>3=(1 +2p)(1 - p)?
_p .

CHAPTER 13

Dual codes.

d k message digits in
ccupies & proportion
the rate of the code.
which messages

A cod

€ach bloc;: Og length n and dimension k can sen
n of Wha:-,) - n digits sent. Thus the message 0
annop’g thls sent: This fraction k/n is called

N be gepg. eorem is a theoretical limit to the rate at

THEo N
REM 13.1, For a binary symmetric channel and any B <

0, there is @ code C of

Ly

plo

Tate %3‘;*,3(1 — p) logy(1 — p), and 6ny € >

W0rq gppy. ich that P, (C) < €, where P (C)=1~- Proorr(C) is the

he r probability of C.
. he cﬁ’;il‘essmn 1+plog, p+(1—p) loga(1 =P is called the capacity
'Tror_detectflel' 1t varies from 1 when p = (i.e. no errors, SO no
& randop, ion required) to 0 when p =1/2 (i.e. Os and 18 transmitted
o ds 80 no message can get through).

ual code. Ifu = uy-"-Un eV

) d :
efine the inner product of u and v as

n
Uy = ZU,“U,’.

=1

(n,q) and v = V1" Un €

Ve(n,‘q

Clg
2
an le Uy == vyt
4 and (M + v)aw = Aww + v If w.v = 0 we say ¥

L}
Te orthogonal. If C < V(n,q), define
Exay, Ct={veVnghu=0 forall u € C}.
PLE 13.1. If C = {000,111} over GF(2), then

{000,011, 101, 110}-
ct=C.

pasis for C,

v
EXA;P[: {l'l’)llvﬂ’gl?)] + v+ Uz = 0} =
" Ly {3 3.2. If ¢ = {0000, 1100,0011, 1111} then
Ny g Wtho;;% If v is orthogonal to every vector in @
. PRoop. 1r. nal Lo every vector in C.
T Some /\i' ;f(j‘:';(g and ry,- -+ , Tk i5.2 bas
: , SO :

k k
vou = v(z ATi) = Z Avri =0

=1

is for C, then v = Ef;l AiTi

=1
71



72 13. DUAL CODES.

O
To check if y € ¢t therefore, it syffices to check that v is orthogonal
to the rows of a generator matrix G for C, i.e. v € C* & vOT = 0.

Lemwma 133, ot i a linear code,

PROOF. If v, ¢ oL

and u € C, then (At w)u = ly+wy =£
soM+weC(.

THEOREM 13.4. IC < V(n,g) has dimension k, then C* has
dimension n, — k.

PROOF. C1 j5 the solution set of k inde
car equations ((g,,..

LIPREE :xn)-

pendent, homogeneous lis-
Ta) = 0for 1 < 4 < k) in n unknown$

CoroLLARY 13 5, (CHt=¢

PRroOOF. Every vector in ¢ is orthogonal to every vector in C! i’{l)
CC(CH . But (C4)* has dimension 7, — (n—k)=k=dimc. [

EXAMPLE 13.3. 1f ¢ = {000, 011, 101,110} then C+ = {00, 111}-

DEFINITION 13.1. A generator matrix for CL is called 5 parity”
check matrix for C, and usually denoted A,

By definition, each oW T3 of H satisfies r,GT ~ 0,80 HGT =0 ('the
710 k % (n - k) PAIiX), or GHT = 0 (the gero (n — k) x k matrix)-
Indeed, v € ¢ & 7 2 0. Fach individual row of Jy (or column ©

) may be thought of a5 5 parity-check,

ExampLp 134. 1t
1100
H"(O 01 1)

then every y = U1%20304 € C mygt satisfy two paritychecks
vl+‘vz=08.ndv3+v4 =0

CHAPTER 14

Hamming codes.

hen there is a
e has a generator matrix G in standarfi ?;ing.t
d a ¢ :
aple way to v%rite down a parity-check matrix

I -«k)v
: ix H= (-—AT' n
o< (Ix] A) then there is a parity-check matrix
- o Qla-k

10 - 0lan o2 L

01 - Olaz @ - Gon-k

G = . .
00 -+ llag a2 "+ Gkin-k

ith
N PR ai,n—‘v‘) Wi
PROOF, ith row of G is (0, . , O, 1, 0, . ;‘»}}Oi,sazly @52,y

the n the jih coordinate; and jth row o

... ,0)
(—a'lj)"'a’2js"' a_a'kjﬂo)"' )0)1:01

t
inner produc
Vith the 1 i the (j + k)th coordinate. Thti:fggif:lrf H are irll CIAJ
ﬁthese two vectors is —a;; + ai; = 0. So he whole of C".

0[‘@

an i
over, they span an (n—k)-space, so they sp

101 2)
G= (0 111
in standard form), then

2 2
H=12

XAMPLE 141. If

Qve!' GF(3) (

o =
_—
S—

in
st&I‘dard form.

XAMPLE 14,9, If

—
—
N—

10
G=lo101
Oy,
T CP(G) (1n standard form), then

/1 0 0)
H=111091

3

—

in St
AMdarg form,



74 14. HAMMING CODES.
Syndrome decoding. If C is a code with a parity-check matrix
H, then we know
TEC&®zHT =

(or Hz" = 0). We can use this to determine which coset of C a given
vector is in:

Ifb€a+C'thenb=a+xforsomea:eC,so
bHT=aHT+:cHT=aHT. .
Conversely, if bHT = o7 then (b - @)HT = ¢ 50 p — a € C, and
bea+C. So
bea+CabHT = o7,

le. b+C=0a+C & pyT = aH”. This means that there is a one-
to-one correspondence between the cosets g + C and the syndromes
aHT.

DEFINITION 14,1, S(a) = aHT is called the syndrome of a.
"To use this, we fir

st calculate the syndromes of all the coset leaders;
and make a table:

EXAMPLE 14.3, (Continued from above)

(1011
G“(0101)

over GF(2), and

_(1o1yg
, s (1 10 1)’
or .
11
_ {01
H= 10
‘ 01 ‘
_Coset leaders o Syndromeg aHT
T 0006 TR —
1000 11
0100 01
0010 10

"This is the syndrome look-up table.

Now given a received vector Y we calculate S(y) = yHT | We 100;‘,
UbiS up in the table to find whict, of gp. eHT it is. Then yHT = all

80y € a+C, where ¢ ig the leader of the coset a+C, 50 y is decoded
88y —-a€(.

14, HAMMING CODES. 5

- is received,
h ExavpLg 14.4. (Continued from above) If y = 1101 is
t en

11
0 1| _ o).
yH" = (1101) { | o[ =01
= 1000 and
(Ii'ook this up in the syndrome look-up table, to find & =
Qcod

€ ag Y—a=0101. ing code,
Ta(c) - 2t+1or2t+2 s0that Cis a *‘°”°r"c§2r§§ilg§mg to

e only Beed to calculate the syndromes of the ﬁir(zst Then we use
Trect, Usually this means all vectors °£~ weig = e table,

the table for incomplete decoding: If yH* is in t e. ytherWiSe» y

N *SPonding to error vector a, then decode as y — a,' . { weight > t),

;“ust. ® the syndrome of some other error vector (i.e. o

® % haye detected > ¢ errors.

Examprg 14.5.

0
ver GF@)- So

0
= 0],
&nd

1
g e Caleulate the syndromes of the vectors of weight 1:
e Ef‘f T
“10000 110
01000 101
00100 100
00010 010
00001 001
Nox . WHY?
Ng::ce that, he syndromes eH” are just the rows (ﬁf eP{chtors e are
a, the five 8yndromes eHT are all different, so the fivi rrected. E.g.
L e ot o al ol w0y B0100 = 11011, Eg.
= 11 = decode as y — ted
Z\ o *illg"H: l—lllwggi:}? is not in the table, so we have detecte

1
0

S -
S o=
Q= O

Ors,

T
("}Le 1SN code revisited.
Parity_check matrix

H = (123456789X)



76 14. HAMMING CODES.

over GF(11), since aja;---ax € C o la; + 2a; + + Xay = 0. Th}‘z
syndrome eHT of an error vector ¢ < (0,---,0,£,0,---,0), with

in the jth coordinate, is Jx, which is non-zero, so such errors can be

detected. But not corrected, for even if we know the value of Jk, we do
not know the values of j and k individually.

EXAMPLE 14.6. Suppose C over GF(11) has parity-check matrix

g=(111111111 1
"\1234567389 :

I claim that C can correct single errors and detect transposition errors.

Proor. Calculate the syndromes of the single e
e= (0)"' 10»ka07"' ;0)»

with & in the jth coordinate. We have eHT = (k,jk), with k # 0

and jk # 0. So if yHT = (A,B) with A # 0 # B we can solve

fork = Aand jk = p o J = BA=1. A transposition error is ¢ =

(01"‘ )0$k70)"' ;0, —k,O,"' ,0), with & in the ith place and -k In

the jth place. Hence efT (0, k(i — 7)) # (0,0) so these errors ﬂrUf"

rrors

detected.

Hamming codes. If C has length n and dimension k then (if
the generator matrix is i

1 standard form) each codeword consists of &
message digits z, - - 7 and n— (redundant’) check digits z 1 oo T
The numbet r — 5 k is called the redundancy of C. Note that r i
the number of rows in @ parity-check matrix for C. A code can be
defined hy specifying a parity-check matrix (PCM for short), rather
than a generator matri

ix. (E.g. the definition of the ISBN code above:)
The binary Hamming code of redundancy r is defined by a PCM Whosc1
columns are aJj non-zero vectors. of length 7 (over GF(2)). The tota
number of colump vectors of length r ig 2", 50 the number of non- zer®
vectors is 27 — Therefore the Hamming code has length n = 27 -~
and dimension k=n—f=2'-l—r.

EXAMPLE 147 1fr =9 we have

011
= (1 0 1) ’
mary repetition code of length 3. We ha'®
—r=3-2=1, Ifr = 3 we have

000117
011007 ],
1010101,

%0 C = {000,111}, the p;
n=22—1=3andk==n

77
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— 'O RECOGNISE
andn=2s_1=7,k=n__r=7_3_4. DOY
THIS CopRe

; i in this defini-
Warning. The order of the columns is not Sp?idiisegnlll,ly defined up
tion, so ‘the’ Hamming code is not well-defined. ( though they were
0 “Quivalence.) Usually we order the columns as
Mary numbers, e.g. .
1 »110 6
0

' the 6th column of . Lot us put H into standard form

00
0001 111 ol Tl
011001 1|/l 0100
1010101 1

(it

i deduce 5 generator matr standard form

_— O
DO =
O O
—_—0 o = O

1
1
1

B o

1

G =

SO O+~
[ R e B I ) §
OO O
O D0
o O
—_— O =
- = =

2

i i ivalent to the Hamming
QﬁdeE_XER(“SE 14.1. Prove that this code is equiv

o

i i.e. with minimal
So thi i -correcting code (l.e. 1

R S cod a perfect 1-error-co ' . odes.

dlst e . Inef;j:t this is true for all the binary Hamming cod

ight 1 or
2, o ROOF, ¢ is enough to show that C' has no w or(li)il?ﬁ(;‘./eﬁ vel
t}’n . then to check equality in the Sphere_paCk"']rg hich is non-zero
T = 0. But (00100)H" is the jth row of H', w ug'milarly if v
hasdeﬁniti"n, 80 no vector of weight 1 is in the COdeITI But if this
Ve %1 2, then oA is tho sum of two rows of tradicting the
cbre  then ,these two rows of H” would be equal, contra d(C) 2 3.

N:“:trucﬁ()n of H. So C has no words of weight 1 or 2, i.e. =

Y < 2 7, =12,d=3,s0t=1and therefore
n 9n 2"

# T l+n 1+ 1)
Z ( ) (g-1)

V= .
O\

— 2"-'1' = M

e, L
e Perfecy,
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D : . .

e e;:oimg.thh a Hamming code. Note that the rows of H7T

p JusO 1eobmary numbers from 1 to 27 - 1, in order. So if e =

eHT is tl’le’jt’}; ‘r'o;v0)o’f ‘},}g'h the_l m t_he Jth coordinate, then S(e) =
» Which is just the binary representation of

the integer j. Thus we ¢
. an i .
the error. read off j immediately, and hence correct

ALGORITHM 14.1,
S(3) = 0, decode as g, Cupre, o) for the roceived vector . 1t

ber j, with 1< j <p = or _hlerwi.:;je, S(y) represents a binary num-
bit (from 0 to 1 or vice versa) » and we correct y by changing the jth

CHAPTER 15

The extended binary Hamming code.

Th,e extended binary Hamming code is obtained by adding an over-
ATty check. Hence its parameters are
M =2, wherem=2"-1
n=m+1=2"
T d = 4 (since it is even) . :
herefore it can correct all single crrors and detect all double errors.
kj.;:MMA 15.1. Adding an overall parity check to a binary linear [,
¢C gives binary linear [n + 1, kJ-code C.

1'1:1.’2 _R:OOF_ For any z)Ts: ' InTa+l and yi1¥2° * * Yn¥n+l e C we [!aée
Morggyo™ a0d 135+ -y, € C, 80 (@1 + 41, T2 + Y207 " 1 T +ya) € C.

Ver
n n
)
Tpyl = 2 z; and Yny1 = E vi

8
= i=1 i=1

n
Tne1+Ynst = 9 (@i W)
and i=1
t e a3 .
Tefore (zy + gy, 72 + Y2, -+ »Tn + Y Tnr + Y1) € C-

Lpg,. .
o Iiartlcmar , the extended binary Hamming code is a linear [2’, 2 -
K i"’ \‘CTOde' The words in € satisfy all the parity check eqqatxons for

", 2., together with the extra parity check equation

Thel‘ef Ty + Ty + + T+ L1 =0.
%" if C has POM H, then C has a PCM

H 0
Whe 1 1
K?ctgr (re 0'is the zero column vector of height r, and 1 is. the r‘o“;
OTg th’]" -, 1) of length n. (Check that this has the right size!
Dgg, ¢ this POM is not in standard form.)

oy €Cog; : .
Yatg tOdlng with the extended binary Hamming code. Cal-
S¥yndrome S(y) — (81, » Sr Srq1). I 8pyq = 1, assume a

O

79



80 15. THE EXTENDED BINARY HAMMING CODE.

single error, and s,s, - - * 8y is the binary representation of the error po-
sition (with 00---Q representing the n+1 = 27). If s,,; = 0, there must
be an even number of errors, either 0 (in the case s;---s, = 0---0) or
2 (otherwise).

EXAMPLE 15.1. The [8, 4] extended amming code has a PCM

— O = O

00011
01100
H=170101
11111

e
== -]

1
0
0
1

If y = 11011010 then S(y) = 1011, so there is a single error in the

5th coordinate, and we decode as 11010010. If y = 10101111 then
S(y) = 1100 so we detect a double error.

Before we define the g-ary Hamming codes, we prove an important
theorem relating the minimum distance of a code to the columns of &
PCM,

LEMMA 15.2. Let C be o code with a PCM H. Then C coniains ¢

word of weight d iff some d columns of H are linearly dependent.

PROOF. Denote the columns of H by H,, ... » Hy, so that

HT
H'=|...].
HY

Hf
.'Zl"'znec'@(xl...z") ‘e =0,

So

n
=0. If ;- z,, has weight d then this i 2
g d columns of H (and conversely)

ie. ff o) Hy ... 4 T H,
linear dependence amon .

THEOREM 15.3. et C be a linear code with a parity check matri®
H. Then d(C) is the minimum number of columns of H which form *
linearly dependent set. So d(C) = d if both

1. every set of d - 1 columns of H is linearly independent, and

2. some set of d columns of H is linearly dependent.

- AL
. inearly dependent, i.e. no two columns of H 8¢
scalar multiples of eacl, other. Over GF(q), every non-zero column h®

81

t of each
9 -1 non-zero scalar multiples, so we can only Ch0302$_e_ olniOSuHOH‘ZerO
Such get, of q — 1 possibilities. E.g. in V(2,3) the
Vectorg come in 4 pairs:

G)- G166 HE)- GO 6))

3 Ham(2,
3 00sing one from each pair we get a PCM for a Hamming code

0111

H= (1 01 2) ' |
fn en with r rows. Each co i
. ii e(r:l'Q)H?VTIEZilq})la};a;’avl;gxs. Therefore there are g° ;;10:1;;2;2
roctors, eacil in a set of g — 1 scalar multiples. So “’ffl) Ja-1)-
(qr\l)/ (g— 1) columns to make H, and get length n = (q HOW? Thus
gy const,ruction, d > 3, and it is easy to see i.hat d= E.l) = 3] code,

M, q) i a g-ary linear [(¢" —1)/(g—1), (¢ —1)/(¢ ’

THEOREM 15.4. Ham(r, g) 1s a perfect code.

15. THE EXTENDED BINARY HAMMING CODE.

umn therefore

PROOF. n P
q = —————t
" /n . 1+n(g-1)
Y=o (z) (¢-1)
o R P

- — = r—l; T
1+25(g—1) 1+4 1



CHAPTER 16
Decoding with a g-ary Hamming code.

(unE:::)MPLE 16.1. Since every non-zero vector can be multiplied by 2
a ;gﬂlar to make the first non-zero coordinate a 1, we can write
Vectorg M for each Hamming code by just listing all the column
PC whose first non-zero coordinate is 1: E.8 Ham(2, 3) has a

011111
10123 4)°

D .
9 i €coding with a g-ary Hamming code. We know that Ham(r,
ders are Ae =

Q
(o, L 8 Perfect, 1-errorcorrecting code, so the coset lea
of the ’}?’ A,0,...,0), and S(Ae;) = AHT , where H; is the ith column
o e, CM H. If we have chosen H such that each columa has first
T eco%coordinate 1, then A is the first non-zero coordinate of S(Aei)-

v~ ,\:’ we simply find A and i such that S(y) = AH , and decode
u’nl?h;o rtening a code. A code may be shortened by deleting & col-
g fec(l)m the parity-check matrix. This converts a code of length 7
dimen lundancy r to one of length n = 1 and redundancy 7 So the
Tnjnims‘;)n'has been reduced from n—1 to =T 1. In general the

&l distance will stay the same. WHY?

Uch
]t“f“'e elthat there is a linear dependence am
}’&t ol ete a column, we delete all linear depe g i
the ), o'ummn. Hence that minimum pumber cannob decrease. But if all

in, .
b avear dependences of just d columns actually mvolvc'the_ column
Sg g '€ deleted, then that minimum pumber can (and will) increase.
_ 1,d) code, where

4 0 .
T2 d.rtemng an [n, k,d) code gives an [n—LEk

83



84 16. DECODING WITH A ¢-ARY HAMMING CODE.

EXAMPLE 16.2. Ham(2, 11) has PCM

011111111111

101234561789 X/"
Deleting the first two columns give a PCM
1

1111111 11
123456789 X

which defines a code we have seen before. The theorem imp]ies'that
this code has minimum distance at least 3. In fact, it is exactly 3.

Warning. You can only continue deleting columns of H while the
rows of H remain linearly independent. Otherwise, the redundauc){
of the code decreases. How does shortening a code affect a generato!
matrix? Suppose H is in standard form, H = (B|I,), say, and G =

(In~r| ~ BT). If we delete the ith column of B, we delete the ith ro¥
of -B” . We get

Lo 000 o 0 —by -0 —p,
0 - 1 00 0 —biy; --- ~bi_1s
0 - 0 01 0 '—bi+1,1 _bi+1,r
0 v 000 v 1 by oo b,

This ma.kes the ith column of G zero, and we then delete this zer®
umn. This means we take all codewords with 0 in the ith coordinat®
en then delete this coordinate from all the codewords which remai?

col
th

CHAPTER 17

Cyeclic Codes

ol hich
Aluong the first codes used practically were the cy clic codes w

3 e

°I¢ generated using shift registers. It was quickly noticed bytll: : af;lrgq ¢

that the class of cyclic codes has a rich algebraic sgructure, The

dicatioy, that algebra would be a valuable topl in‘code dszlrg:.cyclic
% code C of length n is a eyclic code if it is invariant un |

Velic code ghify. '

if C=(Co,clyc2"',cn—2,cn—l)ec
1 and on]y if

¢ = (ca-1,C0sC1" " ,Cu-s,cn-z) eC.

ic shi i jon it is
in O is invariant under this single right CyC!lC shift, by 1t;a;'z]1(t3¥tnlycﬁc
sh‘.’ ant under any number of right cyclic Shlfts: As asing L o
a l& 1S the same as n — 1 right cyclic shifts, C is a.!so m"I,‘ir;refore g
li:mgle left cyclic shift and hence all left cyclic ghlﬁs. e e
Bh'ear fode C is cyclic precisely when it is mv.ana,nt» unThe e
& . here are some obvious examples of cyclic codes.. e e are
Qertfﬁnly cyclic as is F™ = V(n,2). Less trivially, rcpetltfp Oes. N
thhc. The binary parity check code is also cyc]}c, apfc: 'I. Jlsu igance v
ter.t € 8um-0 codes over any field. Notice that FhlS §h1. mIt T ble
ta 21 does not depend at all upon the codf: being hge«n; S P etory
of . e noplinear cyclic codes, but that is rarely don t.'ca.] .
th:g “lic codes as shif register codes and the mat}ll‘er?:v;riance jeuare
Copge of cyclic codes both suggest the study of cyclic

of linear codes.

b i i :o codes as consisting
of Doll. Basics. It is convenient to think of cyclic co

Yhomialg a5 well ag codewords. With every word

l
a:(aosa‘ls"' y Qi ’a"'?’an_l)ep

We .
SSociate the polynomial of degree less than n

: ﬂ—leF[m]n_
() = R 3 SR o/ P R
(%) = ag + ay7 + ; 1)

8 indé inates from
It o iee here why in this chapter we index coordina coociated

A codeword of the code C, then we call c(x) the
85



86 17. CYCLIC CODES

code polynomial. With this convention, the shifted codeword & has
associated code polynomial
&z) =car+ T+ 22 4 o+ T e 4oz

Thus &(z) is almost equal to the product polynomial zc(z). More
precisely,

&(z) = ze(z) — cumn (2™ ~ 1).
Therefore &(z) also has degree less than n and is equal to the remainde’
when zc(z) is divided by 2" — 1. In particular

&z) = ze(z)( - mod z" — 1).

That is, &(z) and zc(z) are equal in the ring of polynomials F [“‘"J(
mod z" — 1), where arithmetic is done modulo the polynomial z* - 1-
If c(x) is the code polynomial associated with some codeword ¢ of €
then we will allow ourselves to abuse notation by writing

c(z) € C. _

Indeed, if f(z) is any polynomial of #(z] whose remainder, upon div¥”
gion by z® - 1, belongs to C then we may write
f(z) € C( mod z™ —1).

With these notational conventions in mind, we see that our definitio®
of the cyclic code C has the pleasing polynomial form .
¢(z) € C( mod z" -- 1) if and only if z¢(z) € C( mod z" — 1)
Since additional shifts do not take us out of tke cyclic code C, we have
z'e(z) € C( mod 7" - 1),

for all i. By lincarity, for any a; € F,

ezic(z) € C( mod z" - 1)
and indeed

d
Zaizic(:v) € C( mod z" - 1),
i=0

That is, for every polynomial

d
a(z) = Zail‘i € Flz],

=0 ) '[l
or more properly a(z)c(z)( mod z" — 1) ) ?“(r
ar C'is certainly closed under polynomial additiV
lynomial rendering of a cyclic code is precisely by
(' mod z"—1). This correspondence, first noted .
way for the application of algebra to cyclic code*

the product a(z)c(z) (
belongs to . Asline
this says that the po
ideal of the ring Fz)
Prange, opened the

87
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r F.
THEOREM 17.1. Let C # {0} be a cyclic code qflec{}lt};:qrzgein o
(1) Let g(x) be a monic code z_mlynomz;zl of min ¢
en g() is uniquely delermined in C, an

C = {¢(z)9(z)la(z) € Flzln «}:

. , — 1‘.
Uhere 1 = deg(g(x)). In particular, C has d?’“;’[‘;?"" "
(2) The polynomial g(z) divides =" — 1 in .

ials, each
Proor. As ¢ # {0}, it contains non-zero c'oﬂe Pglllaggr?sl N e
of Which has unique monic scalar multiple. hI-‘ ‘(111 ree be 7, unique
Polynomig] g(z) in C of minimal degree. Let t llls thgeorem, the set of
ven if 9(z) is not. By the remarks preceding the 4
Polynomials

Th

Co= {q(rc)g(:c)lq(l‘) € Flel-r} rmultiples of
is Certainly contained in C, since it is c'omposed oftthgfs% sving degree
the ¢ode polynomial g(x) with the additlonql gropfif YC i< an F-vector
: an n )Il.inder addition and scalar mu]tlpl‘catlf)flthg nique monic
P2 of dimengion n — 7. The polynomial g(z) is t show that every
Po Yhomia| of degree 7 in Cp. To prove (1), we musnd go is in the set
ode Polynomial c(z) is an F [z)- multiple of g(z) 2

O By the Division Algorithm we have

" o(z) = q(z)g(z) + r(z),
for fome g(z), r(z) € Flz] with deg(r(z)) <7 = deg(g(z)
r(zg) = c(z) - q(z)9(z)-

. degree less
By definition e(z) € C and q(z)g(z) is in Gq (as C(t:fl)'sh::uatigon is in
o ™). Thus by linearity, the righthand side o als non-zero, then
i(z’ hence the remainder term 7(z) is inC. If ‘T(z)t:C and of smaller
dewou‘d have a monic scaler multiple belonging  Therefore

’(ﬁ)ree' But this would contradict the original choice of g(z)

=0 and ¢(z) = q(z)g(), as desired.
Next, let

). Therefore

z* — 1= h(z)g(z) + s(z), .
N "ome 5(z) of degree less than deg(g(z))- Then, as before;
s(z) = (- h(z))g(x)( med g - 1)

. ic scalar

Cloy . ; sero, then it has a mon .

88 ¢, in. if s(x) is not zero, . of g(z), &

g‘)‘llume ge%rlgf:lgga‘t% lC’ sa(nc)l of smaller degree t_h;nats‘hiit (2)-g o
nt diction, Thus s(x) = 0 and g(z)h(z) = % '
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The polynomial g(z) is called the generator polynomial for the code

The polynomial h(z) € Flz] determined by
g(z)h(z) =z -1
is the check polynomial of C.
Under some circumstances it is convenient to consider z" — 1 to bs
the generator polynomial of the cyclic code 0 of length n. Then by tb

theorem, there is a one-to-one correspondence between cyclic codes ¢
length 7 and monic divisors of 2" — 1 in Flz].

EXAMPLE 17.1. Consider length 7 binary cyclic codes. We have
the factorization into irreducible polynomials

' ~1=(@~ 1) +z+ 1) + 22 +1).

Since we are looking at binary codes, all the minus signs can be replaced
by plus signs:

x7+1=(x+1)($3+z+1)(x3+x2+1).

As there are 3 irreducible factors, there are 2* = 8 cyclic codes (includ’
ing 0 and FY ). The 8 generator polynomials are;

(i) 1=1

({H)z+1=z+1

()23 +z+1=23 4z +1

(V)2 +22+1=2342241

(V) (@+1) (2 + 2 + 1) = 24 4 23 4 22 +1

(Vi) @+ 1)z + 22+ 1) =g 4 g2 4 2 4 |

(vii) (2* + 2+ 1) (23 4 22 4 =2+t +23 422 +2+1

(viii) (z-+ 1)(23 + 2 + Nt +224+1)=2"41 e

Here in (i) the polynomial | generates all . In (i) we find th,
parity check code and in (vii) the repetition code. As mentioned ?e
fore, in (viii) we view the 0-code as being generated by 27 + 1. 'l h‘;
polynomials of (iii) and (iv) have degree 3 and so generate [7, 4} cod®
which we shall later see are

) Hamming codes. The [7, 3] codes of (v
and (vi) are the duals of the Hamming codes.

1
PROB.LEM 17.1. How many cyclic codes of length 8 over F* @'
there? Give a generator polynomial for each such code. :
1ent
PROBLEM 17.2. Prove that there is no cyclic code that is ( eqUW”'M
to) an [8, 4] extended binary Humming code.

PROBLEM 17.3. Let ¢
Prove that C

),

' yclic code C' have generator polynomial gle
s contained in the sum-0 code if and only if g(1) =Y
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et C_ be the code resulting

PROBLEM 17.4. Let C be a cyclic code. L the code Tesulting

O shortening C' at a single position, and let ¢ be
M puncturing C at a single position.

%) Give all C for which C_ is cychic.

b) Give all C for which C~ is cyclic.

The check polynomial earns its name by the following

ith check
PROPOSI’[‘ION 17.2. If C is the cyclic code of length n wt
Polymomiq) h(z), then

_ dz" — 1D}
C = {c(z) € Flaale(z)h(z) =0( mo 1. Indeed if (z) €

; irection is eas
PROOF. The containment in one direction = g(z)g(z). But

th)eltlhen by Theorem 17.1 there is & g(z) with ¢(z)

od z" — 1)
c(x)h,(;g) = g(z)g(z)h(z) = q(z)@ — 1) = 0( modzx

O consider an arbitrary polynomial c(z) € Flz], with
o(z)h(z) = p(z)(a" — 1), sy -

Then )h(z)

g, C(@h(a) = pla)(a" = D = PR

(z) — p(z)g()h(z) = 0.
h g(z)h(m) =" — 1,(;: do not have h(:l‘) =0. Therefore

o(z) — p(z)g(z) = 0 and ¢(z) = plz)g(z),
® deﬁired'

4 ial
we are in possession of a generator polynom

o(z) = Y_ 9%

— '
: tor matrix
f?,: the cyclic code C. then we can easily construct & genera
N 3
C. Consider 0 0 e 0
9 F O /S T | 0 0
(;) gl 9 . gr-1 gr . .
go G ' o
G = M B ., .
. E . .. Ty e o N gr—.l gr
0 0o ... 0 9o gl-  TOWS! S0 1.he ﬁI'St oW,

Yoy be matrix 7 has n columns and k =7

.h successive TOW
 Binishes with a string of 1’s of length k --1. Fach
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is the cyclic shift of the previous row: 9i = gi-1, fori=1,... k-1
As g(z)h(z) = z" — 1, we have

goho = g(0)A(0) = 0" — 1 # 0.

In particular gy # 0 (and h, # 0). Therefore G is in echelon form
(although likely not reduced). In particular the k = dim(C) rows of G
are linearly independent, Clearly the rows of G belong to C, so G 1%
indeed a generator matrix for C, sometimes called the cyclic genera{ior
matrix of C. For instance, if C is a [7, 4] binary cyclic code V‘flth
generator polynomial 1 + g + z*, then the cyclic generator matrix 18

11 1000
01
00

O M=o

0100

1 010
00 1101
Given the cyclic generator matrix G, cyclic encoding is the process of
encoding the message k-tuple m = (my, - - - yMg-1) into the codewor

¢ = mG. At the polynomial level, this corresponds to encoding th®
message polynomial

k-1
m(z) = Zm,a:‘
=0 (v
into the code polynomia) c(z) = m(z)g(z). Since the cyclic generator r’I
is in echelon form, the first & coordinate positions form an informatio
set. Therefore cyclic ¢ has a standard generator matrix, although t ]
cyclic generator matrix is almost, never standard (or even systematic

PROBLEM .17.5. (a) Describe all situations in which the cyclic 9¢™
erator matriz for a cyclic code is the standard generator matriz.

. 3 . 13 3 r
(b) Describe all situations in which the cyclic generator matriz /2
& cyclic code is systematic.

: g
 We next present for cyclic C a linear encoding method corresp®®
Ing to the standard generator matrix. Namely

m= (mo, e Jmk—l) tyC= ('rno, Tt My1y, =80, =81, *“31"1')’ "
- . b,
Wh?f"' s(z) = Z::é $;2 is the remainder upon dividing z"m(7)
9(z). That is,

F'm(z) = q(z)g(z) + s(z),

. ' r
with d'eg(s(z)) <deg(g(z)) = r. To see that. this is the correct, stand?
encoding, first note that

z'm(z) - 8(z) = 1(z)9(z) = b(z) & C
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it corresponding codeword
b:(—so, “S1yrr y —Sr-1, Mo,y " , Mg—1)- ;
® this jg codeword of cyclic C, every cyclic shift of .it is ail§;>tsa (":I(‘)h uo;
ord. I Particular the c given above is found after & right s }tioﬁs o
ol Codeword of C. Since C is systematic on t!le first & posi 'the T,es e
S¥ord i the on ly one with m on those positions and so is to st s
¢ dard encoding. To construct the standard generaig)rlnz) s
of ' W& encode the k different k-tuple messages (0,0,--- ,0 ,< ,z‘ ,< k; )
neight | corresponding to message polynomials a:,-,.for e Sy o
i are ghe rows of the standard generator matrix. e
Tx for the [7, 4] binary cyclic code with generator z° + 4
ST 3), we find, for instance,
22? = (22 + 1) +z+ 1)+ (P +2+1) |
:g ,t,l: 3% the third row of the standard gencrator matrix, corresponding
S3ge polynomial 2, is 1
("TL(), my, mg, m3, —So, —81, —32) = (01 0.1,0, 1,1, ) s
*Ocee(ﬁng in this way, we find that the standard generator matrix

1000110

O~
— e

0
1
1

SO
(=R ]
-0 O

0

* 0
e i i be checked easily by
hand '091? C is a Hamming COd? (this .y aflsoc (::li(‘: codes is impor-
Ry, his Process of systematic encoding for it the information
Yl Practice, since a machine can be transmitting mbols ;.
e rom m during the time it is calculating the check sy ?

. matrices
for t}:;oBLEM 17.6. (a) Find the cyclic and standard generator

) jal 3+ 27 +1.
' 4] binary cyclic code D with generator polgnomza 55
6i"“f; F‘tn(.l the cyclic and standard generator matrices for the [15,

(c) Yelic coge f with generator polynomial z* +x + 1.
Proye that D and E are Hamming codes.

' ic itself. For
"lstanzf’de ®quivalent, to a cyclic code need not be cyclic

. . as we
oy in > there gpq 70 distinct binary (7, 4] Ha"u“mg.mdgi",b; :;-mllta“
top d he “Xample above, only two of them are cyclic. de Y of
hS¥elie™® take cyelic codos to eyclic codes. The T il cyclic. We
h&"e  eode C, gotten by reversing each codeword, is still cychc.

(co) (,'1 .

-1
. ceoLe,c) €ECTT
,ci’“'ycn 1)€Ciff(('4|—1."'»(m«l-n €1 0)
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In polynomial notation, this becomes
c(z) e Ciff " le(z71y e -1,

For the polynomial p(z) of degree d, we let

its reciprocal polynomial
be given by reciprocal polynomial

d
P = " pucial = op(a1),
) i=D
The roots of the reciprocal polyn

omial are the reciprocals of the nonzero
roots of the original polynomial

LEMMA 17.3. If 9(z) generates ¢

yelic C, then g5'gl-1)(z) generates
C™1, the reverse code of C.

Proor. Starting from the cyclic
all the rows and then write them
gr yf-l . .« LI
] 9 9r

generator matrix for C, we rev.erSe
from bottom to top. The result is
9 g 0 0 --- 0

9 g 0 .-~ 0

0 0 ...
The rows of thig matrix

are linearly independent sin,
matrix for Ci-1,

Jr Gr-1 Coeee e a9
certainly belong to Cl-1. As before, the};
ce go # 0. Therefore we have a generaﬁé’e
Its first row visibly corresponds to a non-zero co

» which is seen to be gi-!(z). m:
¢ monic scalar multiple g 'gl=%(z) is the generat®

. r
polynomial. (In fact, we have 3 scalar multiple of the cyclic generat?
matrix for C1-1 )

It is ensy to see tha the dual of a cyclic code ¢ is again a cycli¢

hat the dual is associated with L_hi
lic code C of length n have genefa“l

polynomial 9(z) of degree r and check polynomial h(z) of degree k :

n-7=dimC. Ag A(z) is a divisor of T — 1, it i3 the generatt

polynomial for a cyclic code D of length 7 and dimension n—k7%
n=(n-~7)=r We have )

check polynomial of C. Let the eyc

C = {4(=)9(@)l(z) € Flz)s)
and

D= {p(2)h(z)lp(z) € Flz],}.
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e ]; nd let d(.'C) =
Let, ¢(z) = g(z)g(x) € C, so that deg(]‘l(:c(%zmﬁsi (;"er a
P2)h(z) € D, 5o that deg(p(z)) < 7 - 1- :
c(z)d(z) = q(z)g(z)p(z)h(z
= g(z)p(z)(a" ~ 1)
= S(ﬁ)(zn - ])
= s(x)z" -- s(z),
"here s(z) < g(z)p(z) with k-—2=n-2<n-1l
S S E-n+r-D=r ke 0. If (s) = Tilp &%
Crefore the coefficient of z°~" in c(z)d(z) is . t of z™ in c(z)d(z)
ang 4(z) = y"-1 g »ithen in general the co(.:fﬁa.cn of the coefficient
is W A ’ticu]ar the two determinations
nij.ljtm C.dJ In pa'l' ’
In ¢(z)d(z) give

0= }: cid;
i;.j:ﬂ—]
n-1
= ZC{dn—i
i=0 do
B 'd—i‘l+'”+c"—1
= Cpdy—1 + C1n—a + -+ + Gin
COd ! =C- d‘i
“'here O ,do)-
Cx (CO Cryeee ey C-,.—l) and d* = (dn),d:;’wn]; the reverse of
b v duc
At s, ord ¢ of C has dot pro (-1, Also
g COd:xiglrldC?ld:fw D. Therefore C* contains D D[‘ll),

' — n— deg(hl=!)(z)) = dim(
dln'l(C-L) =n - dim(C) =n— k=r=n— deg(

8

’ om Lemma 17.3 we conclude

ith check poly-
UEOREM 17.4. If C ds the cyclic code of length m WHE FR 7y

. l h
R . X 4 tor olynomw 0
"Miq] h(:r), then C* is cyclic with generator p
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Part III

Basics cryptography



0.2. Introduction. Cryptography has a long and fascinating his-
tory. The predominant practitioners of the art were those associate
with the military, the diplomatic service and government in general-
QFYPtOgT aphy was used as a tool to protect national secrets and strate-
gies. The proliferation of computers and communications systems il
the 1960s brought, with it a demand from the private sector for means
to protect information in digital form and to provide security services-
Beginning with the work of Feistel at IBM in the early 1970s and culmi-
nating in 1977 with the adoption as a U.S. Federal Information Process”
ing Standard for encrypting unclassified information, DES, the Dat3
Encmtlon Standard, is the most well-known cryptographic mechd”
nism in history. It remains the standard means for securing electronic
commerce for many financial institutions around the world. The mos®
St."k‘“g development in the history of cryptography came in 1976 whe?
Diffie and Hellman published New Directions in Cryptography. Thi®
paper introduced the revolutionary concept of public-key cryptogr®”
Phy and also provided a new and ingenious method for key exchang®
thg security of which is based on the intractability of the discrete 108,
anthm. problem. Although the authors had no practical realization of
a public-key encryption scheme at the time, the idea was clear and it
ggnerated exter_lsivc interest and activity in the cryptographic commY”
nity. In 1978 RJVGS‘}, Shamir, and Adleman discovered the first practic®
%iblﬁgey encryption and signature scheme, now referred to as RS/
inte A's‘chcme is basgd on another hard mathematical problem, ¢

ract,abxl'rty of factoring large integers. This application of a baf
ljlgt!;cmatxca] problem to cryptography revitalized efforts to find Mo
(l;' cient methods to factor. The 1980s saw major advances in this 87¢%
ut ?(;Lm which ren.dered the RSA system insecure. Another class 0
I;g;vgr ,I!}‘a"d practical public-key schemes was found by ElGamal !
of the 1. -eie are also based on the discrete logarithm problem. "
oy fﬁ 31'g§1ﬁcar.1t contributions provided by public-key cryptogd
f P d)'/ s the digital signature. In 1991 the first international stand®"
&Armal.mgnatures (ISO/IEC 9796) was adopted. It is based on '
Digi pul?llc-key scheme. In 1994 the U.S. Government adopted Lh,
" fglit‘ﬂ] Signature Standard, a mechanism based on the ElGamal P27
tlg . ;iy‘;ch.eme. The segrch for new public-key schemes, improvemcnes
at o r‘; l?dg cry Ptoi{fl’aphlc mechanisms, and proofs of security contin‘: y
foera E a?:‘{)e" ! arious standards and infrastructures involving ¢ 4
to adgrg eing put in place. Security products are being develoP’,
P88 "h‘? security needs of an information intensive society- * ..
plurpose ()f.tblﬁ chapter is to give an up-to-date treatise of the P"ir.’(i
ples, techniques, and algorithms of interest in cryptographic prﬂ"‘"“'
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Emphasis has been placed on those aspects which are most practical
4 applieq,

lnfoo'a' Information security and cryptography'. Tl}; c_c:gggt{l g;’
¢ ™ation will be taken to be an understood quant'lty. o ir duce
i t~0g.“"phy, an understanding of issues related to mfo_rmatu?tr,ls 1f'in
0 general is necessary. Information security manifests ldle "
): Ways according to the situation and requirerflent. Regar es;cion
%18 involved, to one degree or another, all parties toa trair:lsfz(;ma_
tig, . (2Ve confidence that certain objectives asspcnat,ed Wlthd' o
L Security have been met. Some of these objectives are listed in ‘1 e
Ver the centuries, an elaborate set of protoco!s and mecht:g;sm-
for €en created to deal with information security issues W]il'elcl:tives "
ny 10n g conveyed by physical documents. Often the 0 glfematica.l
Ugeys ation security cannot solely be achieved through mat! T o
abig ‘g anq protocols alone, but require procedural teChmqivacy S
letteanc.e of laws to achieve the desired result. For example, p; e
Seps Y 18 provided by sealed envelopes delivered by an accep ecessity
li”u'tce- The physical security of the envelope.is, for-pr.actxcal ne )
ogd $0 laws are enacted which make 1t & cnm.ma.l L is some-
tiag, €nse tq open mail for which one is not authorized. . flrmation
itggyp the cage that security is achieved not through theFm Zxample
Dapg, (it through the physical document recor_dmg it. ort counter:
,feiti Currency requires special inks and material to preven ouste
dr&;]l - Conceptually, the way information is recorded.has not ¢ zngn y
lr“lls ically gver time. Whereas information was typxc:_:xlly sfiqrea.nd <
tra'Ism}tted on paper, much of it now resides on magr!etlc me “1;111 .
Qhan  ted via telecommunications systems, some wire]ess. e one
0 e dramatically is the ability to copy and alter mformz ln étored
‘-Qle"tr € thousands of identical copies of a piece of informa 1;31 i
oy, "iCally and each is indistinguishable from the origin .needed
ey 5 2ton on paper, this is much more difficult. Wha(ti 1tsr e
Fed‘ @ society where information is mostly sto;ed an e v:rhich
Iy iy, ctronic form is a means to ensure inf(?rmatlon secufn o
?“eh Pendent of the physical medium recording or conveying 1t e
" fectives of i ity rely solely on digital
tlfern the objectives of information security rely solely o ion
oy, 0N itself, One of the fundamental tools used in informat '
oy 1 i igr i 1 4ine block for many other service
-Qha.g the signature. It is a building block for m e tion, and
\ ltl\ea _'lon-repudiation, data origin authentication, xqen'l writin,g o
Uiy g, t0 mention a few. Having learned the basics mt it .
Ungg. N 18 taught how to produce a handwritten signa lu for e
=0 identification. At contract age the signature evolves
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privacy keeping information secret from all'
or confidentiality but those who are authorized to see it
data integrity ensuring information has not been

entity authentication
or identification

altered by unauthorized or unknown mer’ﬂ!’?'//;
corroboration of the identity of an entity 4,6
(eg., a person, a computer terminal, a credit card:~

message corroborating the source of information;
authentication also known as data origin authentication. i
signature a means to bind information to an entity: -
authorization conveyance, to another entity, of official
sanction to do or be something. -~
validation

- T ~— opion
a means to provide timeliness of authorlzat‘es
to use or manipulate information or resourc

access control

restricting access to resources
to privileged entities.

e‘j’

;

b

certification endorsement of information by
i __ a trusted entity.
timestamping recording the time of creation
— or existence of information.
Witnessing verifying the creation or existence of 10
i information by an entity other than the Cfcac e
receipt acknowledgement that information has Geon ¢ ya
- i id
confirmation acknowledgement, that services have been pro¥’
ownersh.ip a means to provide an entity with the lega) g
— to use or transfer a resource to others: )
onymity concealing the identity of i
e an entity involved in some proM ‘
non-repudiation Preventing the defiial of previous commitments @ =/
revocation retrattion of certification or authorizatio®® /
TR T

ABLE 1. Some infoimation

On a very integr,
tended to be unique

al part of the

: to the ind;
authorize, and validate.

signature needs to be redr
to the signer and indepe

security objectives

Person’s identity. This signature is in-
'ndividual and serve as a means to jdentify:
With electronic information the concept of 2

essed; it cannoy simply be something unique
ndent, of the information signed. Electroni¢
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X . to a document
Teplication of it is so simple that appending a signature

i jviality. Ana-
not signed by the originator of the signature is almo:;: 2:1 :II;;I_alHtgpefully
logues of the ” paper protocols” currently in use are god - those they
these new electronic based protocols are at least as gto o oduce new
Teplace. There is a unique opportunity for spcwty wvity. Much can
and more efficient ways of ensuring information sec t.em. o icking

¢ learned from the evolution of the paper based sy:he o officiencies.

hose aspects which have served us well and refnovlﬁgt requires & vast

chieving information security in an ele.ctrornc socnenn(«; smarantee that
array of technical and legal skills. There is, however, oosty can be ad-
&ll of the information security objectives dfzemed hrxleﬁeh e atography.
€quately met. The technical means is provided throug

mathematical te.ch-
as confidentiality,
authentication.

DEFINITION 17.1. Cryptography is the Stl'ltdyszfc h-
Niques related to aspects of information security ucl
ata integrity, entity authentication, and data origin

iding i ation secu-
Cryptography is not the only means of providing inform
, but rather one set of techniques.
Cr aphic goals . ) .
Of};.rl)]t(:hg; ilr)lformgat,ion security objectives hst,tlf;-slzvi ;
fOHC'Wing four form a framework upon which the o
(1) privacy or confidentiality ;
(2) data integrity ;
(3) authentication ;
4) non-repudiation. .
L. Confidentiality is a service use
Bation from all but those authorized : O e aerous B
Bonymous with confidentiality a.nd privacy. from physical protection
Yaches to providing confidentiality, ranging runintelligible-
® Mathematical algorithms which renfler data D sauthorized
Data integrity is a service whu;h addresset T e ability t0
Uteration of data. To assure data integrity, one m;ls e mamipulation
- Ctect data manipulation by unauthon'zed pa:ltlse{1 i)stitution-
“ludes such things as insertion, deletion, a.qd eation. This func-
3. Authentication is a service related to ('Tself Two parties en-
lop applies to both entities and ianrmat'non i > c;ther. D ormation
Ying into a communication should 1dent1fy‘ea§ed ther.  origin, date
Clivereq over a channel should be a.uthentu}::),se s this aspect
Origin, data content, time sent, otc. For the e e lses: ity
Cryptography is usually subdivided into two

'I‘a.ble 1) the
be derived:

d to keep the content' of i:foxr];
to have it. Secrecy is & ter
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authentication and data origin authentication. Data origin authenti-
cation implicitly provides data integrity (for if a message is modified,
the source has changed).

4. Non-repudiation is a service which prevents an entity from deny-
ing previous commitments or actions. When disputes arise due to an
entity denying that certain actions were taken, a means to resolve the
situation is necessary. For example, one entity may authorize the pur-
chase of property by another entity and later deny such authorization
was granted. A procedure involving a trusted third party is needed to
resolve the dispute.

A fundamental goal of cryptography is to adequately address these
four areas in both theory and practice. Cryptography is about the
prevention and detection of cheating and other malicious activities.

Figure 1 provides a schematic listing of the primitives considered

and how they relate. Many of these will be briefly introduced in this
chapter. These primitives should

be evaluated with respect to various criteria such as:
1. level of securit

Lo e Y. This is usually difficult to quantify. Often it
15 given in terms of the number of operations required (using the best

methods currently known) to defeat the intended objective. Typically
the level of security

is defined by an upper bound on the amount of
work necessary to defeat the objective. This is sometimes called the
work factor.

2. functionality. Primitives will need to be combined to meet vari-
ous information Security objectives. Which primitives are most effective
for a given objegtive wil] he determined by the basic properties of the
primitives, '

3. methods of operation, Primitives,
and with varioy

Tious inputs, will typically
thus, one primitive coul

on its mode of operati
4. performance. Thig refers to the efficiency of a primitive in &
barticular mode of operation. (For example, an encryption algorithm
may be rated by the number of bits per seeond which it can encrypt-)
o5 ease of implementation, This refers to the difficulty of realiz-
ng the priniitive in 5 practical instantiation. Thig might include the
complexxt.,y of implementing the primitive in either a software or hard-
Ware environment. The relative importance of various criteria is very
urces available. For eX

amole. .on the application and resq
mple, in an environmept where computing power is limited.one may
ecurity for better performance ©

have to trade off very high level of g
Y, over the ages, has been an ar*

when applied in various ways
exhibit different characteristics;

d provide very different functionality depending
on or usage,

the system as a whole, Cryptograph
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rbitrary lengt
hash functions

ne-way
permutﬂtlons

Unkeyed

VAN

imitives o
primitiv — _ .
se?;.lences Block ciphers

I
I
(Arbitrary length Stream ciphers

AtE

hash functions

Security Symmej;r.ic key
DPrimitives primitives

Public key
primitives

; imitives.
Figurk 1. A taxonomy of cryptogmphlc pri

i to meet some
Aot i hoc techniques
Iu? Uised by many who have devised ad

. he last twenty
beg ¢ information sccurity requxremf?nl‘:so 'T ove
8 n . s as the d.lsaplme ¢ .
8. 2 period of transition P ol scientifi
\,,Q 1ence, There are now several interna.t:;:o o intorna
o exclusively to cryptography and

¢ conferences de-
tional scientific
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organization, the Internationa] Asso

ciation for Cryptologic Research
(IACR), aimed at fostering research

in the area.

0.4. Background on functions,
tise on abstract mathematics, a famii;
concepts will prove to be useful. One ¢

While this book is not a t.r'ea-
arity with basic mathematical

sense. A function ig alternately referr
mation.

0.4.1. Functions (1-1, one-
of distinct objects which are c
a set X might Consist of the e

way, trapdoor one-way). A set consists
alled elements of the set. For example,
lements a, b, c, and this is denoted X =

rule f associates with z; the image y of z is
denoted by y = f(z). Standard notation for a function f from set X
toset Yis f: x 'y fyeY  theng preimage of y is an element
Z & X for which f (@) = y. The set of all elements in Y which have at
least one preimage is called the image of £, denoted Im(f).

nction) Consider the sets X = {a,b, c, Y

{1,2,3,4}, and the rype J from X to Y defined as f(a) = 2, f) =
4 f(c) = L. Figure 2 shows a schematic of the sets X,Y and the
{‘;ncztl;’; f. The breimage of the element 2 is . The image of f is

Exampre 173 (function) ke X = {1,2, 3., 10} and let f be
the rule that for each 4 € X, f(z)

. = Tz, where 7, is the remainder
when 2 s divided by 17, Bxplicitly then T

=9,f(4) =5, /(5) = 3
TO =810 =5 18)= g, o) - 4,§(10) = 1.
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f 1
a
2
Y
X
b
s 3
c
4

ts
f three elemen

i from a set X o

FIGURE 2. A function f

to a set Y of four elements.

= ,5,9} .
The image of f is the set ¥ = {1,3,4 } 0%} and let f be

¢ ={1,2,3,.-1 is divided by
ion) Take X = {1, 2, ?'js divided
" EXAMPL;.-: 174. %r;?:?is the remainder whend.'::)Wn £ explicitly
€ rule f(a; = T

105 ere it is not feasible to W completely spec
0 0""1 forallz € X. H e function is

n of the rule f.

th
i .3, but nonetheles_s tio
yThE):itrT;xI:iilIan the mathematical descrip 1-1 (one-to-

tion) is ne
i transforma f at Most O
function (or tran: . nage of &
ne?i?Fmg Ioan};? ’iI‘IA the codomain Y is the imag
each ele

elemem; in the domain :_( f oction (o transfofmatti?:])e i:l eomnz(:ltﬂi‘nettz]c]l;
enﬂﬁflgllfﬁgiohziain Y is the i:?;(ge _.(:f;tisle:nsto i Im(f) = V- ,
i Bauivalenly,  finction [ . X = Y is 11 and Im(f )=Y,
DEriNrTION 17.5. If a function f :
N f is called a bijection.

: Im(f)
Fact If f: X — Y is1-1then f: X =

finite se

i X and Y are Iin .

Articylar ff: X—Yisl-1, and 2 oo schematic repr uation, )
Size’ then ,f is a bijection. In terms O m arrowed 1in

h element in ¥ has exactly one 7.2 and 17.3
o8 a bijection, then each e

1
. in Examples image
; jons described in 3 is not the
q) ‘:dent ];m tht-lt' SThI:, f;ﬁ;‘fge‘ 17-2’the element
Dot ijections. Y

t in the
ach elemen
N o the domain. In Example 17.3 e
Y element in the ,
Qodomain has two preimages.

sostion. In
is a bijecti0
1 ta of the saﬂl.e
esent.&tiony if
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DEFINITION 17.6. If f is a bijecti it is a si
0. A jection from X to Y then it is a simple One-way functions .
g‘eﬁzr to de_ﬁne a bijection g from Y to X as follows: for each y € Y _ There are certain types of functions which play S]gn;iﬁ?:?tnrg:e:
9(y) = = where z € X and f(z) = y. This function g obtained  eryptography. At the expense of rigor, an intuitive defimtio

from f is called the inverse functijon of f and is denoted by g = f~!. one,way fanction i given.

DEFINiTION 17.7. A function f from a set

3 one-way function if f(z) is "easy” to compute

®ssentially all” elements y € Im(/) it is "comput
find any 7 € X such that f(z) =¥

Note (clarification of terms in Definition 17.7) )

(i) A rigorous definition of the terms "easy” and .”comp'l;tatltt;;illiaé

€asible” js necessary but would detract from the s%mpl.e.l ga e
‘v?:flg conveyed. For the purpose of this chapter, the intuitivem
Suffice, .

th (if) The phrase " for essentially all elements in Y”

At there are a few values y € Y for which 1t 15 easy

X toasetYis called
for all z € X but fo”r
ationally infeasible

refers to the fact
tofindanz € X
f(z) for a

' h that y = f(z). For example, one may compute y =
a ! ! ! °a Jmal) Immger o{(a: )values and theri for these, f.he inverse 1sf lmi?lwg’
b o able look-up. An alternate way to describe this p.ro.perty ou'r: a(:;ionally
? 2 b ine 0N is the following: for a random y € Im(f) it is (;?mp; T

¢ Y on Sible to find any z € X such that (z) = v The ¢ ne

P s c X "e-way function is illustrated through the following exampies: )
d ! Examprr 17.6. (one-way function) ’I‘?,ke X = {1_,2d,3, ;ﬁlg}sgnis

X 4 4 d dieﬁ-ne f(z) = r, for all z € X where 2 18 the remainder

Vided ici
e y 17. Explicitly, 15 16
©5 5 o e $12§4567891£171]42£]2461
: f 1 16 14
\'Z'J 3 9 10 13 5 15 1 [ativel}’ easy to nd the

_iven 3 pumber between 1 and 16, it tl; rrsuch o rhout having

Ficur; - th 8¢ of it under f. However, given a num . _17. 0f
E 3. A bijection f and jtg inverse g = f~1. c?," able in front of you, it is harder to ﬁnlcll ] jgt“fenc;‘:;t t{l(:;")x =1is
\ tse, if iven is 3 then it 18 .

Examprg | : Wh, .o If the number you are gl . Jomain it is 0t

{1,2;3;4;5) an'if(-ﬁ(;;zerse function) Let X = {a, c,d,e},and Y = tha? You need; but for most of the elements in the co
. g K o . ¥ vvh . €

Figure 3. fisq bijection :}(;lgssr.ule ! given by the arrowed adges ¥ 0 N is i le which uses very

the arrows on the edges. The domvgrsg 9is formed simply by reversing Smyq - B¢ Must keep in mind that this is an ei(a?ghere is a difference

Note that if £ ig 5 biiaes: mainofgis ¥ and the codomain is X' | gy Dumbers; the important point here is ;:31 e ant, of work 10

Jections are yused & byection, then so is f-1, In cryptography bi- o fiyy ¢ amount of work to compute f(z) an F(z) can be computed

as the tool for encry eﬁicm given f(z). Even for very large pumbers,

re<and-multiply algorithm, whereas

Pting messages and the inverse

. are used Lo "Meje J

some basic terminology ist? (t!eCI'ypt_ T_hls will be made clearer whe? the ::)tly using th.e repeated squar ¢ barder.

tions were not by ntroduced. Notice that if the transform® \ cess of finding = from f(z) is M e s a posiive
num

; jections thep it ; A ‘ . : .
to a unique message, en it would not be possible to always decrypt ing EXAMPLE 17.7. (one-way function) A prime D e are 1 an q
- er greater than 1 whose only positive integer divi

transformationg

—— e e m e
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itself. Select primes p = 48611, ¢ = 53993, form n = pg = 2624653723,
and let X = {1,2,3,...n— 1}. Define a function fonX by f(z)=r;
for each = € X, where r

= is the remainder when z3 is divided by n.
For instance, f (2489991) = 1981394214 since 24899913 = 5881949859 -
n + 1981394214, Computing f(z) is a relatively simple thing to do,
but to reverse the procedure is much more difficult; that is, given a
remainder to find the value z which was originally cubed (raised to the
third power). This procedure is referred to as the computation. of a
modular cube root with modulus n. If the factors of n are unknown
and large, this is a dj

fficult problem; however, if the factors p and q of
n are known then there

> is an efficient algorithm for computing modular
cube roots.

Example 17.7 leads one to
will prove to be fundame
Trapdoor one-way

consider another type of function which
ntal in later developments.
functions
DEFINITION 178, A trapdoor one-way function is a one-way func-
tion f: X 5 ¥ with the additional property that given some extra
information (called the trapdoor information) it becomes feasible to
find for any given y e Im(f), an z € X such that fz)=y.
Example 17.7 illustrates the concept of a trapdoor one-way func-
tion. With the additionaj information of the factors of n = 2624653723
(namely, p = 486 landg=

93993, each of which is five decimal digits
long) it becomes much easj

3 1 er to invert the function. The factors of
2624653723 are large enough that finding them by hand computation
would be difficult. Of course, any reasonable computer program could
find the factors relatively quickly. If, on the other hand, oune selects
P and ¢ to be

. very farge distinct prime numbers (each having about
100 decimal digits) thon b '

C » by today’s standards, it is a difficult problem,
even with the mogt Powerful compuyt,

This i 213, t0 deduce p and ¢ simply from
7. This is the wellknown integer factorization problem and a source of
X ions. It remains to be rigorously estab-
lished whether there actually are any (true) one-way functions. That is

under reasonabje (and rj y ve.d.the existence of such functions
tionally 5 -~ \and rigorous) Qeﬁmtlons of "easy” and ”comput_a-

ally infeasjble” 10Ce the existence of one-way functions is still
» the existence of trapdoor one-way functions is also unknown.
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rthwhile to keep

. . ill be wo
%o cryptographic techniques is considered. It wi te methods are

i ion i ind as concre
the abstract concepts of this section in mind
Presented.

Permutations ' s
Permutations are functions which are oft

8raphic constructs.
DEFINITION 17.9. Let S be a ﬁnitg set ot: ?;ein;e;;?. Ape
Pon § is a bijection from S to itself (i.e, p: —
EXAMPLE 17.8. (permutation) Let S = {1,2,3,4,
Yion p: g 3 § is defined as follows: L
p(1) = 3;p(2) = 5;p(3) = 4;.17(4) =2 e dis
A permutation can be described in various ways.
above or as an array:

12345)
(25) p=(35421

maltn a.ll(l 1][8 l)l)‘,‘()]ll TOW iS
i .
3

od in various crypto-

rmutation

played

Where the top row in the array is the do

® image under the mapping p. Of cours
Dossible,

Ce pelmul;atl()]ls are l)] eC(}IODS f,he haVe 1nv TSES. " a pemu'
' y y (3}

sta i is easily found by
e e e g th e e
interchanging the rows in the array and reoro o o be reor dere
®W top row if desired (the bottom rEow Wple  have
orreSDOHdingly). The inverse of p in Exam

12345)
p“=(54132

) Let X be the set of integers {0, 1, 2.

. are
1 ExampLe 17.9. (permutation imes (for example, p and ¢

- . —1nor
w distinct large p t neither p—
ach I;E?uf 100 cecimal digt long), and su‘;p(f)eihl, where 7z 18 te
T~ 10 3o by 3. Then the function to be apeﬂﬂ“@“" .
.« . . utation " 17.7).
etfnmlng the inverse permd 4 are known (cf. Example
3y’s standards unless p an

InVolutions .
i hich is
th Another type of ﬁmcnotl;lhgr own inverses.
Property that they are

ite set and let f wolubion
b Derinrrion 17.10. Let S be a finite £ is called an invold
Oy

StoS (ie., f: S = S). The function

tgd

m vOluthn. ]I'l ]utlons have
an Vo

-~ Pq=
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1 \ 1
2 o— / 2
S
3 3 §
4 4
5 5
FIGURE 4. An involution on a set S of 5 elements.
if f=f'. An equivalen
Ll quivalent way of stating this is f(f(z)) = z for all

EXAMPLE 17.10. (in i
‘ .10. (inv
tion. In the diagram (of o o
then ¢ is the image of g

) Figure 4 is an exam i
tion) F ple of an involu-
an involution, note that if j is the image of i

Basic termin’blogy and concepts

The scientif .
definitions ot ixlsi rt:gslf:::y tf)f any discipline must be built upon rigorous
of terms and basic cdﬂe:tgd&’g;z?l ohope, yvnat follows is 2 list
priate, rj . roughout thi ' -
El;;:gor }.las been sacrificed for thegsake of c“l3 b‘OOL Where appro
yption domains an d codomains arity.

* A denot, ; )
otes a finite set called the alphabet of definition. For

example, A = :
alphabe t’ of de ﬁ{r?',t% }, the binary alphabet, is a frequently used
in terms of o, lbl.OTl. Note that any alphabet can be encoded
are 32 binary stri mar;; alphabet. For example, since there
alphabet cap Lo a;lgs o lengtl} five, each letter of the English
o M denotes a sot signed a unique binary string of length five.
Strings of symabos ;:alled the message space. M consists of
of M is caliod rom an alphabet of definition. An element
’ a plaintext message or simply a plaintext. For

example,M may cons;
0 i ; .
puter code, etc_y nsist of binary strings, English text, com-
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o C denotes a set called the ciphertext space. C consists of strings
of symbols from an alphabet of definition, which may differ
from the alphabet of definition for M. An element of C is

called a ciphertext.
Encryption and decryption transform

o K denotes a set called the key space. A
a key.

e Each element e € K uniquely determines a bijection from M
to C, denoted by E.. E.is called an encryption function or an
encryption transformation. Note that E., must be & bijection
if the process is to be reversed and a unique plain text message
recovered for cach distinct cipher text. . . .

o For each d € K, Dq denotes a bijection from ctoM (ie, Da:
C = M). Dyis called a decryption function or decryption

transformation. . .
e The process of applying the transformation E. to a messag
m € M ig usually referred to as encrypting m OF the encryp-

tion of m. ) Ch teit
o The process of applying the transformation Dj to & CIPber

: ting ¢ or the decryption of c.
¢ is usually referred to as decrypting e ety

o An encryption scheme consists of a set {E.:e
tion trarﬁ)formations and a corresponding set Ds:deK} :tf
decryption transformations with the that f?r e; X
e € K there is a unique key d € K such that Da = E;', tha
is, Dy(Be(m)) = m for allm € M. An encryption scheme 15
sometimes referred to as a cipher.

® The keys e and d in the preceding defin
a key pair and sometimes denoted by (
d could be the same.

e To construct an encryption scheme requires one to selec: o:}
message space M, a cipher text space C, a key space K, azZing
encryption transformations {E.:e €K}, and a correspo

set of decryption transformations {Da de K}
ws for the purpose of

*:Chieving confidentiality 1 as fol
An encryption scheme may be used 28 J0 0 ;
:ﬁh)‘(fving confidentiality. Two parties Alice ’;\“d B;:i;f;:f “;ﬁfi?t
. H A 113

Ose or secretly exchange a key pair (e,d)- ;Ma to Bob, she com-

time, if Alice wi message m €
Pute, if Alice wishes to send ahis e b, Upon Ceceiving ¢ BO

€3 .
. € = E(m) and transmits t VI he
q mp_“tes D;(c) = m and hence recovers the original m.essagﬁo’gée one
Stion ariges as to why keys are necessary. (Why not just ¢ ’

ations
1 element of K is called

ition are referred to as
e,d). Note that e and



replacing the physical mechanism,

EXampLE 1711 ~(encryption scheme) Let Af = {m1, mz, m} and

= 161,62, ¢3}. There are precisely 31 = g bijections from A tq c.
The key space ¢ — {1,2,3,4, 5,6} has six elements in it, each specify-
ing one of the transformag; i i i

functions which are denoted by Ei,1<i<6. Alice and Bob agree on
a transformation, say E1.

To encrypt the message m,
Cs to Bob. Bop decry

E, and observing

Alice computes Ey(m1) = ¢; and sends

Pts c3 by reversing the arrows op the diagram for
at ¢3 pointg tg m,.

i » 1S some other simple
means to describe the sneryption and decryption transformations, such
35 mathematica] algorithmg,

Figure ¢ Provides & simple mode] of & two-party communication
Using ericrypio
g;mmicabxon Participantg

eIring to Figure 6, the following terminology is defined.
° A’f‘ entity or Party is someone or Something which sends, re-
Cetves, or Manipylates information, Alice and Bob are entities

in Example 17.11. Ap entity may be 5 person, a computer
terminal, ete.

* Asender jg gy entity in 5 tWo-party communicaiop which is the

}eglt{mate transmitter of information, In Figures, the sender
¢ A receiver ig ap entity in g two-party communication which is
Fh% ng:ended recipient of information, 1y, Figure 6, the receiver
18 Bob,

Channels
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E;

b mjo———-2C1
El mMjo—————+oC}
(4] )
m
m. Ca m
C2 - 20————'—‘”0
. < m>< c3 Mgo——>°C8
C3
m,
Es
Es o
b my (&1 m .
(5] )
my
m>< C2 m:
C2 )
m,
Mgo———>0C3 m
C3
m
ion scheme.
F 5. Schematic of a simple encrypti
IGURE o. |
ication which
mmunica o
ity in & oo e b tri to defeat &
is an entity in a s t0
® An adversary is an v

i and sender
s neither the sender nor e boins ovided between t_he dver-
informati curity service being pr onymous With &
informa.t’:lon 8e”!\/ ious other names are syf per, eaves dropper,
e o ttacker, opponent, al?u often attempt t0
oy ch as en'emy,h';x er. An adversary Z‘ r or the legitimate
tntruder, a'Illd 1;1 zfi}:heg the legitimate sende.
play the role o

receiver.

entity
. from one

ing information

nveying in

. eans Of Cco

© A channel is a m

. hich is
el is one W
to anothe‘ii ure channel or secure chann
® A physically sec

versary.
not physically accessible to the ad
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Adversary

———

— —

[ ————

encryption c
E.(m)=¢

m
.
plaintext

L source

decryption
Dd(c) =1m

Unsecured channel

m

destination

Alice Bob

FICURE 6. Schematic of 5 two-

: party communication us-
Ing encryption,

® An unsecured chan;
those for which the
insert, or read.

* A secured chann
have the ability

nel is one from which parties other than
information is intended can reorder, delete,

el is one from which an adversary does not
to reorder, delete, insert, or read.

_ One shoyld note the subtle difference between a physically secure
channel and a secured chanpe] -

nel a a secured channel may be secured by
physical or crypographic techniques, the Jagter being the topic of this
pha.pter. Certain chanp assumed to be physically secure. These
1{1clude trusted couriers, pergongl contact between commuricating par-
ties, and 5 dedicated ¢ommunication link, to name a few.

Security

A fundamenty

els are

1 premise j ist b.:
€K} Dyt de D cryptography is that the sets M, C K, { Be

} are public knowledge. When two parties wish to
USINg an encryption scheme, the only thing that
i © Particular key pair (e, d) which they are using,
;mdtzhlcil they must se!ect. One can gain additional security by keep-
0‘;@86 shi :lgss 2fbencry}1l>t|on and decryption transformations secret but
Not base the secyrs : R : '

History has showp th Curity of the entire scheme on this approach

Lo 8t maintaining the secrec of the transformations
8 very difficult indeeq, ; ! r
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me is said to be breakable

i an
e key pair (e,d),. ca
o tltliing gipher text within

DEFINITION 17.11. An encryption gche
i a third party, without prior knowle rgree on
SYstematically recover plain text from co
Some appropriate time frame.

: seful lifespan
An appropriate time frame will be a functfont:i::;gnuto buy a cer
of the q l:p being protected. For example, an ins few minutes whereas
i stock s only need to be kept secret for ® efinitely. An encryp-
State SOC t,r: a'ya need to remain confidential ‘?bli keys to see which
lon sc;c:;e ::nany be broken by trying all posilming that the class of
%% the communicating parties are using (asTshis ig called an exhaus-
*Meryption functions is public knowledge). hat the number of keys
Uve search of the key space. It follows then & :enough to make this
lie,, the size of the key space) should be ]?,rgobjective of a designer
Pbroach computationally infeasible. It is & i approach to break the
Tan eq tizn scheme that this be the beSK Ig;khoffS’ desiderata, 2
Vster g};zuently cited in the literature are a.rg given here essentially
%t of r.equirements for cipher systems. They
erekhoff Originauyds?teg t;Ic;fcﬂzll.leoretica.]]y unbreakable,
L. the system should be, if n
® in practice; . 1
. compromise of the system details shou
rrsespondents; b mber
- the key should be reme caibl
4. the crz'ptogram should be transén ll)sglsortable an
- the encryption apparatus shoul ledge of &
gﬁe berson; and 1d be easy, requiring neither the know
- the system should be easy,
b 8 list of rules nor mental strain. Jlated in 18
his list, of requirementswas arie lows that th
f ™, remaing useful today. Point 2_3'11 Oknown and t
® System should reside onl.)’ in theraly‘ . and de-
g-formation security llln g}f;::l restricted t0 encryp:'l‘os‘:‘curi by i
Q“yst? far #::he termm(;lloa’ p:fmy in" mind. Ir;;;otf;zi‘i;on and data
."‘Uchul))n with the g; assing such things s #u nt'tO discussions later
1‘1 egrit;oa;\dir’ e;i)ore general definitions, pertine
[ . ew 3
" the hook, are given next.

unbreak-

. d not jnconvenience the
i ed;
able without notes and easily changed;

h;
e by teleg;agperable by a

83 and, for the most
e class of encry})“ol}
hat the security ©
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¢ An information Security service is a method to provide some
specific aspect of security. For example, integrity of transmit-
ted data is a security objective, and a method to ensure this
aspect is an information security service. )

* Breaking an informatjon security service (which often involves-
more than simply encryption) implies defeating the objective
of the intended service.

¢ A passive adversary is an adversarywho is capable only of fead-
ing information from ag unsecured channel. .

* An active adversary is an adversary who may also transmit,

alter, or delete informatjon on an unsecured channel.
Cryptology

) Cryptanalysis is the study of mathematica} techniques for at-

tempting to defeat cryptographic techniques, and, more gen-
erally, informatiog 8Becurity services,

o A Cryptanalyst is someone who en
* Cryptology is the stud

e A cryptosystem is g

tives providing confidentiality,
Cryptographic techniques are
types: Symmetric-key and public-
types will be discussed Separately,
will be introduced ag required.

typically divided into two generic
key. Encryption methods of these
Other definitions and terminology

0.5. Symm
0.5.1. 0

i said to be Symmetric-key if for each associated en-
ryption/decryption key pair (e,d), it is computationally ”easy” to
determine g OWing only e, ang to determine ¢ from d,

Since e = d in most practica)] Symmetric-key encryption schemes,
t_he term symmetr, key becomes appropriate. Other terms used in the
h.terature are single~key, one-key, private key, and conventional encryp-
tion, Example 17.12 4y i

mmetric-key encryption.
Examprg

17.12, (symmetriC-key encryption) Let 4 = {4,B,C, .., X, Y,
be the Engligh alphabet. Let pg &nd C be the set, of al] strings of length
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. To encrypt,
tation on A. ters
ig chosen to be a permu ing five let
g;egvefi;ﬁ. Tl;z:;g izlzroken up into groups each having
nglish me:

. ultiple
essage is not a I To
i ; ing if the length of the m at a time.
{vith ap propeiate peccis. is applied to each letter one ach letter of
five) and a permutation e js applied to e

fon d = ¢ i to be the
© inverse permutation s chosen o be
thgr)fpt};x’ e :.m;(:r ingtance, suppose that the ke:{-, if:h o pasitions
Der“c:pt ?"tex .hich maps each letter to the one w
utation w
its right, as shown below . -
’ 3 LMNOPQRSTUVW G
ABCDEFGH IJK VAR
¢= (DEF‘G HIJ K LMNOPQRS TUVWX

A ECURE
nvl:ss:gremsc IPHER ISCER TAINL YNOTS

' HFXUH.
l.cs' engwpt)ed t\(})VKLVF LSKHU LVFHU WDLQO BQR‘C’VQ‘;M11 o

= e m) = . en g
A \ communication using §ymm;tl::,‘i];‘c?' is Figure 6 with
be desz:%;%mg the block diagram of Figure 7, —
e (odition of the §e([:ua1:§d authentic) channel. Ql;i ?xfe:?lzd to agree
(bo‘th con-ﬁden'tli;( ey systems is to find an emc‘eeferred to as the key
D“: with symm(-‘ﬁtl'l‘:l’(‘eyéY securely. This problem ;:se; know the set of fanl;
i t:lil?nq exc}lml;?gm. It is assumed th.a b 8'nhpma.ll know the encryptfgn
TYpti utlgln o tion transformations (i.e., t(;iezes the only informa 1in
gchemc’;l/ :crg;)s been emphasized sevemlt is the key d. However,
hich est.mulst,i be required to be kept secre

kept

st also be

) t the key e mus: =~ @ rey

. ion, this means that | ¢ encryp .

by e O e In Figur b anderstanding
» &8 @ can

e

i f
ity to the other wi two classes O
1 from one entity to . There are tW0 C'& d:
thyy, tt:ansported struct the decryption key d ommonly distinguishe
Ot}.l can con tion schemes which are ¢
b etric-key encryp

¢k ciphers and stream ciphers.

hich
tion scheme w 1 d
ipber Js an eRCTVDL Tl i ings (call
b DErinrrion 17.13. A block °‘t‘f) be transmitted into ts one blo
Yeakg up the plain text messages Iphabet A, and encryp
blOcks) of a fixed length ¢ over an aip
q

2 time,

k
. es are bloc
tion techniques ciphers
etric-key encryp , substitution
%}i\/l OStTwe“-knm:?a:Zg;;nsses of black ciphers are
€rs. Two impo!

. bine these.
t ciphers combl s
ition ciphers . Product ciphers ¢ cipher. or
t;%l:,?:s:;tilgg fﬁﬁxers and transpo:d;gi’zh replace symbols (
itu

ipher )
Ubstitution Ciphemt:mns];l;cll;olc;%r groups of sy mbols
Upg of symbols) by other
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DEFINITION 17.14, Let A be an alphabet of ¢ symbols and M
be the set o

Permutations op th

FiGure 7. "Two-party comm

ith a secuse channe] for ke
key ¢ can be efficiently co.
key e.

Simple substitution ciphers

Adversary
-“—\

key source e * SECURE CHANNEL
ey 8o |

e
encryption ¢ decryption
Em)=c || Di(d) = m

UNSECURED CHANNEL

m m

pzzil?rt:: t destination
T Al S

unication using encryptif)n,
Y exchange. The decryptfon
mputed from the encryption

-

'1

J

—~

e

f all strings of length ¢ over A. Let K be the set of all

¢ set A, Define for each

e € K an encryption
transformation E, as:

Bem) = (e(my)e(my) ... e(m)) = (c1p -

where m = (mxma'-'m;) € M. In other words, for each symbol iB
a t-tuple, replace (substi

%0 some fixed Permutatj

on e. To decrypt ¢ = (cres -

o) =c,

tute) it by another symbol from A according

-+¢;) compute the

A Nl Ly 4-bitstring uniquely identi

117

i ‘ .
@verse permutation d = e~ and

.o = m.
Da(c) = (d(e)d(c2) - d(e) = (myms-+-me)

ic substitu-
; -alphabetic su
Eis called a simple substitution cipher or a mono-g:p

on cipher.

s dent
itution ciphers is g! and is indepen ple
f distinct substitution ciphers example of a sim

N tg;hﬁlggl?;:; (i)n the Ciphir'] Ez'tain%%enéfnispin subst,itutl'ali:: t(iizhke;;

itution ci block len . ity even w. X
T oy e iy e A8
ace is tremely large. If the alphabet is is 261 =~ 4 X 1026,( yet t .
Exa‘m lS] e then the size of the k?y SPaQe by examining & mOdes
be 17.12, determined quite easily by le observation that
elag usgd cm; bi This follows from the Sm(lipiz the cipher text.

eot‘;?sttrci){)xﬁ.]i)(:]rf rofel):et'ter frequencies is preserve

letters
han the other
re frequently t X uently
Yor €xample, the letter E occurs n:;e Jetter occurring most :;tho vl
;n Ordinary English text. Hence ¢ likely to corresp

|}

is mos i cipher
los Sequence of cipher thbh:)cll::ell:fiIIIl]g st quantity of cip
Stter | ; the plaintext. By 8 e key.
oy blO(:i(I; a crI;'ptanalyst can det.errlil‘l;: t
Omox;honic substitution cip

ciate a set H(e)

each symbol a € A, asso ts H(a),0 € A
o eg_h‘mnmom 1;-;158‘ ;i,"th the restriction thf:ltntléfp;‘: ® olates each
b paiperrer t's_yr.nt A homophonic subst xf'umoa_ndomly chosen string
Eynfalrms'e dISJlo i text message block wnthla rone must determine atx;
fr"m (1)':‘(1 T pdm;ypt a string ¢ of t symbols, her consists of the 5€
Qe A s(uac)}; ;I}‘:)atz € H(a). The key for the cip
Ii(a).

itution cipher) Consider A =
0 onic substitution cIp: e messsee
y bD}XAMPLE 1733i0§h2?3p13 (b) = {01.’11}'001311(3 !z]]g;l, 1001, 1011.
b](;o »H(a) = {0 ’to (;ne of the following: fux;ction o messages
Qbs'er:b encrygtswdomain o encl'y‘:)t'lonise digjoint sets of four-
:lf eng:htit:l:’z)tcznsists of the following pairw
Q‘hent . . :
da \»b?tigcr)l(;g()sow, 1000, 1010}
% - {0001, 0011, 1001, 1011}
%0 {0100, 0110, 1100, 1110}

hence
% - {0101, 0111,1101,1111} n element, and

fies a codomal

0 text message.
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Often the symbols do not occur with equal frequency in plain text
messages. With a simple substitution cipher this non_—u.mform fre-
quency property is reflected in the cipher text as illustrated in Example

currence of cipher text symbols more uniform, at the expense of: data
€xpansion. Decryption is not as easily performed as it is for simple
substitution ciphers.

Polyalphabetic substitution ciphers

DEFINITION 17.16. A polyalphabetic substitution cipher is a blgck
cipher with block length ¢ over an alphabet 4 having the following
Properties: . .

(i) the key space K consists of all ordered sets of ¢ permutations

1 P2y .., Pt), Where each Permutation p; is defined on the set A,
(ii) encryption of the message m = (mim, - -my) under the key
¢=(p1,pa, ..., py) is given by Ee(m) = (p, (m1)pa(my) - - - py(my)); and

ifi) the decryption key associated with ¢ — (P, 02y py) is d =
e, p ),

EXAMPLE 17.14, (Vigenare cipher) Let A = {4, B,C, ..., X,Y, 2}
and t = 3. Chooge ¢ = 1,P2,P3), where p, maps each letter to the
letter three positiong to its right in the alphabet, p, to the one seven
Positions to itg right, and P

3 ten positions to jtg right, If
:111 =THI $CI PHE RIg CER TAI NLY NOT SEC URE
en 2

€= E,(m) = WOSVJSSOOUPCFLBWHSQSIQVDVLMXYO

. Polyalphabetic ciphers have the advantage over simple substitution
ciphers that symbo] equencies are pot preserved. In the example
a‘b?"e’ the letter £ j5 encrypted to both O ang T, However, polyalpha-
betic ciphers are not Significantly more difficult to cryptanalyze, the
:lll)pma(:h being simflar to the simple substitution cipher. In fact, once
; f btlock length ¢ i determineq, the cipher text letters can be divided
o0 ! BOups (where Sroup 4,1 < 4 < ¢, consists of those cipher text

letters derived ugip i ~
& Permutation be
done on gach group. P), and a frequency analysis can

’I‘ransposition ciphers
ciphe:Othlf‘r cla.ss of Symmetric-key ciphers is the simple transposition
» Which simply Permutes the Symbols in a blgck.

DEFINITION 17.17. Cong; : G
. .+ ~onsider a symmetric. e block encryption schem
}V]lt}; blotc;( l;ngth t. Let K be the set of al] d o

permutations on the set
ne the encryption function

(Me(1ymegy - - “Mey)

" FOreach e € I gogy
Eq("l.) =
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t of all such
e space. The se tion
Where 1, — -+ +1my) € M, the message spac . The decryp
"'anfs?ozzmatggllsrggcalled )a simple transposition ip ZZ ¢-1. To decrypt
€Y corresponding to e is the inverse peﬂnu‘f’:‘; 9)-
= (c105- - - ), compute Dylc) = (cayCa(z) *** e

i number of
A simple transposition cipher pres'erves'l:hi e ealyaed
Biven type within & block, and thus is easily
' . - ) .On
omposition of ciphers ‘ he concept of composit
order to describe product 01p!1ers, DS O oy of con-
Uactions is introduced. Compositions are a c]er ener
Icting more complicated functions from simp
Omposition of functions

. let f:
finite sets and le
S,T , and U be finite with f,
§ \? }'E;‘INITION ’}'7'1?1,{1& fu,ncti’ons. The comPOSlz'i;O:ngfd%ﬁned by
?eHOted ;I;dfg((;l‘ simply gf), is a function from S to
9

°)z) = g(f(z)) for all z € 8.

. ore than

R ComIi'osition can be easily ethn;iiE: ft:’ ot-n' -0 f20 fi,
t°r functions £, f5, .., fi, one can € £ f;! and so on.
e Omain of f, equals the cod01.1:|alﬂ o

Ompositions and involutions imple class
inrqqe tions were introduced as afs Il 2 in the domain o
i;lt Testing property: Ek(Ek(I))_ =zlora
By o B, is the identity function. ns)
Vo “Cmark (composition of mf’oml"‘l.o 1
Iio Utions is not necessarily an involu dl to, = rtant
Cag,, "eT, involutions may be compose find. This is an 1mport
g nctions whose inverses are easy to iind. E, are involutions
: ure for lloé' tion. For example if E"”l-;fz_’_u'f’,‘ ék v+ B » the
then the inver(;l;ygf By, = By, i+~ By, 18 By or&er e
“ Dosition of the involutions in the reverse

. not
T ; L individually do
in:) (}uct CIP?G:;(?D and transposition ciphers ;)n combining these
oy ep ' Subsﬁ;iuh Jevel of security. However, lfers Some of the
tran 01; ‘t,?ry itgis possible to obtain strong cs:iré p;‘oduct ciphers.
808 Dractz‘.licl:cm)lnasnd effective symmetric-key Sysitt?::, of ¢ > 2 transforme-
e i is a cOMPOSTLIOR © ° = bstitution
s prmple of & p Fooe each i 1 €15 4 o eduction, let the
% o Sk By, - - - Ey, wher urpose of this intr d
a sition cipher. For the purpose of ! alled a round.
%"l ;a'n o osition mph'e r't'on and a transposition be ¢ f all
Sition of a substituti ) Lot M — C = X be the set 0
le )

i is 26 = 64.
of elements in M 18 2

symbOlS of

stn

two functions-
provided that-

ions with an
of functi LB, that

The compositiqn of .t.woeu;-
as illustrated in Figur ]i-.
get somewhat more comp

by X Avprg 17.15. (product cipher
h R 17. .
ary Strings of length six. The number
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1 1 loe—w1 1 1
2><2 2 2 2 22
Sa 53 3><3 3 3
4><4 do——og 4 4
f 9 gof

FIGURE 8. The composition go f of involutions g and f
18 not an involution,

Let m = (mymy - -mg) and define
E{(m) = m & k, where & ek,

E®(m) = (mamsmem,myms).

Here, @ is the exclusive-OR, (XOR) operation defined as follows: 00 =
0,01 =,190= Lliel=

. =0. E,(cl) is a polyalphabetic substitution
CID]iler and( 33'(2). is & transposition cipher (not involving the key). The
product BV B® s g royng. While here the tra
simple and is not, determine

nsposition cipher is very
d by the key, this need not be the case.
o a%;?gg:lég;n{zs:;" end diffusion) A substitution in a round is said
. € encryption pro ition is
said to add dj fusion. G yp Process whereas a transposition i

between the o onfusion ig intended to make the relationship

ream cipherg
Streart eipherg form

. They are, in one gepge

equal to ope, What m

an important clagg of symmetric-key encryp-

» Very simple block ciphers having
akes them useful is the fact, that the

e e -
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bol of plain text

encryption transformation can change for eaci};sisg:lnerrors P highly

eing encrypted. In situations where transm O o bave no ertor

Probable, stream ciphers are advantageous heczata e b proces§ed

Propagation. They can also be used‘ when the dnta I B feing
One symbol at a time (e.g., if the equipment has

°f data is limited). o
of encryp
DEFINITION 17.19. Let K be the key space f°'1‘. :52" K, is called
tr&nsforma.tions. A sequence of symbols e1ez€3 i
Cystream.

s and let E;
DEFiniTION 17.20. Let A be an alphabet oth 15 nge]: e€ K. Let
be 5 simple substitution cipher with block leng o e & keystream
Mmamg - -+ be a plain text string and let e,e?t 1 tring and produces
from K,'.3 A stream cipher takes the plam;e?m) If d; denotes the
3 cipher text string cicecs -+ Where G =h :;: her. text string.
"Mverse of ¢;, then Dy (c;) = my decrypts the CIp

. ations accord-
A stream cipher applies simple encryption trzzlcl)slflfg rlf)‘e generated at
'8 to the keystream being used. The keystream

from an ini-
"andom or by an algorithm which generates the kgy:rtlzez;r; o e cpher
bl Smail keystream (called a seed), or from a seetream D ator.

®t symbols. Such an algorithm is called a keys

ipher . its simplicity and
}hxsogsz?ii? f::t)or for the Vernam cipher was its si P
€ of implementation. i ivher defined
DPFINI[)TION 17.21. The Vernam Cipher 18 :Ls::,.m.n. :7::) is operated
On ¢ = {0,1}. A binary message 7 to produce 3
0 bhye :]Eihx?at.)r;t léy stfring}lclkz ++ ks of the same length
“Dhey eyt string cycy - - - ¢, where

G=mi®k,1Si<t d again, the Vernam
Ifthe key string is randomly chosen and never use? BEEL

i -time pad.
“Ipher is called a one-time system or a one-tl pDeﬁuition 0.5.1, ob-
To see how the Vernam cipher corresponds £0 % 50 Sy gt 4,
Ve that there are precisely two substitution Cip

: the
i pand 1to1;

B¢ is simply the identity map Eo which i;gdlfegs:(:emn e
Zher E, sends 0 to 1 and 1 to 0. When

ontains % 0,
i ly £1-
i bol: otherwise, aPP
¥ ing plain text symbok
It Ply By to the c_:orrespondll1 g pare -
. @ key string is reused there

Tor ex-
ipher t
b Ple, if ¢ycy - - - ¢, and ¢y € al:e;‘;wo cip
¥ the same keystream kyka -+ Kz b o
ci:miQki'C:—"—-‘mi@ki

?

tem.
ttack the sys
s t0 &l ot strings produced
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and ¢i®c = mi®m. T
cryptanalysis.

The one-time pad cap be shown to b
That is, if a cryptanalyst h
using a random key string

he redundancy in the latter may permit

¢ theoretically unbreakable.
as a cipher text string ¢,¢, - - - ¢; encrypted
which has been used only once, the crypt-
analyst can do no better thag guess at the plain text being any binary
string of length ¢ (i.e., t-bit binary strings are equally likely as plain
text). It has been proven that to realize an unbreakable system re-

i same length as the message. This reduces
the practicality of the System in all but, a few specialized situations. Re-
portedly until very recently the communication line between Moscow

and Washington Was-secured by a one-time pad. Transport of the key
was done by trusted courier,

The key space

to relate the security of the encryp-
tion scheme to the size of the key space. The following statement is
important to remember,
Fact A necessary, but usually no sufficient, condition for an en-
cryption scheme to he

’ be secure is that the key space be large enough to
preclude exhaustive search,

For ingtance, the simple substitution cipher in Example 17.12 has a
key space of size 261 r olyalphabetic substitution cipher
key space of size (261)° ~ 7 x 1079. Exhaustive

ly infeasible, yet both ciphers are
and provide littje security,

0.6. Digita] signatureg,
damenta] ip authe’ntication’,
digital signature, T}
means for ap entity ¢

A cryptographic primitive which is fun-
authorization, and nonrepudiation is the
€ purpose of g digital signature is to provide 2
0 bind itg identity to a piece of information. The
Process of signing entajlg transforming th
information helq by the entity into a tag called a signature, A generic
description follows,

~“omenclature agq set-up

° M is the set, of Messages which can be signed.
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(1, 51)
(m, 52)
(1, 53)

- True

o~ False
(ma, 83)
my oS3 (ma, 1)
51 (ma,82)

ms3 Sz (m3, 53) v
Sa |
: signing and verification function for a dig
f:;f gigﬁa%uﬁ scggme' i s, possibly binary strings
e S is a set of elements called signatures, e
of a fixed length.

sage set M slgoer
o Ht:fzns{f;ormation for entity

et by A, and will be vsed

® S, is a transformation ﬁ'OII'l 1t1ing
ture set S, and is. calfqed ; s;spt s |
he transformation 54 M, .

,tI(‘) create signatures for messages N theset {true; f .

X . €8, 1S
ion from the set M x5 t0 (B8 signatures,
*Vaisa tﬁaZSforI:r?;ilcﬁion transformation for A’s S1gD
V4 is called a v

. a
ities to verify sign
blicly known, and is used by other entitie
publicly known,
tures created by A. s
DeriviTioN 17.22. The transforirgsﬂly 5
Signature scheme for A. Occas
anism is used. t
ey
Exampre 17.16. (digital 'S‘gn?Fig
), S = {s1, 89, s3}. The left 51.deo D ¢ conres
ty: from thcle’ set M and, the right side,. .
llllction VA-

Signing procedure

" dig.
V, provide &
vy
it
,ma}
o scheme) M = {m, m2

: igning function
e dlSPlagi::ilglg] verification
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Entity A (the signer) creates a signature for a message m € M by
doing the following;

1. Compute s = Sa(m).

2. Transmit the pair (m,s). s is called the signature for message
m.

Verification procedure

To verify that a signature s on a message m was created by {1, an
entity B (the verifier) performs the following steps:

1. Obtain the verification function V, of A.

2. Compute u = Vj(m, s). .

3. Accept the signature as having been created by A if u = true,
and reject the signature if 4 — false.

Remark (concise representation) The transformations S, and Va
are typically characterized more compactly by a key; that is, there is
a class of signing and verification algorithms publicly known, and each
algorithm is identified by 2 key. Thus the signing algorithm S, of A
is determined by a key k4 and 4 is only required to keep k4 secret.
Similarly, the verification algorithm V4 of A is determined by a key l4
which is made public.

Remark (handwritten signatures) Handwritten signatures could
be interpreted as a special class of digital signatures. To see this,
take the set of signatures § to contain only one element which is the
handwritten signature of A, denoted by s4. The verification function
simply checks if the signature op a message purportedly signed by A is
84.

An undesirable feature is that the signature is not message-dependent-
Hence, further constraints are imposed on digital signature mechanisms
a8 next discussed.

Properties required for signing and verification functions

There are severa] properties which the signing and verification trans-
formations must satisfy,

o uéa) 8 is a valid signature of A op message 7 if and only if V, (m,s) =

i (b) It is computationally infeasible for any entity other than A to
nd, for BymeM,anse g such that V,(m, s) = true.

. Flgu.re 9 gl’aphica.lly displays pl‘operty (a) Th ere is an arrowed line
i{lth:rd)agram for V." from (m,, 8) to true provided there is an arrowed
e from 7y o 8; n the diagram for Sa. Property (b) provides the

b sign?ture uniquely binds A to the message
5 satisfei . yone has yet ormally proved that digital si nature
;Zh::,:.samfymg (b) exist, (although existence is widfly beli%ved to

]

however, there are some very good candidates.
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. tication is a
hentication and identiﬁqatlon' I}ultf::d sense. BY
ter]g.'?.h:Al:‘t;s eused (and often abused) n av2§r}the idea that sol.ne
itse] it hos little meaning other than to con ities are who they claim
o s I ided to guarantee that entl d by unauthorized
mea-lls hasl:)ier'] l;‘);(r)r\r,l]ation has not been manipulated by
€, or that 1n

o e ich one
ity objective whi
Parties, Authentication is specific to the security 03]

s con-
. iactives include acces
. eClﬁC ObJecLlVBS . ity, non-
5 trying o achieve. Examples of sp ation, data integritys

. ntic : er,
brol, entity authenticatlorlll, mt(?ssat‘igjnault?};: the purposes of «; h‘csie(;l;?il?:ing
I R uthentica . ication by
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N :uﬁices to glve:tl obvious applications. Auth.el;tive& Until the mid
moera.l of the n:oof all information security ogjeuthentication were 10-
1978(; ‘mportan rally believed that secrecy 3; ’; functions and digital
rins?cltl;vas gn?:;ted With the discovery ch{ a‘:‘;hentication were truljt('
. —oically co - ecrecy an - It may &
Signatures, it was realized that secr: ity objectives. % © 5L
h s : jon security ituations
8o ; dent informat here are S
rg?ra.te and u.ll_cxlle%il;mlt to separate the two bu;r:;ple if a two.part.y
ore e seeful but essential. For e place where Alice is
Ommugiotion between Alice and Bob is 10 2
. Mmunjcation

. rmit
jes might not pere
On trv and Bob in another, the host, countrt nt the ability
€ country

. ight wal .
untries migh 1d like to

& 1: one or both co ever, WOu -
c:-t:y'on thle Cha?nl;:;cation& Alice and BO];’tlﬁgv:nteg;'itY and origin
& outor a}l t;??dentity of each other, andho receding scenario ﬂlust;

0 t‘;ISS\}red . tion they send and receive. T e'l:ﬁ,ion. If Alice and B(;
Yage informa ":ie endent aspects of authentic are two possibilities 10
esifs several in olf) each other’s identity, there e

.e assurance ) apprecia

¢ der. b could be communicating wlz};n?;unication in
nnl' Alice and Bjo t;e are both active 1n the

"l‘ ] dela.y. That is, Y

lay.
ith some de
€al time» snp messages Wi ored
: xchanging i vorks, § ,
o 2. Alice or Bob ‘c%l:](ti) eb:oﬁted o i various net ’
3t is, messages mig > IC
forwarded st some later time.

ify identities
- to verify 1
In the first instance Alice and Bob would want
e nrs 4

ing Bob somé
. Alice sending Iy,

eal time, This might be accomplished by ond correctly
Q .

i ich can respond ot
N a lenge to which Bob is the on?/ int;g:yi zl’v:; o Alice “This
’ . . 0
c rform a similar actl T
gy, ould pe

soati more
ation OT
ity authentiC . 0
entication is commonly referred to.as‘entlty ' s not convenient ©
N, Btication is

. OSSibllit'y 1] . ation pa,t:
th bly identification. For the Si(ﬁl (:ngreover the comn::::‘gcrequire d to
"N, it response (o hos are
" yti)nge z;nd awa;tdr:egtion ’Diﬁerent techniqu
‘ e only in on ‘
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authenticate the originator of the message. This form of authentication
is called data origin authentication.
Identification

DEFINITION 17.23. An identification or entity authent,icat;iqn tech-
nique assures one party (through acquisition of corroborative evidence)
of both the identity of a second party involved, and that the second
was active at the time the evidence was created or acquired.

Typically the only data transmitted is that necessary to identify

the communicating parties, The entities are both active in the com-
munication, giving a timeliness guarantee,

EXaMPLE 17.17. (identific
and B know each other then e
voice recognition. Although
practice.

ation) A calls B on the telephone. If A
ntity authentication is provided !;hroug.h
not foolproof, this works effectively in

ExampLe 17.18. (

identiﬁcation) Pers
machine a persona] ide

on A provides to a banking
ntification number

(PIN) along with a magne};ic
The banking machine

Example 17.17 jg an instance of mutyal authentication whereas Ex-
ample 17.18 only provideg nilateral authentication. There are eJﬂS_t
numerous mechanisms and protocols devised to provide mutual or uni-
lateral authentication.

Data origin authenticatjon

' ]?EFINIT!ON 17.24, Data origin authentication or message authen-
bication techniqgues Provide to one party which receives a message as-

surance (through corroborative evidence) of the identity of the party
which originated the Inessage.

Often a message is provideq
S0 that B cap determine the id
message. Thig form of authent,

of time]iness, but ig useful in gj

active in the Communieatiop.

to B along with additional information
eutity of the entity who originated the
ication typically provides no guarantec
buations where one of the parties is not

ExampLg 17.19.

! (need for daty ori
an electronje maj

gin authentication) A sends to B
I message (

¢mail). The message may travel through
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red for B to re-
commu-
ceived

d be sto
. : systems an in direct

. k communications not in di
i‘;';:\?: Z,tnser:r;:: later time. A and B are ;:?; z::ll:it the message re

to ve

o 1d like some means iginate from A.
hication. B wou eated by A did indeed origina ) ity since
and purportedly cr es data integrity Since,

Data origin authentication implicitly provi s would no longer be

i ission,
if the message was modified during transmi
the originator.

he
0.8. Public-key cryptogli)a;;hh);s ’f‘ar-
Cryption is simple and elegant, bu

i jons, and let
Lublic key er;g;ytit?l:et of encryption transformation:
Let {E,:e € :

. fo[matiOIls)
ing decryption transioE o>
't of corresponding decr sociated encryp
{fd : d}CG ‘Icihzektcg'e :;ace. Consider aT;y Pg‘gufpize that each pair
Where 18 . E,, Dg) an g ible, given

: : ations (£, . infeasible,
o/ decryption tLM;slf;;:)nv:ring Eeitis com}>ucatlor;a717l$'E M such that
2as the D t ¢ € C, to find the messigis infeasible to deter-
1. fendom cfgll:?r te;cperty implies that gl‘z%lfe l rse ¢ and d are simply
e(m) =c. 1s pr tion ke}' d. cou i respec-

i i H ctions, i
Mine the correspondtlgg ‘iflccgguon and decrylﬁ'“”:"v :;nfunction with d
;l‘leans e (%esgrl.be viewed here as a trapdoor:g;ute the inverse func-
bl:idy.)hEetrl;pgl:)% information neces.sa.ryut;’licke symmetric-

tiotrll ga:;dehence allow decryption. This 1S

key ciphers
ions, con-
se assumptions,
h d d are essentially the same. Ur;:elr\ ltil;e
Sid:lf etﬁea::lwo—party communication betwee

concept of public—kecy en-
reaching consequences.

e and Bob illustratea

he encryp-
. . Bob sends t
n I3 10. Bob selects the key pair (,d) nel but keeps
1 Figure 10.

ice over any chan lice
Hon key ¢ (called the public key) to Atléclie;) secure and seorct. AU

iva . cryption
the decryption key d ((ica“e‘e’s;:;eﬁf’to Bob by apply ‘:’i t_heEiI(lm). Bob
na a Im . togetc= :
n:&y Subseq].lent(llytseimined by Bob's public lfez'l ersegtransformatnon Dy
:DSformE;:’Ion' lfer text ¢ by applying the in o ci
Crypts the cip etric-key Cl-
; ; d. . symm
unlqmﬂ.y determ}pedr: )10 differs from 31guret7 f&ri; o{/er an unseclll]r’zﬁ
Notice how Figu tion key is u.ansmlttedh Osame channel on W led
°r. Here t'l.le encr{;ﬁred channel may .be ¢ t‘;l ¢ encryption key € neﬂy
tham'lel. This u_nst()% ing transmitted. Since elitity can subsequen e
€ cipher text is .S‘ iy be made public. Aﬂ)}; b can decrypt. Flg":e
& kept secret,elss:;es to Bob which Ofﬁy 'mr: distinct entities. ﬁu"‘l 1
Fj encrypted 'm';lea where Ay, Az"an-d 3b;ng it to ¢, then eve etal
nllpstrates this idea, sage mm, after encryp alogue, consider a ™ "
o At if A, destroys fl’nersn . Asa physw_a] a? ck. The combination
bsumot, recover (71711 ro ed Ilav a combination l0CK.
X with the lid secured by

th
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Passive
Adversary

UNSECURED CHANNEL

.

€

encryption c

Be(m)=e 1 |

key source
—

decryption

UNSECURED CHANNEL
m

L
plaintext
source

Alice -

Ficurg 19, Encryption using public.

Dd(c) = m;_J

m

destination

)
Bob

key techniques.

known only Bob. If the Jock is left open and made publicly avail-
able then anyone ¢

an place a meggs,
ob can retrieye the message. Even

Sage fnto the box ig unable to retrieve it. Pyblic.
described here, assumes thag know)
allow computation of the

c Private key ¢ In other
the existence of trapdoor

One-way functions,
DEFIN]’I‘ION

the sets of eéncryption and

n
method i3 gajq to be

. & public-key encry
ciated éncryption/dee

Tyption pair (e, d)

an encryption sche

decrypetion transformatio
Ee:ee K} and {Dy:de K}, respectively. The encryption
ption scheme if for each asso-
» one key e (the public key) is

ge inside and lock the lid. Only
the entity which placed the mes-
key encryption, as
edge of the public key e does not
words, this assumes

me consisting of
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(4]
A, Ee(m1) =&
[
\ Dd(cl) =m
= Dy(cz) =™
E(ma)=¢z |, ]
AZ C( [ Dd(c3) =Mms
/ —
| Bob -
A3 Ee("LS) =0

URE . l (:'—l\ey enCryptlon-

. is kept se-
ate ke}’) l? .
made publicly available, while the other d (the private key) £ BP0,
ade public )

i e computat
Cret. For the scheme to be secure, it must b
' . igui mon
to compute d from key) To avoid amblguxty,':hcc;lebhc-
: iation Wi
in associatio o
f;]e :ses}(;ciation with symmetrl

ht:
ing line of thOl'lg
ol t};e 15(21111;0: 11;5 ig truly private

Remark (private key vs. secg‘tra
Conventjon is to use tl(lje:éifrz’t Il’cey :
Cy cryptosystems, and s svate
crypt;}s';r)stems. This may be moﬁl;’:e a secre
It takes two or more pamesl:oo:vs it.
Ouly when one party alone nknOWn w
There are many SChe'.nes ethods,
Secure public-key encryptio ndm endent
ica]]y proven to be secure in kep ase w
' not, unlike the sy mmetri¢ etyime pad. . systems
epproven secure lsfthe:}r::;xtication in pubgc-i];ea),rn ideal s)'ster;:i’
i au .
e ot ampey that public-key CryPIOgD Y on k. This would
It wo.u‘l d app:cure channel to pass .the egver an unsecured c 'Zn:llot
D0t requiring a s tities could communicate Unfortunately, this 1 ¢ the
mply that two en met to exchange keys. adversary can defes Ao
ththout e;er haw1n2gilluslrates how an act;::’gnd entity) without bre
¢ case. Figure < intended for 8 § o ars0
8ys decrypt messages intendé e of impe
izgtilr::: gncrl;’yliion system. This is & tyP

ieved to be
hich are widely believ e:lhe:; be
ne have been u}& e

o aunl sumptions.

of qualifying as stem which has

here the only s¥

nation and is an
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example of protocol fai
. ailure. In thi .
ates entity B b : N this scenario the adve i
(incorrectly) to)]')ser}lld]ng entity A a public key e w;’}??}:y/;mperson-
€ the public key of B. The advegsary inte asstumes
rcepts en-

crypted messa
ges fr
om A to B, decrypts with its own private key do,

Te-encrypts the mes
S
age under B's public key e, and sends it on to

B. This highli
ghlight )
ghts the necessity to authenticate public keys to achieve

data origin aut,
: uthentication of
convinced that she i n o .I.he public keys them
Fortunate] '€ 1S encrypting under the legiti selves. -A must be
¥, public-k egitimate public key of B-

ey techni
problem. 1ques also allow an elegant solution to this

Digital si ’ '
; gnatures fr
This sectics X om reversible i
o public-ke i

based on pub]ic—ke;s;iirs a class of digital signature :'c::n?:snv)vt}:oz is
E"dls a public-key encr;gfi:’:ont systems of a particular type Su;;osle
and cipher text 0 transformation wit .

Space C. Suppose further that th Ife(slsa%? g) " f/}\'/l

=C. ¢ 1S the

decryption
transformati
100 ¢ .
are both Permutations, one g:espondmg to E, then since E, and Da

w111 be meanin,
s . gless for m

1. Let M be the megg igital signature Scheme¢ C.
2. Let C= M age space for the signat
3. Let (e, d) be : ihe signature space S, gnature scheme.

; 4. Define the Signi:; [l?all' for the public-key encryption sch

Or & message m € M iq qllnctlon S4 to be Dy, That is thes .emcz.

8= : ) signature

J. Deﬁ £ veri o b b
A

VA(m, 8) —_ {tTue; if Ee(s) =m
The signature h Jelse; - otherwise
having ¢ > Scheme can be simplig
pecial st plified further if : .
M’ be a subset, of ECt'}’]re’ and this structur; llsfllal?lrsllly ISlgns -
structure, such that Af;: ere elements of A’ have a welllcg -
contains only a negligible fract;osﬁ;}ed specm;
messages

from the g
. et. For e
strings of length 2¢ f;‘ample, Suppose that M consists of all binary

of M congist; T some positive j
onsisting of .'c POSitive integer ¢. L '
the last ¢ Dositi%ng all strings where the first ¢ b?: M’ be the subsot
signs mesongas oopC€ 101101 would be in Ag oy pepucased 17
A the subset, M'; these are easily ;c?))g' i g ﬁnli
nized by
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Adversary
S —
key

e e source
; d encryption | -t .
’ E(m)=c :
E decryption : E
e | Dg(d)=m : :
i E g e ;
I r——b——/ E
Eer (m) = c’ : cI key E
encryption |-~ . source :
" BN
plaintext decryption e - -

source Dalc) =m
I
A destination
.
.
B

Figure 12. An impersonation

verifier. Redefine the verification
true,;

VA(S) = {fal

Under this new scenario A only
the message m = Fe(s) can be
function. Such a scheme is ¢
Sage recovery. Figure 13 illustra

alled a digital signaturc sc

attack on & two-party communication-

function Va 38

if Ee(3) € M,
se; otherwise.
.nsmit the signature 8 gince

needs to tran e § SiI
recovered by applying the ver_lhcamon

tes how this signature function is used.
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E.(s) ¢
elS — ]
key source
ml
I
Accept, 6 : { d
ifm' e M/ N
j_ Dy(m) = s
m
Verifier B
message
source M’
Signer A

FIGURL 13 tﬂ] 81 €889, Ovel:y
. A di i i
gl g’ll&ture SCheme V ith m g
‘ \ig 28 € rec .

- The feat |
ure of Sele .
selecti cting me,
ting messages with re dflfz%es of special structure is referred t
’ ? 0 as

. 'The modificatjon ancy.
. iDr s

Z? :?IUFGIY crucial if o{:{eei?tm above is more than a simplification; it i
thatgnmg and verification ?es to meet the requirement pflﬁcatwn; ®
any entity I3 can gej unctions. To see wh; this In property (b)
apply B, to get u = Ee CCt a random element Y o the caso, nole
ancrln ta Y then iake the ;ﬁg:,)s’ since § = M and ;Z‘eg a1:‘1$b"l!?ignm"ure e
creatégn}?mlts (m,s). 1t js eiie o= u and the Siegnaflll‘e oo bes
Torgeno A for m but i Ly b0 oheck that s will verify e sgnature
forger 2 signature of 4, “':sn.Ch 4 has had no part 1111 ﬁla's ase B has
B's c}f(.)( (B has produced A»sls 2n example of what is ca]ll::icasie o
from M’Sl_"g-) It M’ contaj _Gnature on some messa, I,EX'Stentlal
in this m then the probahij; us only a negligible fra-ct'ge VA
Re manner is negligip} W of some entity forgi Sematune o A
" Remark (g S0 smal] "ging o siguature of A
Signature schepy

tractive, thay |, confidentiality) Although digital

r:; (]})Iuk:lli&key encryption are at-
hod as a primitive. There are

1es
equill-) ased on reversib
® an encryption
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sm is required but encryp-

situations where a digital signature mechani
tal signature schemes are

_tlon is forbidden. In such cases these digi
Inappropriate.
Digital signatures in practice
of For digital signatures to be useful i
& the preceding concepts should have ¢
igital signature must
b 1. be easy to compute by the signer
¢ easy to apply);
. 2. be easy to verily by
asy to apply); and
N 3. have an appropriate lifespan,
om forgery until the signature is no
Purpose.
Resolution of disputes
The purpose of a digital signature
S:l'mit t.he resolution of disputes. For
;. Ime point deny having signed a message or
alsely claim that a signature on a message was produced
n overcome such problems a trusted third party (TTP) or judge s
. Quired. The TTP must be some entity which all parties involved agree
bDOYl in advance. If A denies that a message m held by B was signed
Y A, then B should be able to present the signature s, for m to the
aTP, along with m. The TTP rules in favor of B if Va(m, sA) = true
t}?d in favor of A otherwise. B will accept the decision if B i confident
wiaL the T'TP has the same verifying transformation V4 &S A does. A
L accept the decision if A is confident that the TTP used Va and that
A has not been compromised. Therefore, fair resolution of disputes

Iy .
equires that the following criteria are mes.
f disputed signatures

Requirements for resolution o
1. S, and V, have properties (a) and (b) of page 124.

2. The TTP has an authentic COpy of Va. )
3. The signing transformation Sa has been kept secret and remains

S(’-(:ure'
s These properties are necessary but in practic
le to guarantee them. For example, the assumption that

ave the desired characteristics given in property ight tur
heme. Another possibility 18 that

Ql‘;false for a particular signature 8¢ ems
re s falsely that Sa was compromised. TO overcome these ’IZ;OA wifl
a'q“lres an agreed method t0 validate the time period for whi
Ccepy, responsibility for the verification transformation. An analogue
this sityation can be made with credit card revocation.

u practice, concrete realizations
ertain additional properties.

(the signing function should

anyone (the verification function should be

i.e., be computationally securé
longer necessary. for its origin

(or any signature method) is to
example, an entity A could at

gome other entity B could
by A. In order

¢ it might not be pos-
Sa and V4
ut to
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a card is responsible until the holder notifies the card issuing company
that the card has been lost or stolen.

Symmetric-key vs. public-key cryptography

Symmetric-key and public-key encryption schemes have various ad-
vantages and disadvantages, some of which are common to both. This
section highlights a number of these and summarizes features pointed
out in previous sections.

(i) Advantages of symmetric-key cryptography

1. Symmetric-key ciphers can be designed to have high rates of data

throughput. Some hardware implementations achieve encrypt rates of
hundreds of megabytes per second, while software implementations may
attain throughput

rates in the megabytes per second range.
2. Keys for symmetric-key ciphers are relatively short.

3. Symmetric-key ciphers can be employed as primitives to con-
struct various cryptographic mechanisms including pseudorandom num-

b'er generators, hash functions, and computationally efficient digital
signature schemes, to name just, a few.

4. Symmetric-key ciphers can be composed to produce stronger

cipl'lers. Simple transformations which are easy to analyze, but on
their own weak, can be used to construct strong product ciphers.

5. Symmetric- €Y encryption is perceived to have an extensive his-
tory,' although it must be acknowledged that, notwithstanding the in-
vention of rotor machines earlier, much of the knowledge in this area
has been acquired subsequent to the invention of the digital computer,

and, in particulay, the desi f ti ; in the
early 1970s. gu of the Data Encryption Standard in

gii) Disadvantages of Ssymmetric-key cryptography
.Ina two-party communication, the key must remain secret at
both ends. '

c 2. In a large network, there are many key pairs to be managed-
onsequently, effective key management requires the use of an uncon-
ditionally trusted TTP (Definition 17.31.

3. Ina two-party communication between entities 4 and B, sound

cryptographic practice dictaes that the key be changed frequently, and
perhaps for each commugication session.

4. Digital signature mechanisms arising from symmetric-key en-

cryption typically require either large keys for the public verification
function or the yge of a TTP,
(1ii) Advanta.ges of public-key cryptography :
L. Only the private key must be kept. secret (anthenticity of publi¢
keys must, however, be guaranteed).

!
1
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i resence

2. The administration of keys on a net;yvf)rk ;;q;;;es&u; 1]))osed ot

of only a functionally trusted TTP (De'ﬁmtmnthe ) the

an unconditionally trusted TTP. Depenc!m% on e mode e to in

TTP might only be required in an »off-line” manner, |

. i ic key palr

l‘eal3t'ml;(tza.pending on the mode of usage, & pn'vadte (l::);{ri‘;bl:gli };nzny
May remain unchanged for considerable periods \

Sessions (even several years). ol

4. Many public-key schemes y1e
Nature mechanisms. The key used to for the
function is typically much smaller than

ay be con-
Dal'fg In a large network, the number of keys necf‘:ism'y may !
) ’ i 10. -

sidel‘ably smaller than in the symr.netnc-kegcslf:;gzon .

(iv) Disadvantages of publickey EBCHYPI L 4 o onoryption

1. Throughput rates for the most popu ar pth an the best known
n1*3th.ods are several orders of magnitude slower

o = required for
sb’rnzmetlr{lc ki{zzgh:g; typically much larger thin tslilgzg.tur‘:s B cger
SYmt;let -2¥ke encryption, and the size of publx?- (t:l}; sigua e
than th::: of tigs providing data origin authentical symm!

‘ e (the same
ey; ecll\}nlquebsl'ic—key scheme has been proven t? be 3%?;::{&()' .
tan Be Z,xg 1;‘or block ciphers). The most effecig::eg Dl esume
top Schimes found to date have their secgntzomems-
ifﬁculty of a small set of numbgr—theorte::ll;:vg o asive his;gry as
. ryptography does no o 19705,
. mtlizl;}fe;egngr}{gtion, being discovered only in
. N
Summa f comparison ) umber of. o
gumme:rlg-lgay andI;)ublic—key encryption éivzyzs‘tems eploit the
L)ler‘lzllta,ry advantages. Current cryptograp

A te. PubliC‘key
11 serve to illustra o
Strengths of each. An example will & h & key for a symmetr

i i igital sig-
latively efficient dlg"l .
ddrez;ibe the public verification
symmetric-key counter-

blis
®cryption techniques may be used 0 esta ntities A and = In t];:s
y being used by communicating € term nature of the
Lystern beng ntage of the long ce @
Ycenario A and B can take advantag an

erform
cheme and the r:;ryption is fre-

S0 £ lic-key 8
mlbhc/ private keys of the pub on process, the

. Since data en
Clencies of the symmetric-key scheme. !

. the encT}’Pti, al
WNent]y the most time consuming parttoii a small fraction of the tot

. [ )
eublic~key scheme for key esjt:l;l;hrg@r o, the °°“;p“f;;‘l ?:tl f;‘c 3( -
i X n . de !
::;\yptlon il') loﬁ)(isiz t1)(:;;(Weer‘:’cryption is inferior t0 that of sy
ance of public-
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encryption. There is, however, no proof that this must be the case.
The important points in practice are:

1. public-key cryptography facilitates efficient signatures (particu-
larly non-repudiation) and key mangement; and

2. symmetric-key Cryptography is efficient for encryption and some
data integrity applications,

Remark (key sizes: Symmetric key vs. private key) Private keys
in public-key systems must be larger (e-g., 1024 bits for RSA) than
secret keys in Symmetric-key systems (e.g., 64 or 128 bits) because
whereas (for secure algorithms) the most efficient attack on symmetric
key systems is an exhaustive key search, all- known public-key systems
are subject to ”shorteyt” attacks (c.g., factoring) more efficient than
exhaustive search, Consequently, for equivalent security, symmetric
keys have bitlengths considerably smaller thap that of private keys in
public-key systems, €-8- by a factor of 10 or more,

For a hash function which outputs n-big hash-values (e.g., n =128
or 160) and has desirable Properties, the Probability that a randomly
chosen string gets mapped tg particular n-big hash-value (image) is

2"1. The ba:sic idea i_s that a hash-valye Serves as a compact represen-
* tative of an inpyt string. To be of Cryptographic use, a hash function h
is t)fplcally chosen sych that it is ¢

mmon value (i.e., two colliding inputs
A1 = h(y)), and that given a specific hash-value
¥, it is Computationajly infeasible to fing an input (pre-image) z such
:'Pat h(z) =y .T‘he most common cryptographic uses of hash func-
1Ons are with digita) Signatures and for dats integrity. With digital

Slgnatures, 3 long (;nessage i8 usually hashed (using a publicly available
and only the hagh-ya)ye is signed. The part receiving
the Message thep hashes the rec o i

eived message, and verifies that the
i value. This saves both time
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. . irement, since
tWO messages with the same hash-value is :s;e(ilg;tg v‘;'eo?:]l:ir%e the same
Otherwise, the signature on one message'h - e message and at a later
a8 that on’ another, allowing a signer to sign OnHash functions may be
Point in time claim to have signed amthei alue corresponding to a
Used for data integrity as follows. The h?st -': time. The integrity of
Particular input is computed at some point i At a subsequent point
his hash-value is protected in some mmerL been altered, the hash-
i time to verify that the input data has dnon d compared for equality
Valye is,recomput*Ed using the input at hand, :' ns include virus protec-
With the ori ginal hash-value. Spemﬁ? apphclz? K:ion of hash functions is
lon and software distribution. A th{rd PP lca’g ents, including some

. . tocols involving a priort commitm ]s, Hash functions
it I shem fme schemes and identification PTOtoc(:i involve no secret
asgétlzlc:g:; :liove are typically publicly known Zninput has been al-
l‘el’s. When used to detect whether the .mes:g‘dges (MDCS)- Related
tereq they are called modiﬁ}c]:igqn iizzczlgimt key, and provide d:;:
0 the functions which inve o re called mess
ori;lil:s:ui{]eegfisclation as well as data integrity; these a.

Suthentication codes (MACS).
0.10. Protocols and mechanisms.

col) is a dis-
DEFINITION 17.27. A cryptographic pmtocoi (Ir’;git:ely )specifying
trily tM(;IN;T rithm defined by a sequence of sz(;p_ v}; ~ e beific secuity
the :c: y gr‘equuired of two or more entities to achie
ions
Sbjective,

otocol, a
; posed to a protoc s
s. mechanism) As op I, algorith
n Rerparlf (protocol . ral term encornpassing protoco r;rptographlc
®chanism is a more gene ingle entity), and non-cr3 o hieve
(Specifying the steps followed by i.s nin 4 oxogedural controls) to
hniques (e.g., hardware protectio

ECific security objectives. .
Protocols play a major role in cri(i;;n :
Seting cryptographic goals. Encryp fon 5

b functions, and random numper g cravcr

"es which may be utilized to build a pr 1 Aleand B

e 17.20. (a simple key agreshil prf(f(:lse in communicat-
Ve chAMPLZ syn-um'etn'c-key encryption SCh'en;gmation they require &
ing ;)Ver() ﬁ? unsecured channel. ’I‘o. eulc;zytr.:)tnl(;lwmg:

%Y. The communication protocol is t

s e essential in
hy and are es

togf:élllzxges, digital mgnatu.re.;,

tion are among the prim

and sends his

j tion scheme
. . ing t} irec i -
ically inyolye p gning the message directly, which would typ

. . ‘
litting the message into

1. Bob constructs a public-key encryp
signing each block indj

Pubjie key to Alice over the channel.

. cheme.
ic-key encryption 8
2. Alice generates a key for the symmetric-key
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3. Alice enc
rypts th : ,
encrypted key to Bob. e key using Bob’s public key and sends the

4. Bob decrypts usi
u is pri
(secret) key. sing his private key and recovers the symmetric

5. Alice and B i
ob begin communicati
s g municat i i i
ymm’l‘hei:xr;)cr ;:)y sirstem and the common Tszsr:.?tli)? rivacy by using t1°
[ o asi i '

munication s usej basic functions to attempt to realize private com-
symumetrio-key anand tmaecurefi channel. The basic primitives are the
Y he public-key encryption schemes. The protocol

has shortcomi :
. ngs includin, i .
vey the idea of a protocol S the lmperson?,tlon attack, but it does coD”

Often the rol

. e of i

18 exactly the one sugzl;:élzksy encryption in privacy communication®
ed by this protocol - public-key encryption i

used as a means t
h 0 exchange k
encryption, motiva ge keys for subsequent use in s ic-ke
key and publi ted by performance differe ymmetrio- d
Pmtp ic-key encryption nces lzetween symmetriC
. ocol and mechanism fajlure
EFINITION 17,98
when 2 mechanis -28. A protocol failure or mechani )
1] a S
in a manner Wher::,;a:: :3 meet the goals for whicnhlsi‘:1 vaa:;ufft:ﬁzr,
underlying primitive such o Ty ains advantage not by breaking >
an . [} : s
ipulating the protoco] or mecg:;}i’spr:?tlsgfg orithm directly, but v

ExAMPLE 17,21
. of, 1. 't . .
{mechanism failure) Alice and Bob are communi”

cating using a st
ream ciph
to have a speci pher. Message ;
pecial form: ges which the n
represents a monet(;rnm,' the firsc twenty bits Carr)}: ?rx:ggt t?re kngx
Yy amount. An active adversary can s&imul))lllyv;(

change the amo twi i :

: unt. Whil enty bits of cipher text a?

underlying mess e the adversary has not e
Age, she has been able to alter tlﬁaeilrlanaglmxe ‘E:ig?d'lfh

encryption has p
ot been ini
perform adequately; th compromised but the protocol has failed t°

data integrity is incorr:dl;l,lherent assumption that encryption provid
EXAMPLE 17
tronic bank t.irmm':;:io(fOrward search attack) Suppose that i elet-
transaction is 4o be s 0 the 32- bit feld which records tha ::11 an f the
protocol is intended tncrypt?d using a public-key sche e e o Je
An adversary goqy o,E10e PIiVaCy of the value e o sy
plain text in thig ﬁelilamly take all 232 possible emr;s c-l but dolej
and encrypt them using the publi::a:nf:?;pﬁon

function. (Re
: . member th
tion this funct; at by the
tio . very natur ;
N must be available to the adfel?sfarypu)blg_key engtr)ilxltr
.) By comp

| 3nd mechanisms, the following two st
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| . .
®ach of the 232 cipher texts with the one which is actually encrypted

. .
i the transaction, the adversary can determine the plain text. Here

t . B
‘:"e P‘Utfhc-key encryption function is not compromised, but rather the
ay it is used. A closely related attack which applies directly to au-
he dictionary attack.

t s
hentication for access control purposes is ¢
hanisms

n Remark (causes of protocol Jailure) Protocols and mec
ay fail for a number of reasons, including:
b 1. weaknesses in a particular cryptographic
e amplified by the protocol or mechanism;
a 2. claimed or assumed security guarantees W
0t clearly understood; and
o 3: the oversight of some princip.
imitives such as encryption.
Example 17.21 illustrates item 2 if the
Pad, anq also item 1.
Example 17.22 illustrates item 3.
Remark (protocol design) When

primitive which may
hich are overstated or
le applicable to a broad class- of

stream cipher is the one-time

designing cryptographic protocols

eps are essential: )
1. identify all assumptions in the protocol or mechanism design;

angd
" 2. for each assumption, determine the effect on the
Ve if that assumption is violated.

security objec-

and certification.

0.11. Key establishment, management, >
gy for ensuring the

s'l;his section gives a brief introduction to methodolo
Cure distribution of keys for cryptographic purposes.

DEriniTION 17.29. Key establishment is any process
q ared secret key becomes available to two Or more parties,
Uent cryptographic use.

DeFINITION 17.30. Key manag
Onech'anisms which support key esta: :
ke going keying relationships between parties,

¥s with new keys as necessary.

whereby a
for subse-

ement is the set of processes and
blishment and the maintenance of
including replacing older

Key establishment can be broadly subdivided into key agreement
d key transport. Many and various protocols have been proposed .t(;
Er‘)"ide key establishment. For the purpose of this chapter on!y a brie
"f-rview of issues related to key management wi]l be given. Simple ar-
,‘tecmres based on symmetric key and pub]ic-key ayptf)gr{iphy along
1th the concept of certification will be addressed. A major isgue when
ing symmetric-key techniques is the establishment of pairwise secret

L2
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FIGURE 14. Keying relationships in a simple 6-party network.

keys. This becomes more evident when considering a network of enti
ties, any two of which may wish to communicate. Figure 14 illustratcs
a network consisting of 6 entities. The arrowed edges indicate the 15
possible two-party communications which could take place. Since e2

pair of entities wish to communicate, this small network requires th€

6 2
secure exchange of (2 = 15 key pairs. In a network with n entities

the number of secure key exchanges required is g = "‘"{ 2.

The network diagram depicted in Figure 14 is 4imply the amalg?”
mation of 15 two party communications as depicted in Figure 7. %)
practice, networks are very large and the key management problem °
a cruc.ial issue. There are a number of ways to handle this proble™;
Two simplistic methods are discussed; one based on symmetric-key 3"
the other on public-key techniques.
€Y management through symmetric-key techniques n
One solution which employs symmetric-key techniques involves #
entity in the network which is trusted by all other entities. This ent! y

; g B
is referred tv ag a trusted third party (TTP). Each entity A; shar®s 0

distinct symmetric key k; with the TTP. These keys are assume o
have been distributed over a secured channel. If two entities Sl{bs pe
quently wish to communicate, the TTP generates a key k (Some“m;j
called a session key) and sends it encrypted under each of the fi*®
keys as depicted in Figure 15 for entities A; and 4;.

Advantages of this approach include:

1. Tt is easy to add and remove entities from the network.

2.- Each entity needs to store only one long-term secret key.
Disadvantages include:
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w| (B ke s |
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g a trusted third

FIGURE 15. Key management usin
party (TTP).

itial i i ith the TTP.
1. All communications require initial interaction with

9. The T'TP must store n long-term secret keys.

3. The TTP has the ability to read all mes§agte§£gns —
4. If tile TTP is compromised, all communicatl

: niques

Key management through p ubhc-kiy Tc?hma?xagement prob-
There are a number of ways to address the );se of this chapter 2
lem through public-key techniques. For t'he !)nu:};e petwork has 2 P‘fb'
Very simple model is considered. Each ent'lt)l’( 1 along with the identity
lic, private encryption key pair. The public e(}:alled a public file. If an

the entity is stored in a central reposttory to entity Ag, A1 retrieves
e Al wishes L0 senc encrjl(qptedbrﬁgsgff ezncrypts the message Using

e public key ¢ of Ag from the pu ’

key a.l](] Sel[(' i IlCh a
?

Uetwork. . .
Advantages of this approach mcl}uiz.
1. No trusted third party is required.

1w tity. .
i eside with each en communi
g' '(I')h(l) p:ljb;?bﬁl: lf:yusli:ed to be stored to allow secure
. nly

y ( i t £
H

i re
“ationg between any pair of e - roblem becomes M0
by a assive adversary. The key manag adversary who is active
tlifh p1 hen one must take into account an ntaining public keys)-
i cult Yi ensar who can alter the public file Com'l d compromise the
ig;llzn ]a7 ‘i'ﬁthtr);,teq how an active adversary c

&
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FiGurg
16. Key management using public-key techniques.

key man .
ters the ;i';)’ﬁ:n;lic}})lemr: %W?ll above. In the figure, the adversary al
adversary’s piblic ke); e-p acing the public key eg of entity Ag by th®
Any mes .
file ctu}l’ be ;:5 : erzc;ypted for A using the public key from the publi¢
read the messartp‘:h by only the adversary. Having decrypted 8M°
key of 4; and fgn’w ¥ adversary can now enerypt it using the publi®
only Ay can de(‘l‘yp;:;rthihe' cg)her text to Ag. A; however believes th®
To prevent ths € Cipher text c. )
Frevent this type of attack, the entities may use a TTP to certify

the public ke :
y Of o8 i : . . .
Sr and a veriﬁcaticflll1 entity. The TTP has a private signing algorith”

. algorithm V; b
ties, The ‘1 ‘Nm Vr assumed to be known by all en"”
2 message Ic i 153 icgrefully verifies the identity of each entity, and sig%”
Key. Thig is g o :] ’]18 of an identifier and the entity’s authentic pubnc
extity to ity publ'p e example of a certificate, binding the identity of 2
conditions, 4, us::;‘ iﬁﬁy. Figure 18 illustrates the network under thes¢
verifies successfully. e public key of Ag only if the certificate sigﬂf*“'“1

Advanta . . .
file include. 8¢s of using & TTP to maintain the integrity of the pubhc
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. |
oS- E,.(m)=%< —————————— Loy
HY )

: €4
Dye(c)=m Eeq(m) =/ d Ddo(Cl) =m e
private key d‘_l private key ds As :[egle”
Adversary As

FIGURE 17. An impersonation of Ag by an active adver-

sary with public key e.

A
. Public file
verification )
Vr(Aslles) A e Sl = o1 |
6196 |y en,SrlAalles) = o2
c= ('rn) As, e3,5r(As|les) = 83
Dgq(c) = m) Asyea,Sr(Aslles) = 58
As, s, St(As|les) = 5
private key dg w
Ag

FiGURE 18. Authentication of public keys by a TTP. ||

denotes concatenation.
i i the net-
1. Tt prevents an active adversary from impersonation oL

Work.

2. The TTP cannot monitor commu
the TTP only to bind identities t0 pub1}9 keys pr?)li‘eﬂfji’ie can be elim-
. 3. Per-communication interaction with the public
Wateq if entities store certificates ]ocally. o

Even with & TTP, some concerns still remain:

munications. Entities peed trust
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1. If the signing key of the TTP is compromised, all communications
become insecure.

2. All trust is placed with one entity.
Trusted third parties and public-key certificates
A trusted third party has been used in this chapter. The trust

placed on this entity varies with the way it is used, and hence motivates
the following classification.

DEFINITION 17.31. A TTP is said to be unconditionally trusted if it
is trusted on all matters. For example, it may have access to the secret

and private keys of users, as well as be charged with the association of
public keys to identifiers.

DEFINITION 17.32. A TTP is said to be functionally trusted if the
entity is assumed to be honest and faiy but it does not have access t0
the secret or private keys of users.

Public-key certificates

The distribution of public keys is generally easier than that, of sym-
metric keys, since Secrecy is not required. However, the integrity (au-
thenticity) of public keys is critical, A public-key certificate consists of
& data part and a signature part. The data part consists of the pameé
of an entity, the public key corresponding to that entity, possibly addi-

In order for.ag éntity B 1, verify the authenticity of the public key

of an entity A, B mygt have an authentic copy of the public sign®

ification function of the TTP. For simplicity, assume that the

authenticity of this verification functjon is provided to B by noncrypt®”

graphic means, for example by B obtaining it from the TTP in persof:

B can then carry out the following steps: d
1. Acquire the public-key certificate of A over some unsecur®

channel, either from a centra] database of certificates, from A directly’
or otherwise,

2. Use the T'TP*
on A’s certificate,

3. If this signature verifies correctly, accept the public key ip tl?z
certificate as A’g authentic public key; otherwise, assume the publi
key is invalid, :

Before creating a public-key certificate for A, the TTP must “’kg
appropriate measures to verify the identity of A and the fact that tho
public key to be certificated actually belongs to A. One method i5 *
require that A appear before the TTP with a conventional passport #

. . . » 3 3 e
§ verification function to verify the TTP’s signatur
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i i ng with
Proof of identity, and obtain A’s public }cey frqm tA 1;: perg::: :lt.(;) egTTP
evidence that A knows the corresponding priva :1] o{ﬁer e e
Creates a certificate for a party, the tr}lst that e e tively
in the authenticity of the TTP’s public key can e throngh
to gain (rust in the authenticity of that party’s p

acquisition and verification of the certificate.

om num-

0.12. Pseudorandom numl?et:s' and sequexz::;;o:;;cliﬁ .
ber generation is an important primitive in man}r OB red. o be
anisms. For example, keys for encrypf.non trans: or&d . Generat:
8enerated in a manner which is unpredictable .to a:f Y. abers or
Ing a random key typically involves the s_elect.lon F e enging iss0es.
bit sequences. Random number generation pres:n i applications,
A brief introduction is given here. Often in c‘?rp ogr
One of the following steps must he performed: (12, ), sclct an

(i) From a finite set of n elements (e.g., {1,
: o i m over some
Ien(]i(;;ltFizr;aItl}?: set of all sequences (stnng:r)lczf ;:15;% m
finite alphabet A of n symbols, select a segu) o nbals of length m

(iii) Generate a random sequence (string E e s 0 seloct
Over a set of n symbols. It is not clear what e:::mb}; I means ot
& random or generate at random. Calling ;3 e o mumber? No,
3 context makes little sense. Is the. number o to 49 are in a
but if 49 identical balls labeled with a rum rom Lo 4
%ontainer, and this container mixes the balls u

then one
ith the number 23, then
Sut, and this ball happens to be labeled wit m s uniform distribution.

ly fro h

W . as generated randomly from mber on the
TEmd saby :)I:l?: 2fh:t 2§ drops out is 1 in 49 orgs° H;:: ::d the ball is

al? pll?cﬁ wasydropped from the container is recox‘ted 6 times, then a
Dl&c:cvl l:)ack in the container and the Dl’ocessal“g’:;et A={L2, .., 49}
Yandom sequence of length 6 defined on the 313(’. the sequence 17, 45,
Will have T:e‘zen generated. What is the c!la.nce uence has probability
1,7, 23, 35 occurs? Since each element in th: ;:3 17, 45, 1, 7, 23, 35
& of ozzcuring, the probability of the sequ

Sccurring is . 1
Lo Lol t x5 = mapammmmnt
5579519 1 ‘10”1 fllsgthGO"er the alphabet
i 287201 sequences of len 1287201 balls
:here arih prefm:;gelgggzences is written on one of i;gﬁ‘e original 49
ey e 0 3 o (00 2 TS e
ballg) that the sequence giv ce, (ii) and (ii
8;1;-;) :sh ?fl i:;hjv:iaggzerated one ball at a time. Hen
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above are essentiall
y the same st o
generate random sequences is diﬁ?cts[? ents. Finding good methods t0

ExXaMPLE 17.2

dom sequence of 0’: 8,5?;1:1 om sequence generator) To generate a ran-

up recorded as a 1 and a :i’l «';SCOIE cou_ld be tossed with a head landing

?Sed,wplch. means that the ba : .It is assumed that the coin is unbi-

1 This wil probability of a 1 i i

1 will depend on b on a given toss is exactly

serformed. This methog ow well the coin is made and how the toss iS

dom sequences must b would be of little value in a system wher ran-
¢ generated quickly and often. It hasno pra(::ti('al

value other th
an to s
generation. €rve as an example of the idea of random number

ExampLE 17.

be used to produii' rgmgdom Sequence generator) A noise diode may
one has some way to bn om binary sequences. This is reasonable if
be produced on any g e conyxnf:ed that the probability that al will
the sequence generitgiiven trial is 1. Should this assumptio l? false
distribution and so ed would not have been selected f[p nbe f u;
likely. The only wanott all sequences of a given length wozﬁ lz: o Ofm
of random souses ; syt 0 get some feeling for the reliability fteh?qﬂap.e
diode is a source of Z cuagt{) ::;llt ;tz:t?ztica] tests on its ou:;)put 1sI f’};he

1stribution on the set of all. binary

sequences of a gj
given len i :
random sequences. gth, it provides an effective way to gencrat®

Since most trye
thing) come fro sources of random sequen ; .
in their genem;;sh{’;lcal means, they te:g to Ezsei(tllfrletrh: reﬂls s"ﬁoz
deviged to consf,ru(;a 0 overcome these problems met;‘nodOS hy orbeeﬂ
ner from a shorter ¢ agulfieudorandom sequences in ; determ?ni Si;': man-
sequences appear to he Om sequence called a seed. The pseudorando™
not knowing the meth generated by a truly random sonI:rc t ' pyoneé
is known to all, but t(l)]d of geilera,tion. Often the generati € (l) & )thlﬂ
ating the lge(lu’zfe’nce Ae [Seed is unknown except by the 1::1;? gor;ner'
i::irate pseudoran‘domlﬁtt 22;2 of algorithms has been dev:%pged b
om; . enc ;
Pletely unsuitable for cryptoegsr:rt:};ir:)?rsng:s a.ngdzﬁz r(:lfu?t‘ese

cautious of claj
ms b
nature of the output.y creators of such algorithms as to the rando™

torols have been j
cen identi )

entified. The discussion here limits consideratio™

f

yptiol !
btion and protocols. In this chapter the roles
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a . .

ag actm? and a passive adversary were discussed. The attacks these
versaries can mount may be classified as follows:

" 1. A'pas;swe attack is one where the adversary only monitors the
mmunication channel. A passive attacker only threatens confiden-

tiality of data.

2. An active attack is one wh
ad(!, or in some other way alter the transmissio
active attacker threatens data integrity and aut
Confidentiality.
at A passive att?.ck can be further subdivided into more specialized

tacks for deducing plain text from cipher text.

Attacks on encryption schemes

'The objective of the following attacks is to sys
glaln te.xt from cipher text, or even more drastically,

ecryption key.

1. A cipher text-only attack is one w
i:ilyst.) tries to deduce the decryption key or p:
i pher text. Any encryption scheme vulnerable to this ty
S considered to be completely insecure.

2. A known-plain text attack is one W
:Slantity of plain text and corresponding cipher text. This type of

ttack is typically only marginally more difficult to mount.

‘3. A chosen-plain text attack is one where the adversary chooses
I’]iﬂm text and is then given corresponding cipher text. Subsequently,
ee adversary uses any information deduced in order to recover plain

Xt corresponding to previously unseen cipher text.
W 4. _An adaptive chosen-plain text attack is a chosen-plain text attack
herein the choice of plain text may depend on the cipher text received

om previous requests.
5. A chosen-cipher text attack is one wh

the cipher text and is then given the corresp
for the adversary to gain a

:"&y_ to mount such an attack is

Quipment used for decryption (but not the decryption key, which may

a}i Secu.rely embedded in the equipment). The objective i§ then to be

(d‘]e’ without access to such equipment, to deduce the plain text from
ifferent) cipher text.

N 6. An adaptive chosen-cipher text attack is a chosen-cipher text

rtt&_ck where the choice of cipher text may depend on the plain text

eceived from previous requests. )

N Most of these attacks also apply to digit

s essage anthentication codes. In this case, th

8 to forge messages or MACs, respectively.

ere the adversary attempts to delete,
n on the channel. An

hentication as well as

tematically recover
to deduce the

here the adversary {or cryptan-
lain text by only observing
pe of attack

here the adversary has 2

ere the adversary selects
onding plain text. One
ccess to the

al signature schemes and
¢ objective of the attacker
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Attacks on protocols
o The following is & partial list of attacks which might be mounted
‘ntvaguc)lus lI]Jl'OI_;Ocols. Until a protocol is proven to provide the service
in 6;1 in » the list of possible attacks can never be said to be complete.
soed o QWD-}Sey attack. In this attack an adversary obtains some keys
5 P v;?us v and then uses this information to determine new keys-
session r::da);ep{t:y:h:i attack an adversary records a communication
e entire sessio i
later point in time. n, or a portion thereof, at some

3. impersonation. Here an ad i
m . VErsary as i > of
the Ieglt_lmate parties in a network. Y sssumes the identity of one o
ca]l4' adlctlonarg.‘ This is usually an attack against passwords. Typi-
has}):’fu sjfiiworwxl;s stored in a computer file as the image of an unkeyed
hash funtic . VWhen a user logs on and enters a password, it is hashed
o the & O?ge 1ts; compared to the stored value. An adversary can
o2 st of lz;ot ;:)lﬁ It)ast:swords, hash all entries in this list, and then
is : i
Fnding rs Ot true encrypted passwords with the hope of
au;:'kfz:;air: ‘fse:.;c& ghis attack is similar in spirit to the dictionary
‘ ecrypt me i
wassmtfid in Example 17.22?p rosges. A example of this methol
. in i i
or & i1:::,1~lezmng gtta:ck. This type of attack usually involves som¢
" Personation in an authentication protocol.
odels for evaluating security

Thy i Y
vated zzfnglsty of cryptographic primitives and protocols can be eval-
rics are oo everal different models. The most practical security met-
the lattor 1 %%:atnonal, provable, and ad hoc methodology, although
security provid (:jn d&ngeu.ms.' The confidence level in the amount of
or ad hoc? se(‘:’\llr?t !)y & primitive or protocol based on computational
However, time i‘g);l:tlcreases with time and investigation of the scheme-
ful analy’sis. enough if few people have given the method care:

(i) Unconditional security

Thy i .
wh eth:rrg;)srf;tﬁzga:t measure ig an information-theoretic measure -
assumed to haye Yls efn has uncond}tlonal security. An adversary 1§
is whether or no t“‘t:hlmltgd computational resources, and the question
system. Unconditi ere 18 enough information available to defeat the
socrecy, For perfeoz security for encryption systems is called perfect
observing the o hc iecrgcy, the uncertainty in the plain text, after
about the plain FZeez ext, must be equal to the a priori uncertainty
formation what, xt - observation of the cipher text provides no i®”

atsocver to an adversary. A necessary condition for
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symmetric-key encryplion scheme to be unconditiona:lly secure is that
the key be at least as long as the message. The one-time pad is an ex-
ample of an unconditionally secure encryption algorithm. In general,
encryption schemes do not offer perfect secrecy, and_each. cipher text
character observed decreases the theoretical uncertainty in the plain
text and the encryption key. Public-key encryption schemw. cannot be
unconditionally secure since, given a cipher text ¢, the‘ plain text ?lfxn
in principle be recovered by encrypting all possible plain texts until ¢
is obtained. "
ii) Complexity-theoretic security .

fkn) appro;l))n'ate )r'nodel of computation is defined and a;dversane:
are modeled as having polynomial computational power. (They mqu:
attacks involving time and space polynomial iq the size of applr(,)pzf. eﬁ
security parameters.) A proof of security relative to t!1e mode dlsb .
constructed. An objective is to design a cryptographic method base

on the weakest assumptions possible anticipating a p;w;{:xilsal?::;s;{i
i is and usually also worst-case analy: sed ar
D e cxenc 4 proofs have practical sig-

be exercised to determine when _
e, Tn ¢ch are feasible under the

i lynomial attacks whi :
nificance. In contrast, polyn  tationally ® omsible. Security

model might, in practice, still be com : €
analysis o% this type, although not of practical value 1n_a.ll c?szsc,u 213
nonetheless pave the way to a better overall understand{ng (f)u z?damen-'
Complexity-theoretic analysis is invaluabl?, f.'or .formulatmti et
tal principles and confirming intuition. This is ]}ke many o] ement weli
whose practical techniques are discovered early; in thg develop: s
before a theoretical basis and understanding i attained.
iii) Provable security ‘ . .
.EX c)ryptographic method is said to be pm\"ably sefjl'lg :ltitt}; :;;ﬁv-
culty of defeating it can be shown to be essentially as lb:r-theoretic)
ing a well-known and supposedly difficult (typically ﬂ“‘g_‘ ' discrete
problem, such as integer factorization or the comput; lgt o ssup-
logarithms. Thus, "provable” here means provable su Jeod . actical
tions. This approach is considered by some to be ag goonsidered part
analysis technique as exists. Provable security may * e t;] ity con-
of a special sub-class of the larger class of computation

sidered next. )
(iv) Computational security

ional
This measures the amount of computationa’ €% assumed
best currently-known methods, to defeat a system; it must be

; i ich attacks
here that the system has been well-stud'led to determu;:t::)};l:ﬁy eoure
are relevant. A proposed technique is said to be coH:iP?eai it (nsing the
if the perceived level of computation required to de

effort required, by the
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best attack
tional resfnurlzzgv:fl)thexceeds’ by a comfortable margin, the computa-
class are related to he (lilypothesmed adversary. Often methods in this
or00f of cquivalenc ard problems but, unlike for provable security, 20
symmetrickey sche::llesskix:lo:;fr'r Most of the best known public-key and
. ent use i H : :
sometimes also called practical securityare in this class. This class 1§
'(1};1)i Ad hoc security '
5 aj Snsi .
every succpeg;?u?lc gtionl?sts of any variety of convincing arguments that
areater than the ﬁ?:cd requires a resource level (e.g., time and space)
graphic primitives a:d resources of a’perceived adversary. Crypto-
to have heuristic securi protocols which survive such analysis are said
tional senge. Prhnit,iumy’ with security here typically in the computa-
standard attacks. V&;’helsl and protocols are usually designed to counter
(especially for proto le perhaps the most commonly used approach
Claims of security ggﬁe?a,.lllt is, in some ways, the least satisfying-
tacks remain a threat. y remain questionable and unforeseen at-
Perspective for computational security

To evaluate the ;
. securit, ; .
ties are often considered. y of cryptographic schemes, certain quantl-

DEFINITIO
of work (measLI:relc:;is;,, The work factor Wy is the minimum amoun®
or clock cyclésy requilrecli)lt);mpnw‘e units such as elementary operation®
o compute the private key d given the publi¢

key e, or, in th
: e ¢as .
key k. ' e of symmetric-key schemes, to determine the secreb

_ More specifi al
extonly tear If gllz; one may consider the work required under a ciphe”
thon for mu o B :r n cipher texts, denoted Wy(n). If W, is t years:
purposes, a secur;: : gtet the cryptographic schere is, for all pra.cticﬁt1
found where aen e ! ys. em. To d.ate no public-key system has bee’
prove a sufficiently large lower bound on the wor¥

factor Wy. The
‘d- The best that i i .
as a basis for security. is possible to date is to rely on the followin®

DEFINITION i
AmOUnt of s rleﬁftegfe historical work factor W, is the minimu®
Key ¢ using the becr s 0 compute the private key d from the publi
nown algorithms at a given point in timé.

The historic
al work facto : L
technology improve. 1t corr r Wy varies with time as algorithms and

W corves esponds to computati : a5
rresponds to t, - putational security, where
be determin he true security level, although thi R ot

ed. gh this typically cang

How large is large?

Binary strings of length 64
Binary strings of length 128
Binary strings of length 256

Electrons in the universe

Reference Magnitude
Seconds in a year ~3x 10"
Age of our solar system (years) ~ 6 x 10°
Seconds since creation of solar system ~ 2 x 107
~1:6x10%

Clock cycles per year, 50 MHz computer

Number of 75-digit prime numbers

964 1.8 x 10"

128 o 3.4 x 10%

9256 5 1.2 x 1077
~ 5.2 % 107
~ 8.37 x 107

TABLE 2. Relerence numbers compari

We described how the designer of an
create a scheme for which the best appro
exhaustive search of the key spac

enough to make an exhaustive search completely infe
"How large is large?”. In order to &

portant question then is
perspective on the magnitude of numbers,
along with an associated magnitude.

Some powers of 10 are referred to by prefixes.
being rated in

where a teraflop is 1012 floating point operations pe

speed modern computers are now

provides a list of commonly used prefixes.

ach to breaking it 18 thr

e. The key space must then be large
asible. An im-
pin some

ng relative magnitudes.

151

encryption system tries to

ough

Table 2 lists various items

For example, high-
terms of teraflops
r second. Table 3
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Prefix | Symbol | Magnitude
exa E 1018
peta P 10
tera T 1012
giga G 10°
mega | M 108
kilo k 103
hecto h 102
deca da 10
deci d. 107!
centi ¢ 102
milli m 10-3
micro 7 10-®
nano n 10-°
pico p 10712
femto f 10718
atto a 10718

TABLE 3.

Prefixes used for various powers of 10.
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