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Abstract 

In modern times, as the number of websites expands, so does the volume of 

data. Automated apps that can scan and extract the essential information, process 

it, and save it in a user-friendly format are in high demand among users. These 

programs are called web scrapers. The immense popularity of these applications 

compels online service owners to take additional steps to decrease the number 

of bots in their Internet service traffic. If Web Services Protection identifies the 

user as a bot, the server will block the user entirely. The primary objective of this 

master’s thesis is to create a Node.js parser using the Selenium tool. In addition, in 

order to replicate human activities, our parser will utilize randomized algorithms. 

In this thesis, we will examine the work of server protection in greater detail; we 

will examine four common indicators by which the server identifies that the user is 

a parser, as well as the server’s methods for preventing bots. We will analyze how 

using the Selenium tool and the introduction of randomized algorithms will help 

us bypass the blocking from the server. To obtain the results, we will parse five 

subcategories of the chosen website and evaluate the stability of our software based 

on four parameters: the number of pages parsed, the amount of data processed, 

the total number of errors and blocks, and the rate of data parsing per unit of 

time. In order to do a qualitative analysis, we will compare these indicators using 

the same parser but without the application of randomized algorithms.



AHsatTna 

Ka3ipri yakbiTTa Be6-calirrap CaHbiHbIH ecyiMeH JepekTep KeseMi Je apTbIn Ke- 

neji. latiqaianyuibliap KaxKeTTi akMapaTTbl CkaHepvien, WIbIFAapbIl a laTblH, OHbI 

OHAeHTIH %KoHe Maliqalanyra binraliibl dopMaTtTa caKTali alaTbIH aBTOMAaTTaH- 

AbIPbILIFAH KOCbIMUasapra WIKeH KAXKeTTIIKKe He. By KocbIMulaiap TaJI ay WI 

6orbin TabbiagEl. By KocbIMMaapAbIH YJIKeH TAHbIMaJLAbLIIF BeO-CepBHC He- 
Jlepin e3gepinin, Murepner KbI3METTepiHi Tpacuringeri 60TTAPAbIH CaHbIH a3ati- 

TY YWIH KOCbIMIa Wapasap KaObljayra Maax6yp ereni. Erep Be6-cepsuc KOpray 
KbI3MeTi Mai alaHyWbIHbIH OOT eKeHiH aHBIKTaca, cepBep NaiiqaaHyLlibiHbl To- 

JIbIFbIMeH OOKTaligp!. By Marucrpsix 2KYMBICTHIH Heri3ri MakcaTbi - Selenium 

Kypavibin Nafiqasanbim Node.js Tininge tanzaymt 2xa3y. Congaii-ax, azlam ape- 
KeTTepiH HMUTalualay YW Oi3zin Ta Way bILIbIMbIZ Ia PAHJOMU3alUANaHFa avi- 

ropuTMyep Oo.1agpl. by Makayiaza 6i3 CepBepAl Kopray 2KYMBICBIH eMKeil-TeroKeiiti 
KapacTbIpaMbls: 613 cepBep Naiianany mir TajlJaylibl CKeHIH aHbIKTaiiTEIH 
TepT TaHbiMas! Oesriepzl KapacTeipampl3, COHbIMeH KaTap CepBepzix Oorrapzpl 
6noKTay ayicrepiH Kapactbipamprs. Selenium Kypanpin naiqaslany *XoHe paHyo- 

MM3aIMANaHFaH aJITOpuTMyepyi eHTI3y CepBepyiH KOpFaHbICbIH aliHaJIbin eTyre 

KaJlaii KOMeKTeCeTIHIH KapacTbrpamuis. Hetwxenepai any yutin TaHAAiran calit- 
TbIH 6ec iMIKi CaHaTbIH Tafaiimer3 xxone OarqapslaMaMbi3qbIH TYPAKTbIJIbIFbIH 
TepT NapaMeTp OolibiHilia TeKcepemis: Tanganran GeTTepziH CaHbl, Taqanran me- 

pekTepJiH KeJIeMi, KaTeylep MeH ONOKTapAbIH 2KaJINIbI CaHBI 2KOHe Taslay KbIJI- 

WaMmpIrel. Catlavibl TaIay yWH 6i3 6yn KepcerKimTepzi, paHJOMUsallialaHran 

ajIPOpHTMAepAl *Kysere acbIpMali-ax Oip TangzayuIEIMeH CaJIbICTbIPaMbI3.abI.



AHHOTAaIMA 

B wacTosllee BpeMa C YBeJIM4eHHeM KOT4eCTBa BeO-caiiTOoR yBemMuNBaeTca O6'b- 

eM JaHHbIx. Y Nob30BaTeeh CyIeCTByeT OTpOMHaA NOTPeOHOCTh B aBTOMATH- 

3MpOBaHHbIX IIPWJIOKeHNAX, KOTOPble MOM Obl CKaHMPOBATb MH M3BIeKaTb Heob- 

XOAUMyIo HHopMatnio, oOpabarbipaTb ee HW COXpaHATb B YIOOHOM JA 10J1b30- 

Batema cbopmate. JjaHHble MporpaMMbI ABIAloTcA MapcepaMu. Orpomuas mory- 

JIMPHOCTb JaHHbIX MpOrpaMM BbIHYKMal0T BMlaye.1bljeB BeO-cepBUCOB NPHHUMAaTb 

MONOMHHTEIbHbIC MEPbI AJA YMeHbUeHHA KOJIMYeCTBa GOTOB B Tpacdbuke CBOUX 

HHTepHeT cepBicos. Ecam 3anjuTa Be6-cepBicos o6Hapy2KMBaeT, 4TO M0.1b30Ba- 

Te/lb ABJIA€TCH OOTOM, TO CepBep MOJIHOCTHIO 6lOKUpyeT Nomb30BaTena. OcHoBHas 

eb HAHHO MarucTepCKOM FMCccepTalMu ABJIAeTCH HAaNUcaHHe Napcepa Ha ABbIKe 

Node.js, C HCNO/JIbSOBaHeM MNCTpyMenTa Selenium. Take JJ1A CUMYIAUNH 4e-10- 

BpevyeCKHX JeHCTBHU Halll Napcep OyzeT uMeTD PaHIOMM3UpOBaHHble aIrOpuTMbl. 

B 3Tolt cTaTbe MbI NOZpooOuo paccmorpuM paboty sallMTEI cepBepa: paccMOTpuM 

yeTbIpe MOMyAAPHbIX MPM3HaKa 110 KOTOPOMy CepBep OlIpeeIAeT YTO TOb30Ba- 

T@Ib ABIACTCA NAPCEPOM, & TAK2Ke PacCMOTPHM MeTObI cepBepa 110 GOKUpOBKU 

6otos. PaccMOTpMM Kak C MOMOlIbio uHcTpyMenta Selenium u BBeneHHA paHo- 

MM3MPOBaHHbIX aJIPOPHTMOB MOMO2xKeT HaM B OOxoye 6JIOKUPOBKH OT cepBepa. Jia 

NOIyueHHA Pe3syIbTAaTOB, MBI CllapcuM MATb NoyKaTeropiii BbIOpaHHoro calira 1 

IIpOBepUM cTaOMJIbHOCTb padorbi Hallet MporpaMMbI OTHOCUTEbHO YeTbIpex ma- 

PaMeTPOB: KOJIMYECTBO ClApCeHHbIX CTPaHULl, KOJMYeCTBO CiapCeHHBIX T@HHbIX, 

obulee KOJIUYECTBO oumH60K M O70KOB, a TaKxKe CKOPOCTb NapCHHra J@aHHbIXxX B ei- 

HMLy BpeMeHH. /la KavecTBeHHOro anamn3a MbI CpaBHMM aHHble 1oKa3aTelu C 

Tem 2Ke lapcepoM, HO 6¢3 uMIWiementanuu PaHTOMM3MPOBaHHbIX aJIFOPHTMOB.
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Nomenclature 

AJAX Asynchronous JavaScript and XML 

API Application Programming Interface 

CSS Cascading Style Sheets 

DOS Denial of Service 

HTML Hyper Text Markup Language 

HTTP Hypertext Transfer Protocol 

HTTPS Hypertext Transfer Protocol Secure 

JS JavaScript 

JSON JavaScript Object Notatio 

SEO Search Engine Optimization 

SOCKS Socket Secure 

SPA Single Page Application 

SSR Server Side Rendering 

URL Uniform Resource Locator 

V8 JavaScript and WebAssembly engine 

XPATH XML Path Language



1. Introduction 

1.1 Motivation 

With the introduction of the Internet, mankind’s life was divided into two periods: 

before and after. The first website was developed in August 1991 by Tim-Berners 

Lee, a researcher at the European Center for Nuclear Research. It is stil] opera- 
tional today [4]. The number of sites had expanded to ten by the end of 1992, and 

after the WorldWideWeb technology was released in 1993, the Internet began to 

grow fast, resulting in global changes. When Yahoo! started in 1994, the world 

had nearly 3,000 websites. 

From January 2008 to January 2022, Table A.1 gives data on the number of 

sites [21]. According to this information, the number of sites reached 250 million 

in 2011 and over 1 billion sites were operating in 2016. There are 1.88 billion 
web pages on the Internet as of August 2021, and the number is growing. Today, 

the internet contains approximately 1.17 billion webpages [21]. Only 17% of these 

websites are active, while the other 83% are dormant. There are 200 million active 

websites, with 252,000 new ones being established every day. 

Along with the rise in the number of websites comes an increase in the amount 

of unstructured data. There was a significant need among users for automated 

applications that could scan and extract the relevant information, process it, and 
save it in a user-friendly format. Parsers are the name for such applications. This 

isn’t a brand-new technology. According to Gupta’s research, parser robots are 

roughly the same age as the Internet [16]. 

Search engine robots are one of the most common Scrapers. Yandex and 

Google are directly involved in parsing: they visit the site and index it, collecting 

data. This algorithm will aid in indexing the site correctly in relation to the search 
. by several companies. j ‘tiot ; 

query. Scrapers are used by panies, in addition to search engines, to 
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achieve a variety of goals: 

e Market research data collection. Data mining web services can help you 

stay on top of where your company or industry is going, laying the ground- 

work for market research. Scraping software can get information from many 

different places and put it all in one place so it can be analyzed. 

e For the purpose of price tracking. For specific sorts of items, parsing tools 

can be used to examine competitors’ prices. Such analytics are required for 

enterprises to plan their own product development. 

e To correct SEO mistakes. Technical site parsing is used to identify various 

site faults. They can use parsers to find pages that don’t exist, pages that 

are duplicated, descriptions that aren’t complete, products that don’t have 

certain qualities, and stock balance data that doesn’t match what’s shown 

on the site. 

All of the above factors are an incomplete list of how you can use parsing for 

your own purposes. That is why this tool is used by a huge number of businesses. 

Bad Bot v Good Bot v Human Traffic 2020 

25.6% 
Bad Bots 

Bad Bots Amount all Website Traffic in 2020 25.6% 
Parcentage change in bad bot waffic from previous year a 6.2% 

Good Bots Traffic Percentage in 2020 15.2% 
Percentage change in good bot traffic from previous year &1hO% 

I 15.2% 
Good Bots Human Website Traffic Percentage in2020 59.2% 

Parcentage change in human traffic from previous year ¥5.7% 

59.2% 
Human 

Figure 1.1: Traffic analyze in 2020 year 

Figure 1.1 depicts an analysis of Internet traffic that revealed how much of it 

bots and humans [18]. Humans create 59.2% of traffic, while bots 

10 
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Good Bots Traffic Percentage in 2020 15.2% 

Percentage change in good bot traffic from previous year & 16.9% 

Human Website Traffic Percentage in2020 59.2% 
Percentage change In human traffic from previous year ¥S7%



generate the rest, according to the report. Bots are also classified as either bad 

or good. Bad bots, on the other hand, attempt to harm the web resource. Such 

bots can launch DoS assaults and hack a variety of data sources, violating the 

stability of the web resource. Web scrapers and other bots are examples of good 

bots. 

Web service owners set up extra measures to reduce the number of bots in the 

traffic of their Internet services. If it detects that the user is a bot, it evaluates 

their behaviors and prevents access to the website regardless of whether they are 

good or negative. 

1.2 Aims and Objectives 

In this article, we will use the server-side Node.js language to build our own parse 

system. For the parsing library, the Selenium Webdriver tool will be used This 

software is often used by data parsers and test developers. The design of a pars . 

that will not interfere with the website’s stability is a vital feature.We will ser 

random algorithms to act like people and keep the web service from setting « se 

busy. It’s also important to note that this parser won’t break any copytight lane 

and won't get any personal or confidential information from users. 

1.3. Thesis Outline 

This dissertation will be separated into logical sections for the best structure. TI 

first chapter is Introduction chapter. It is this one that you are currently read ne 

The rest of the paper 1s laid out as follows. The literature review is introd cod 

in Section 2. Our methods and materials are presented in Section 3. Ser 

contains the data and results. Finally, in Conclusion chapter we concl d ude our 

conclusion. 
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2. Literature Review 

Similar articles or publications related to parsing or constructing a parser from 

scratch will be described in this area. A large number of minor articles, manuals, 

or training resources were discovered when searching for information. Due to 

their modest size, many types of materials were overlooked. Four good pieces 

were discovered throughout the search: 

e Xurxo Legaspi, “Scraping Dynamic Websites for Economical Data” [26]. 

e Huy Phan, “Building Application Powered by Web Scraping” [31]. 

e Neal R Haddaway, “The Use of Web-scraping Software in Searching for Grey 

Literature” [17]. 

e Javier Ochoa Serna, “Design and Implementation of a scraping system for 

sport news” [33]. 

These projec ts demonstrate a variety of approaches to utilize the parser to 
achieve their objectives. Each of these articles will be placed in its own subcate- 
gory, with links to the full versions of these articles in the references section. This 
section’s final subcategory will have output. 

2.1 The importance of parsing in the processing 
of various types of open data 

Scraping websites is the most effective approach to automate the process of gath- 

ering and saving data. You can use the parser to make and maintain webpages 

with identical design, content, and structure. Xurxo Legaspi (2016) wrote a pa- 
per about parsing sites with dynamically changing content that employ AJAX 

12



technology to update dynamic data on a regular basis. Sites having a slant in 

economic data, for example, where a large number of charts are used. The author 
suggests parsing with the LnuDSC (Lnu Data Stream Center) auxiliary tool and 

the Scrapy library [26]. Neal R Haddaway (2015), on the other hand, emphasizes 
the challenge of locating gray literature for research activities like systematic re- 
views. The author concentrates on the parser as a tool for solving the search for 
gray literature, which is a unique aspect of this essay [17]. Javier Ochoa Serna 

(2017) developed a program to extract data from a news page about popular Span- 
ish football teams [33]. The author of the article evaluated the available data and 
created a web dashboard for easy examination of the study results thanks to the 
development of an unique parsing tool. Javier Ochoa Serna (2017) visualized the 
data by separating the analytical data into different columns for each of the news 
stories. In terms of concept, this piece is really intriguing. This article’s author 
was able to condense a lengthy development process into a single structure. It is 
important to mention that the building of a parser is simply one component of 
his endeavor in his article, not the full dissertation’s purpose. 

2.2 Security Bypass Methods on the Server 

In the techniques section, I discussed common indicators that the server recognizes 
a site visitor as a parser, as well as several types of blocking and how to get around 
them using the Selenium tool and randomized algorithms. Huy Phan (2019) also 
provides a technique from the ground up that allows you to parse data from 
web pages of websites in his work. Section 2.6.4 Detect anti-bot mechanism and 
halt, which is dedicated to the introduction to the server Protection problem, 
explains how one of the server protection methods works by analyzing human 
activities [31]. When examining a web site, the server protection puts it into one 
of three categories: white list, gray list, or black list, according to the edition 

of this article. The number of requests sent by the client, the load, and digital 
fingerprints all influence this process. The article’s author also highlights that the 

parser need continual developer assistance owing to constantly changing data and 

the constant update of old sites. This article is the most similar to my subject. 

Huy Phan’s (2019) essay takes a unique approach to developing the parser and 
writing instructions on how he constructed it from the ground up [31]. My post, 

13



on the other hand, goes into great depth about how to protect the server from 

parsing. 

2.3. Conclusion 

After reviewing the aforementioned articles and dissertation, it is important to 
note that all of the authors underlined the relevance of web scrapers as a tech- 

nology. Web scrapers, according to most, assist in the organizing and cleaning 
up of data in loose, unstructured collections of information. According to an 

article by Huy Phan (2019), as the economy shifts toward a high-tech business, 

getting the data you need in a reliable and timely manner becomes increasingly 

vital. Parsers have a lot of room for improvement as a tool for navigating large 
unstructured data sets [31]. In addition, all of the authors underlined the rele- 
vance of data that has been copyrighted. This means that before analyzing the 

data, you should familiarize yourself with the site’s copyright policy. Further- 

more, each of the aforementioned authors used parsing for completely different 

reasons, ranging from designing the parser to analyzing the data collected by the 
parser. Unlike the other papers, the purpose of my research is to create & parser 

that, in addition to collecting data, simulates human activities using randomized 
algorithms, overcoming the parser’s protection and causing no disruption to the 
web resource. 

14



3. Methods and Materials 

Developing any algorithm from scratch is a fairly voluminous task. In order to cope with this task, it is necessary to divide it into several parts. All these parts 
will be logically separated with respect to their task. 

1. Learn about website security systems. 

2. Learn about the Selenium parsing library. 

3. Learn about randomized algorithms. 

4. There are ways to bypass website security systems using Selenium and ran- domized algorithms. 

5. Choose a website with strong protection against parsing. 

6. Writing a program in Node.js using the Selenium library 

7. Implement randomized algorithms in the program base. 

8. Test the work of the parser with randomized algorithms and without ran 
domized algorithms. 

was necessary to create a stable knowledge base. The rest of parts five through 
eight inclusive are practical. All parts of this plan will be described in more detail 
below. 

3.1 Learn theory about websites security system 

A large number of such programs, written individually: for different customers 
daily visited the sites of online stores and opened many pages with goods. Since 

15



many of the programs were not written by professionals, they sent a large number 
of requests to the servers and created a significant load on the sites, slowing down 
their work or even potentially leading to the unavailability of the resource. This 
state of affairs did not suit the owners of large online stores, and special tools 
began to appear on the market to protect against parsing-systems for protecting 
against bots. 

Parsing protection means that it wil] be as difficult as possible for scripts and 
bots to get data from your site (online store), while access to the site for real 
users and search engines will not be compromised. Unfortunately, this is a rather 
difficult task because it is necessary to find a compromise between protection from parsers and the complexity of access for real users and search engines. 

In order to fully cover the topic of protection against parsing, it is necessary 
to understand how the server detects the parser and how the server blocks the 

Data cleansing bots collect data very quickly. People can’t surf the web at 
that speed, so the site could easily be owned by your scraper. The protection recognizes it as a server faster the faster the parser searches for and collects data. 

16
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Figure 3.1 shows the analytics of the average time spent per page per industry 

[14]. The data shows that the average person spends 54 seconds on a page. 
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3.1.2 Browser fingerprint reader 

Server protection can take various data from the client, including its digital finger- 

prints. One of these fingerprints is the User-Agent parameter, which the browser 

automatically generates when working with websites. The User-Agent request 

header is a string that tells servers and other network peers about the appli- 

cation, operating system, vendor, and/or version of the User-Agent making the 

request [11]. 

me/101.0.4951.64 Safar 

Figure 3.3: User-agent parameter. 

Figure3.3 shows the automatic generation of the User-Agent parameter. This 

information helps the server collect its own analytics or keep track of events regard- 

ing a single user of the website. The absence of this parameter in the protection 

of the website causes great suspicion. 

3.1.3 Lack of JavaScript / CSS rendering 

The real browser requests and loads resources such as images and CSS. HTML, 

parsers and crawlers will not do this, as they are only interested in the actual 

pages and their content. 

18
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Al Fexch/XHA JS CSS Meda Font Doc WS Wasm Mantest 

Figure 3.4: The loading process of JavaScript files. 

The loading of JavaScript files for the Google search engine can be seen in 

Figure 3.4. If the site client does not load JavaScript, then the site actually 

marks such a visitor as a bot. While it is possible to prevent JavaScript from 

running in a browser, almost all sites on the Internet will be unusable, which 

means that this feature will be enabled in most browsers. 

The React.js library is used by 40.14 percent of 67.593 respondents [36] in the 

"Ctack Overflow Developer Survey 2022." This statistics indicates that the use 

of front-end frameworks and libraries is becoming more popular. The use of the 

React library results in the building of a fully functional Single Page Application. 
A single-page application (SPA) is a single page that interacts with the user 

on a continuous basis by dynamically rewriting the current page rather than 

downloading complete new pages from the server. A single block tag is supplied 

on the main HTML page, to which JavaScript programs are attached. Because 

of this, you need to be able to load Javascript to get the full content of an SPA 

application. 

31.4 Bot Trap Link 

The work of many parsers is to collect information from the desired page and go 

to the next one. Usually, the parser algorithm collects all the links on the pages 

and then follows them to further collect information. In order to counteract this 

method of parsing; decoy links were invented. This method is one of the easiest 

to implement. 
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(3 HTML 

<header> 

<nav> 

<ul> 

<li><a herf="/home">Home</a></ i> 

<li><a herf="/services">Services</a></1li> 

<li><a herf="/aim">Aim</a></1i> 

<li><a herf="/contact">Contact Us</a></li> 

<li><a href="/trap" style="display:none">Trap for parsers</li> 

- 2ful> 

</nav> 

</header> 

‘Home Services Aim Contact Us 

Figure 3.5: A simple trap for scraper bots. 

Figure 3.5 shows the simplest implementation of a hook for parsers. Usually, 

they are made invisible to the user or given to a user who shows suspicious activity. 

When a decoy link is clicked, the website blocks the user or slows down the 

user’s response time. The main disadvantage of traps is that those who parse 

know about them and find them after some time. And when the developers know 

where the traps are, they set up the parser so that it avoids them. For the traps to 

work effectively, their url and location on the site need to be changed periodically. 

After considering the signs by which the server protection can detect the 

parser, it is necessary to understand what measures the protection will take to 

neutralize or destabilize the parser. In this step, we will consider the four most 

popular solutions: Complete blocking by IP address, text-to-image conversion, 

data spoofing, changing the server data structure and Captcha [29]. 

3.1.5 Complete blocking by IP address 

An IP address is a string of digits separated by periods. An IP address is made up 

of four integers, for example, 192.168.1.31. The set’s numbers can vary from 0 to 

955. As a result, the entire IP addressing range is 0.0.0.0 to 255.255.255 [25]. An 

IP address is a unique identifier that allows data to be exchanged between devices 
; ‘ intar 1 CG 4 . 

on a network, It contains information about the device’s location and makes it 
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available for communication. IP addresses are used to identify computers, routers, 

and websites on the Internet and are an important part of how they operate. 

IP blocking is one way to block access to a network resource by a client that 

has a specific IP address (or an IP address from a given set). This method is 

ineffective when denying access from one specific IP address. Because, often, IP- 

addresses are issued automatically when the client connects to the network. And 

its effectiveness increases when using a subnet mask. because getting online from 

another network is much more difficult. However, blocking a single user based on 

their subnet mask is unacceptable as this will affect other clients on the network. 

class RestrictIpAddressMiddleware 

Locked IP addresses 

+c $restrictedIp = ['192.168.@.1', '202.173.125.72', '192.168.0.3', '202.173.125.71"]; 

rion handle($request, Closure $next) 

if Cin_array($request->ipO, $this->restrictedIp)) { 

inn response()->json(['message' => "You are nat allowed to access this Site."]); 

return $nextC($request); 

Figure 3.6: An example of code that blocks by IP address 

The algorithm for blocking an IP address is quite simple. After detecting a 

program or & bot and a server, the program reads the IP address and adds it to the 

blacklist. Figure 3.6 shows an example of blocking by IP address in PHP using 

the Laravel framework [28]. Despite the blocking, after connecting to another 

network or rebooting the modem, the user’s IP address will change. After this 

operation, the client can also re-enter the blocked site. 

3.1.6 Convert text to image 

The server can convert the text to an image on the server and use it for display » serve! 
I | 

which will make it difficult for simple parsers to extract the text. This method is 
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mediocre for a number of reasons: 

e First, this method does not work well with screen readers. Due to the lack 
of content availability, this method will worsen the perception of content by 
a certain number of users [12]. 

e Secondly, due to the way search parsers work, this solution will not work 
well with search algorithms. 

e Thirdly, this protection method can be bypassed using Optical Character 
Recognition programs [5]. These programs allow you to read text from an 
image. They take in an input image, the text inside of which must be read, 
and give the output text that was inside the image. 

Despite all the above factors that significantly impair the performance of the 
website, this protection is widely popular. 

3.1.7 Data replacing 

After detecting the parser, the server can replace the real content of the website 
with a fake one. Instead of a real description of the goods, lorem ipsum [30] may be 
used. Or, instead of the real price of the product of 90, theparserreceivesapriceo fC 
This substitution of data for fake significantly worsens the data that the parser 
receives. As a result, incorrect or inappropriate statistics may be generated. This 
countermeasure is a very effective solution to parsing. The key feature of this 
protection is the difficulty in detecting fake content. 

There are various more methods for altering data. Number parsing protection 
is used by the popular Avito marketplace service [19]. This is a free service that 
guards you from unsolicited phone calls and messages. It keeps user contacts 
private; they don’t fall into the hands of scammers, and they don’t get spam via 
SMS or instant messenger. Suspicious phone numbers are automatically rejected, 
When a buyer hits the "Show phone" option on a seller’s offer, the service is 
displayed instead of the genuine phone number. When someone calls it, the 
service transfers the call and informs them that they are calling from Avito. 

‘ 
’ 
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3.1.8 Changing the site structure 

Parsers adjust to a specific site structure, and if it changes, the program crashes. 
Parsers understand the structure of the site’s content using CSS styles, HTML 
structure, or XPATH. Therefore, programmers, in order to hinder the work of 
competitor parsing programs, can change the locations of components on the 
website, the names of classes, styles, etc. In order for this method of protection 
against parsing to work, you need to change the structure of the site regularly. 
The more often, the better. 

The site structure is sometimes changed dynamically, 1.e., when you go from 

different places to the same link, the content of the page will be different. This 

is often used in advertising, but it can also be used for protection. However, this 
method must be used with caution. The fact is that for SEO promotion, the site 

structure is a key component [3]. 

3.1.9 Captcha 

A captcha is a specific security code that appears as a pop-up window or an 
image on some websites. The user is asked to perform a simple activity, confirm 
the status, type in words or figures, or respond to a question. The user will be 
unable to continue using the site if he or she does not confirm or answer the job. 
The application identifies whether the website’s client is a person or a server in 
this way. 
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Select all squares with 

traffic lights 
if there are none, click skip 

Figure 3.7: Captcha with the ability to select specific zones 

Figure 3.7 shows a captcha with a selection of the desired images. In this 

figure, you need to select traffic lights. It should be noted that some parts of 

these pictures can be located on two blocks. This makes it very difficult for 

various programs to solve this captcha. In addition to the type of captcha shown 

in Figure 3.7, there are other types: Entering text, numbers, and symbols Solving 

a mathematical problem Confirming an action and others. 

To work with Captcha, you need to connect a script from Google [1]. Once 

initialized with the website form, Captcha will successfully syne with the website. 

There are some services for bypassing Captcha-the most popular of them is the 

AntiCaptcha service [27|. However, it is worth noting that most of the stable- 

working services for solving Captcha are paid. For example, the AntiCaptcha 

service charges 0.5 USD for each 1000 captchas, depending on your volume [27]. 

We have considered five popular ways of server operation by blocking the 

stability of the parser. In practice, these methods can be much more. All of the 

above factors will only be obstructed if the server understands that it is the parser 

that is working. To improve our work, it is necessary to beware of the signs by 

which the parser can give itself away. ; 
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3.2 Learn about Selenium parsing library 

There are numerous data parsing tools and libraries available. The Selenium 

tool has become one of the most popular such tools for programmers. Selenium 

WebDriver is a browser driver by design, which means it’s a software library that 

lets you create programs that control browser behavior. 

With WebDriver, Selenium can automate all the main browsers on the market 

(Firefox, Opera, Chrome, and Edge). WebDriver is a protocol and an API that 

defines a language-independent interface for managing web browser behavior. A 

"driver" is a WebDriver implementation that is customized for each browser. A 

driver is a piece of software that lets Selenium and the browser share data by 

giving the browser control [37]. 

The Selenium Webdriver tool belongs to the browser parsers, so this tool works 

well with modern sites and various Single Page Applications. SPA applications 

generate content using JavaScript and script parsers will not be able to work with 

them. It should be noted that now there is a trend toward using SSR applica- 

tions or the introduction of special frameworks to speed up SPA applications. 

These techniques greatly influence the final result of the web application struc- 

ture. SSR applications work well with SEO and are also good for speeding up 

website loading. Tools such as Next.js were created specifically to speed up the 

loading of a React.js application [23]. Even so, the Server Side Rendering feature 

lets you hide the execution of public API requests, which can cause problems 

when scripted parsers are being used. 

In addition to all the above features of this tool, there are also the following 

advantages of using this tool: 

e This tool supports different programming languages. This tool can work 

with languages such as Java, C, PHP, Ruby, Perl, Python, and Node.js 

which means that a large number of developers can use it. 

e It is open source and free for any developer. 

e A large community of users - in case of difficulties in the work, there is 

someone to ask for help. 

A large community of users - in case of difficulties in the work, there is someone 

to ask for help. Apart from data parsing, Selenium Webdriver is used in web site 
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testing. Testers use Selenium to automate the actions of browsers, check the 

functionality of the program and receive data from sites. To test how this tool 

works in practice, we will create a small function, presented below. This function 

will launch an automated Chrome browser, go to the Google page, write the word 

"Webdriver" in the text field, and go to the result page. 

t+ webdriver = require('selenium-webdriver 

require('selenium-webdriver 

st chromedriver = require(' chromedrive 

chrome. setDefaultService (1 

const driver = new webdriver.Builder() 

.withCapabilities(webdriver.Canabilities.chrame()) 

.build(); 

tion googleExample() 

await driver.get('http://www.gooule. com/ner 

await driver 

.findELement (webdriver.By.name( 

.sendkeys('webdriven', webdriver - Key. RETURN); 

it driver.quit(); 

Figure 3.8: Demonstration of the code of a standard Selenium application. 

Figure 3.8 shows the code for the googleExample function that launches the 

automated Google Chrome browser. It’s important to remember that the driver 

‘gs initialized before the main function begins. 
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Figure 3.9: The HTML code for the Google homepage 

Figure 3.9 shows a small section of the Google page’s HTML code. A 

this code, a specific input attribute with the name=q parameter is hi F li oni 

Figure 3.9 shows how WebDriver uses the findElement method to andl ' “ 

element that is on the Google homepage. Next, using the sendKeys somites ue 

browser writes the webdriver text and then calls the Enter button to go to tl 
, 0 to the 

result page. 
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Figure 3.10: Selenium Webdriver in action. 
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SPRAY RECOIL 
PATTERN COMPENSATION 

Figure 3.11: Famas weapon recoil simulation. 

Figure 3.10 shows the end result of the googleExample function. It should 

be noted that the system warns that this browser works according to a certain 

algorithm. Figure 3.10 also shows an alert that sits between the input line and the 

Google page. This alert says that "Chrome Browser is managed by automated 

test software". 

The Selenium webdriver allows programmers to control all browser features. 

The above example with the googleExample function shows that we can navigate 

to different pages, work with elements on the page, wait for the page to load, and 

much more. These above factors are a good reason to use Selenium Webdriver as 

a scraping tool. 

33 Learn about randomized algorithms 

Randomized algorithms are algorithms that use random as part of their program 

or base. I.e., when using randomized algorithms at some stage, instead of making 

a decision ourselves, we call on fate (chance) to choose for us. Randomness has 

many applications in science, art, statistics, cryptography, games, gambling, and 

other fields [23]. 
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Figure 3.12: xorshift128+ algorithm code. 

The recoil of weapons in online shooters is an example of how randomized 

algorithms are used in games. The precise trajectory of a bullet after a shot is 

determined by a large number of variables. They use random numbers to avoid 

having to calculate each factor. Figure 3.11, for example, is a recoil simulation of 

a Famas weapon in the popular game Counter-Strike: Global Offensive. Bullets 

are fired into the center, rising slightly upwards, until the 15th. The shooting goes 

right and left at random after the 15th bullet [2]. This method makes it much 

easier for programmers to complete their tasks and calculate the bullet trajectory 

algorithm. 

Despite the huge popularity of using randomness in various fields of science 

and technology, recreating absolute randomness is a very difficult task. In pro- 

gramming, pseudo-random number generators are used to recreate randomness. 

A pseudo-random number generator is an algorithm that generates a sequence of 

numbers whose elements are almost independent of each other and obey a given 

distribution [32]. At the moment, there are a huge number of such generators. 

For example, the people who make browser engines choose which algorithm for 

pseudo-random numbers will be used’ in their environment. 
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return state@ + statel; 

Figure 3.12: xorshift128+ algorithm code. 

The recoil of weapons in online shooters is an example of how randomized 

algorithms are used in games. The precise trajectory of a bullet after a shot is 

determined by a large number of variables. They use random numbers to avoid 

having to calculate each factor. Figure 3.11, for example, is a recoil simulation of 

a Famas weapon in the popular game Counter-Strike: Global Offensive. Bullets 

are fired into the center, rising slightly upwards, until the 15th. The shooting goes 

right and left at random after the 15th bullet [2]. This method makes it much 

easier for programmers to complete their tasks and calculate the bullet trajectory 

algorithm. 

Despite the huge popularity of using randomness in various fields of science 

and technology, recreating absolute randomness is a very difficult task. In pro- 

gramming, pseudo-random number generators are used to recreate randomness. 

A pseudo-random number generator is an algorithm that generates a sequence of 

numbers whose elements are almost independent of each other and obey a given 

distribution [32]. At the moment, there are a huge number of such generators. 

For example, the people who make browser engines choose which algorithm for 

pseudo-random numbers will be used in their environment. 
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Figure 3.12 shows the xorshift128+ pseudo-random number generator code. 

It uses 128 bits of internal state, has a period length of 2128-1, and passes all the 

tests from the TestU01 suite. Since 2015, most browser engine developers have 

used this algorithm. This list includes Firefox, Safari, and browsers using the V8 

engine (Chromium-like browsers) [15]. 

3.4 Ways to bypass website security systems us- 

ing Selenium and randomized algorithms. 

In order to understand how randomized algorithms can help bypass server pro- 

tection, it is necessary to consider each of the parser protections separately. In 

this case, we will consider the signs from paragraph 3.1.1 to ?? inclusive, as well 

as the blocking itself from paragraph 3.1.5 to 3.1.9 inclusive. 

3.4.1 Ways to Bypass Parsing Signs with Selenium and 

Randomized Algorithms 

In total, from paragraph 3.1.1 to ?? inclusive, we considered four popular signs 

by which server protection can understand that a site user is a scraper. From 

Section 3.4.1 through Section 3.4.1, we will look at how Selenium tools and the 

use of randomized algorithms can help with feature traversal. 

Bypassing the feature “The pattern in sending requests”. 

The pattern in sending requests says that the server, for certain reasons, can 

understand that this website client is a parser and not a person. The main 

indicator that a website client is a parser is the speed of sending data. 

In order to recreate human activity, the program needs to set a speed limit. 

This operation is easily done using special wait functions. These asynchronous 

functions will temporarily stop the program for a certain amount of time to sim- 

ulate human reading. It is worth noting that this timer should return a different 

wait value each time. In this case, it will help us to make randomized algorithms. 

Randomized algorithms will help us choose a time span from A to B, where A is 

the minimum wait time and B is the maximum wait'time, thus choosing a unique 
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time span each time. Due to a random timer, web server protection will not be 

able to see a pattern in the way requests are sent. 

In addition to setting randomized timers, using the Selenium tool, we can 

set up a function that will randomly click on some empty parts of the website. 

Since human actions are not systematic and not ideal, this function will help in 

recreating human actions. 

Bypassing the “Browser fingerprint reader” feature. 

Browser fingerprinting indicates that the server very often calculates browser fin- 

gerprints. Browser fingerprints such as the User-Agent parameter are used by 

websites for their own analytics. The User-Agent parameter, like many other 

browser fingerprints, is automatically recreated by browsers. The Selenium Web- 

driver tool launches a pre-programmed browser that is exactly the same as other 

browsers people use. The presence of this tool means that it is very easy to by- 

pass this feature, since the programmed browser will automatically create all the 

necessary digital fingerprints. 

Bypassing the “Lack of JavaScript / CSS rendering” feature 

The lack of a JavaScript or CSS rendering flag means that the server can keep 

track of whether the client is loading Javascript or CSS files or not. Using the 

Selenium Webdriver tool, the programmed browser will automatically follow all 

the necessary links and download all the website’s content. 

Bypassing the "Link-trap for bots" feature 

The link-trap feature for bots means that programmers create special links for 

bots, following which the server will understand that this client is a parser. In 

order not to fall into this trap, we must follow only visible links. The program 

needs to check styles and link classes for "display: none" styles. 

Based on the above factors and how to bypass the four signs of parsing, we can 

say that using the Selenium tool and randomized algorithms is a good combination 

for solving this problem. 

, ’ 
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3.4.2 Ways to bypass locks with Selenium and randomized 

algorithms 

In total, from paragraph 3.1.5 to 3.1.9 inclusive, we have considered four popular 

ways to block the parser. From Section 3.4.2 to Section 3.4.2, we will look at how 

Selenium tools and the use of randomized algorithms can help in bypassing locks. 

Bypass blocking “Complete blocking by IP address”. 

When a user is completely blocked by an IP address, the user does not have client 

access to the website. In this case, in order to bypass this blocking, you should 

use a proxy server. 

A Proxy Server in Action 

Figure 3.13: Proxy server operation in practice. 

A proxy server 1s an intermediate server between the Internet user and the 

servers from which information is requested. Figure 3.13 shows an example of 

how a proxy server works in practice. The proxy server changes the user’s IP 

address, thereby bypassing the blocking by IP address. The web server then 

sends a response containing the website data directly back to the user [6]. As a 

result, using a proxy server allows you to be on the Internet on behalf of another’ 
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server. Due to the fact that servers cannot determine whether the current client 

is using a proxy server or not, they will let it through. 

There are a huge number of available public proxy servers on the Internet. 

However, it is worth noting that using freely available and public proxy servers is 

not a safe solution. Also, due to the fact that the proxy server data is public, there 

is a huge chance that several Internet users will use the same proxy server. This 

option will heavily load the proxy server, thereby reducing the speed of sending 

and transmitting content through the web server. On the other hand, there are 

paid solutions that will allow us to use private proxy servers. Since the goal of our 

study is to build an algorithm and show the work and capabilities of our parser, 

and not to create a fully finished product, I will use free public proxy servers. 

For this program, I will use the "Node.js Proxy-list" library, which contains a list 

of available proxy lists [20]. This list is constantly updated, which indicates that 

this solution is a good one. 

The Selenium tool has the ability to add and configure proxy servers at the 

root of the project itself [38]. This feature allows you to work directly with the 

list of proxies. You can also add a randomized selection from the proxy list. 

Bypass the "Convert text to image" blocking. 

Bypassing this blocking can be done using special optical character recognition 

programs. These programs exist in Node.js libraries, such as the Node-Tesseract 

library [13]. 

It should be noted that the server usually precisely changes user data or phone 

number data by converting text into an image. Due to the fact that parsing phone 

numbers and other sensitive data is unethical, this type of data will not be parsed. 

That is why we should assume that we will not encounter this type of blocking. 

Bypass blocking “Data spoofing” 

Bypassing this lock using randomized algorithms or using the Selenium tool is 

not possible. One of the main reasons is the logic of solving this problem. The 

program cannot determine whether the parsed data is false or true. To fully check 

this, all that needs to be done is to parse all of the data from the site and then 
* do any other analysis. 
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On the other hand, you can protect yourself by changing the randomized 

user-agent or changing the proxy server. Since the data in the browser is always 

changing, the server won’t need to replace the real data. 

Bypass blocking “Changing the site structure” 

Changing the structure of a site can completely change the architecture and class 

names. The solution to this problem is a complete change in the site parsing 

structure, i.e., it is necessary to analyze what has changed and change the class 

names to the current data. Bypassing this block is a relatively easy task. However, 

despite the ease of decision, site programmers can change the structure of the site 

at any time. That is why it is necessary to constantly monitor the relevance of the 

parser program. The Selenium tool will throw an error when the site structure is 

changed, saying that the site structure has been changed. 

After looking at lock traversal and parsing feature traversals, we can say that 

Selenium tools and randomized algorithms are the most common solutions among 

them all. It should be noted that these tools do not solve all lock bypasses. 

However, it should be assumed that the use of these tools will significantly help 

achieve our goal. 

3.5 Choose a website with strong protection againsi 

parsing. 

The parser is always made for a specific site. The structure or functionality of 

the parser may be similar, but it is impossible to make a completely universal 

parser for all sites in the world. Before creating a parser, it is necessary to 

analyze several large marketplaces and see whose protection is stronger. Since the 

purpose of our dissertation is to create a parser for bypassing protections using 

randomized algorithms, we need to take several large web services and analyze 

their protections. For analysis, let’s take the two largest marketplaces from two 

countries: Market.kz from Kazakhstan and Avito.ru from Russia. To parse data, 

we will create a small program using the Node.js library node-osmosis [7]. This 

script belongs to the script type parser [24]. This means that it works directly 

with the server’s HTML content using GET and POST requests. Using the script 
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type of the parser will allow you to find out how fast the parsing protection works 

on the web server. Also, this type of parser is much faster than browser-based 

parsers [24]. 

3.5.1 Project initialization on Node-osmosis 

To initialize a Node.js project, you need to open a command prompt and type the 

"npm init -y" command. Next, we create an index.js file, in which we will carry 

out all the necessary operations. 

Temir LankudabayeviNacBook-Pro-lfemirlan thesis % npm install osmosis --save-dev 

ideallTree Removing dependencies.osmosis in favor of devDependencies.osmosi : is 

up to date, audited 242 packages in 5s 

20 packages are Looking for funding 

run “npm fund’ for details 

jah severity vulnerabilities 

To address issues that do not require attention, run: 

npm audit Tix 

To address all issues (including breaking changes), run: 

npm audit fix --force 

Figure 3.14: Installing the osmosis library 

Then you need to install the Node-Osmosis library using the "npm install 

osmosis —save-dev" command as shown in Figure 3.14. After installation you 

need to write a codebase that will be common to compare the protection of two 

sites. 
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(async () => { 

console.time( label: 'starting'); 

const { results, errorCounter } = await getParsedPages( ‘uv 

url: BASE_URL, 

pageNumber: MAX_PARSED_PAGE 

, Pesults. length); 

', errorCounter) ; 

Figure 3.15: Common codebase for security comparison 

Figure 3.15 shows the overall code base for comparing the protection of the 

Market.kz and Avito.ru platforms. As shown in Figure 3.15, the code contains 

a generic asynchronous getParsedPages function that initializes the parser. This 

function also takes URL and PageNumber arguments, where URL is the base URL 

of the page and PageNumber is the maximum number of pages to be parsed. 

To compare the results, we will take such parameters as the total time of the 

parser, the number of successfully parsed data and the number of failed tasks, 

as shown in Figure 3.15. It is worth noting that the number of failed tasks wil] 

not always mean good protection. If there are problems with the Internet, then, 

accordingly, the number of faked tasks will be greater. 

3.5.2 Parsing protection overview for Market.kz 

To parse Market.kz, you need to select any section that is suitable for testing. 

In this test, we will select the "Services" section, take its URL and set the URL 

variable, and set the PageNumber value to 50. 

In order for the browser to understand what data we need to collect for the 

test, it is necessary to analyze the basic advertisement card of the Market.kz 

portal. 
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Figure 3.16: Market.kz standard advertisement card 

The basic structure of the card consists of the following data: advertisement 

photos, title, price, category, mini description, city, date, and number of views as 

shown in Figure 3.16. For the test, you need to choose three parameters. In this 

case, take the parameters: name, city, and price. 

const getPage = 4 : currentUrl => { 

pn new Pramise( executor, (resolve, reject) => { 

osmosis 

.get(currentUrl) 

.set({ 

-data(function({ title. city, price }) { 

Figure 3.17: Card data parsing. 

Figure 317 shows the node-osmosis library in action. The osmosis function 

receives a URL from where data on cards regarding CSS classes should be taken. 

Furthermore, the program saves these results in an array for further analysis. 

starting: 1:40.439 (m:ss.mmm) 

total number of info: 

r of failed tasks: 
total numbe 

’ Figure 3.18: Market.kz parsing results 
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Figure 3.18 shows the results of parsing data from the Market.kz website. A 

total of fifty pages were saved in a minute and forty seconds. There were nine 

faked tasks in total. 

Figure 3.19: Parsed Market.kz data 

Figure 3.19 shows part of the parsed data from the Market.kz marketplace. 

All of the above factors indicate that despite nine faked tasks, script parsers can 

quickly parse the necessary and necessary data from this marketplace. This is to 

say that the protection of this site is bypassed. 

35.3 Parsing protection overview for Avito.ru 

To parse Avito, you must also select any available section. In this test, we will 

select the section "houses in Russia", take its URL and set the value of the variable 

URL. We will also set the PageNumber value to 50. We will also analyze the basic 

Avito advertisement card below. 
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Heckonbko ceryHa Hasay 

Figure 3.20: Avito basic card structure. 

Figure 3.20 shows the structure of the Avito marketplace base card. The 

card consists of a picture, an advertisement name, a price, and an additional 

description. For data parsing, we will take only two parameters: name and price. 

st getPage = async currentUrl => { 

return new Promise( executor: (resolve, reject) => { 

asmosis 

.get(currentUrt) 

Figure 3.21: Parsing Avito card data. 

Figure 3.21 shows the parsing of card data using the Osmosis library. Figure 

3.17 and Figure 3.21 differ only in different CSS class elements due to the different 

structure of the Avito and Market sites. 

39



rser = ittps: See) ee pars error U. a_dot i_dachi 9 Many Requests 
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parser error: I : a: Forbidden 
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r error: Ep Wi vaito.r ssiy ya_doma_i_¢ 1 a t parser fs) y Y OMA] a ? Too Many Requests 

parser error: f dach Forbidd 
a idden 
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parser error: fi ~RUsP c r Forbidden 

Fn is tt 

Figure 3.22: Data parsing errors with Avito. 

After starting the parser, instead of parsing logs, we see 403 Forbidden and 

429 Too Many Requests errors, which are shown in Figure 3.22. A 403 Forbidden 

server error means that the content on the page you are trying to load is restricted 

or unavailable [8]. Too Many Requests indicates that the user sent too many 

requests per unit of time [9]. The response returned by the server contains an 

explanation and may also include a Retry-After header. This header indicates the 

amount of time to wait before retrying the request. 

The result shows that when trying to parse using the Node-Osmosis library of 

the Avito marketplace, the protection does not let the parser inside the service. 

This indicates a basic check for JavaScript rendering on the client as well as 

checking for browser fingerprints. Restarting the parser repeatedly results in the 

same errors as shown in Figure 3.22. 

AQ



Doctyn orpaHnuen: npobnema c IP 
C Hero oTnpasnann CNMWKOM MHOPO 3anpocos, NbITanuCcb YCTPOMTb 

DDoS-araky “nv BanamblBank Npodunn nonbsoBatenen. 

YTo MoxkHO CAenaTb 

— Mogknoynteca kK Apyrow cern. 

— Nepesarpy3uTp poyTep. 

— Orxniounte VPN. 

__. BEMOUMTb HW BEIKNIOUMTS pexum «B camonéTe» — ecTb WwaHc, TO IP 

VSMeHUTCA. 

Ecnu He nomoxxer, Hanvuimte 8 nongepmny, B nuchMe yKaXxuTe ropop, 

nposaigepa v IP-agpec (ero MokHa MacmoTpeTe Ha yandex.ru/internat). 

Moctapaemca pasoOpaTbca Kak MOKHO CkOpee. 

Figure 3.23: User interface example after blocking by IP. 

After trying to parse the Avito website using the Node-Osmosis script parser, 

it was discovered that the service banned us by IP address. This means that after 

the protection detects a parsing attempt, it automatically reads the IP address of 

the server and adds it to the blacklist. Figure 3.23 shows what the page of a user 

banned by IP looks like. 

All of the above factors indicate that the Avito marketplace has good pro- 

tection. Unlike the Marketplace, the Avito service is banned by IP address. It 

is likely that the marketplace could have changed the ad data. However, unlike 

Avito, Market allowed the bot to be on the website. These results mean that the 

Avito service will be selected for the study. 
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(3.6 Writing a program in Node.js using the Sele- 

nium library 

To initialize the program, you need to create.a new Node.js project. As in ste 
) 2.3.1, you need to open a command prompt and enter the command "npm nit 

) -y". Next, you need to create the main index.js file, where we will write the nasi 

code of our program. 

a 

temirlankudabayev@MacBook-Pro-Temirlan thesis % npm i selenium-webdriver chromed 
a oP eh omedriver 

changed 1 package, and audited 242 packages in 4s 

20 packages are Looking for funding 

run “npm fund’ for details 

5 high severity vulnerabilities 

To address issues that do not require attention, run: 

npm audit fix 

To address all issues (including breaking changes), run: 

npm audit fix --force 

Run “npm audit’ for details. 

Figure 3.24: Installing chromedriver / selenium-webdriver, 

Next, you need to install a tool for parsing data from a web page. Figure 3.24 

5 the installation of chromedriver and selenium-webdriver. After installing show. 

we need to import them and use them in our codebase. these packages, 
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(asyne () => { 

try { 

J] ch in ot 

const driver = await getSeLeniumDriver() ; 

fj; es 1 Fea ae BabHvWie Bbavseetr 

const results = await getParsingResults(driver) : 

a7 - “ CF ee my f rong aD rc i 

ITall wo LOXDAHEHUE MM Bb j / / iot 

await saveResults(results) ; 

+ catch (error) f{ 

commonExceptionHandler (error) ; 

+hrow error; 

Figure 3.25: The main structure of the parser function. 

Figure 3.25 shows the main function of the parser. This function consists of 

three stages: Selenium driver initialization, data parsing, and results processing 

const getSeLeniumDriver tae 

const chromeOptions = new chrome.Options(); 

chromedptions.addArguments('headless') 
; 

return new webdriver.Builder() 

_forBrowser( © “chrome') 

| _setChromeOptions (chromedptions) 

puild() ; 

Figure 3.26: getSeleniumDriver function. 

3.26 shows the code for the first step in the parsing process. This 
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getSelenium Driver function initializes the chrome browser itself in headless mode 

After completing the settings, it builds the configuration itself and returns a 

completely standalone browser. 

st getParsingResults = asyne (driver) => f{ 

st pesults = []: 

let errorCount = 0; 

1st pageList = getPageList( 

await asyncForEach(pageList, async currentPage => { 

const currentURL = currentPage > 1 ${PAGE_URL}?s SicurcentPaaelnin se 

console. Log(‘flepexog | | currentuRL): 

const response = avait getSinglePage(driver, currentURL); 

console. Llog( CTpai 

results.push(response) ; 

- ${currentPage}: fs , response. Length): 

console. log(' Ouuimanic 

Hy 

turn results; 

} catch (error) { 

errporCount++; 

Figure 3.27: getParsingResults function. 

Figure 3.27 shows the code for the getParsingResults function. This function 

is the heart of this program because it is where the data is parsed. Before we start 

parsing, we initializ 

a special link to which our parser should go. After the transition, the parser — 

all the necessary data from the page using the getSinglePage function. It then 

es the parsed data into the results array. If a parser error occurs, a system 

oblem with access, then we display the program logs and count the 

g the errorCount variable. 

e the number of pages to be parsed. Next, we alternately create 

stor 

crash or a@ pr 

number of errors usin 

44



const getSinglePage = async (driver, currentUrl) => { 

const results = [] 

+ driver.get(currentUrl); 

+ elements = avait driver.findElements(webdriver.8y.className( | 

let element of elements) { 

title await . findElLement(webdriver.Sy.clossNome( 

information eLenent. findELement (w 

.FindELement (web y.clossName( 

ont. findELement(webdriver.ty.clossName( 
st price 

ist geolocation 

it title. getText() 

+ information.getText(); 
ist titleText 

informationText = 

priceText price.getText(); 

t geolocationText t geolocation. getText(); 

y: 

: iveUnitTe ananalastites : 
+ [mileageText, ivelnitText, engineText] = informationText.split(’, ‘) 

ast engineVolumeText = modificationText.trim().substring(0, 2); 

Figure 3.28: getSinglePage function. 

Figure 3.28 shows the first part of the code for the getSinglePage function. 

This function goes to the current page of the site. Next, she collects all the cards 

of the current ad. The next step, she goes to each card individually and collects al] 

sary information: title, information, price, geolocation. Next, we group 
the neces 

formation and work with the text. 
all the necessary in 
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‘ result = [ 

ie’, nametext], 

‘, ageText], 

mileageText], 

modification’, modificatianText], 

, bodyText], 

eUnit', driveUnitText], 

engineText], 

Volume’, engineVolumeText], 

fit 

[ia 

['n 

f° me 

['b 
['d 

[‘et 
ch 

priceText], 

geolocationText], 

].reduce((previousValue <{) , currentValue 

sonst [keyName, keyValue] = currentValue; 

previousValue[keyName] = keyValue.trim() ; 

*n previousValue; 

results.push(result) ;. 

Figure 3.29: getSinglePage function. 

Figure 3.29 shows how the parsed results of parsed declarations are handled 

inside the getSinglePage function. We remove all extra lines of each value using 

the trim function. Next, we store all the results in the results array, and after the 

end of the data parsing, we return this array. 
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const saveResults = async (results) => 

new Promise( 

in al 

canst schema = [ 

{ 

type: String, 

value: result => result.name 

iit writeXlsxFile(results, { 

schena, 

ch Cerror) 

reject(erran); 

Figure 3.30: saveResults function. 

Figure 3.30 shows the code for the saveResults function. This function saves 

the parsed data to Excel using the write-excel-file library [22]. To set up saving 

data, you need to pass the results values to the writeXIsxFile function, as wel] as 

an object with the schema and filePath settings. 
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Figure 3.31: File Output pile.alsx. 

Figure 3.31 shows an example of saved data in Excel. The parsed data looks 

and clean. After finishing the implementation of our basic algo- 

very structured 
) 

3 

rithm, we need to check the stability of our program with the command: "node 

If various errors or bugs come out, we must fix them. After 

selenium _avito. js". 

solving all the problems, we move on to the next stage. 

3.7 Implement randomized algorithms in the pro- 

gram base. 

e Node.js language has a large number of internal libraries, classes, 

available. The global class Math is one of these. The Math 

stores various mathematical constants and functions 

The Math object is not a function object [10]. 

The server-sid 

and imported APIs 

object 1s a built-in object that 

in its properties and methods. 
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console. log('Check t 

Nath.random() ; 

PAnonoMm 
f FO OpeceCripiivuri 

Figure 3.32: The Math class in Node.js. 

Figure 3.32 shows the Math global class in action in a Node.js program. | 

dition to various built-in functions, the Math class has a special random f hate unction. 

This is a function that returns random numbers. 

temirlLankudabayev@MacBook-Pro-Temirlan
 thesis % node se} 

#0 seleniut 

Check type of Math class: object 
; . 

Random number is: 

temiplankudabayev@MacBook-P
ro-Temirlan thesis % node seleni 

Aso selenium 

object 
Check type of Math class: 

Random number is: 

+emiplankudabayev@MacBook-P
ro-Temirlan thesis % | 

Check type of Math class: object 

@.8333543977563437 
Random number is: 

Figure 3.33: Run a script to show the result. 

Figure 3.33 shows the math class in action. In this case, we ran the script 

three times, and all three times the Math.random() function returned different 

results. The range of returned numbers is represented by values from 0 (including 

0, that is, it can return Q) to 1 (not including 1, that is, it cannot return one), 

Random algorithms will be put into action with the help of the Math.random/() 

function. 

Several of the things we talked about above will require random algorithms 

for our parser: 

8 Randomized wait function 

get a random proxy server 
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e Function to get a random User-Agent parameter 

3.7.1 Implementation of the wait function with random- 
ized algorithms 

To create a randomized Waiter function, you need to create a getRandomNumber- 
Between helper function. This helper function will take two parameters, min and 
max, where min is the minimum value and max is the maximum value, respec- 
tively. The getRandomNumberBetween function will return a random number 
using the Math.random() function, from the min value to the max value, inclu- 
sive. Using the value of the getRandomNumberBetween function, we wil] set the 

randomized time. The setTimeout function built into Node.js wil] help us do this 

operation. Note that the wait function is an asynchronous function. 

TN_WAITER 

const MAX_WAITER 

const getRandomNumberBetween = (min, max) => { 

return Math. floor ( Math.random() * (max - min + 1) + min) 

} ; . a. ty => 

const randomizedWaizter = ) 

ew Promise( executor (resolve) => q 

eonst randomTime = getRandomNumberBetween(MIN_WATTER, MAX_WAITER) - 

() => resolve, tin Fe ime * 1099): setTimeout ( 

Figure 3.34: randomiedWaiter function 

4 shows the code for the above snippets of the function. We set the 

aximum waiter values at the very beginning. By default, we set 

e to four and maximum waiter value to ten. 

Figure 3.3 

minimum and m 

minimum waiter valu



const structuredPageData = await getParsedPage (pageNumber) ; 

parsedResuLts.push([...parsedResutts, structuredPageData]); 

await randomizedWaiter () ; 

} catch Cerror) { 

commonExceptionHandler(error) ; 

Figure 3.35: Using the asynchronous randomized Waiter function. 

Figure 3.35 shows the use of the randomized asynchronous function random- 

ized Waiter in the main parsing algorithm. The ideal application of this function 

is to insert this function at the moment the parsing of a certain page is completed. 

In practice, it will happen like this: The parser goes to a specific page that needs 

to be parsed. Furthermore, the parser will extract the necessary information using 

a special Selenium Webdriver API. After all the necessary information has been 

collected, we must save it. After saving the results, we will call the randomized- 

Waiter function to simulate waiting. 

3.7.2 Function to get a random proxy server 

The principle of this function is that the function receives a random proxy server 

from the general list of available public proxy servers and passes this list to the 

main parser algorithm. The getRandomNumberBetween helper function, which 

ig used in paragraph 3.7.1, is also useful for this function. To get a list of proxy 

servers, you need the "Node.js proxy-lists" library [20]. To install it, you need to 

open the project terminal and type the command "npm install proxy-lists —sayve- 

dev". 
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temirlankudabayev@MacBook-Pro-Temirlan thesis % npm install proxy-lists --save-d --Save-dev np idealTree Removing dependencies.proxy-lists in favor of devDependencies.praxy-13 : ‘y-Lists 

up to date, audited 242 packages in 2s 

28 packages are Looking for funding 

pun “npm fund’ for details 

5 high severity vulnerabilities 

To address issues that do not require attention, run: 

npm audit Fix 

To address all issues (including breaking changes), run: 

npm audit fix --force 

Run “npm audit’ for details. 

Figure 3.36: Installing the proxy-lists library. 

Figure 3.36 shows the result of installing the proxy-lists library. After installing 
this library, you need to import it into the code base of our project. This can be 

done using the required keyword. 

canst Prexylists require( ‘| ists’); 

onst fcommonExeeptiontandler} = pequire( 

= []) => { 
f 

const getProxyList = (protocelts 
resolve => 4 

return new Promise ( 

vet proxies = [1]; 

-¢.getProxies( 

p => p.forEach(p => proxies.push( ${p.ipAddress}:$ 

() => resolve(proxies)); 

foor 

i 

rotocols 
}) 

ProxyLeis 

fp fv 

.ont! aFe) 

-once(' end 

Figure 3.37: getProxyList function. 

ows the getProxyList function, which is responsible for getting a 

* r j Li . Aft 1 i r - : 

complete list of all available proxy salen er importing the proxy-lists library, 

Proxies method of this class to create a request to get all] available 

Figure 3.37 sh 

we use the get 

servers. In resp 

have several keys: 

onse, we receive a list of objects of type key: value In this 
roxy ; ; 

proxy ipAddress and port, and their values, respectively. To 
case, We 

02 



HTTP | HTTPS | SOCKS 
Fast download speed 

Secure connection support 

Completely anonymous protocol 

Table 3.1: Proxy Protocol Comparison 

standardize the response, it is necessary to translate these values into a single 
string consisting of the value of ipAddress and port. As a final result, we get a list 

of proxy servers from which we can select the proxy server we need. It is worth 
noting that the ProxyLists.getProxies() method accepts the protocols value. This 
value is an array of proxy protocols that we need. 

To improve the understanding of the code, it is necessary to consider what 

the proxy server protocol is. Depending on the protocol used by the Proxy server, 

they are divided into many types, but the most popular are HTTP, HTTPS, or 

SOCKS [34]. 

An HTTP proxy is the most common type of proxy. The main purpose is 

to organize the work of browsers and other programs using the TCP protocol. 

How it works: a program or browser sends a request to a proxy server to open a 

specific resource URL. The proxy server gets information from the resource that 

was asked for and sends it to your browser. 

In fact, this is an HTTP proxy; the letter "S" in this case means "secure" 

(protected) with support for a secure SSL connection. These proxies are used 

when sensitive information needs to be transmitted. 

To date, Socks proxy is the most advanced information transfer protocol. The 

Socks proxy does not transmit information about your IP address. The website 

will not be able to detect the use of a proxy. The connection to the website wil] be 

absolutely transparent, just as if you were working with it directly. In this case, 

the website will see the IP address of the proxy and not your real IP address. 

Table 4.1 shows a comparison of proxy protocols regarding the parameters: 

Web page loading speed, secure connection support, and fully anonymous protocol 

_ [34]. If this proxy protocol supports a ie es parameter, then the table cel] 

of this proxy will be colored green, eerie it will be red. aaias on the results 
, of Table 1, it should be noted that using the Socks protocol is a better solution 

n ing the HTTP or HTTPS protocols. In this case, we will use the Socks 
an usl 3 

protocol for our algorithm. 
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const getRandomProxy = async (protocols : an 

try { 
const availableProxies = await getProxyList(pratocols)- COlMSoe 

(Array.isArray(availableProxies) && availableProxies. Lannti ie 

t randomIndex = getRandomNumberBetween(0, availableProxies. 7 J or X1eS.Length 

return null; 

} catch (error) { 

commonExceptionHandler (error) ; 

Figure 3.38: getRandomProxy function. 

Figure 3.38 shows the code for the getRandomProxy function. This function 

receives a list of protocols and returns a random proxy server. To begin with 
? 

to get all available proxy servers. Next comes the check fo T a request is sent 

the existence of this array. If the array exists and the list of Proxy servers js 

not empty, then we continue to work with proxy servers, otherwise we return 

After we have made sure that we have a list of proxy servers available null. 

we must get any of the available proxy servers. This can be done using the 

getRandomNumberBetween helper function, which will return the randomized 
' ey 

array index to us. Next, using this index, we return the selected proxy server, 

const ALLOWED_PROXY-PROTOCOL = 

const getSeLeniumbriver = async () =? oi be 

-+ chromedptiens = Nee ctirome Options (. 

eoptions.addargument
s( i ae 

getRandomProxy CALLOWED_PROXY_PROTOCOL) ; 

t proxyAddress ae 

f 

iF soxyaddress) 
14 

i+ (p! oxyAddl Coa H ments ¢ =$4ALLOWED_PROXY 

chromeoptions 
.addArgul 

( 

Figure 3.39: using the getRandomProxy function. 

ode for the getSeleniumDriver function, which returns 
Figure 3 39 shows the c 

54



the browser’s driver with all the necessary settings. Inside the getSelenium Driver 
function, we use the getRandomProxy function described above and wait for its 
result to be executed. If we find any proxy server, then we use it as an argument 
to our driver using the addArguments function. 

3.7.3 Function to get a random User-Agent parameter 

Selenium Webdriver already has the ability to change the browser for its intended 
purpose, but this process takes quite a long time and requires the installation of 
additional huge packages. Writing a function that will return a random User- 
Agent parameter is another way to solve this problem. 

To create this function, you must have the User-Agent parameter data ready. 

To do this, download the JSON file useragent-data.json [35]. This file is made up 

of an array of 822 objects, each of which stores information about the User-Agent 

{/ 4 

const Rie Bieri pacent = O => 

_isArray(userAgentsList) && userAgentsList.1ength) { 
if (Array 

r pandomInc 

userAgentsList[randomIndex] 
; 

dex = getRandomNumberBetween(0, userAgentsList.lenoy 

Figure 3.40: getRandomUserAgent function. 

Figure 3.40 shows the final code for the getRandomUserAgent function. This 

function checks for the presence of the User-Agent array. By using the getRan- 

ction, it gets a randomized index that the function wil] use to domNumber fun 

return a specific User-Agent. 
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const userAgent = getRandomUserAgent(): 

const userAgentArgument = user-agent="${userAgent}" 
f ie el hy atid Sasa Uy 

chromeOptions.addArguments([userAgentArgument]) ; 

return new webdriver.Builder() 

. forBrowser( its) 

_setChromeOptions(chromeQptions) !Suilde: 

Figure 3.41: Using the getRandomUserAgent function. 

Figure 3.41 shows the use of this getRandomUserAgent function inside th 

getSeleniumDriver function. After receiving a randomized User-Agent param ‘ : eter 

we add it as an argument to our parser settings using the addArguments functi | ion, 

38 Test the work of the parser with random- 

ized algorithms and without randomized al- 

gorithms. 

e theory behind the website security system, looked at the fo ’ ur We have covered th 

most popular features for detecting a parser, as well as four ways to block parsers 

Next, we studied the theory regarding randomized algorithms and realized that 

randomness is used in many areas of science and technology. Also, for our study 

web services, avito.ru and market.kz, and assessed cae 
we analyzed two popular 

security systems. In the n 

program and added random algorithms to their code. 

Before proceeding to the results, it is worth considering the moment of testing 

he program 1 

dictable results in response to the most common actions. 

ext step, we used the Selenium tool to write our parser 

tself. There are no programs without errors: any 
the operation of t 

program can give unpre 

most likely, will not notice these defects in the code, but they can 
The developer; 

fe of the en 

are also such that everything stops working. 

After the testing is complete, you can proceed to the result section. We wil] 

test the work of two programs Parser on Selenium without randomized algorithms ms: 

and Parser on Selenium wit 

here are errors, small and insieni 
duser. T Insignificant, and there 

poison the li 

h randomized algorithms. In the next section, we will 
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talk about the results of these tests and do a full analysis of different program 

Cases. 
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4. Data and Results 

In this section, we will test the stability of the parser with randomized algori 

To compare the results, we will take a copy of the written parser 7 . orithms. 

randomized algorithms. A comparison of results will take place with ae respect to 

these parameters. 

e Total number of pages parsed 

e Total amount of data parsed 

e The text in the entries may be of any length. 

e Data parsing speed per unit of time. 

T
T
 

Page category Page subcategory | The number ofad-| The numl 

|
 

vertisemen
ts 

pages 
nber of 

Hyundai 
Accent 

9874 
ws 

Hyundai 
Santa Fe 3016 

61 

Hyundai 
Tucson 

2918 
59 

Hyundai 
Sonata 

3174 
64 

Hyundai 
Solaris 

18735 
10 

Table 4.1: Initial data for parsing 

1 shows the initial data that the parsers will process. In this case 

we will take the category of cars, and among them we will 

y of Hyundai. The Hyundai car brand has a huge number 

the five most popular were chosen for the experiment: 

Table 4. 

for the experiment, 

select the subcategor 

of models. Amons them, 
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Accent 
“ ie eanete a yes Solaris, with 2874, 3016, 2918, 3174. and 183 

ireei ee Beatie ne andved starting the experiment, you need to —_— A " 

sos ieee emuiber wf hea aoe per category. This limitation means that. d . ; 

arations, any parser will not be able to go bead e 
hundredth page. 

Depending on each parameter, i , in order to visualize th e data, we will bui ’ uild 
tables. For visual distinction, the parser with the best perfo 

rameter will be green, otherwise red. If the indicators of this ee 

to each other, then both parsers will be green. For esta = ai are equal 

parser with randomized algorithms will be called Parser 1 ba “ciate “ 
: T without 

using randomized algorithms will be named Parser 2 

Number of pages | Parser #1 arbeE rt | Parser 22 — 

Hyundai Accent | 58 

61 Hyundai Santa Fe 

Hyundai Tucson 59 

Hyundai Sonata 64 
: 

Hyundai Solaris 100 | ee 
: SOS ate 

Table 4.2: Number of parsed pages relative to the ae Se 

Table 4.2 shows the number of parsed pages relative to the parser, Th 

sults show that the parser with randomized algorithms parsed —_ i re- 

a, 

required pages. This program has fully worked out sections of the Hyundai the 

cent, Hyundai Santa Fe, and Hyundai Tucson. The inaccuracies occurred a Ac- 

Hyundai Sonata and Hyundai Solaris pages, where 62 out of 64 pages and the 

ee ee ee a ae m 

smaller number of pages. The average number of parsed parser pages without - ne 
dation af randomized algorithms is nineteen pages. This happens 

r, the results of which we will consider below rie 

of 100 pages were parse 

impleme 

result of blocking the parse 
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Hyundai Accent 

Hyundai Santa Fe 

Hyundai Tucson 

Hyundai Sonata 

Hyundai Solaris oe 

Table 4.3: Number of parsed data relative to the = 

Table 4.3 shows the amount of parsed data relative to the parser. Table 4.2 

and Table 4.3 are interdependent. Since Parser 2 parsed many more pages, it 
ges, 1 

received a much larger amount of data accordingly. The results show that th 

. = 

= 

parser with randomized algorithms parsed only 18812 rows of data, while th ’ e 

parser without using randomized algorithms parsed 5309 rows of data. There are 

13503 lines of data difference between these two datasets. 

| Number of mistakes __| Number of locks 

Parser #1 3 

Parser #2 AL Retene ee 
He 

| number of errors and locks relative to the parser 
Table 4.4: Tota 

Table 4.4 shows the results of the parsed data table against the parser. The 

rrors indicates the number of non-critical errors that occurred 
column number of e 

gram’s OP eration. The number of blocks column shows how many 
during the pre tection found that the program is a parser and blocked access 

times the website pro 

to the web resource: 
| | 

hat the parser with randomized algorithms bypassed the 

These results show t 
h 

she server's suspicion at all, in contrast to the parser 

lock or did not arouse 
| 

without randomized algorithms with zero and five locks, respectively. 
On the 

i 
, | 

rser with © andomized algorithms caused more errors than a parser 

hand, @ P® other 5. These errors may be related to factors such as 

without randomize 

cess to the Intern 

d algorithm 

et connection, or a very slow Internet co 
’ nnection, or 

from the site. In total, the parser with randomized 
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algorithms | nas three erro 

of the site. This numb A that came out during the pent 

ero 
_ 

errors is a normal deviation wh g of five large sections 

en working wi g with parse rs. 

In order t o figure out what errors came out during the bl ocking of th € parser , you 
n eed to show the screenshot below 

1: Parser error while parsing data Figure 4. 

an example of a parser error that was implem ented with out 
Figure 4.1 shows 

hown in Fi igure 4.1, when parsing the Avit 
O website 

algorithms. As 8 

on page 21. This error appears in the getSingleP 
age function 

ctuall y ee The main error says "TypeE 

. y) 
r : 

his error points to a line of code 4 Cannot 

where extr a 

randomized 

an error occurred 

page itself is a 

m lines. ‘The Pateer parser did not receive the nece ssary d ata to 

There are two options for the event: the ad card card has be en 

where the 

read property t 

data is cleared fro 

populate 
the results. 

modified, oF the site 

to Avito. 
ws the ul of a client blocked by IP address. W 

m Figure 4.1 appeared. After going to he i av this re- 

we have been blocked. This means a
 

€ server 

nas blocked the parser. To clarify this error, y 
, you need to go 

Figure 4.2. sho 

he error fro 
sult after t 

fications that 
we receive noti 
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Hoctyn orpannyer: npo6nema c IP 
C Hero oTnpasnanit chiwxom MHOro Janpecos, numranncs ycTponre 
DDoS-ataxy 4nm sanamesBany npocbany nonesopatenei. 

UTo MORO CRenatTh 

— OGhosHT ctpaknuy — Mbi nposepum ewé pag. 

— OrxnounTe VPN — Balu IP mower 6hTb nOAMeHEH, 

— BaMounT W ebikniodnTe pexum «B caMondter — ects wae, yra IP 
HIMEHHTCH. 

— Moakniounteca k Apyran cet. 

— Nepesarpysute poyrep. 

Ecnn He nomoxer, HaNKiWMTe B hognepaxy. B nvickme yKaxntre ropon, 

Nposaiigepa vi IP-agpes (ero MoxKHO NOcMOTpeTb Ka yandex.ru/intemet), 
Noctapaemcn pasobparbcr kak MORHO cKOpes, 

Figure 4.2: Blocking by IP address from the Avito Service 

protection has detected suspicious activity and has taken steps to restrict access 
to the web resource. This figure has a great similarity with Figure 3.23, sinc 
then the script parser was also working on the same Avito site, Most likely a 

developers of the Avito site managed to slightly change the design of the blocked 
page because the actions from the Methods Materials section and the current 
actions take place at different time intervals. 

To figure out the average speed of data parsing per unit of time, the average 
ok to collect data on one page was used as a measure. time it to 

Hyundai Accent 

Hyundai Santa Fe 

Hyundai Tucson 

Hyundai Sonata 

Table 4.5: Average parsing time of one page relative to the parser in seconds 
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Table 4.5 shows data regarding the average parsing time relative to the parsed 

section of the site. The data shows that parser 2 was much faster than parser 1. 

The main reason is the presence of randomized functions such as wait functions, 

get proxy server functions, and user-agent change functions, which added time to 

the work of the function. The minimum average time was obtained when working 

with the Hyundai Tuscon section, with a time of 14.256 seconds. It’s important to 

note that one page of the section loads an average of 56 ads with all the pictures 

and information needed, so it takes a long time to load one page. 
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5. Conclusion 

pose of this work was to develop a No Pp de js parser u in 
. sing the Seleniu m tool 

The pur 
algorithms to simul ate human acti ons. In this w ork, 

and implement randomized 

we have considered by what 

a, website visitor is a parser an 

bot. For a qualitative study, the Avito.ru site was chosen, th 
’ e server prote . 

ction 

of which was tested by speci 

two different parsers to look at the chosen site, one with randc 
om algorithm 

j s and 

one without. 

The results showed th 

a mar 

ntrast to script parsers whi 
? ich were blo ck ed on the fi 

rst 

Oo ul i 
ha 

pop ar signs the server protection understand nas t 

d what measures the server takes to block the € 

al fast script parsers. In the result s section, we ; used 

| 
at the parser on the Selenium tool could pa 

age nineteen pages of ketplace with parsing protection stall i, on aver- 

ed before the 

protection 
plocked it, in CO 

jaunch the program. The results also showed that the i 

into che parser with the Selenium tool - introduction
 

nelps in the stability of the data parsing, The ° Simulate hu- 

arsed categories, the parser with randomized h
one showed 

unlike the parser without randomized 
snatitine. 

Oe did 

th randomized 
algorithms worked much vee a the 

ue to 

ndomized expectatio n, a function t o get prox y 

her functions.
 

ur researc yi V h, we may improve the testing perfor mance i n 

the future. In this research, We conducted an analysis regarding some depart 
a. 

at, one site. ™ the futures WT” may set the goal of parsing all site data a8 nt 

of such parsers and checking the results of the wo -_ as 

rk. Also 

ing @ plurality 
e can set up our own proxy servers or rent availabl liable 

-formance
, Ww 

-g and check the speed of data parsing 
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A. Appendix 

Year All Websites Active Websites 

January 2022 1,167,715,133 198,988,100 

January 2021 1,197,982,359 199,533,484 

January 2020 1,295,973,827 189,000,000 

January 2019 1,518,207,412 182,185,876 

January 2018 __— 1,805,260,010 171,648,771 

January 2017 1,800,047,111 172,359,935 

January 2016 906,616,188 170,258,879 

“January 2015 | 876,812,666 177,127,497 

“January 2014 861,379,152 180,067,270 

“January 2013 _— | 629,939,191 186,821,503 

January 2012 _— 582,716,657 182,441,983 

“January 201 273,301,445 101,898,089 

“January 2010 __— 206,741,990 33,456,669 

“January 2009 TE | 71,647,887 

January 2008 
155,583,820 

68,274,154 

Table A.1: Total Number of Websites by Year 
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