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Abstract. The issue of secure connectivity is becoming increasingly 
common these days. Practically all encryption methods can be hacked, 

prompting the development of a data transport that is impenetrable. This 
scientific paper discussed the way of classic transmission of information and 
integration of quantum technologies into this network in order to increase the 
safety of the channel. This paper includes information about work done on 
research, such as learning principles of quantum cryptography technologies, 
basic logical gates and key terms such as superposition, entanglement and 

teleportation. Qubits are formed and exchanged between 2 parts of the Local 
Area Network (LAN) using Qiskit library. 2 protocols of data transmission: 
classic and quantum have been analyzed and compared. 

Keywords: Quantum technologies, Qubit, Quantum gates, Qiskit, Data 
Transmission. 
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Amnnarna. Kasipri yakeITTa Kayincis KOChblTy Macenec KYHIeTIKTI eMipae 
i kesneceni. Indpnaynst Gapislk Zepiik amicTepin Oysyra Gomamsl, Oy1 

IepeKTepaiH OepinMeyiHe oKememi. Byn FEUIBIMH Makagaga apHaHBIH 
KayiICi3/iriH apTThIpy MaKcaThIHIa aKIIapaTThl KIACCHKAIBIK Typae Gepy amici 
JKeHEe KBAHTTHIK TEeXHONOTHAHBI OCH JKelire OIpIKTIDY TamKslTaHBL byt 

MaKajTaZa KBaHTTEIK KPHITOrpadis TeXHOIOTHACEIHBIH IPHHININTEP], HeTi3ri 
JOTHKATEIK JTeMeHTTepi MeH TepMIHIepi: CYNepIo3Nmms, TYiicy iKaHe 
TeJTeIopTallsd CHAKTHI HETi3ri YFEIMIApEIH 3epTTey JKYMBICTapEl Typaisl 
aKkmapaT KamThUTFaH. Qiskit KiTaXaHachlH KONIaHa OTBIPBII, KyOHTTep 
KepriTikti xemidid (LAN) 2 Geiri apachlHua KaIbIITacalsl KaHe aIMacaibl. 
Jlepextepai OepyaiH 2 IPOTOKOIBI TAlNAHIBI SKSHE CaJIBICTBIPBLILIBI: 
KIIACCHKAIBIK JoHe KBAaHTTHIK. 

Tyiiin ce3nep: KpaHTTEIKTeXHOMOIATap, KyONT, KBaHTTHIKKaKMa, Qiskit, 

IepeKTackIManay. 
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mH(pPOBAHIA MOTYT OBITH B3TOMAHBI, YTO MPHBOINT K pa3paboTke 
HeNpPOHIIIaeMoll Tlepelaull JaHHBIX. B 3Toil HayuHoil cTaTke obGCyKmamcs 

croco6  KiIaccHYeckoil Iepexaun HHQPOPMALMH I HHTETPaIisi KBAHTOBBIX 
TEeXHOJIOTHIT B 3Ty CeTh C Le/IbIO IIOBhIIIe ! 6e30IacHOCTI KaHana. Ta CTaThs 
BKJIKOYaeT I/[Hli)DpMaHllIO o Hpo:leflaHHOfI paGoTe TI0 HCCIIEA0OBAHIAM, TAKHM KaK 

H3yueHIle NPHHINIIOB TeXHOJOTHIl KBAaHTOBOI KPHITOrpaQil, OCHOBHBIX 
JOTHYECKHX 37JeMEHTOB H KIIOUEeBBIX TEPMHHOB, TaKHX KaK CyMepro3HIN, 
3allyTaHHOCTh M TenemopTamis. KyOuTsr (opmupyroTcs n oGMeHHBaOTCH 
MeXIy 2 yacTsaMH JokansHoil ceTnt (LAN) ¢ ncnons3oBaHneM OHOTHOTEKH 

Qiskit. Bplmn MpoaHaTH3HPOBAHEI Il CPABHEHBI 2 IIPOTOKOIA NIepeIadll JaHHBIX: 
KJIaCCHYeCKHIT I KBAHTOBBIIL. 

Karouenle c10Ba: KeanTossre TexHosornn, Kyont, KanToBsre BopoTa, 
Qiskit, [Tepenaua TaHHEIX 

1. Introduction 
The main task of information security is to ensure that the transmitted data, 

including message or login/password pairs are not able to be decrypted even in 

case of eavesdropping attack. To solve this problem, scientists have created 
many algorithms for cryptography. Since the creation of the first encryption 
algorithm has passed about a century, today, due to the evolution of the latest 
technology, they are not secure enough. Our world is not made up from zeros 
and ones, it is composed of quanta. Scientists in the early twentieth century 
realized that physical interactions cannot be divided into arbitrarily small units; 
rather, they have a physical “minimum size” — the quantum [1]. 

The 1935 paper by Einstein, Podolsky and Rosen on the completeness of 
quantum mechanics [2], flourished in the 1980 s with the theoretical proposals 
on quantum computation (Feynman [3] and Deutsch [4]) and on quantum 
cryptography (Bennett and Brassard [5]). Quantum Image Processing (QIP) has 
great potential for practical applications with recent breakthroughs in physical 

concepts, material sciences, and in electrical and photonic engineering 
techniques. 

The question is if our world is a quantum world we must be able to use 
quantum systems and understand our world and organize it better. Now, this is 
what quantum technologies are about. If we can discover tools that work based 
on quantum rules we might discover relations that are hidden from us. 

As we already know conventional or classical computers are built from 
billions of transistors which can be turned on and off to represent a value of one 
or zero. Thus, traditional computers can now store and analyze data using binary 
numbers or bits. Quantum computers (QC), on the other hand, work on quantum 
bits, also known as qubits, which may be represented by superconducting electric 
circuits. At the same moment, qubits can reside in more than one state or 

superposition. This permits a qubit to take on the value of one, zero, or both of 
these numbers at the same point on schedule. As well as expecting 
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superpositionscan become ensnared which is a crucial quantum mechanical 
feature in which the condition of one qubits relies upon the condition of another. 
Making and controlling qubits is exceptionally hard without a doubt. A large 
number of the present trial quantum processors exploit quantum phenomena that 

happen in superconducting materials and thus should be cooled, more precisely, 
around 272 degrees celsius below zero. Figure 1 shows the application areas of 
QC [2]. 
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Fig. 1. Quantum applications. 

II. Aim and objectives of research 
Aim of this research is to develop the system known as Secure 

Communication based on Quantum Cryptography (SECOQC), discover 
quantum technologies field for information security and scrutinize several ways 
of using quantum technologies in order to enhance secure communication. Main 

objective is to determine methods and models for quantum cryptography usage 
in telecommunication [6]. 

III. Theoretical framework. (Background knowledge) 
A. Photon Polarization and Quantum Key Distribution 
In the early 1980s, research into cryptography algorithms and their power 

became grounded and well known, and the attention shifted to developing 
methods to break algorithms - crypt analysis. All techniques may be classified 
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as symmetric or asymmetric [7] depending on the number of keys utilized for 
encryption. In symmetric codes the plain message is encoded and decoded 
utilizing a similar key, but in asymmetric ciphers, a public key is used to encrypt 
the message and a private key known only to the recipient is used to decode the 
message. The most extensively utilized and researched aspect of quantum 
technology is quantum key distribution. The technique for exchanging keys 
based on qubits was first presented in 1984. It is beyond the realm of possibilities 
to expect to make an ideal duplicate of an obscure quantum state [8], in light of 
the fact that all things considered will be obliterated by snoop. Maybe the user 
would recollect the Heisenberg vulnerability standard: which states that when a 
particle's precise position is measured, all data about its energy is lost. as well as 

the other way around. Wiesner's thought was created by Charles Bennett and 
Gilles Brassard in 1984 in a more reasonable structure: photon quantum states 
travelling across an optical channel have presently encrypted a key [9]. We 
should perceive how the BB84 [10] convention can send a secret key across an 
open channel. Alice and Bob are names commonly used as conventions for 
interacting agents or archetypal symbols in fields such as cryptography, 

computer security, and physics [17]. According to Alice's work description, it 
appears to be like this, each photon is prepared in one of four linear polarizations: 
horizontal, vertical that having a place with the horizontal-vertical basis, or one 
of the two 45° diagonal ones that having a place with the diagonal basis [16]. 

It's accepted that every basis has one polarization that addresses bit 0 and 
the other polarization that addresses bit 1. Therefore, Alice picks the basis and 
bit value for each photon at random. While, Bob attempts to gauge the 
polarization of every photon by picking a measurement basis at random from 
horizontal-vertical and diagonal. A birefringent prism isolating the approaching 
photons into orthogonal polarization, trailed by a couple of single photon 
detectors, might represent Bob's estimation device for each basis. In this process 
we are able to measure polarization once since the photon is obliterated during 

the measurement procedure. Consequently, Bob has just one effort to gauge 
polarization. After the results obtained, 
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Fig. 2. Photon Polarization 
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where a specific number of photons has been sent, Alice and Bob inform each 
other. They do it through a regular correspondence channel, as by means of a 
web association, and freely look at the transmission and location bases for every 
photon (except not the bit values). In around a large portion of the cases Bob has 
ended up identifying the photon not in the basis in which it was transmitted. 
These bits are removed from the key since his detection result is irregular and 
uncorrelated to Alice in these circumstances. Bob has recognized the photon on 
the identical basis in which it was transmitted by Alice in the leftover portion of 
the occurrences. In these circumstances, Bob receives the similar bit value as 
Alice, and the bits combine to produce a secret key that Alice and Bob now share. 
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B. Quantum gates 

Like in traditional frameworks, there are additionally a few kinds of 
entryways in quantum frameworks moreover. However, in contrast to 
conventional gates, such as (NOT), which are reversible and irreversible gates 

like (OR, AND), quantum entryways cannot be irreversible on the grounds that 
the association of subatomic particles should be even on schedule. 

PAULI Gates/Matrices 
Pauli matrices, which are 2x2 matrices, are used to define three normal 

single-qubit gates analytically. A single quantum bit can be passed through these 
gates (a 2x1 column vector). The Pauli matrices are written as follows: Pauli-X 

is a traditional NOT gate. 

29



SDU Bulletin: Natural and Technical Sciences 2021/4 (57) 

B 

Pauli-Y [é *0 1] 

£ 

Hadamard gate 
Because of its capacity to deposit qubits in a superposition, the Hadamard 

gate [3] is a significant quantum gate in quantum circuits. The Hadamard 
transformation, also known as the Hadamard gate, is a one-qubit operation that 
turns any basis state into an equal superposition of both basis states in quantum 

information processing. In other words, assessing each base state has an equal 
chance of happening. A Hadamard gate can be stated numerically as follows: 

1 1 

V@ V@ 
ot 
o Yo 

CNOT Gate 
The controlled NOT gate, abbreviated as CNOT, is a reversible gate. With 

two inputs, this gate produces two outputs. The control bit and the target bit are 
the two sections of a CNOT gate that must be understood. The control bit (top) 

is represented by a solid dot, while the target bit (bottom) is represented by the 
exclusive-or operator symbol (XOR). The target bit will remain intact if the 
control bit input is a |0). The target bit, on the other hand, will flip if the control 
bit is a [1). Matrix of CNOT gates: 

1V. Literature review 
The authors in [5] presented an encryption schema using third part for 

decryption and matching messages from both sides and avoided using one time 
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pad techniques explaining that it was impossible to resist eavesdropping attack. 
Pauli-Y gate, Fredkin gate and Hadamard gates have been implemented in order 
to enhance the security of the encryption algorithm. The primary objective of 
this scheme is generating a digital signature using quantum technologies. A 
digital signature [12] is considered an authentication mechanism that allows the 
sender of the message to add a code that serves as a signature. Quack - quantum 
MATLAB [13] simulator, have been used for simulation of this work. Authors 
could encrypt, decrypt, match, and send the Quantum data among all parties of 
communication. The third party also was able to check and match the messages 
received from Bob and Alice. 

Quantum technologies are playing an important role in our daily life and 

work. We are all using quantum technologies. Computers, cameras, sensors, data 
networks and the majority of medical imaging techniques could not have been 
achieved without using principles of quantum physics [14]. The laser is an 
excellent example of this. Starting from a purely scientific phenomenon, 
institutes and enterprises have developed a device that is used today in research, 
for manufacturing machinery and vehicles, 3D printing, measurement 

technology, in communications and all kinds of everyday devices. We used to 
work with quantum indirectly but now we are moving forward and working with 
them directly and controlling them. We can simply claim that we are on the 
second generation of quantum technologies that we could improve different 
areas of quantum technologies with higher precision. Building higher- 
performance satellites, computers measuring devices, data communication 
security increase the possibilities of a higher growth on the economy and society, 
as well as being extremely relevant to security policy. Big companies have 
already started to work harder and invest more. For example: in China, quantum 
technologies are very well financed and have strong political support. The 
world’s first satellite using quantum key distribution (QKD) in 2016 is drawn a 
lot of attention. USA, quantum technology research and space applications in the 

USA, Japan, Singapore and Canada and UK are strongly supporting institutes 
and enterprises into the development of quantum computers and applications. Its 
been 35 years that IBM is working on quantum computers and in 2016 they 
launched a website called “IBM Q Experience” [15] that made a 5 qubit quantum 
computer publicly available over the Internet. IBM offers an open source 
quantum computing software framework called Qiskit [15]. Google and 
Microsoft, ALibaba, and Intel are also working hard to make quantum 
computing a reality. A logic gate, whether quantum or classical, is any physical 
system or structure that takes a set of binary inputs (whether Os and 1s,) and 
returns a single binary output by using the Boolean function. And then they are 
combined into circuits, and the circuits into Central Processing Units (CPUs) or 

other computational components. As we know Classical gates operate on 
classical bits and quantum gates are based on quantum bits (qubits). 

V. Methods and Materials 
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After learning ways of combining quantum technologies with classical 
ciphering systems, it was decided to create simple topology, try to send some 
piece of information first via classic channel, then using quantum methods, more 
precisely, using Qiskit library methods. Qiskit supports python 3.5 or later. 
Installing anaconda (Jupyter) is recommended. Windows 7, macOS 10 and 
Ubuntu 16.04 or later versions of them are tested and supported by Qiskit. 
Simplest way to use Qiskit in anaconda is to use the conda command and create 
our environment. Next we need to install Qiskit packages which include Terra, 
Aer, Ignis, and Aqua. 

With Qiskit 0.13.0 we need pip 19 or newer to install Qiskit from a 
precompiled binary on linux. If you don’t have pip 19 you can run pip install -U 

pip to upgrade it. Without pip 19 or newer this command will install Qiskitaer 
from source distribution. After installing the package correctly we should be 
able to see the active packages using the conda list command. There are some 
visualization functions available in Qiskit that we can use by installing optional 
dependencies by the following command pip install Qiskit-terra[visualization]. 
After verifying the package that we want to use we should import them into our 

environment. Note that IBM offers real quantum computers that we can use on 
IBM Q Experience by creating an account. After that we will have access to a 
token that we can use to enter the Qiskit environment. 

VI Tools and Platforms of Quantum Engineering (OE) 
1) QISKIT - Qiskit is an open-source quantum computing software development 
framework for leveraging today's quantum processors in research, education, 
and business. 
Note: If you are not comfortable with Qiskit you required the following; 
2) Python (Anaconda is recommended), Jupyter notebook, Matlab, Pandas, Mat- 
plot; 

VII Data and Results 
After comparative analysis the researchers made a conclusion with these 

results: 
1) Programming skills are not considered as one of the obstacles anymore, Qiskit 
creates the source code automatically. It means that anyone can write regular 
python code and Qiskit will generate quantum circuits depending on this code. 
2) Compared with Matlab it doesn't need or required high level of understanding 
of principles of quantum systems or predictions of the results. As it was stated 
above we create quantum circuits by just calling the functions from Qiskit 
Python library. 
3) It doesn't need any specific hardware properties for running and checking 
quantum systems. Because we can send our circuits to remote IBM real quantum 
computers and get results from them. 

As it is shown below in the Figure 4 we can see that the researchers used 

gates such Hadamart, CNOT and Z. These gates are located in the circuits. These 
circuits convert classical bits to qubits and vice versa. For better understanding, 

32



SDU Bulletin: Natural and Technical Sciences 2021/4 (57) 

we have qubit 1 (q[1]) and using gates we convert it to classical bits. Then, we 

receive those classical bits and apply gates to qubit 2 (q[2]) depending on state 
on classical bits. That is how we get the simple teleportation. The Figures 5 and 
6 show the results of this experiment. This teleportation is the transfer of the 
quantum state of a particle from one place to another. 
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VIII. Discussion 
As it was already described above, the results showed that teleportation of 

qubits is possible on practical basis. It means that in the future we can develop 
this technology to send and receive more data using quantum computers. After 
comparative analysis the researchers have noticed and pointed out given 
limitations: 

1. The main limitation of this work/experiment is that there are only few 
numbers of IBM quantum computers all over the world and the results cannot be 

received fast. Because lots of people try to execute the circuits and got their 
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results from quantum computers there are queues. While waiting the results from 
IBM quantum computers because of these queues the loss of the relevance and 
validity is possible. 

2. There is lack of research work on this topic. Despite that Qiskit has its 
own tutorial videos on how to use Qiskit for creating quantum circuits, it is still 
hard to understand and develop this topic. 

IX. Conclusion 
In this paper we have analysed the tools and platforms for quantum systems 

to make and develop quantum systems elements, after analysing recent 
researches and solutions for quantum systems. During the research, the 
experiment was performed in different time periods, and as it can be discerned 

from the result of the histogram - both outcomes have considerable differences 
in the values of their probabilities. 

We have defined some advantages of building quantum circuits into 
quantum composers. Indeed our recommendation is to use Qiskit to test and 
make quantum algorithms, systems and elements. The reason for that is because 
it is a very popular and cloud based platform that includes all the packages and 

requirements for realizations and demonstrations of principles of quantum. 
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