MINISTRY OF EDUCATION AND SCIENCE OF THE REPUBLIC OF KAZAKHSTAN
SULEYMAN DEMIREL UNIVERSITY

UDK 004.658

KALIDOLDA YERKULAN

Development and research of the data processing system in the automated
enterprise management system.

Specialty: “6M070400 — Computing systems and software*

Academic Degree: Master of Computer Sciences

“Admitted to defense”:
Dean of Faculty
Assist. Prof., PhD Zhaparov M.

« » 20 1.
Head of Department smst Prof.,PhD. Alimanova M.U.
Scientific advisor 0 Prof., PhD. Aitchanov B.H.

Kaskelen, 2018



AHIOATIIA

Byn JKYMBICTBIH Herisri 3eprreyTa KelpeiObl Oracle zepekTep KOpBIHBIH
KYPBUILIMBI JKOHE ApXMTEKTYpachkl, COHBIH IilliHAe nepekTep KOpbIH 6ackapy
xyfiecinin (JIKbJK) eHIMAINIri Typainel akmapaTTbl cakTay >KoHe anyIblH THIMAi
)KOJaphIH 3epTTey 00BN TaObIIANEI.

MarucTpiik AucCepTauusHbIH Herisri Minzeti - SGA (System Global Area)
HErI3r1 )XaJblHaH AepPeKTep KOPBIHLIH OHIMALTIK KOpCEeTKIiluTepi Typaibl aKnapaTThl
anvin Oracle IKBX yiuiH TemeHri meHreiili MOHMTOPHHT KypajsiH KYpacThIpbIII
uIblry 60bIN TabbLIAAbL.

MOHHUTOPHUHT XYHECi AepeKTep KOPhIHAAFb] KONTEreH HBICaHAapAsl 6aKblIayFa
MyMKinzgik Oepeni. byn xymeic Oracle IKBX Herisri OOBEKTUIEpiHE MOHUTOPHHT
XKYPrisy MEH KaTap OChl HBICAHI@p Typaibl aKmapar alyiblH SpTypii anicTepiH
KapacTeIpaThIH Oonajbl. Artan aiiTKanna, mnadnanaHyumsl CeaHCTapeiHa Oakbliay
Kacay XKoHe MaljaNaHyLIBl CeaHC MACHTH(QUKATOPNAphl, OPBIHAAIATHIH cypaynap
JKSHe KYTY NMPOLECIHIH HACHTU(UKATOPIAPE! CUSKTHI METPHKAIAPIBI amyMYMKIHLIri
KapacTbipplnafel. CoHblMeH Karap Oracle AKBX cranmapTTeiK MOHHTOPUHT
KypaibiHa Talllay Xacall OHBIH apTHIKIIBUIBIFEI MEH KeMIUNiriH 3epTTeiTin
0onambI3.

JKYMBICTBIH FBUIBIMHM JKaHAIBIFBI — Ka3ipri TaHma SGA xansiHaH IepexTep
KOpb! KYPBUIBIMBIH AHHAMHKAJIBIK TYpJI€ aHBIKTaN OCHI akmnapar Herisinge JIKBXK —
HiH JaJ1 Ka3ipri CoTTeri OHIMAUTIK KepceTKilin aHbIKTall anaThiH Gipxe — 6ip Kypan
OosMaybIHAA.



AHHOTANIUA

OOBbekTOM H3y4eHHS OTOH paboOThl ABIAETCA ApPXMTEKTYpa M CTPYKTypa
3k3emmigpa 6asbl gaHHeIX Oracle, B TO BpeMs Kak NpeIMeToM HCCleNOBaHMS
SBJAETCA TMOHUCK W TPUHLMI XpaHEHWsl TMOKasaTeleil NpPOM3BOMUTENbHOCTH
sk3emMmApa 0asbl JaHHBIX Ul TONTy4eHHs HHOOPMAaLMU O MPOW3BOIUTENLHOCTH
CYB/.

OcHoBHas 3ajaya MarkucTepCKOd muccepTauuu - pa3paboTtaTb MeToj
Hu3KoypoBHeBoro MonuTopura CVB][ Oracle ma ocHOBe MeTOnmoB monmyueHwMs
nokasarenell MPOM3BONMTENBHOCTH M3 obwel namatu SGA(System Global Area)
sk3emmisApa 6asbl maHHBIX Oracle W mony4eHHs CTPYKTypbl XpaHeHHS O 3THX
nokasaTelled C MOMOINbIO NajbHeHIlee BHEAPEHHE MPOrpaMMHOrO MPOAYKTa WM
MOZyJisl B CYILECTBYIOLIEE MPOrPaMMHOe obecnedeHye /s MOHUTOPUHTa.

CucremMbl MOHHTOPHMHIa MO3BOJIAIOT OTCJIEXHMBATh OTPOMHOE KOJHYECTRO
o0bexTOB 0a3bl NaHHBIX. B 3Toft pabore MBI 06CynMM OCHOBHBIE OGBEKTHI
MOHHUTOPHMHI, a TAlOKe Pa3JINYHbIE CIOCOOHI ITOTyYeHHUs AaHHBIX 00 3TUX 0GBEKTaX B
CYBJl Oracle. B 4acCTHOCTH, Mbl pacCMOTPUM BO3MOXHOCTb MOHHMTOpPHHIa
MOJIb30BATENLCKUX CEAHCOB M MONYYEHUs TIOKa3aTeNel, TaKuX Kak HACHTH(HKATOPEL
TPOLIECCOB, 3aIlyCKaE€MbIX I0JIb30BATENEM, HACHTHHHUKATOPEI CEAHCA, UCMIONHIEMbIe
3aIpockl M OXHAAHHMA. MBI pacCMOTPUM OCHOBHBIE CTaHIAPTHBIE CHCTEMEI
monuropunra s CYBJI Oracle, onpenennm ux npeuMyImecTsa n HeNOCTATKH.

HayuHas HOBH3Ha paboThI 3aK/II04a€TCs B TOM, YTO HA CETOAHSIIHMHA NeHDb HeT
€[AMHOro BHEIPEHHOr0 METO/A A/ CYUTHIBAHMsA MOKa3aTeNeH POH3BOAUTENLHOCTH,
KOTOpbI MOXET IWHAMHYECKHM ONpeneNiTb CTPYKTYPY XpaHEeHHs pasienseMoit
namatd SGA M Ha OCHOBE 3THX JaHHBIX IIONy4aTh IOKas3aTeld I TeKymed
NPOU3BOANUTEIBHOCTH CVYBA.



ABSTRACT

The object of the study of this work is the architecture and structure of the
Oracle database instance, while the subject of the study is the finding and the
principle of storing the performance metrics of the database instance to obtain
information about the performance of the DBMS.

The main goal of the master's thesis will be to develop a method for low-level
monitoring of the Oracle DBMS based on the techniques for obtaining performance
metrics from the SGA (System Global Area) shared memory of an Oracle database
instance and obtaining the storage structure for these metrics, with further
implementation of the software product or module to the existing monitoring
software.

Monitoring systems allow you to track a huge number of database objects. In
this work we will discuss the main monitoring objects, as well as various ways of
obtaining data on these objects in the Oracle DBMS. In particular, we will consider
the possibility of monitoring user sessions and obtaining metrics such as the
identifiers of the processes started by the user, session identifiers, executable queries
and waiting events. We will review the basic standard monitoring systems for Oracle
DBMS, identify their advantages and disadvantages.

The scientific novelty of the work is that, to date, there is not one implemented
method for reading the performance metrics, which can dynamically determine the
storage structure of the SGA shared memory and on the basis of this data, obtain
metrics for the current performance of the DBMS.
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INTRODUCTION

Today, there are quite a few large firms and manufacturing enterprises
operating in different fields of business, science, training, and the provision of
services that use databases in their work and production. At a certain point in time,
enterprise development, databases become one of the key elements of the enterprise
infrastructure. The databases focus on key information, the availability of which
affects the successful operation of most units that constantly access databases to
obtain the required information. And the faster the database will be able to provide
the necessary information, the more valuable this information will be for solving the
set business problem.

For the enterprise, the performance and fault tolerance of the DBMS are very
important. To get good performance of the database, we need make a preliminary
analysis of how we are going to use our database. The performance of the database is
determined by a number of indicators (metrics). The admissible and optimal values of
these metrics for each database will be are individual (each database has its own
baseline), they will be depend on the mode of operation of this database.

The monitoring system is extremely necessary when dealing with large
databases used in business. The introduction of this system can reduce the company's
losses caused by reduced productivity, downtime or inefficient use of resources.
Using monitoring tools, we can:

- Assess the workload generated by user activity and internal processes;

- Define the basic performance line, the deviation from which will reveal

anomalies;

- Timely identify performance problems and their sources.

For monitoring it is very important to determine those key metrics, monitoring
of which will allow us to quickly draw conclusions about the "health” of our system.
The collection of statistics on these metrics during the normal operation of the system
will allow us to form that basic performance line, the deviations from which will
signal the presence of anomalies in the operation of our system. To ensure the
collection of key statistical information and build a basic performance database, the
most important metrics are the response time and bandwidth of the database. The
availability of statistical information will allow us to analyze in detail the life cycle of
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the system, plan its modernization, and evaluate the changes that are made to the
code of the software that interacts with the database. After setting up and
commissioning, the monitoring system helps to detect faults as quickly as possible
and to investigate the causes of their occurrence. It becomes an indispensable tool in
the maintenance of the system, allowing us to quickly and accurately collect the
required metrics and performance indicators.

Today, quite a few different databases are used in the work, such as Firebird,
MySQL, Interbase, IBM DB2, Informix, MS SQL Server, Sibas Adaptive Server
Enterprise, PostgreSQL, Red, etc. One of the most used at the moment can be
considered Oracle DBMS. As of the beginning of 2018, Oracle occupies a leading
position in the market for commercial DBMS [1]. Installations with this DBMS are
found in most large enterprises around the world. Since this DBMS is the most
common, we will try to take a deeper look at aspects of the system's work under

heavy loads, how to obtain database performance statistics and how monitoring can
affect the operation of the database itself.

The practical significance of the work is that based on this method it is possible
to implement a software module that will be able to obtain data in an abnormal
situation of the DBMS operation, and also will enable to increase the speed of polling
performance data without creating overhead in DBMS performance and exclude the

Heisenberg uncertainty effect, when monitoring itself can affect the reliability of the
data received from the monitoring object.

To achieve this goal of the work, it will be necessary to solve the specified
tasks:

- Review existing monitoring solutions and analyze existing methods used in
monitoring;

- Examine the storage structure for performance metrics within an Oracle instance;

- Get access to metrics by avoiding using an instance of Oracle;

- Compare the load on the DBMS and the performance of reading metrics through
standard tools and through the method of reading data from the SGA;

- Justify the advantages of this method;

- Implementation of the program / module for reading data from the SGA.



1. METHODS OF OBTAINING PERFORMANCE METRICS IN
DATABASE

To get operational information about database performance, we have to query
it, generating queries that generate additional load on the database (processing queue
and runtime). If we have a "powerful" system that has free processor and disk
resources, these one-off delays in processing the monitoring request can be neglected.
What if we do not have these free resources, and statistics need to be received in real
time, and with a high degree of intensity, what should we do then? Will not we have
the situation when all the capacities of the database server will be spent on
monitoring itself? It is possible, because every poll of a database instance is the
generation of a SQL query that creates a load on the system. But at the same time, the
information we are interested in is already present in the shared SGA RAM. So why
do not we throw out all the additional overheads and do not receive the information
that interests us directly?

When working with databases, to which numerous parallel client connections
are made, we always have a struggle for the use of common resources. In a situation
where all the capacities are allocated for the execution of a resource-intensive query,
all subsequent requests can fall into the waiting queue. The processing of the
following requests will not start until the previous query is completed. When working
with any database, there are problems of competition that stem from queuing
problems. "Systems in which, on the one hand, there are massive requests
(requirements) for the performance of some types of services, and on the other hand,
these requests are satisfied, are called queuing systems (QMS)." [2]. In all computer
applications there are initiators of requests, something requiring, and information
providers, providing a response to such requests. All Oracle performance analysis is
dedicated to the relationship between suppliers and consumers, especially in the face
of intense competition for shared resources.

The queuing model is visually represented using a sequence diagram. To
illustrate the sequence diagram in the queuing model, we will consider an example
with the dependence of the response time of the database on the user's request, in
which the disk subsystem is used to read data from the database and the processor, to
process the request. In the real situation, the number of factors that affect the
response time can be much greater.



A sequence diagram is a form of representing the structure of the time
consuming of a user operation traveling through different levels of the technological
stack.

User CPU Disk

Responce
time

Y  J
Time

Figure 1.1 - Sequence diagram, time consumed by the user request.

A sequence diagram helps you understand how competition for shared
resources affects a multitasking system. It reflects the reason why an increase in load
can lead to a decrease in productivity. In an unloaded system, requests for processor
usage are executed without delay. When we increase the load, some requests to the
processor are forced to wait, because the processor at the time of their receipt is busy
with another job. Each subsequent request in a heavily loaded system is forced to
wait for additional time, compared to an unloaded system, which is characterized by
the response time of the system. As a result, we get a situation, when a certain
loading threshold is reached, each additional query to the database causes the load to
grow exponentially.
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Figure 1.2 - Comparison of the response time of an unloaded system (A) with a
highly loaded system (B).

In our case, this model demonstrates to us that if we use the mechanism of
querying database performance representations for monitoring, then we may find
ourselves in a situation where for execution of the query we will have to wait for
some time until all previously arrived queries . And also that the monitoring request
itself creates some delay in the execution queue. Thus, by frequent requests to the
database, we will affect the performance of the system as a whole.

Performance modeling is a complex subject. The response time is essentially
the only parameter that disturbs the end user. For the end user, the response time is
the time between sending the request and returning the first byte of the response to
this request. Because the response time is equal to the amount of service time and
delay in the queue, we can reduce the response time by decreasing one of the
components: the service time or the delay in the queue.

In loaded systems, the response time deteriorates due to the appearance of
queues. Fighting them can reduce the load or reduce maintenance time. Finding ways
to reduce workload is a necessary operation.

«The queuing model is well researched. It allows you to predict the
performance of a system in which the time between the arrival of requests and the
speed of service are distributed exponentially. This law corresponds to Oracle
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DBMS. One of the main advantages of the queuing model is the illustration of a clear
mathematical relationship between load parameters, service speed and waiting time.
Also, the model allows you to focus attention on the fact that in order to optimize the
system, it is necessary to consider the values of all parameters that can be discussed.
The most cost-effective way to increase system performance is to get rid of
unnecessary workload. There are two main ways to improve the efficiency of the
system: clearing of unnecessary business functions and shortening the function
code.»[3].

To determine the optimal performance of the database server, you can use the
analysis of the amount of I / O operations used for process utilization, the system
response time, and the transaction execution time. In each implementation, the level
of performance will be determined by the set of software and hardware and the way
they are used.

«Response time is the interval of time for which the database returns the first
row of the result from the sent query to the database, i.e. this is the moment when the
user receives a visual confirmation that his request has begun to be executed. ».

«The bandwidth determines how many requests a server can execute at a fixed
time interval. Determines how many rows of the query result and what size is
returned to the client per unit of time.».

«The increase in the number of active users and processes creates additional
competition for system resources. The result of this load is an increase in the response
time of the system, as well as a decrease in overall throughput. Also, the logical and
physical integrity of the data with which it performs operations has a great effect on
DBMS performance.» [4].

1.1 Overview of Oracle Database Architecture

The Oracle kernel has a large number of configuration options, the change of
which can have a significant impact on system performance. To understand the
processing of any query to the database, we should consider the architecture of the
Oracle DBMS in more detail. The general scheme is quite clearly presented in the
official documentation of Oracle, which is presented in Figure 1.3.

12



Instance
System Giobal Area (SGA) Free M
. 3 ree Memory
Shared Pool Large Pool VO Bufter Area
Library Cache / UGA
Shared SQL Area | [Private = | D/ /
r= =~ e emo ' | |SOLArea o _0O
s onml| (A || e low U oo
S gin . g | rver Only) n Opm
B a o
' 4P| SMON
Data Server | |Other | |Reserved Response| | Request
Dxctionary | |Resul Pool Queus Queus
Cache Cache G—pPp| RECO
= P | MMON
Bufter Cache | /7 SGA Pool Pool v
=P | Others
.’ Background
Processes
DGA .l v \ 4 '
SBL Work Arens Server | |PBWA| | CKPT | | LGWR| | ARCn| [RVWR
Session Memory | Private SOL Area
t A

Client
Process

Figure 1.3 - The structure of the architecture of Oracle Database.

In this diagram (Figure 1.3), it is very clearly shown from which components
the architecture of the Oracle database is composed and how they are related to each
other. Let's take a closer look at this architecture in order to have an idea of where the
information received through the queries comes from, and how to get access to it
bypassing the database itself.

1.1.1 Oracle Structure. The database consists of three main elements:
1. Database files;
2. Processes (Server Process, Background process + Client process);
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3. Areas of RAM (SGA, PGA).

The redo log files, or they are also called transaction logs, carry the following

roles:

Contain information about the execution of transactions;
Used to restore database transactions to in the event of a database failure;
Saving the replay log information is external to the relation to the data files;
Provide Oracle with a way to write data to disk.
Control Files:
Contain management information about all database files;
Maintain the internal integrity of the database;
Manage recovery operations;
Usually stored on different disks to minimize them possible damage if the disk

fails.
Tracing files (Flashback log):

There is every background process that takes place in the DBMS
Contain information about significant events that accompany the execution of
the background process;
Most useful when clarifying the causes of a serious malfunction.
Alert log:
The commands and their results are written for the main events during the
operation of the database;
An important source of information for day-to-day management of the database;

The journal entries will provide information about any problems that have
occurred during the execution of operations in the database.
The file is created automatically if it is missing. It is used to link the log to a

certain day. The file is renamed at the end of the day - the name contains the current

date. The archive file of the warning message is obtained. The sequence of logs is

important in order to understand the causes that lead to abnormal operation of the

database.

14



1.1.2 Oracle processes. System:
- PMON is a process that monitors (processes monitor);
= SMON - system monitor;
- DBWR - the process of writing data to the database;
- LGWR is a process that records information in a transaction log or a replay log
(LogWriter);
- CKPT is the process responsible for synchronizing the headers of the data files
and the control file when the checkpoint passes.
Custom (to connect to the database):
- Server code + tool part.
The tool part is the code of some software tool (utility with which the user
connects to the database, for example, SQL * Plus, SQL Navigator).

Oracle processes use files whose aggregate is a physical representation of the
database:

- Data files;
- Control files;
- Log files.

Control files and log files support the functioning of the server. Must be
present in the database, be open and accessible to the server.

1.1.3 The memory used by Oracle. "System memory for the entire database -
SGA (System Global Area) - System Global Area. SGA in Oracle Database is part of
the RAM shared by all processes of a single database instance. The MUH contains all
the necessary information for the operations of the instance. " [5].

Used in common by different processes. The last requested information is
stored in certain parts of the SGA. SGA parts:

- Fixed section (Fixed SGA) - User data, database statistics, table X$DUAL, etc.;
- Database Pool Buffer Pool (Large Pool);

- Shared SQL pool (Library cache / Shared pool);
- The Java pool;
- Redo log buffer;

- Database buffer cache.
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Size SGA is formed mainly from the sum of 4 sections - Shared Pool, Large
Pool, Redo Log, Fixed SGA. These parts can total up to 95% of the SGA.

For the process (user or system), the server memory allocates PGA (Process
Global Area):

= Contains data and control information of one process;
= Between processes is not divided.

An instance of a database (Instance) is a set of memory structures and
background processes that access a group of database files.

The configuration file is a plain text file, can be changed by the database
administrator for the purpose of server settings. The file parameters determine the
amount of resources associated with a specific database. A running instance gets a
unique identifier - SID (Server Identifier).

Parameters that determine the size and composition of an instance:

- Initialization parameter file (init.ora);

- Server settings file (spfile.ora).
The initialization parameter file is read when the instance is loaded and can be
changed by the DBA. All changes made take effect after the instance is restarted.

1.1.4 Data dictionaries. Logically, a database is a set of schemes, each of
which is identified by its own name, unique in this database. Information about the
structure of database objects, their location, access rights, etc. stored in the data
dictionary (metadata base).

The information of the data dictionary is stored in the form of tables, over
which numerous representations are created.

After the database is created and started, it is required, using system accounts
SYS or SYSTEM, to enter the DBMS to create accounts for other users.

A user account is not a physical structure, but is associated with important
relationships with database objects, because users own objects.

User SYS - owns data dictionary tables that contain information about other
database structures. The SYSTEM user has views referring to these data dictionary
tables.

Schema - a set of objects belonging to a user account.

Data dictionary views (prefixes):
- DBA - information about all database objects;
16



= ALL - information only about those objects that are available to the user;

- USER - information about all database objects owned by the user.
For example, USER_TABLES is information about tables that are in the
current user's schema.

1.1.5 Dynamic Views. View current server activity - provide special views
with the prefix "V$". These views are called dynamic. For example, V$SESSION -
information about current sessions.

Dynamic performance views provide access to information about the changing
state of the instance memory structures [6]. The Oracle database also supports a
dynamic set of data about the performance and performance of the database instance.
Dynamic performance views include information about:

- Sessions;

- File states;

- Progress of tasks and tasks;

- Locks;

- Backup status;

- Use memory and memory allocations;
- System and session settings;

- Executing SQL;

- Statistics and metrics.

In the version of Oracle 11g, there are more than 590 such views. All VS views
and all dictionary views are fully documented in the Oracle Database Reference.

1.1.6 Fixed tables. In fact, when we make a read from the SGA, we read from
fixed X$ tables. In fact, X$ tables are memory areas that are located in the fixed-area
arca (Fixed Area). The description of fixed tables X$ is available via the
V$FIXED TABLE view. Fixed tables X$ are basic tables for dynamic
representations of V3. Storage structures in fixed X$ tables are not documented in
Oracle and can vary from version to version. However, the very structure of X$

tables is stored in the database and you can see this description through a query to
V$FIXED_VIEW_DEFINITION.
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"The names of X$ tables look unreadable at first glance, but some logic is

embedded in these names. Oracle kernel consists of several levels. For each level

there are their memory areas (which are visible to us as X$ tables), containing

information about the statuses and statistics of the functions of this level. So, the first
two letters in the name X§$ tables indicate to what level it belongs. “[7].
List of kernel levels:

Compilation layer (KK). The level is responsible for compiling PL / SQL objects
and generating the explain plan based on the data from the dictionary.

Execution layer (KX). Executes the compiled code from the previous level and
makes the binding of SQL and PL / SQL objects. Also responsible for recursijve
calls to the dictionary.

Distributed Transaction layer (K2). Provides two-phase commits in distributed
transactions.

Security layer (KZ). Manages roles and system privileges. Participates in the
compilation and execution phase.

Query layer (KQ). Caches the data from the dictionary. Compilation (KK) and
Security (KZ) levels use this level data at compile time.

Access layer (KA). Responsible for access to segments and provides information
to the above levels.

Data layer (KD). Responsible for writing and reading physical data to / from
segments. Configures segments to store tables or indexes.
Transaction layer (KT). Works with rollback segments. Manages freelist, ITL

(Intrested Transaction List) within the data blocks, row-level locks during
transactions and generation of undo.

Cache layer (KC). In close contact with the operating system controls buffer
cache'em and shared memory. Also responsible for creating redo-information
and writing redolog files.

Service layer (KS). Works for other levels. Tracks the initialization parameters
for sessions and the system as a whole. Latches and locks in the case of a one-
instance instance are also his concern. Also responsible for watt events and
system statistics.

Lock Management layer (KJ). Manages locks and resource allocation when
running Oracle in a cluster (RAC).
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- Generic layer (KG). Provides control for common data structures that are used
by higher layers, such as linked lists.

1.1.7 Use information from the SGA area. Information in the SGA is
accumulated during the operation of the database instance. Part of the information is
filled in automatically by internal Oracle processes, the other part of the information
is populated and cached during execution of user queries to the database.

Automatic filling:

- Caching the data block;
- Log buffer
- SQL cache
- Update system and user statistics.
Custom queries:
- Information about users from V§SESSION;
- Information about the system from VSPARAMETER;
- Performance statistics from V§SYSSTAT, V$SYSTEM_EVENT;
- Cache buffer headers from X$BH;

1.1.8 Location of the SGA in RAM. Oracle stores SGA in RAM. In order for
each process to have free access to stored information and quickly interact with other
processes, this section is placed in the shared memory of the operating system
(Shared Memory). Shared memory is the fastest means of exchanging data between
processes.

The shared memory technology allows information to be exchanged through a
common memory segment for processes without using system kernel calls. The
segment of shared memory is connected to the free part of the virtual process address
space. Thus, two different processes can have different addresses of the same cell of
the connected shared memory.

Since there are restrictions on the length of the segment, when you place SGA
in shared memory, Oracle divides it into several segments. This gives more flexibility
in allocating additional address space, as well as some logical separation in the stored
information. For each segment, the operating system generates a random segment
identifier - SHMID (Shared Memory ID), through which the process of connecting to
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the segment. The operating system allows you to assign a label - KEY - when
creating a segment. Key is not a required attribute, but allows you to associate a
segment with a label in a more convenient form.

In one segment, Oracle stores all information about all existing SGA memory
segments in the system, which is the table of contents of the stored information in the
database instance. In order for each process to accurately locate this segment, Oracle
generates to it a KEY based on the instance's SID and the ORACLE HOME
environment variable. Unfortunately, Oracle does not publish in public sources what
function is used when generating this identifier.

1.2 Solving performance problems.

1.2.1 Factors affecting productivity. The performance of the Oracle database
can be affected by a range of different factors. Thomas Kite in his book mentions the
main problems encountered in the operation of the Oracle DBMS:

l. «Inefficient SQL operators can significantly affect the performance of queries.
The more specifically the operator is defined, the faster we can get the result.

2. Inexperienced database configuration negatively affects performance. The
specific initialization and configuration parameters of the database affect not only
the launch configuration, but also the processing of requests.

3. Inadequate memory allocation of the system global area (System Global Area -
SGA) negatively affects performance. The system global area is a group of
common memory structures that contain data and control information for one
instance of the Oracle database. Users who simultaneously connect to the same
instance share data in the instance's SGA. Therefore, SGA is sometimes called a
common global area. To ensure efficient database performance, you need to
determine the optimal SGA memory size and configure it accordingly. Too little
memory can significantly reduce the performance of the database.»[8].

In order that you can work on increasing the performance of the database, you
must first find bottlenecks in its work. To do this, we need to analyze the Oracle
waiting events. Analyzing event data will help us understand how we need to adjust
database parameters to reduce these costs. The waiting events greatly affect the
performance drop of the database. They occur during the processing of requests. A
read / write request to the Oracle database causes several processes. These processes
may encounter hardware, software, operating system or configuration problems,

which will lead to slower processing or complete stopping of the database. Such
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blocking factors are called waiting events. You should analyze all the events of
expectations in the database and try to reduce them. However, it is impossible to
completely eliminate all waiting events.
| «Oracle Database tracks more than 1000 wait events, which can lead to delays
in processing the request.» [9]. These waiting events are divided into the following
groups:

- Cluster;

- Network;

- Administration;

- Configuration;

- Commit;

- Application (Application);

- Concurrency;

- System I/0 (System 1/0);

- User input / output (User 1/0);

- Processor (CPU).

Analysis of internal processes of the database can be obtained through requests

rmance Views. These views contain all the necessary data so that you can

to perfo

evaluate the indicators that affect the response time and system performance. For the

analysis, we need to have both current performance indicators and statistically
accumulated data during the operation of the database.

1.2.2 SQL query processing in Oracle. «When executing each database

query, the Oracle kernel tries to ensure the integrity of the data. This means that by

generating any request through an SQL query, we generaic a chain of actions that the
internal Oracle engine performs before we start to access the data blocks directly.»

[10].
The preliminary step to begin processing requests to the database will be to

start the session itself to the database instance. At the stage of creating the session

Oracle starts the server process, which is generated by the client process. Next, the
Oracle server process creates a software global area (PGA) for each user when the

user session 18 opened. This area contains data and control information for the

dedicated server process, such as temporary storage of variables, SQL parsing, etc
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which Oracle creates for each individual user. PGA is designed for exclusive use by
each server process and can not be shared among several processes. All these
processes are performed in the private area of the PGA and can not be used globally
between all processes, similar to SGA.

Next, a request is generated in the client session. He understands, the system
variables are attached. After that, the request is executed. When executed, the
database instance itself ensures the integrity and consistency of the data. To do this, it
checks the access rights to each object it is querying, creates an audit for the
requested object, checks the syntax of the supplied query, commits a data lock to
prevent simultaneous data changes from different places, checks all existing columns
in the request for the fact that they exist in the database. Next, the optimizer
determines the execution plan for the query. After that, Oracle places the compiled
SQL query in Shared Pool so that it does not have to be compiled next time and could

be reused [11].

1.3 Comparison and analysis of monitoring systems used to track storage
systems. To ensure maximum performance and fault tolerance of the system, it is
necessary to continuously monitor it. Monitoring is a mandatory process in the
operation of a large data storage system. The result of the monitoring is a set of
measured values of the parameters obtained in inextricably adjacent intervals of time,
during which the values of the parameters do not change significantly. From these
values, conclusions are drawn about the current state and functioning of the system
behind which monitoring is performed.

At present, there are quite a few tools for monitoring the health status of key
information systems. For the monitoring of databases, two types of monitoring
systems can be provisionally identified. The main difference will be in what means
and what performance metrics will be used.

The first class can be described as external controls and monitoring system.
They are characterized by the use of mechanisms provided by the database itself or
the operating system on which it is installed. Typically, such indicators can be
statistics on the loading of hardware components of the system (CPU load, the
amount of RAM used, disk I / O parameters, network load, etc.), as well as the
performance of the database itself, which return to the tool monitoring through
database queries or mechanisms that are supported by the database to broadcast this

information (SCR queries, return metrics via SNMP queries, WMI poll, HTTP
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requests). Such monitoring tools include a rather wide range of products for
monitoring computer networks, which are "universal combines" with written
extensions and modules for various tasks. These tools are good enough, but often do
not provide optimization of performance, speed of processing requests, often have
overhead expenses for the statistics cathedral. Since such monitoring tools are
oriented to a wide range of tasks and systems that they should monitor, it is likely that
they will not provide comprehensive statistics on the monitoring object, but will rely
on the baseline indicators.

In addition to universal monitoring tools, you can use specialized software
products that are developed for specific DBMS. These are narrowly focused products
that deal with detailed diagnostics of the state of work, and also often provide DBMS
management tools. Such products are a powerful tool based on a single management
interface, providing detailed control of all aspects of behavior and management of the
DBMS. Such systems are completed with agents that are put on database host
machines, which allows you to analyze in more depth and in detail the processes
occurring within the operating system and database. Typically, manufacturers try to
supply such software products with all kinds of analysis, monitoring and management
mechanisms that provide exhaustive data on the operation of the DBMS. But
precisely because of this, they have a serious minus - these systems turn into
"monsteroidal" complexes, which require large resources for both work and
maintenance. Sometimes working with such a system comes to an absurd situation,
when a specialized monitoring complex requires a means of monitoring itself. So it
can be cumbersome and depend on the work of a very large number of components
on which such a database management and monitoring tool relies.

To the second class of monitoring tools, it is possible to include the built-in
diagnostic systems. These systems are executed in the form of program modules built
into the database engine. They perform diagnostics and control functions for only one
device, and this is their main difference from centralized control systems. A DBMS
can provide access to database information stored in its resident performance tables,
often referred to simply as system tables or system databases, depending on which
DBMS is selected. These tables store all system-level data for the database instance.
These include dynamic performance views that are populated by the database engine
at runtime and allow you to obtain statistics on the current state through specialized
queries to these views. Such representations are used by the database itself, and
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information from them is transferred to a higher level of work with the database to
external monitoring systems, individual requests or samples sent to the database.

When choosing a database monitoring tool, first of all the goal is to obtain data
for:

- Server performance checks under load testing;
- Checks database architecture;

- Indications of changes in productivity over time;

For each goal, the main objects are defined, from which the monitoring tool
will receive metrics. The main objects of database monitoring can be:

- Auditing user activity - checking current user sessions, identifying the user ID, the
host from which the session is started, determining the application module through
which the database is accessed, identifying the processes that are loading the
database, analyzing the events of expectations;

- Audit allocated resources for Oracle memory structures, such as SGA, PGA and
buffer cache;

- SQL query auditing - checking for SQL queries that consume too much system
resources,

- Analysis of the lack of resources for memory structures. Is the resources allocated
enough?

Next, you need to evaluate what metrics you need to track to solve the task.
After the requirements have been clarified, it is possible to proceed with the selection
of the system or groups of monitoring systems that will help to cope with the task.
For the correct choice of the monitoring system, it is necessary to take into account
all existing and potential problems of the database and its environment.

Having accumulated statistical data on the metrics of interest to us through the
monitoring system, we can proceed to an analysis of the operation of our system in
the following areas.

- Analysis of the need to upgrade the server hardware configuration;
- Analysis of processes and components that require optimization;-
- Diagnosing problems that affect system performance;

- Analysis of recovery and backup plans;
- Analysis of the service schedule;

of the main criteria for assessing performance.
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These data will help determine the vector of required work to optimize and
~ improve system performance. With such use, monitoring will be the main tool in
- dealing with problems in the operation of the monitored system.

To select a monitoring tool, you also need to understand what tools the
monitoring system uses to get data from the database, which queries are used in the
poll. Depending on this, the effectiveness of the executed query can change
significantly, the additional load on the database can be changed, and the relevance
and reliability of the information returned to the monitoring system can vary. It is
very important to understand and know how the selected monitoring tool works.
Understanding this, you can optimize monitoring for the tasks set in the production,
while not spending the resources of the database servers,

1.3.1 Internal monitoring tools Oracle. Oracle already includes a prepared
set of tools and tools for monitoring databases. Perhaps both a joint and a separate
use of these tools, depending on the task. The simplest and most obvious way to
monitor Oracle is to use SQL queries. This method is convenient in those situations
where we know exactly what metrics we need to get to solve a particular problem. In
this case, this approach will be the most rapid and does not require additional
configuration of monitoring tools. In cases where monitoring should be carried out on
an ongoing basis over a long period of time and the number of metrics received is too
large, such a method becomes uncomfortable due to limitations in the field of
automation.

Oracle Enterprise Manager (OEM) - a set of tools for the centralized
management of systems based on Oracle products, including databases, application
servers, HTTP servers, Internet applications, etc. Oracle Enterprise Manager allows
us to use two basic tools: Oracle Enterprise Grid Control and Oracle Enterprise
Database Control. Oracle Enterprise Grid Control is a single tool for managing all
Oracle databases in the enterprise. Oracle Enterprise Database Control is an
integrated tool for managing a single database for a local server, with a greatly
simplified functionality and clipping of unnecessary functions for clusters, agent
management, standby, etc. Both of these products are essentially the same tool, with
only a different set of functionalities used, and are Oracle Enterprise Manager's
solution.

OEM includes three components: central consoles, followed by database

management servers, implementing all the logic of the OEM

administrators,
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operation and intelligent agents (Intelligent Agents) running on the nodes hosting the
database and performing tasks on behalf of the managers servers. The management
server has its own repository, where it stores the information necessary for work on
database users, nodes, privileges, etc. The repository is stored in the Oracle database.
The console performs the functions of the interface.

OEM allows you to execute not only the commands that are executed by the
Instance of Oracle, but also the commands of the operating system, start and stop the
database. Therefore, on each managed node, a service that is not tied to the state of
the database must work. This role is performed by an intelligent agent. It can execute
scripts, start the database, execute operating system commands, monitor the
occurrence of OEM-ordered events. Moreover, the execution of these works can
occur at pre-specified times or with a certain periodicity, and the result will be
transferred to the management server when it will have communication with the
agent.

Together with the OEM, the user can install his Web version. It does not
require additional configuration. The user simply runs an installed simplified version
of the application server on the computer with the OEM and works with the console
through the internet/intranet from any computer where there is a Web browser.
Through the Web-interface all functions of OEM and additional modules are
available.

OEM graphically displays the state of the database during processing. It also
provides a detailed analytical report in which you can go to each event and find the
corresponding SQL statements (Figure 1.5). The legend on the right shows the types

of waiting events.
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Figure 1.5 - Oracle Enterprise Manager. Web console activities in Oracle.

We can proceed to a more detailed display of the data. Figure 1.6 shows a
graph of the User /O waiting for the data.
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Figure 1.6 - Waiting for active sessions.
In addition, you can collect statistics on waiting events of an Oracle database

without using tools, using a shell script and built-in system utilities.

1.3.2 Internal monitoring tools Oracle. ADD and AWR.Automated database
monitor (ADDM) allows Oracle to diagnose itself, to identify potential problems and
solutions. ADDM is performed automatically after each statistics collection in the
Automatic Workload Repository (AWR), generating the actual performance
diagnostics data. Because data in the AWR is collected regularly, a similar automatic
rovides reliable diagnostics of database performance and

Start mechanism D _ _
problems. Here is a list of what ADDM checks or

identification of sources of
considers as problems:

-~ CPU bottlenecks.

misuse all CPU resources;
dth problems. Analyzes the state of the I/O subsystem;

on load of PL/SQL, as well as high load of Java

Checks Oracle applications and third-party applications to

= /O bandwi
- High execution and compilati

usage;
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- Specific RAC problems (Real Application Clusters). What are the most used
blocks and common cache objects? Identifies whether there are delays related to
the operation of the logic and internal connections of the cluster;

- The non-optimal use of Oracle by the application. Looks for problems in poor
connection management, with excessive structural analysis or locks at the

application level;
- Database configuration problems. Checks for signs of incorrect logging, archiving

problems, excessive control points or suboptimal settings:

- Concurrent access problems. Analyzes requests for the frequency of the "buffer

busy" response;
- Hot spots and top SQL for problems in different areas.
ADDM and AWR reports are a very rich tool for identifying performance

problems and a good starting point for
optimization of the database.

1.3.3 Internal monitoring tools Oracle. Emergency Monitoring.In
Enterprise Manager 12¢, the function of Emergency Monitoring appeared. The
function of Emergency Monitoring 12c Enterprise Manager Cloud Control is an
evolution of the memory access mode inherited from Grid Control 11g, which allows
access to blocks stored in shared memory. This tool allows you to automate the
method of accessing memory without having to manually enable the "memory access
w This tool will provide information that will help analyze performance

mode".

problems, even when the database is "hung" and there is no way to get performance
statistics through standard tools. This mechanism is proprietary, but the main
functionality relies on the ability to download and analyze a dump of RAM from the
server - the utility "Oracledebug Hang Analyze". This allows you to analyze different
views, such as V$SESS TIME_MODEL, VS$SESSTAT, V$SQLSTATS,
V$ACTIVE_SESSION_HISTORY, DBA_BLOCKERS, DBA_WAITERS, etc., after
which the OEM will show the supposed blockers that can affect the database and

allow them to be eliminated through the graphical interface (Figure 1.7).
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Although this tool is aimed at working with data directly from the SGA and
has console access (Figure 1.8), its use is not suitable for monitoring on an ongoing
basis, because the mechanism does not work directly with objects in RAM, but
through the collection of a memory dump, which leads to large time delays before
obtaining statistics and overheads to the disk subsystem for storing traces and a

memory dump [12].

1.3.4 Third-party monitoring tools for Oracle databases. Third-party
external monitoring tools include a number of products aimed at monitoring
computer networks. These tools usually use database monitoring modules, which
include various sensors, which in turn return values for different metrics of the
database under investigation. In principle, all these monitoring tools are based on the
same mechanisms of information collection as standard ones. The main conceptual
difference is that all information on all enterprise information systems will be

consolidated in a single management interface.

A common multifunctional monitoring tool is the open-source Zabbix system.

This monitoring system SE€rves to monitor the status of various services of the

computer network, network equipment, servers and operating systems. Zabbix
supports several models of obtaining statistics from the observed object. The first
method is a method of obtaining statistics without the use of monitoring agents

It allows you to check the availability and speed of response of

"Simple checks"
standard services, such as HTTP, SMTP, ODBC, WMI, SNMP. The second method

is to install Zabbix Agent on the host. The agent can be installed on Windows and
UNIX-like hosts t0 obtain data on processor load, network usage, disk space and
other statistics. There is also a method called "External check". It allows you to
execute external programs and the result of their work Zabbix uses both monitoring
metrics. In essence, this is a remote execution on the server of shell scripts or binary
t return a certain result to Zabbix. Thanks to its good extensibility, this

programs tha . . :
kes it possible to monitor virtually any metrics of the system.

monitoring system ma . . .
Some drawbacks include laboriousness 1n tuning, if necessary, to monitor non-

standard parameters of the system [13].
To monitor the hardware of the server, you can use the monitoring system

Cacti. This is an Open-Source web application that builds performance graphs,
throuéh a set of utilities for working with RRD (Round-robin Database, ring

a itori e server 1s necessary, because a hardware
d onitoring the hardware o
tabase). M f thl



failure will lead to a decrease in performance or total failure of the database itself.
This is a proactive measure to protect the hardware of the database server. This
software uses statistical data on the processor load, allocation of RAM, the number of
running processes, the use of network traffic. This monitoring system is useful for

determining the cause-and-effect relationship between the operation of the database

analyzing network traffic and loading the server hardware parts [24].
Considering the tools for monitoring Oracle databases, in fact we are
considering various interfaces to the basic monitoring tools of this database. In the

end, it all comes down to using all the same SQL queries sent to the database.

Therefore, analyzing the work of Oracle monitoring tools, first of all you need to

explore the built-in functionality.

1.3.5 Alternative ways of obtaining performance metrics. In his book,

Carrie Milsap, «Oracle. Optimization of performance» [15] investigated the issue of
obtaining data through queries to fixed views when diagnosing performance
problems of Oracle databases. He investigated the effect of the meter in questioning
the data of representations. Based on his research, he comes to the following
conclusion: «Interrogating fixed Oracle representations with SQL help creates an
strong effect of the meter on the system. It is simply impossible to obtain
detailed real-time performance statistics. Example 8.1 illustrates this problem. On our

eight-hundred-megahertz server under Linux, the typical speed does not exceed 50
r a 50-line request to V$SESSION» [16], which means that

d may not be suitable for very frequent database
d executable procedures that were launched

extremely

executions per second fo

the standard monitoring methods use

polling for statistics on user sessions an

within these sessions.

In one of his books «Expert Ora
], one of the leading Oracle engineers - Thomas Kite,

cle Database Architecture: Oracle Database 9i,

10g,and 11g Programming» [17

indicates the possibility of accessing
hts lead us to the idea that we can implement

allocated for SGA . These thoug
gh accesses (o memory

dynamic views directly in the main memory

directly. Given that none of the current

monitoring throu . .
ach when accessing metrics, I conducted a

ring tools 18 using this appro

Oracle monito
o implement a program to read data directly

study of whether there was an attempt t . .
from the SGA. The work MiladinModracovic, in which the idea of direct access to

SGA through the launched program is developed.
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The program implemented in this project allows you to read from the SGA, but
in order for it to earn, it must first enter the input parameters of the current database.
To do this, enter the Shmid values, the starting address of the memory segment, and
manually fill the indentation table for information about the sessions. Given that the
first two values change each time the database instance is restarted, and the indent
values change with each new Oracle database release, this tool is not suitable for
work because of its non-universality. This program will work in a single case, and the
time spent on finding out the preliminary parameters will be unacceptably large.
Based on these ideas, you can implement a method for monitoring the database,
which will be universal (independent of the release of Oracle version) and the most
customizable (not requiring manual input parameters). And based on this method,
implement a monitoring program that will have no problems creating an additional
load on the performance of the Oracle database, and allows you to receive data from
"hung" databases. Further, these developments can be used to write the module to

existing monitoring systems.

1.4 Description and reasoning of its decision. As we can see, there are
various tools for querying the state of database components. On the market there are
both internal and external software products, which are sharpened to monitor all
possible parameters of the system. And although these funds are quite large, they all
rely on approximately one approach for obtaining state metrics - queries into the
database itself. And with this approach of obtaining metrics, all the monitoring tools
discussed have the same problem - they create a load on the database, causing the
database to process requests. Basically, these are SQL queries that are directed to the

dynamic views of Oracle. N
In order to implement proactive monitoring of the DBMS, we need a different

mechanism that will allow us to directly obtain statistics from dynamic views,

bypassing the processing stage of the query, which, on the one hand, will not create
additional load on the database, and on the other hand, receive data even when the

database is not responds.
Oracle receives performance data not

shared SGA memory- Thus, all performance views are
ted from memory structures on the database server and are located in the public
created fro

area of the SGA memory.

from standard tables, but through calls to
based on virtual tables that are
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. When direct reading of data from SGA to the Oracle server does not pla
additional burden. It does not need to create latches and buffer locks (latches bp ffc .
. . , u
locks), SQL parsing, care for consistent data. When the server becomes overload flr
oaded,

this feature becomes very important. Also from SGA, you can read data ve :
and often. Much faster than Oracle reads itself, which follows from thery qu?kly
statement. And also you can join SGA even when the Oracle server does not 1:;:‘”0‘;3
for example, if the maximum number of sessions is exceeded or when the place ﬁzze;-

archive logs has run out.
As mentioned earlier in the "Solving performance problems" chapter, each
query in the database generates a whole chain of actions that the database prc;du
ces

before it begins to provide the requested data. In the case of reading the data
on

system performance (monitoring), and in fact these are queries to fixed X$ tables - all
-a

these things are not particularly meaningful. This is a complete absence of logical

(read from the cache) and physical reading from disks, no calls to the buffer cache are

created, there is no need to lock the data, which occurs when working with SQL

query to regular structures (tables, views).
SGA is located in the shared memory of the operating system (Shared

Because
rocess, then you can read the contents of the

memory) and access t0 it can get any p

fixed X$ tables even if the database is no
the structure of fixed values is unchanged during the operation of the database

e "map" of information storage in these tables, we can obtain the

t open, but simply raised. Given the fact that

instance, knowing th

required data without access to the database itself.

1.4.1 Advantages of using direct access to SGA. When accessing SGA, we

get the following additional benefits:

Access to hidden information;
when the database “hung";

Access to data at the time

- Fast access speed;

Small overhead.

1. Access to hidden information.
With direct access t0 SGA, you can rea
names of headers 0T values from fixed X$ tables.

2. Suspending or slowing down the database.

d the contents of data blocks, such as the
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On large installations, where it is not possible to work easily, there is often a situation
that access to the database becomes limited. There are common causes that can cause

this behavior of the database:
ORA 4031 shared pool errors

- Suspending the archiving process or switching the retry log;

- Problems with the "hang" of the base;

- Latch cache library competition.
- The use of free buffers in the DEFAULT buffer pool
In some cases, direct access to the SGA may be the only way to obtain up-to-
date information from a running instance. For example, if we had a mutual lock
during the execution of a heavy SQL query, we may lose access through Enterprise
Manager and not see what caused this behavior. As a result, we will either have to
wait for all requests to be executed, or stop the database instance. In the case of
reading data from the SGA, we can see what request is being executed at the current
moment and kill only that session that affects the operation of the instance, rather

than stopping the whole instance.

3. Fast access speed
Access via SGA allows you to get values much faster than through SQL-query.

A permanent survey of the view allows us to have statistical data about who and what

requests are sent to the database for execution. Using frequent SQL statistics and user

samples that use this statistics, you can calculate how often a specific user accesses a

specific SQL value. Having accumulated data, you can get statistics on the following

areas:

- Selecting user expectations, tracking transaction (ester) data;

- Statistics of custom SQL queries;

- Statistics of the instance operation.
nt and frequent polling of views through a normal SQL query will result

Consta
in degradation of database performance.

4. Small overheads
When using direct access to t
allocated to the operation of the database
' ires s
from RAM in the operating system requ . - .
processing a request through the DBMS to access information stored in RAM as well.
cessing

This gives us the following statements:

he SGA area, we do not spend the resources
instance. And access to the segment reading
ignificantly less time and resources than
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- Monitoring can significantly affect the operation of the database;
- The Heisenberg uncertainty effect - a small load affects to a lesser extent how
monitoring itself affects the performance of the database that it monitors.

1.4.2 Disadvantages of using direct access to SGA. And although the method
of direct access to SGA has many advantages, there are a number of undoubted
shortcomings.

First, this is a very troublesome method of obtaining information, because to
connect to SGA you need to know the shmid shared memory segments of the
operating system in which the information we need is stored, and each time the
database instance is rebooted, shmid changes and it needs to be recognized again.

The second disadvantage is that when reading from the SGA, the consistency
of reading is not observed. Formally, when reading data, say from VSSESSION, we
can get a picture of user sessions that was not at any one time. And in the blocks of
memory reserved for storing information about sessions, residual information or

"garbage" can be stored. This is due to the fact that some of the data is populated at

the time of the request or through triggers of Oracle's internal mechanisms. Oracle

does not care about the preliminary and subsequent cleaning of data after

obsolescence of information. .
And to the main disadvantages of using SGA is the fact that not all data can be

read directly. In the X$ tables, there are fields that Oracle calculates dynamically, at

the moment when a request is made to read these fields. As a result, instead of

information in a readable form, we will get some numerical values that will require

further processing (decoding).
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2. TESTING

effect of the s 1
meter's impact on the s it 1S si
- ystem and it is simply j '
- - m .
detailed Statistics for real-time execution.» [15] Y Rl fo obua
The py ing i |
- purpose of testing is to confirm the inefficiency of using on-goj
OTing tools and to test the effectiv ' o
eness of direct access to sh
ared SGA memor
)

th i
at does not affect the operation of the database.

. 2.1 Test environment. To confirm this assumption, we deploy a ¢
virn : o ’ o

it onment, including: a separate test database Oracle 11g, Oracle Ent 'St
g B oo ’ Cipr

anager ]3¢, pre-making the distribution of the database management agent Irp I}fe

. In the

tes ' |
L environment, configure the database monitoring tools. To perform a test Joaq
. . Oa
» TUNNIng various scripts through Shejj
To collect statistics on the operation
Manager Web Console.

S€nerated by users, we will use 2 separate host

and the SQL Plus and PL / SQL system utility.
Of the database, we will use the Oracle Enterprise

Scheme Test Laboratory

o« [ E | s

- r Monitoring
Server Users
Administrator /
\ : J sEBERens !.
Oracle Oracle
Enterprise Database
Manager 11g

Figure 2.1 - Scheme of the test stand.

To implement the test bench, I use the Virtual Box virtual environment of the
atest version hosted by the host under the Linux Mint 13 management. Within the
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:’)1;:211; lllal::;r:iu;i, two servers have been raised for the Oracle 11g database and
Orle i l\:::ger l.Z’)c..Oracle Database is installed on Oracle Linux 7.2,

ager is installed on Oracle Linux 6.0. Between the host
s, complete network connectivity is configured. All load tests
s not to create additional load on the virtual

machine and the server
are started from the host machine, so a

environment (Figure 2.1).
For each virtual machine resources are allocated, in accordance with Oracle's

mini :
inimum requirements for Oracle Database and Enterprise Manager:

1. Host - 4 CPU, 16Gb Ram, 500Gb SSD;
2. VM Oracle Database 11g - 2 CPU, 4Gb Ram, 30Gb SSD (Figure 2.2);

3. VM Oracle Enterprise Manager 13¢ - 2CPU, 8Gb Ram, 40Gb SSD (Figure 2.3)
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Figure 2.2 - Oracle Database VM.
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Figure 2.3 - Oracle Enterprise Manager VM.

2.2. Testing of existing monitoring tool. After starting and configuring a]]

databage servers, we check that the database is up and running, we can make I
to it and that the system does not issue any warnings, and we also check the basjc

download rates via Oracle Enterprise Manager.

Frytash

Figure 2.4 - Connec! to the
39

Aervhash

database via SQL Plus.




After making sure that w
e have the ability t
I | y to connect to the databa 1
i (Figure 2.4) from the client, we need to try to access the V$SESSIs(’)€:I\;,Sla I~
e m i ' |
g ost obvious way is to get data through the Oracle SQL Developer utilit ’I‘llew.
| . | ity.
install this software on the host machine and see what data we can g t)f[h "
et through

this view.

L]
 pem Sacme b e te le gESw DO

3-89 2O o 8

L
S, . N

Cayages a3t

Figure 2.5 - Oracle SOL Developer

In the SQL query interpreter we will create several queries to the views and tr
Yy

to execute them.

- Request descv$session;
and the type of data that is stored in them;

¢ * from vsession; Returns to us all the data that is stored in this view
instance of the databa
need to determine wh
tatistics on the monit
n in the Oracle docume

we get the basic definitions of the columns in this table

- Selec
se was started;

at information we want to get through the SQL
oring of the instance. For this, we turn to a

since the
Next, we
query to collect S
detailed descriptio

ntation of all the information on this view
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2‘ . . 3
" d.3 A.descnptlon of the dynamic representation of VSSESSION This
¥ w .lsplays information about each connected session to the database instance
ext in Figure 6 is a detailed description of each field, taken from the ofﬂciai

documentation of Oracle 11g.
«The VS$SESSION view enumerates numeric values that correspond to

comm i i
ands that can run during the current session. These values can appear in the

column VSSESSION_ COMMAND.  They are also displayed in the
SYS.AUDIT ACTIONS panel of the data dictionary.»[4].

available to us, we will try to form a query that will be used

After analyzing the data
it will be sufficient to use

for monitoring. In principle, to obtain the basic statistics,
the following data:

- Sysdate - The time of the operatio
we will convert it into a human-readable format;

n. Because time is stored in a system format
b

for convenient work with it
- Sid - Process ID in the database;
- Serial # - Session number;
- Username - Username;
- Machine - The name of the host from wh
-~ Module - The module through which the database accesses;

- Event - A resource or event that the process is waiting for;

- Pltext, P2text, P3text - Expectations parameters.
After analyzing the operability of the query, create a shell script (Figure 2.6),

which will be Jaunched in an infinite loop; querying the database through a SQL
query to provide these values for the operation of the database. This script is written

in Bash and uses SQL Plus as a query to the database.

ich the operation is started;

tool to transfer the
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#!'binbash

while :

do

sqlplus oracle/beerd Admin@ TEST1 << EOF

EOF
done

Figure 2.6 - The text of the shell script for querying the database.

oring Enterprise Manager. We will make

achine, we start monit
at there 1s no load on it. This will be seen

" gtate, th
uld be in the state of zero. After that on the

On the host m
sure that the database 18 in a "quiet

from the workload schedule, which sho
host machine we will Jaunch our written shell script and see how the database reacts

to such a frequent poll. After 10 minutes of work, stop the execution of our script. We

must see that the load on the database has returned to its original state.
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loading the database with the monitoring script turned

F-
igure 2.7 - The schedule for
off and on.

ndard monitoring tools. An example of polling a

Vs 3.4 Results of testing sta
g _ , : g

ESSION view (Figure 2.7) with a high intensity shows how a completel
erative. In peaks, the load is about 80%. Afte}li

un . .
N loaded database is almost 100P
1SC . .
N onnection, the load returns to zero again. From the legend of Enterprise Mana
. . _ er,
can see from which machine the requests Were, &

th L .
e database was using 1ts precious
2 GHz Linux hos

n 50 times per seco
ded and did not contain a lot of data.

p]icability of using dynamic present
essing SQL queries against these views.

g even small V§ views at a

what the query text was and what

resources.
t, W€ could not
nd to the VS$SE

get the speed of 11-line query

On our 3
SSION view, provided that the

€xecuti
ion more tha
This example in practice

datab
ase was not loa
ation data for frequent

d
€monstrates the inap

polling due to the ineffectivencss of proc
Thus, we proved that SQL is not suitable for pollin

rfite of 100 times PeT second. Our plain script dem
limitation of the polling method ith SQL. It is also imP°

f:
act that we do not do read ©
_by—rOW s€

onstrates the fundamental
rtant to pay attention to the

physical media, and parsing is performed

perations from
election by an array.

0 .
nce, and not a row Jection, but @ S
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3. SOLUTION AND TESTING OF THE ACCESS METHOD

tables X$
Ihe ba 1 ini 1 t \ mtot
S1C procedure fOI' obtammg 1nforma iOl’l fIO]ll t] 1€ SGA can be dl 1ded 1 to he

following steps:

1.
We choose the representati

2. Fi
Find the base table X$ for the selected representation V§;
n the base table X$ and the

on V$ from which we need to obtain data;

3. ;
We establish the correspondence of the fields betwee

representation V$;
Get the starting address of the base table X$ in the SGA segment;

Get the size of each record in the base table X$;

We get the number of records in the base table XS$;
We get the displacement of each required field in the base table X3

“}. Get the starting address of the SGA segment.
ith all this data, we can connect to the shared memory segment of the operating

system and start reading metrics from fixed X$ tables.

IS e S

e base table for it in X$. Having

ce of the view of V$ and th
obtain the following information

3.1 The choi
rn that we can

studied the VSSESSION view, W€ lea
which will allow:

= Get all user sessions;

= Get the status of query ©

= Access to short-lived data;
~ A special tool for diagnosing bottlenec
" Ability to make frequent polls.

This will allow us t© use this 1
bottlenecks in performance. In doing SO»
polls.

The V$SESSION view,
useful for obtaining informatio
should be sought in the official

product, due to the fact that from yersion t0 v

xecution,
ks in performance;

nformation as 2 special tool for diagnosing

we get the opportunity o make frequent
ON_WAIT table, will be very
escription of all submissions

the VSSESSI

The d
ation for the required version of the

as well as
o from the SGA-

Oracle document

ersion of the view can be modified.
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Knowing the fact that dynamic representations of V$ are constructed on the
basis of fixed tables X$, we need to find the source text of the VSSESSION we are
interested in.

In the VSFIXED TABLE view, there is a TYPE field that contains
information about the type of the object (View or Table). For example, VS$PROCESS

is described as a view and XSKSUPR as a table.
All V$ representations that are described in VSFIXED_TABLE are built on

fixed X§ tables. To get a description of each view, you need to query
VSFIXED VIEW DEFINITON.

In the query, must specify the name of view (Figure 3.1)

SQL> select view_definition from v$fixed_view_definition where

view name='V$SESSION';

Figure 3.1 - Request 10 get the source text of the V 8 SESSION representation.

ion of fields from

As a result, we get the definit |
ESSION (Figure 3.2).

SFIXED VIEW_DEFINITIONS for V$S

select MAND , OW
cADDR SERIAL# , USER# » USERNAME COEHEM#’ SCHEMANAME ,OSUSER , PROCE
s » SID 5 ST WAIT , STATUS » SERVER » 3CTET (0 “ADDRESS , SQL_HASH_VALUE,
NERID, TADDR - pORT , TERMINAL . PROGRAM » TYPE & 0% 5, PREV_SOL_ADDR , PREV_HA
1 2 tLp NUMBER , SQ-_E EC_. Ev_EXEC_START , PREV_EXEC_ID , PLS
- sqL_1p, sQu_CHILDNTE,pey cHILD NUMBER » PREY L OBJECT_ID, PLSQL_SUBPROGRAM
SH_VALUE , PREV_SQL_U2. " eNTRY SUBPROGRAM_ID CLIENT_INFO , FIXED_TABLE_SEQ
oL EnTRY_OBIECT_ID, PLSQLEN s f ™ acTION HASE » o ocks , ROW_WATT ROWH , TOP_L
_ID, MODULE , MODULEWASC b ATt FILE# » ROW_WAIT_BLOTK® & '\ OVER_TYPE , FAILOVE
UENCE , RON_WAIT_,SB%’_’;ME TAST_CALL_ET - Pngtsengg;L S, PDDL_STATUS, PQ_ST
) _ 5 _
EVEL_CALL#, LOGON_ REsouRCE_CONSUMER,GRIER: BLocxxns_SESSIONizTATUS,
ING_I

R_METHOD , FAILED_OVER, 1€

_ ERATION, CLIENT. FINAL_BLOCK

ATUS, CURRENT_QUEURCL| “g | ocKING SESSION STATUEL T ITEXT,P1, P1RAW,P2TEXT, P2, P2RA
EVENT# ; WATT TIME, SECONDS_IN W

BLOCKING_SESSION, - ,
. ION SEQH#, c
LOCKING_SEZ% J” CLASSH,WALT ZE LAST_WAIT_MICRO,SERVI

TANCE, FINAL_B — D, WAIT_! 5
W, PB'}EXT,PLPBRAN,WAI ,C'—ﬁ:EIRgMAmING__MIcno, TIME—SgNL TRACE_PLAN_STATS, SESS
AIT,STATE,NAIT—TIME—'MICRgaACE ﬁAITS’ SQL_TRACE__gét;gSJ QL_ e =
CE . - JAL#
,.‘I:gﬁNég:E[%IgSLf;?ACRI,EATOR_ADDR, CREATOR_SERIZTS
ifroﬁ -
| GV$SESSION
i where

inst_id = UsERENv(’Iﬁstaﬂce )

—_—
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GVS$SESSION table.
Let's try to get similar data by looking in the dic

the table GV$SESSION (Figure 3.3).

tionary view on the contents of

S . . eas
OL> select view_definition from v$fixed_view_definition

where view name='GV$SESSION';

Figure 3.3 - Request to get the source text of the GVS$SESSION representation

This will allow us to use this nformation as a special tool for diagnosing

b : .
ottlenecks in performance. In doing SO, W€ get the opportunity to make frequent

polls.
The V$SESSION view, as well as th

useful for obtaining information from the
should be sought in the official Oracle documentation for the required version of the

product, due to the fact that from version ew can be modified.
The result of the request t© get the source
(Appendix 1).

The double-based representat

due to the fact that data 18 written into t

values into a convenient form for the Pers
ecoded by the dictionary an

SQL is not suitable for pollin
ond. Our plain script demonstrates the fundamental

d with SQL- It is also important to pay attention to the
from physical media, and parsing is performed

but a selection by an array:

e V$SESSION_WAIT table, will be very
SGA. The description of all submissions

to version of the vi
e GV$SESSION representation

text of th
sentations X$ — GV$ — V§ is

ion of the repre
resentation without decoding the

he GV$ rep
on, but convenient for Oracle's work.

d written to the representation V3.

Furth
er values are d
g even small V$ views at a

Thus, we proved that
r?te of 100 times per S€¢
limitation of the polling metho

fact that we do not do read operations

Once, and not a row-by-ToW selection,

46



As a result, we get the source text to get the data in V $. It will not be

formatted. For greater clarity, we get the data of the definition of each field through

the queries for determining each of the representations. Here is an abridged version,

only with the fields of interest to us for the V$SESSION representation (Figure 3.5)

SQL> desc vgsession
Name Null?  Type
SADDR RAN(i)
SID NUMBER
SERIAL# NUMBER
PADDR RAK(:)
USER# NUMBER
USERNAME VARCHAR2(:%)
COMMAND NUMBER y
LOCKWAIT VARCHARZ(::)
STATUS VARCHAR2(%)
VARCHAR2(3)
SERVER VARCHAR2(:€)
bRoCES VARCHAR2(Z<)
e VARCHAR2(5%)
MACHINE VARCH
o VARCHAR2(32)
TERMINAL R AR2(+5)
PROGRAM VARCHAR2(-?)
TYPE )
SQL_ADDRESS VARCHARZ(55)
MODULE VARCHAR2(5%)
ACTION VARCHAR2(5%)
CLIENT_INFO CATE
LOGON_TIME NUMBER
SEQH NUMBER
EVENT# VARCHARZ2(5%)
EVENT VARCHAR2(52)
P1TEXT NUMBER
Pl NUMBER
NUMBER
§§ VARCHAR2(5%)
WAIT_CLASS NUMBER
WAIT_TIME NUMBER
SECONDS_IN_WAIT VARCHARZ2(3)
STATE
n of the V3SESSION.

Figure 3.5 - Result of

As we can S€6
table GY$SESSION, Whi
X$KSUSE, X$KSLED 2nd

the request to 7€

X$KSLWT

ceive the descriptio

o V$SESSION i8
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The double-based representation of the representations X$ — GV$ — V$ is
due to the fact that data is written into the GV$ representation without decoding the
values into a convenient form for the person, but convenient for Oracle's work

Further values are decoded by the dictionary and written to the representation V§

3.2 The ratio of the fields between the base table X$ and the view V$. Next
we need to relate the fields of the V$SESSION representation to the ﬁeld;
X$KSUSE, X$KSLED, X$KSLWT. Given that this information is not published by
Oracle and the search on the Internet did not provide a ready solution, this operation
had to be done manually, creating two identical requests to the view and a fixed table
combining fields with the same values. Because I knew for sure that in my tes';
environment therewas only one session from the ThinkPad-x61s computer, then I

used the machine name as a unique value in both queries (Table 3.1).

'VSSESSION | XS Field XS Table
_#(decode) ksspaflg _ XSKSUSE
_#(decode) ksspaflg | X$KSUSE =
SIb —[INDX - XSKSUSE
_SERIAL KSUSESER X$KSUSE
_USERNAME KSUUDLNA ' X$KSUSE
STATUSID KSUSEIDL X$KSUSE
' STATUS (ksspaflg, | ' X$SKSUSE
ksspaflg) #(decode) ‘
. SADDR ~ ADDR X$KSUSE
PADDR _ KSSPAOWN X$KSUSE -
_OSUSER ~ KSUSEUNM X$KSUSE
'MACHINE "KSUSEMNM XS$KSUSE
PR 7 TKSUSEAPP XSKSUSE
f"m%oxfmiAEzM —— " |KSUSEPNM ____ XSKSUSE
'LOGON TIME __ KSUSELTM X$KSUSE
"SQL_EXEC_START __| KSUSESESTA X$KSUSE
'SERVICE NAME ' KSUSESVC X$KSUSE
'EVENT KSLEDNAM XS$SKSLED
ST ~KSUSSPI X$SUSECST
T KSUSSP2 X$SUSECST
7“13‘3““*-*"*““‘” — TKSUSSP3 X$SUSECST
'SEQ# S 'KSUSESEQ 1< X$SUSECST
Table 3.1.The relationship between the fields of the dynamic representation of
V$SESSION and the base tables X3.
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Combining these data with the previously obtained description of the V §
SESSION representation, we end up with a fairly clear table, which will describe
which tables and fields X $ the V $ SESSION consists of (Appendix 2). The source
text of the GVSSESSION representation with the correlations of the field names in

the base tables X$.

Corresponding fields, 1 check that requests to X $ and V § return the same

values (Figure 3.7).

— e —

SQL> select STATUS, STATUS, OSUSER, MACHINE, MODULE, PROGRAM, LOGON_TIME,
SERVICE_NAME

from v$session
where MACHINE like

“ThinvPad-»xe1s73

SYS$USERS

SQL> select KSSPAFLG KSUSEFLG, KSUSEUNM, s, B KSUSEAPP, KSUSELTM,
sele >

KSUSESVC

from x$ksuse i mas.¥E61S5 '3

where KSUSEMNM like R R T SRR
--- 25 -APR-26 SYSSUSERS

S peveloper SaL Developer ¢

e e

Fioure 3.7 Comparison of queries 10 V$SESSION and X$KSUSE.
igure 3.7 -
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As a result, we see that to get username, we have to read the field kssuudlna fr:
X$KSUSE. And to get the status field, we need to read the fieldsksuseidl ksus:fl'I1
and then do some small calculations. | :
After we got a list of the correspondences of the fields V$ and X$, we know

which fields in X$KSUSE we need to get information. Next, we'll try to find out
exactly where in the RAM are the data fields.

3.3 Getting the starting address of the base table X$ in the SGA segment
3.3.1 Storage of information in the SGA .

Most of the data from the SGA is not readable;

Table X$KSMMEM is a value storage card in the SGA area;
n occurs through access to tables X $;

Access to informatio

Useful and necessary information is exported;
tion becomes available through the V § views.

The exported informa

al SGA address. You can find out the basic address of

e fixed table X$KSMMEM (Kernel Service Memory
ntially the entire SGA as a whole, so

3.3.2 Getting the initi

the SGA via a request t0 th

Management SGA memory). This table is €ss€
for the first line, we get the desired value for the starting address of the

choosing addr
SGA as a whole (Figure 3-8)-

m where rownum=1;

Figure 3.8~ Request to get the start address of the segment.
in RAM. Essentially, the basic tables are
h the database instance. Oracle takes the C-
A, and stores it into the

3.3.3 Location of SGA data
n C that ar€ run wit
$KSMMEM, which describes the SG

Figure 3.9)-

programs written i

structure of the table X

shared memory of the segment (
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0x60000000

Fixed SGA  Buffer Cache " Redo Buffer ’ Library Cache

|

Figure 3.9 - Addressing memory in the SGA area.

3.3.4 The initial address of the tables X$ and their correlation with th
e

view V$. The initial address of th
value of addr in the table. Due to the fact that the starting address of the SGA can b
e

shifted in RAM, the start address information of each of the X$ tables is not constant
an

and they need to be clarified after each instance of the database is started.
In fact, the initial address of each table can be obtained by analogy with how
ss of the SGA itself. To do this, we choose the minimal addr

(Figure 3.10).

e X$ table is recognized by selecting the minimum

we got the initial addre
for each of the tables X$ of interest to Us

se;

- SQL> select min(addr) from x$ksu

Figure 3.10 - Getting the starting address of the table X § KSUSE.

Next, I'll try to find out the initial addresses of the base tables for my Oracle

resses Wi until the instance is in the active

test database. These add Il be relevant only

State.
All addresses will b€ displayed in hexadecimal notation (Table 3.2).

]
V§

M_HaanTBH'bII‘/’I eC W
X$SKSURU
——— | V$SESSION

9A034020 122 oS
X$
VSSESSION_WAIT

Qw//ﬁ/’/
A034020 XSKSUSEST A VSSESSION_STAT

_TF4B1439B5E8
rable 3.2.Example of 0b1oI"E start addresses of base tables X5

t tables have the same starting address

From the example, W€ S€€ that differen
1 lies in the fact that the fields of each of the tables in the RAM

in memory. The reaso
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are stored not strictly one after the other, but are placed in a mixed order. And initi

fields with a zero indent are computed fields, which leads to the fact that .some 1n11:11al
have the same starting address. For precise positioning, Oracle stores in its d tab -
the initial memory address of each of the fields in the base table. RS

3.3.5 Getting the size of each record (line) in the base table X$. In the
structure of a fixed table, all rows are arranged sequentially. Therefore, knowing

the starting address of two adjacent rows, you can find the size of one line by making

the subtraction of the smaller address smaller. The size of the string will be bytes

SQL> create or replace function to_dec

( p_str in varchar2,
p_from_base in number default 15 ) return number
is

1 num number default Z;
1_hex varchar2(:") default '9123456789ABCDEF " ;

begin
if ( p_str is null or p_from_base is null )

then

return null;
end if;
for i in © .-
1 _num := 1_num * p_from_

length(p_str) loop
base + instr(l-hex,upper(substr(p_str,i,3 )))-

13

end loop;

return 1_num;
end to_dec;
/

show errors

-. find size of each record of session in KSUSE (DeFimel)
sQL> select ((to_dec(f.addr)-to_dec(e.addr))) row_size
from (select addr from x$ksuse where rownum < 2)F, .
(select min(addr) addr from xgksuse where rownum < 3)e;

the query for obtaining the length of one line in the

¢ table X8KS USE.

ry and result of
bas

Figure 3.11 - Que

52



3.4 Getting the number of records in the base table X$. Each base table

cOns;
onsists of a fixed number of records (rows) that correspond to the number of valid

sessions in the database instance. This number is set to the Oracle configuration file

and the value can not be changed until the database instance is restarted. It turns out

after counting the exact number of sessions, we will know exactly how many rows

will be located in the SGA. To do this, execute the SQL query:

SQL> select count(addr) from sys.x$ksuse;

and result of the query for obtaining the number of rows in the

Figure 3.12 - Query
base table X3KS USE.

ement of the required fields in the base table X§$.

3.5 Obtaining the displac
he initial address of the required table X§.

The offset of the fields is considered from t
All data stored in fields with an Offset of 0 are computed fields and are essentially

stored outside the SGA area. You cail get this data from special tables X$KQFCO

and X$KQFTA, which contains information about the indentation and size of the

field, respectively. The following is an example
execution for getting the indentation of the fields of the table X$KSUSE. Here is a

shortened version with fields of interest to us, the full result of the query is in Figure

3.13.

of the query and the result of the
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OFFSET SIZE

INDX
KSUSEACT
KSUSEAPH ‘
KSUSEAPP iy :
KSUUDUID ok

KSUUDNAM it
KSUUDLNA <
KSUUDFLG oz
KSUUDSID 5
KSUUDSNA
KSUSESEQ
KSUSEOPC
KSUSEP1
KSUSEP2
KSUSEP3
KSUSESER
KSUSEFLG
KSQPSWAT
KSUSESQL
KSUSESEID
KSUSEPESTA
KSUSEUNM
KSUSEMNM
KSUSEMNP
KSUSEQCSID

S w
I

+
\E
o2

FEGET TN ¢ TR NSED SN/ ¢ SH NV o v:: F S

-3

KSUSEFLG2

'
i
e ot

esult of an indenta
$ KSUSE.

e

Figure 3.13 - Query and r
base table X

tion request for each field in the
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As w I i
e see from the previous query in SGA between indent 1 and 6000+ (the

Of the i i

there can be:
- Other calculated tables, such as V' § SESSION_WAIT, V § SESSION_STAT

ete .;
Unallocated space for future Oracle database implementations.

he start address of the SGA segment. At the same time, it is
mixed SGA segments. The segments are stored in ascending
ifiers. This is done in order to be able to create large shared
for some reason the size is limited, and also to be able to
mic areas of the SGA during the operation of the instance.
n Oracle 11g. You can not change the partition size

3.6 Getting t
possible to obtain inter
numbers of shmid ident
memory, in systems where
work and increase the dyna
This change was introduced i
during the instance operation, the

To get the key and share

Operating system call, which will 1i

size is static.
d memory identifier, you need to use the ipcs

st all the segments contained in the RAM:

- [oracle@oracle ~]5 p¢d 79

e Message Queues -~-"7"777
key msqid owner perms used-bytes ~ messages
"""" Shared Memory segments --"TTT""
key shmid owner perms bytes nattch status
zxeeeaaeae Tggssies oracle 59 524288 2 dest
x02c0e0an 18087937  oracle 600 4194304 est

exopoooepe 22872066  Oracle 600 524288 3 :est
expoegpeede 22511619 oracle 608 31248 .Y est
exepeoseee 18481155 oracle 640 1258§§§32 3

exeoppoese 18513925 oracle 640 9772 7

exaasccr7c 18546694  oracle 640 2097152 2 sest

_ @xPpeoeede 18579463 oracle 6088 2097152 d

oracle 608 4194304 est

exeoppoeee 18710536

Figure 3.14 - Getting the list of share nemory segments in the Operating system.
gments are used by

n show which s€
out the name of

y utility that ca
| computer. Data ab

e on the 10¢d
gh the variable environment of the operating

15)-

Also, Oracle has 2 sysres
e of the databas

ity takes throu
SID} (Figure 3-

the running instanc
the instance this util
System $ {ORACLE_
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[oracle@oracle ~]- syurusy

IPC Resources for ORACLE_SID "testl™ :

Shared Memory:
ID KEY

18481156 2xe2000000
18513925 2x00000000
18546694 @xaas5ceb7c
Semaphores:

b KEY

622592 ox1ic19edde

Oracle Instance alive for sid "testi”

Figure 3.15 - Getting the list of shared memory segments used by the Oracle

instance, through the Oracle "sysresv" utility.

nitial SGA segment and its size, you can calculate

hich will have the next shmid ascending.
to 16 number system and add the

Knowing the address of the 1

the start address of the next section, W
To do this, we translate the segment Size

starting address and segment size:

Start address = 0x600000000

Segment size = 12582912 = 0xC00000

600000000 + 0xC00000 = 60c00000.
Accordingly, the initial address of the 2 segment

be 0x60c00000
By the same al gorithm, subsequent segments addresses are calculated.

with SHMID = 18513925 will

ed jnformation in shared memory SGA. The
ry is usually consistent. But if several
y that the segments from one

e of Jocation of stor
in memo

there 15 @ possibilit
d one after the other

3.7 Exampl
location of the SGA segments

Instances start simultaneously
instance will not be strictly locate

(Figure 3.16).
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s 7723739 10 mes patent
{Otmer potential segments pf SGA)

Figure 3.16 - Using RAM to store SGA.

S .
a ﬁcGA memory sections are arranged in the specified order in RAM: Fj
uffer Cache — Shared Pool — Log Buffer (Figure 3.17). * Fixed Area

0xoao [Segments of SGA]

of memory regions in SGA.

Figure 3.17 - Graphical localion
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Fixed tables are stored in a fixed section of SGA memory. This section
contains a lot of X$ tables, each of which has its own start address, which is found

when the database instance is started (Figure 3.1 8).

SGA XSKSUSE — User connection
0x60c000000 [Segment SGA containing X$KSUSE table]

it b
e w L ———————

— OX9A034020 s

e et s e S st e Sy A it S b i -

S s At i Lo S SRS A AR HF I SR L e e A

Figure 3.18 - Fixed memory partition.

§ consists of strings. On the example of the table X$KSUSE,

A fixed table X
er. The number of rows

W€ see that the rows aré arranged in series one a.ﬁer anoth .
Corresponds to the number of sessions available smce the database instance started.
Each line has a fixed size, which depends on the version of Oracle that we are

working with (Figure 3.19)-
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12512 bytes

 Row247

Figure 3.19 - Structure of the base table XSKSUSE.
Each line of the fixed table X$KSUSE contains information about the user
ch lin

S€ssion, E ch record has a fixed size and location in the line, which is calculated by
)
20
mdennng the starting address of the string (Figure 3.20).
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One record in X$KSUSE

R

6200 byte offset
) I
12512 bytes
- I E— -~
212 5315 U ek 5302
stanito ThinkPad-%61s N 60795 'unknom‘ln 573271*‘ gsafaevcloper
ord X$KSUSE.

Figure 3.20 - Storing data in the rec

3.8 Getting a dump of shared memory segments. To obtain a dump of
segments, you should use the undocumented Oracle diagnostic utility - Oradebug.
This diagnostic tool is used by Oracle Support to diagnose problems with remote

tion about some of its functionality,

support. But on the [nternet there is informa
available on the link: [http://www.orafaq.com/papers/oradebug.pdf]
The process Of getting the SGA memory dump from the current running

instance will look like this:
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4. IMPLEMENTATION OF THE PROGRAM

4.1 Repository
Link to the actual version of the program, hosted on GitHub:

https://github.com/yerkulan/ORACLE MONITOR/blob/master/oracle_monitor_sga.

Ry

4.2 Work algorithm.
1. At startup, the program creates a connection to the
Python cx Oracle module (Figure 4.1). The method of connection with OSAUTH is

used. This allows you to connect to the local host as SYSDBA without using a
password. The instance name is taken through the existing variables in

ORACLE._SID and ORACLE_HOME (Figure 4.2).
2. Queries are made to the database to obtain information about (Figure 4.3):

- Address of the KSUSE table;

- Starting address of SGA

- Number of rows in the tab

- Length of each line

- Indent for the field Ksspaflg

- Indent for the field Ksuseflg

- Indent for the Serial field

- Indent for the Username field

- Indent for the Machinename field

- Indent for the Statusid field

- Start addresses of all lines

- Getting the sequence number

- Indent for the Sequence field

- Indent for the Event field

- Indent for field P1

- Indent for the P2 field

- Indent for field P3 . tin
3. Getting through the utillty. of tltl)e uC:P;:Z ot

shared memory, with the :nformation 250

address of the segment and its size-
4. Search for a segment

KSUSE table 61

Oracle database via the

le KSUSE

s of the lines

g system ipcs all segments of
fiers SHMID, the starting

ddress space includes the address of the
ose a



5. We make a reading from the found segment in the loop. We use the
previously obtained data on the initial address of the line and indentation to obtain

data from the fields of interest.
6. We combine data (decoding) from different tables. We substitute the

dictionary values in the fields that contain the key fields of other tables.

7. Write information to a text file
8 At the end of the cycle, it catches the completion signals (SIGKILL,

SEGFAULT ...)
9. End the program.
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Begin

1

Base
connection <
N
module
_ No Connected
l\'es
Polling
SGA k—'—’]
Polli{;r% ecycle Data Logging
End of cyclé No
Yes
v
Nomberof ey ander
exceeded
25 —_— —
y signal of end No
Reason for
completion .
work
End.
Figure 4.1 - The algorithm of the progrom reading data]



Find SID

1L instance

Y
'~ connection
i using the
OSAUTH .
___method

———— successfully? -

Na
Y
Requests for |
| an Oracle |
| _instance

HeT

IR
< Writing
" information to -
local variables

Signal
transmission in
the following
Drocess

Figure 4.2 - The algorithm of the program "Base connection module"
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’ Reading SGA
information from local
- yﬁarilables

1

" Getting lists of shared
memory segments via the |
- IPCS program

=

" Parsing of segments for |

~ the occurrence of the |

address of the base table

XS in the range of the

address space of the i
segment

|

e

Byte-Read Data from a

Shared Memory Segment

| Writing data to local .
variables »

e e __—ﬁﬂ,,_..’o,____.—a__._

ogram npolling SGA"

i
n

Figure 4.3 - The algorithm of the pr
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CONCLUSION

o The purpose of this work was to develop a method for low-level monitoring of
e : :
o bracle DBMS, which can be used in an abnormal situation in the operation of a
a :
abase instance. We can say that the goals and objectives set in this paper have

been achieved.
In the course of the work, existing software tools and methods for obtaining

ierformance metrics from the Oracle DBMS were analyzed and tested. The reason
or the unusability of the use of existing Oracle database monitoring software
products was proved for abnormal operation of the database instance.

A method of low-level interrogation of performance metrics from memory was
in practice and confirmed its suitability for use. Also, a

hod was revealed, that it does not
lesser extent affects the reliability of the

developed, which was tested

positive property of this met
on the operation of the DBMS and to a

create a parasitic load

information obtained.
In the course of the study, the existing techniques for obtaining performance
Metrics from the shared memory of an Oracle instance and obtaining a data storage

structure from the database itself were studied and adapted for use in the method.
e method, the tasks were studying the structure of data storage in

the Oracle architecture, gaining access to shared memory through the operating
System mechanisms, bypassing the use of the database instance, and dynamically
Obtaining the storage structure of information in shared SGA memory. Based on this
Method, a prototype program was implemented to access performance metrics, the
results of which were compared with the results of polling the instance through a

Standard access method that us ummarizing, |
Mmethod can find its application in of .the module to existing
an be used for 10 havior of the DBMS, which

ond quickly on and have up-to-

n of the

To create th

es SQL queries. S we can say that this
the implementation
n-routiné be
to the current situati
Oracle database.

Monitoring systems, which ¢
will allow administrators t0 resp
date information for analyzing the operatic
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Appendix 1

VIEW_DEFINITION

select
S.INST_ID,S.ADDR,S.INDX,S.KSUSESER,S.KSUUDSES,S.KSUSEPRO,S.KSUUDLUI,S.KSUUDLNA,S

.KSUUDOCT, S . KSUSESOW, DECODE (S . KSUSETRN, HEXTORAW( '8 '), NULL,, S . KSUSETRN) , DECODE(S..
KSQPSWAT , HEXTORAW( ' 20 ') ,NULL, 5 . KSQPSWAT) , DECODE (BITAND(S . KSUSEIDL, 11), 1, 'ACTIVE'

., DECODE (BITAND(S.KSUSEFLG, "= "),y " INACTIVE', "CACHID"), 2, 'SNIPED , 2
kI{(F?,)’DECODE(S'KSSPATYP,;"DEDICATED’,;,‘SHARED',?,'PSEUDO‘,:,‘POOLED',‘YJTE‘
),5.KSUUDSID, 5. KSUUDSNA, S . KSUSEUNM, S .KSUSEPID, S . KSUSEMNM, S . KSUSEMNP, S . KSUSETID, S
" KSUSEPNM, DECODE (BITAND(S . KSUSEFLG, 1), - 7, '3ACKEROUND®, 1, "USER ",y "RECURSIVE ", ' 7
}.5.KSUSESQL, 5. KSUSESQH, S. KSUSESQI ,DECODE (5. KSUSESCH, 2225, TO_NUMBER(NULL), S .KS
USESCH),S.KSUSESESTA,DECODE(S.KSUSESEID,6,TO_NUMBER(NULL),S.KSUSESEID),S.KSUSEPS
$735,TO_NUMBER(NULL), S.KSUSEPCH), S .KS

Q,S.KSUSEPHA,S.KSUSEPSI,DECODE(S.KSUSEPCH,655;:,
NUMBER(NULL),S.KSUSEPEID),DECODE(S.KSUSEPED,,T

USEP E(S.KSUSEPEID,<,TO_
ESTA, DECODE DECODE (S.KSUSEPED, 2, TO_NUMBER(NULL ), S .KSUSEPES) , DECOD

0 NUMBER(NULL),S.KSUSEPEO),DECOD
( et DECODE (BITAND(S.KSUSSTMBV, POWER(:, 1)), PONER(: , - 1

E(S.KSUSEPCO, ~, TO_NUMBER(NULL), u
)(S KSUSEPCO’Ta NUMBER(NULL))),DECODE(S.KSUSEPCS,@,TO_NUMBER(NULL),DECQDE(BITAND
S K  pOW 1),5.KSUSEPCS, TO_NUMBER(NULL))),S.KSUSEAPP,S.

-, ..)),POMER(Z,:
(S.KSUSSTMBV, POWER(. 5 - -))> LI,S.KSUSEFIX,S.KSUSEOBI,S.KSUSEFIL,S.KSU

KSu . KSUSEACT S .KSUSEACH, S . KSUSEC
SEBEEAEHégugggLT,S.éSUSEORAFN,S.KSUSELTM,S.KSUSECTM,DECODE(BITAND(S.KSUSEPXOPT,;
3.

Y, reza ) o L CODE(S . KSUSEFT, 2, 'SESSION' ,4, 'SELECT',%, ' TRANSACTIONAL', 'NONE
T),bécdbEES k;USéFM,f, EQS][',T,'PRECONNE(T',&, PRE?AR5§ ,‘QQNE ),DEFODE(S.KSUSE
FS” CyES 7Vﬁ‘) S KSUSEGRP,DECODE(BITAND(S.KSUSEPXOPT;M),u, ENASLED' ,DECODE(BIT
s anT 1) DECODE (BITAND(S.KSUSEPXOPT,2),2, ' FOR

N .. s0RCED', DISABLED'))s '
f???S‘KSUSEpXO:;&sz 2 LSEPXOPT, ), 1, DISABLED', ENABLED')),DECODE(BITAND(S .KSUS
EﬁioagECO?E(BI,;q«rc;',DECODE(BITAND(S.KSUSEPXOPT,16),15, DISASLED', ENABLED')),

P F Bl

LIGAGRT 2% UNKNOWN' , 4254657004, "UN
ODE S.KSUSEBLOCKER, 54 » s - ,
5~KSUSECQD,5.Ksu55§53519§§I :S%:&f*“"” LWOHOLDER ' 54284567251, ' NOTINWAIT®, 'VALID'
e R S 5 HN NOWR g ad s st

E

< veust 1o -~ T0_NUMBER(NULL), 429486725, TO_NUMBER(NULL),
)’pECODE(S‘KSUSEBLOCKiﬁS L T0l) 10 NUMBER(NULL),<25455725,TO_NUMBER(NULL), B
oo De:,TO_NUMBER(NULLY, T o 0 5, DECODE(S . KSUSEBLOCKER, 42949672235, TO_NUMB
ITAND(S.KSUSEBLOCKER, - o o a1y, 1054967253, TO_NUMBER(NULL), 222225 7 -2, TO_NUM

ER(NULL), . " ,TO_NU A TTAND(S . KSUSEBLOCKER, 65535) ) , DECODE (S .KSUS
L NULL),BITAND(S. Do : .
BER(NULL),- . ;’TO’NUMBER( '“1227295,'UNKNCWN':42f4?°’£73: UNKNOWN* , 4250067

4
DECODE (S.KSUSEFBLOCKER, £254%

EFBLOCKER, . i - s UM 2 Trr, "vaLTD")
- e eLo ozt UNOT NWATT ’ =\ 2545
» TO_NUMBER(NULL), &< 7 " 2 ‘o5 ER(NULL), BITAND(S .KSUSEFBLOCKER, 2147:318122)/
© sTO_NUMBER(NULL), =<~ " o 1557235, TO_NUMBER(NULL), 4294367294, TO_NUMBER (NU
~©),DECODE (5-K5 (NULL) S egr7e, TONUMBER(NULL), 2252967221, TO_NUMBER(N
LL),:;:;;57;D§,T0_NUMBERKER {;:gg)),W.KSLNTSEQ,W.KSLNTEVT,E.KSLEDNAM,E.KSLEDP1,w
ULL),BITAND(S.KSUSEFBLOC e . KSLWTP2R, E . KSLEDP3, W.KSLWTP3,W.KSLWTP3
.KSLWTP1, W.KSLWTP1R, LEDCLASS#,E.KSLEDCLASS,DECODEgﬁ;KELWZI?EA:ZG;B?Sngf&ggiézg
R, €. KSLEDCLASSTD, E- K51 oscoos(ROUND(W-KSL“TSTIME/“Lgb)’“EsiﬁTLTIME)}'aenaha
(N‘KSLWTFLAGS’;as&%z&“KngTINNAIT,9,ROUND((zﬁziinsTiiiifﬁe‘ ozcoos(ax?&ngzayiéz
Tl g DEC i . SLWTI 243 a ,., o Lo .
éUND w)&giwggTIﬁﬁlfge’ ‘1))’DESODF(:EEODE(ROUND(N.KSLwTSTIME/,@aee),e, WAITEDSHD
(W. . ,,TEOUmﬁNON“**ME ) (w.KSLNTINNAIT,Q,TO_NUMBER(NULL)
W.KSLWTLTIME,S.KSUSESVC,DECOD

),W.KSLNTSTIME:giggg:))
W KSLWTFLAGS " 5 W.KSL DECODE (BITAND(S.KSUSEFLG2,54),
,DECODE(BITAND(W- 1, S OE" . 'FALSE' ), DECODE(BIT

£Y,548,% \
LATELAGS: )£, D1sAsLED ) DECD

E(BITAND(S.KSUSEFLG ’éogg(BITAND(S.KSUSEFL :153w)’65535,'ALLEXEC',laz e,

C e, FALSE D DB AND(S  KSUSEFLGZs (0 S  KSUSEECID

AND(S‘KSUSEFLG§’;[kéLUDSAE,s.xsusscas,s.xsus s

2y FIRSTEREC Jo2e

from

X$KSUSE S,

XS$KSLED E
, AND S.INDX=W.KSLWTSID AND W.

T
23LGE7
e}

WTFLAGS,. -5 )sss W24 =2
RTTTiE ) paTTEDKROANTIME )

where yi=
BITAND(S.KSSPAFLG - —
_KSLWTEVT=E . INDX

X +yi=2
nare 2 AND BITAND(SnKSUSEFLG")! )



Appendix 2

SELECT
s.inst_id, -- INST_ID NUMBER
s.addr, -- SADDR RAW(8)

! s.indx, -- SID NUMBER
s.ksuseser, -- SERIAL# NUMBER
s.ksuudses, -- AUDSID NUMBER
s.ksusepro, -- PADDR RAW(8)
s.ksuudlui, -- USER# NUMBER
s.ksuudlna, -- USERNAME VARCHAR2(38)
s.ksuudoct, -- COMMAND NUMBER
s.ksusesow, -- OWNERID NUMBER
decode( -- TADDR VARCHAR2(16)

s.ksusetrn,hextoraw(‘ee'),null,s.ksusetrn),

' ecodet i T~ LOCKWALT VARCHMAR2{16

~t

s.ksqpswat,hextoraw( =~ ),null,s.ksgpswat),
decode( .- STATUS VAICHAR2(8)
bitand(s.ksuseidl, )s-» A:::%;'fifgecch(bitand(s'ksuseflg’;’5: pTs INATIIVE', 2
Y,y il oy oiithels TemmEed B ] A
decode( e eyamen .P,:Sf§Y€$ fog#fs%(?aﬂ.g.)
N _:T:u::-::_‘ . SmnZo 37 =S 17 mAOLLS LA 3
. i;:zzzzzyp’ ? o . SCHEMAT NUMBER
suudsna, .- SCHEMANAME VARCHAR2(38)
S - KSULASHes .- OSUSER VARCHAR2(33)
s-ksusedts -~ PROCESS VARCHARZ(24)
i'ﬁi"iﬁ?iw’ -- MACHINE VARCHAR2(64)
.ksusemnm, .- PORT NUMBER
z.tzjzgzgg, -~ TERMINAL VARCHAR2{16)
. ; - PROGRAM VARCHAR2(64)
S-k5:5€p“m: -- TYPE VARCHAR2(189}
decode : maryRAT Ly WSER',T, RECURSIVE', ')
bitand(s.ksuseflg,~f).~ y BALKE 1 SQL_;DERESS RAN(B}, ’
s.ksusesql, L. SOL_HASH_VALUE NUMBER
s.ksusesgh, -~ $QL_ID VARCHMAR2({13}
s.ksusesqi, .. SQL_CHILD_NUMBER NUMBER
decode( ksusesch)
L per(null), s.ksus 3
< ksusesch, = » to-num ¢ 7T GQL_EXEC_START DATE
5. ksusesesta, .. SQL_EXEC_ID NUMBER
decode( er(null), s-ksuseseid),
s.ksuseseid, s to_number( ’ . PREV_SQL_ADDR RAN(8)
5. ksusepsds .- PREV_MASH_VALUE NUMBER
s.ksusephd, -~ PREVY_SQL_ID VAR§HA82{13}
s.ksusepsi, .- PREV_CHILD_NUMBER NUMBER
decode( N r{null), s.ksusepch),
<.ksusepchs & 2 to_number (MUAEJ B2 v EXEC_START DATE
s.ksusepesta, .- PREV_EXEC_ID NUMBER
decode( 11), s.ksusepeid), )
<.ksusepeid, s to_numper (nu11), . pLSQL_ENTRY_OBIECT_ID NUMBER
de§°ﬁgssepeo,a,to,number(null),s.ksusepeo!f pLSQL_ENTRY_SUBPROGRAM_ID NUMBER
o 5. ksusepes),
de§°g§§59920,;,to_number(null): - pLsQL_OBBECT_ED NUNBEﬁ )
A gecode (pitand (s ksusstmbv, power(:,21)),
decode( 0. ,t0 number(null): oI
siksusipcs’ééusEpco, to_number(n ’ _ pLSQL_SUBPROGRAM_ID HUMBER
power(., J» °° pitand(s.ksusstmbv, power(:,1.)),
decode( . 1o number(null_), ‘:‘e‘?‘_’?.(.

5. ksusepcss
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power( , "), S.Ksusepcs,
s.ksuseapp,
s.ksuseaph,
s.ksuseact,
s.ksuseach,
s.ksusecli,
s.ksusefix,
s.ksusecb],
s.ksusefil,
s.ksuseblk,
s.ksuseslt,
s.ksuseorafn,
s.ksuseltm,
s.ksuysectm,
decode(
bitand(s.ksusepxopt,
decode(
s.ksuse¥Tt,
decode(

. kSlHtlﬂhalt, ,r
round(w. kslwrstime/: .
decode(
w.kslwtinwait, e
i, decode(rourd(4. k
SRS ) ) I
w.kslwtstime,
decode(
. kslwtinwalt,
decode(bitand(w- kst
w.kslwtlitime,
5.KsuUSesve,

decode(

bi*and(s.ksuseflgz,:“

decode(
pitand(s- ksusef‘gZ,r

decode(
pitand(s- ksuseflgZ, -

decode(

blgand(s ksusc¥lg?;ﬂ5;9

. " yw ,’.f,

pAT g e
s.ksuudsae,
s.ksusecre,
5. ksusecsn,
s.ksuseecid

from
x$ksuse S,
x$ksled €,
x$ksINT W

where
nitand(s.KsS

4. kslwrevt=e.1ndX

1.5, decode(bitand(w. kslwtflags,..:),,
slwtstme/,,.,_u), s, mALTE g,

to_| number(null),
WwtFlags, ) s

paflé -)t= and pitand(s.ksusefle,-
-

to_number(null))),
-- MODULE VAR(MARZ(48)
o MEOULE MASH NUMBER
-~ ACTION VARCHARZ(32)
- - ACTION_MASH NUM3ER
.- CLIENT_INFO VARCHARZ(64)
-- CIXED_TVABLE_SEQUENCE NuMBER
-~ ROW_RALT_OBls NUMBER
-- ROW_WRALT_FILE= NOMBER
- BOW_wALT_BLOCKE NUMBER
-« ROW_wAIT_ROws NUMSER
-~ TOP_LIVEL _CALLE NUMBER
-- LOGON_TIME DATE
<= LAST CALL_ET NumBER

-- POML_ENASLED VARTHAR2(3)
I P NI, TS ),

-- FAILOVER_TYPE VARZHAR2(13)
Y 4,'Siwiif',:,"Fné'iffli\n",‘{Ci:'),

-- FALLOVER METHCD VARCHAR2(12)

ound((w Kslwtstime+w.kslwtltine)/. coooov),

=)
-~ STATE VARCHAR2(13)

e TSIt
rvt- IO L T

<

.

P |
.vv:~ ST srmre Ty e .
WAITED DN

-- WAIT_TIME_MICRO MNUMBER
.- TIME REMAINING_MICRO NUMBER

SW. kslwttrem)),
.- TIME SINCE_LAST_WAIT_MICAQ NUMBER
-~ SERVICE NAME VARCHARZ(64)
-- SQL_TRACE VARCHARZ(8)}

v a 05

(), ENABLEDT, BISASLES

-- SQL_ TRAC‘ _WAITS VARCHAR2(S3)

venort o SE

Sa)gtty TUEE S tALSET )
.- SQL_TRACE_BINSS VARCHAR2(S)

Y crmil CEALREY
o 7T SQL_TRACE_PLAN_STATS VARCHAR2(1E)
bitand(s.ksuseflgz,-4*ﬁ=‘),,,_; Ly ALL

XEL)s

.. $ESSION_EDITION_ID NUMBER
.. CREATOR_ADDR RAN{8)

.. CREATOR_SERIAL# NUMBER

.- ECID VARCHARZ(64)

)l=z and s.indx=w.kslwtsid and

ra ey n
e T

i
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